Attacks on Data Centers in Ukraine and Russia (September—October 2026): Official Justifications & Sources

Compilation of strike locations, dates/times, verbatim official justifications (in Russian/Ukrainian with English translations), and primary/wire source links.

Table 1: Russian Attacks on Data Centers in Ukraine (September—October 2026)

(1) Location and Time of Russian

e (2) Statements by Russian Officials Justifying the Specific Attack (3) Links to Statements / Sources

BeMobile («bn-Mobaiin») Data Russian Ministry of Defense (MMHO60pOHbI P®): e Forbes Russia (11 Sept 2026)

Center «...KNeBCKuWii JaTa-LeHTp "Bu-mobaiin", rae xpaHatcs, o6pabaTbiBatoTcs 1 https://www.forbes.ru/society/568391-v-

Kyiv, Ukraine nepejarotca AaHHble, B TOM YMC/ie pa3BedblBaTe/IbHOIO Xapakrepa» minoborony-rossii-soobsili-o-porazenii-data-
Translation: centrov-na-ukraine

* 1ststrike: 11 September 2026 "..the Kyiv data center 'BeMobile', where data, including of an intelligence * Vedomosti (25 Sept 2026)

* 2nd strike: 20 September 2026 nature, are stored, processed, and transmitted." https://www.vedomosti.ru/politics/news/2026/09/

25/1231976-minoboroni-ob-udare

e RTVI Overview

https://rtvi.com/news/skorbnaya-data-udary-vs-rf-
po-data-czentram-ukrainy-chto-izvestno/

De Novo («[e Hoso Aata-LleHTp») Russian Ministry of Defense (MMHO60pOHbI P®): e Interfax (17 Sept 2026)
Cloud & Data Center «...KpYMHeWWnit LeHTp, obecneunBatoLmnii paboTy cepsepHOro o60pyAoBaHNs, https://www.interfax.ru/russia/1116599
Kyiv, Ukraine MCMNONb3YEMOTO B BOEHHbIX LienAx, a Takke 06paboTKy, nepegayy U xpaHeHue e CNews (17 Sept 2026)

[OAHHbIX, B TOM YMcne pa3BebiBaTesibHbIX, B UHTepecax BCY» https://www.cnews.ru/news/top/2026-09-

* 17 September 2026 Translation: 17_rossiya_nanesla_udar_po_odnomu
"...the largest center ensuring the operation of server equipment used for
military purposes, as well as the processing, transmission, and storage of data,

including intelligence data, in the interests of the Armed Forces of Ukraine

(AFU)."
Parkovy Congress and Exhibition Russian Ministry of Defense (MuHo6opoHbl P®): e CNews (24 Sept 2026)
Center Data Center (KBL| «...0CYLLLeCTBAANOCH OKazaHWe YCAYr CBA3U U BbIYUCAUTENbHBIX MOLLHOCTE M ANA https://zoom.cnews.ru/news/item/707190
«MapKoBblit») BCY»

e Vedomosti (25 Sept 2026)

Kyiv, Ukrai
ylv, JKraine Translation:



(1) Location and Time of Russian
Attack

e 24 September 2026 (two strikes;
permanent closure announced 1
October 2026)

Datagroup («Aararpynn» /
Datagroup-Volia) Data Center
Inkom Business Center, Kyiv, Ukraine

e 25 September 2026

Cosmonova («KocmoHoBa») Data
Center

Protasov Business Center, Kyiv,
Ukraine

e 26 September 2026 (double strike;
permanent closure announced)

RX-NAME («RX-Name») Data Center
Mykolaiv, Ukraine

¢ 2 October 2026 (daytime UAV
strike)

(2) Statements by Russian Officials Justifying the Specific Attack

"...communication services and computing capacities were provided for the
AFU."

Russian Ministry of Defense (MuHo60opoHbl P®):

«...0becneunBan 06paboTKy u nepesavy pasBe/blBaTebHbIX JAHHbIX B
MHTepecax BCY»

Translation:

"...ensured the processing and transmission of intelligence data in the interests
of the AFU."

Russian Ministry of Defense (MuHo60poHbl P®):

«...obecneymBan paboTy MOBUALHOFO MHTEPHETA N NOAAEPKMBAN CUCTEMBI
cnyTHUKOBOW cBA3wn Starlink, ncnonb3oBaBlKecs B MHTepecax BCY»

(MoD also stated that its long-range strikes target facilities "used jointly by the
AFU and NATO specialists.")

Translation:

"...ensured the operation of mobile internet and supported Starlink satellite
communication systems used in the interests of the AFU."

Russian Ministry of Defense (MuHo60opoHbl P®):

«CerogHs gHem B pesynbTate yaapa 6eCcnuaoTHbIMK NeTaTeibHbIMK annapatamm
B ropoae Hukonaes nopaxeH gata-ueHtp RX-NAME, obecneymBaBsLLnit
06paboTKy AaHHbIX U XPaHEHUE CAUTOB B MHTEPEeCax YKPAMHCKNUX BOMCK»

Translation:

(3) Links to Statements / Sources

https://www.vedomosti.ru/politics/news/2026/09/
25/1231976-minoboroni-ob-udare

e UNIAN (1 Oct 2026 - Shutdown confirmation)

https://www.unian.net/economics/other/data-
centr-parkovyy-prekratil-rabotu-posle-udara-so-
storony-rossii-13515816.html

e Vedomosti (25 Sept 2026)

https://www.vedomosti.ru/politics/news/2026/09/
25/1231976-minoboroni-ob-udare

e Life.ru (1 Oct2026)

https://life.ru/p/data-tsentr-parkovyy-polnostyu-
prekratil-rabotu-posle-udarov-po-kievu

* VVoennoe Delo (26 Sept 2026)

https://voennoedelo.com/posts/id89920-data-
tsentry-porty-i-suda-chto-izvestno-o-serii-atak

e Ukrinform (Cosmonova closure)

https://www.ukrinform.ua/rubric-regions/4168360-
datacentr-cosmonova-u-kievi-pripiniv-robotu-pisla-
rosijskoi-ataki.html

CNews — Datagroup and Cosmonova (28 Sept

2026)

e TAdviser Profile & MoD Quote

https://www.tadviser.ru/index.php/%D0%9A%D0%
BE%D0%BC%D0%BF%D0%B0%D0 %BD %D0%B8 %D1
%8F:RX-



(1) Location and Time of Russian
Attack

Ukrsibbank («Ykpcnb66aHk») Data
Center
Kyiv, Ukraine

e 10 October 2026

Tenet («TeHeT») Data Center
Odesa, Ukraine

* 11 October 2026 (overnight strike)

(2) Statements by Russian Officials Justifying the Specific Attack

"Today during the day, as a result of a strike by unmanned aerial vehicles in the
city of Mykolaiv, the RX-NAME data center, which ensured data processing and
website hosting in the interests of Ukrainian troops, was hit."

Russian Ministry of Defense (MuHo60opoHbl P®):

Characterized as a «4aTa-LeHTP, MCNONb3yEeMbIN AN BOEHHbIX HyKa» ("data
center used for military needs"), specifically:

«...AaTa-ueHTp "YKkpcmubbaHka" B Kuese, nucnonbsyemoliint BCY ana cbopa,
06paboTKM 1 XpaHeHWA pa3BeablBaTeIbHON MHPOPMaLLUM»

Translation:

"...the 'Ukrsibbank' data center in Kyiv, used by the AFU for the collection,
processing, and storage of intelligence information."

Russian Ministry of Defense (MuHo60opoHbl P®):
«B pe3synbTaTe ygapa nopaxkeHbl: gata-ueHtp "TeHeT" B ropoge Ogecca,
ncnosb3syemblii BCY gns 06paboTkm, nepesayn n xpaHeHUsa MHGopmaLmum»

Translation:

"As a result of the strike, the following were hit: the 'Tenet' data center in the
city of Odesa, used by the AFU for processing, transmitting, and storing
information."

(3) Links to Statements / Sources

Name_%28%D0%B4%D0%B0%D1%82%D0%B0-
%D1%86%D0%B5%D0%BD%D1%82%D1%80%29
e TopWar (2 Oct 2026)

https://topwar.ru/290918-minoborony-rf-
podtverdilo-udar-po-data-centru-rx-name-v-

nikolaeve.html

e Business Online (10 Oct 2026)

https://www.business-gazeta.ru/news/713192

* Prospect (11 Oct 2026)

https://prospect.com.ru/news/7086068/armiya-
rossii-porazila-ispolzuemyj-vsu-datatsentr-tenet-v-
odesse.html

e TopWar (11 Oct 2026)

https://topwar.ru/291418-vs-rf-nanesli-udar-po-
data-centru-tenet-v-odesse.html

e |Interfax Russia (11 Oct 2026; MoD statement)

e Interfax Ukraine — TENET company statement (10

Oct 2026)




Table 2: Ukrainian Attacks on Data Centers in Russia (October 2026)

(1) Location and Time of Ukrainian
Attack

Yandex («AHaekc») Data Center
Sasovo, Ryazan Oblast, Russia

* 8 October 2026
(overnight/morning FP-1 UAV strike)

Yandex («fAHaekKc») Data Center
Kaluga, Kaluga Oblast, Russia

® 9 October 2026 (FP-1 UAV strike)

(2) Statements by Ukrainian Officials Justifying the Specific Attack

Note: No official statement by the Ukrainian General Staff, MoD, SBU, or GUR
claimed the facility was a military objective. Instead, Ukrainian officials justified
the strike as a symmetrical retaliation ("mirror response") for Russian strikes
on Ukrainian data centers:

1. President Volodymyr Zelenskyy (8 Oct 2026):

«Mu TOUHO Tex moxemo. Mu 3aBXKAM BiANOBIAAEMO A3epKanbHo. [aTa-ueHTpu:
BM BCi 3HAa€ETe — BOHM O6Man i 6'10Tb NO HaW KX gaTa-ueHTpax. Mu Bignosinm im.
Bcix getaneit He MOy CKasaTu»

Translation: "We certainly can too. We always respond in kind [mirror-like].
Data centers: you all know — they struck and are striking our data centers. We
responded to them. | cannot give all the details."

2. Andriy Kovalenko, NSDC Center for Countering Disinformation (8 Oct 2026):

«B uto rpy morkHa rpati yasox. COY 3aBganu yaapy no gata-ueHtpy "AHgekc" y
PasaHcbKilt obnacTi. FeHepanu, aKki naaHyoTb onepadii NpoTu YKpaiHu ¢
NepeKoHyHTb B AOLiINLHOCTI NyTiHA, NOCTiMHO 3abyBalOTb CKasaTu, Wo y

BigNOBiAb TOYHO NPUAETUTb. ANle K Toai foBeeTbCA BU3HATU BiliHY 6e3rny3aoo»

Translation: "Two can play this game. The Defense Forces of Ukraine struck the
'Yandex' data center in Ryazan Oblast. The generals who plan operations
against Ukraine and convince Putin of their expediency constantly forget to
mention that a strike will definitely come back in response. But then they
would have to admit the war is senseless."

Note: No official military-objective justification was issued by the General Staff,
MoD, SBU, or GUR. The strike was publicly confirmed by Ukrainian drone
manufacturer Fire Point and treated in Ukrainian official discourse as a

(3) Links to Statements / Sources

e Korrespondent.net (8 Oct 2026 - Zelenskyy quote)

https://ua.korrespondent.net/ukraine/4918518-
zelenskyi-pidtverdyv-udar-po-data-tsentru-yandeksa

* Obozrevatel (8 Oct 2026 - Zelenskyy quote)

https://war.obozrevatel.com/ukr/section-
war/news-zavzhdy-vidpovidayemo-dzerkalno-
zelenskyy-pro-udar-po-data-tsentru-yandeksa-v-
rosiyi-08-10-2026.html

e NV.ua (8 Oct 2026 - Kovalenko quote)

https://nv.ua/ukr/opinion/pidsumki-dnya-08-
zhovtnya-raketni-ataki-po-ukrajini-zhertvi-u-
prilukah-i-kramatorsku-kontrataka-zsu-
50648383.html

e NV.ua (Details on Sasta plant proximity)

https://nv.ua/world/countries/pozhar-na-zavode-
sasta-v-ryazanskoy-oblasti-postrad al-data-centr-
yandeksa-50648081.html

e Meduza (8 Oct 2026)

https://meduza.io/news/2026/10/08/yandeks-
soobschil-chto-v-ego-data-tsentre-v-ryazanskoy-
oblasti-proizoshel-intsident-po-dannym-
monitoringovyh-kanalov-tam-pozhar-iz-za-udara-

ukrainy

e 24 Kanal (9 Oct 2026 - Fire Point & Zelenskyy)

https://24tv.ua/ru/ukraina-sovershila-ataku-na-

data-centr-v-rossii-zajavlenie-zelenskogo_n3157510

* NV.ua (Analysis of Yandex strikes)




(1) Location and Time of Ukrainian
Attack

Yandex («AHgekc») Data Center
Energetik Microdistrict, Vladimir,
Vladimir Oblast, Russia

e 11 October 2026 (overnight FP-1
UAV strike)

Sbherbank («C6ep6aHk») Mega Data
Center (under construction)
Balakovo, Saratov Oblast, Russia\

® 14 October 2026 (overnight UAV
strike)

(2) Statements by Ukrainian Officials Justifying the Specific Attack

continuation of the "mirror response" campaign announced by President
Zelenskyy on 8 October.

Note: No military-objective justification was issued by the General Staff, MoD,
SBU, or GUR. Following this third strike, President Volodymyr Zelenskyy
(speaking at the Warsaw Security Forum on 12 Oct 2026) pointed to the
disruption of Russian automated disinformation/bot networks as an outcome
of the strikes on Yandex:

President Volodymyr Zelenskyy (12 Oct 2026):

«CTano MeHLWe HeHaBUCTI, MeHLIe BOPOXHeYi i MeHLle NpoBoKaLiii. Tomy Wwo
60TiB CTasio MeHLWwe. | LiAKOM 3p03yMifo, 3BiAKM Ui 60TK Bpanucs, AKWO BOHM

3HUKAW, KONM NepecTas NpaLoBatn AHAEKC»
Translation:

"There is less hatred, less hostility, and fewer provocations. Because there are
fewer bots. And itis completely clear where those bots came from if they
disappeared when Yandex stopped working."

Note: No official statement or military-objective justification was issued by the
Office of the President, General Staff, MoD, SBU, or GUR. As with the 9 October
Kaluga strike, the attack was publicly confirmed on the Ukrainian side only by
the private defense manufacturer Fire Point (maker of the FP-1 long-range
strike UAV), which framed the strike as a continuation of the Yandex data
center campaign:

Fire Point (14 Oct 2026):

(3) Links to Statements / Sources

https://nv.ua/ukr/world/countries/udar-po-data-
centru-yandeksa-podrobici-ataki-ta-naslidki-dlya-
kompaniji-50649009.html

o LIGA.net (11 Oct 2026 - Vladimir strike)

https://news.liga.net/war/news/v-rossii-gorit-eshte-
odin-data-tsentr-yandeks-foto

e |TC.ua (11 Oct 2026 - Yandex traffic & bot farms)

https://itc.ua/news/udary-vsu-praktychesky-
paralyzovaly-trafyk-yandeksa-dejstvytelno-ly-
yschezly-rossyjskye-botofermy/

* NV.ua (12 Oct 2026 - Zelenskyy bot statement)

https://nv.ua/ukr/ukraine/politics/ataki-po-data-
centrah-yandeksa-zmenshennya-botiv-ta-zboji-u-
servisah-u-6-krajinah-50649205.html

e Ukr.net (12 Oct 2026 - Zelenskyy statement)

https://www.ukr.net/news/details/technologies/11
9940995.html

e RBC-Ukraine (14 Oct 2026 - Fire Point quote in
Ukrainian)

e RBC-Ukraine English (14 Oct 2026 - Service
disruptions & Fire Point)

e NV.ua (14 Oct 2026 - Balakovo strike & Fire Point
confirmation)




(1) Location and Time of Ukrainian
Attack

Yandex («iHaekc») Data Center
Vladimir, Vladimir Oblast, Russia

* 16 October 2026 (reported
overnight UAV strike)

(2) Statements by Ukrainian Officials Justifying the Specific Attack

«Hy BM X He gymanu, wo Bce obmexkuTbca aunwe "AHgekcom"? "CoepbaHK",

npuiman ectapety!»

Translation:

"You didn't really think it would all end with just 'Yandex'? 'Sberbank,' take the
baton!"

Note: Neither the Office of the President nor the General Staff, MoD, SBU, or GUR
issued an official statement confirming or justifying the reported 16 October
repeat overnight strike on the Viadimir facility (the General Staff's 16 October
operational update only confirmed hitting a Nebo-U radar station in Krasnodar
Krai). However, on 15—-16 October 2026, the NSDC Center for Countering
Disinformation (CCD / UrA) published two official analyses framing the strikes
on Yandex data centers (including Vladimir) as disrupting Russian automated
disinformation networks:

1. NSDC Center for Countering Disinformation Analytical Report (15 Oct 2026):

«3adikcoBaHa AMHAMiKa 3acCBigyye, WO yAapyY MO AaTa-LEeHTPax MOXKYTb CYTTEBO
obmeKyBaTK MOLWMPEHHA pocilicbKoro iHdopmaLiiHoro BnanBy Yepes nepeboi B
aBTOMaTU30BaHMX mepexKax. BogHoyac weuaKe BiAHOBAEHHA aKTUBHOCTI
NOKAa3Ye, WO TaKUi BNAMB MOXKe BYTU BigYyTHUM, ane HETPUBATUM.»

Translation:

"The recorded dynamics demonstrate that strikes on data centers can
significantly constrain the dissemination of Russian information influence by
disrupting automated networks. At the same time, the rapid recovery of activity
shows that such an impact can be tangible, but short-lived."

(3) Links to Statements / Sources

e LIGA.net (14 Oct 2026 - Fire Point video
confirmation)

e The Kyiv Independent (14 Oct 2026 - Sberbank strike
report

¢ Radio Svoboda (14 Oct 2026 - Balakovo strike
details)

e The Kyiv Independent (16 Oct 2026 - Reported
overnight Vladimir_strike)

e Focus.ua (16 Oct 2026 - Explosions near Vladimir

Yandex data center)

e 1News.com.ua (16 Oct 2026 - Repeat drone attack
on Vladimir_Yandex data center)

e NSDC CCD Analytical Report (15 Oct 2026 - Ukrainian

original

e NSDC CCD Analytical Report (15 Oct 2026 - English
version)

e NSDC CCD Commentary by Ivan Slychko (16 Oct 2026
- Ukrainian original)

e NSDC CCD Commentary by Ivan Slychko (16 Oct 2026
- English version)




(1) Location and Time of Ukrainian
Attack

VK («BKoHTakTe») Data Center
(Data Processing Center «MLLBA» /
ITSVA)

Novosergievka, Vsevolozhsky
District, Leningrad Oblast (near St.
Petersburg), Russia

¢ 18 October 2026 (overnight FP-1
UAV strike)

(2) Statements by Ukrainian Officials Justifying the Specific Attack

2. lvan Slychko, Head of Media Literacy Department, NSDC CCD (16 Oct 2026):

«MpeTbca came npo 36ii aBTomaTn3aLlii, a He NOBHE 3HUKHEHHA 60TiB. Bxe 3a 12
roAvH agmiHicTpatopu pd y pyyHOMY peXkMmi novanun nepeHanpasnatv Tpadik i
BiAHOBNOBATN CUCTEMY.»

Translation:

"It is specifically about a disruption of automation, not the complete
disappearance of bots. Within 12 hours, Russian administrators manually began
rerouting traffic and restoring the system."

Note: Unlike the earlier October data center strikes, an official formation of the
Armed Forces of Ukraine —the 413th Separate Regiment "Raid" of the
Unmanned Systems Forces (413 okpemuii nonk CBC «Peiig»), acting jointly with
the 1st Separate Center of the USF, the 412th Separate Brigade "Nemesis", and
the 414th Separate Brigade "Madyar's Birds" («Mtaxu Magapa»)—issued a
formal statement on 19 October 2026 claiming the strike, justifying the VK data
center as supporting the Russian armed forces, security agencies, and military-
industrial complex, and retroactively confirming its role in the earlier 11 October
strike on the Yandex "Vladimir" data center. Private drone manufacturer Fire
Point also confirmed the strike on 18 October.

1. 413th Separate Regiment "Raid", Unmanned Systems Forces of the AFU (19
Oct 2026):

«Y Hiy Ha 18 oBTHA onepaTtopu 413 okpemoro nonky CbC «Peiia», 1 okpemoro
ueHTpy CBC, 412 okpemoi 6puraam Nemesis Ta 414 okpemoi 6puragm «Mrtaxm
Magsapa» y B3aemogii 3 iHwumuM nigposainamum Cun o6opoHM YKpaiHu ypasuam
AaTa-ueHTp «BKoHTakTe» (LeHTp 06pobku gaHux «MLUBA») B okonnuax CaHKT-
MeTepbypra. BHacnigoK yparkeHHs byaiBna Aata-UeHTpy 3a3Hasna 3HauYHMX
NOLWKOAKEHb, a B pobOTi cepBiciB, xXMapHUX Naathpopm Ta iHPpacTpyKTypm
«BKoHTaKTe» dikcyBanmca macwTabHi 360i. LleHTp 06pobKkm gaHmx «ULBA» €
OJHMM i3 TEXHONOTIYHMX BY3/1iB COLiaNbHOT Mmepexki « BKOHTaKTe» Ta enemeHTOM

(3) Links to Statements / Sources

e 413th Separate Regiment "Raid" Official Telegram
(19 Oct 2026)

https://t.me/s/raid_413?before=2027

e Censor.NET (19 Oct 2026 - USF "Raid" statement)

e Ukr.net / Raid statement full text (21 Oct 2026)

e TSN.ua (18 Oct 2026 - Fire Point quote)

e Interfax-Ukraine (18 Oct 2026 - Fire Point
confirmation)




(1) Location and Time of Ukrainian
Attack

(2) Statements by Ukrainian Officials Justifying the Specific Attack

TaK 3BaHOr0 «CyBePEHHOro iHTepHeTy». TexHonoridHa Kopnopauia VK, akin
Hanexutb «BKoHTakTe», ob6cnyrosye iHpopmauinHy nonituky Kpemns y BinHi
npoTu YKpaiHu. 3o0Kpema, ii pecypcu BUKOPUCTOBYIOTb AnA 3abe3neyeHHa notpeb
apMmii, CUNOBUX CTPYKTYp Ta BilICbKOBO-NMPOMUC/IOBOrO Komnaekcy. Mepea umm,
11 XoBTHS, onepaTtopu «Peiay» y B3aemogji 3 iHWMMM Nigpo3ainamu 3asganm
yAapy no gata-ueHTpy «Bnagmmup» KomnaHii «AHaekc» y Bnagumupcbkii
obnacti PO.»

Translation:

"Overnight on 18 October, operators of the 413th Separate Regiment of the USF
'Raid’, the 1st Separate Center of the USF, the 412th Separate Brigade 'Nemesis',
and the 414th Separate Brigade 'Madyar's Birds', in coordination with other units
of the Defense Forces of Ukraine, struck the 'VKontakte' data center (data
processing center 'ITsVA') in the vicinity of St. Petersburg. As a result of the
strike, the data center building sustained significant damage, and large-scale
disruptions were recorded in the operation of 'VKontakte' services, cloud
platforms, and infrastructure. The 'ITsVA' data processing center is one of the
technological nodes of the 'VKontakte' social network and an element of Russia's
so-called 'sovereign internet'. The VK technology corporation, which owns
'VKontakte', serves the Kremlin's information policy in the war against Ukraine. In
particular, its resources are used to support the needs of the army, security
agencies, and the military-industrial complex. Prior to this, on 11 October, 'Raid’
operators, in coordination with other units, struck the 'Vladimir' data center of
the 'Yandex' company in Vladimir Oblast of the Russian Federation."

2. Fire Point (private FP-1 UAV manufacturer, 18 Oct 2026):

«MpeTbea npo Aata-UeHTp ,BKOHTaKTe”, AKMIA BUKOPUCTOBYETbCA 1A 36epiraHHA
Ta 06pO6KM JaHUX KOpUCTyBaYiB»

Translation:

"This concerns the 'VKontakte' data center, which is used for storing and
processing user data."

(3) Links to Statements / Sources

e Data Center Dynamics (19 Oct 2026 - Novosergievka
location & NetBlocks data)

e Interfax Russia (18 Oct 2026 - VK company
confirmation)




