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NATIONAL SECURITY DECISION DIRECTIVE 84

TUESDAY, SEPTEMBER 13, 1983

U.S. SENATE,
COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, D.C.

The committee met, at 10:05 a.m., in room SD-342, Dirksen
Senate Office Building, Hon. Charles McC. Mathias, Jr., presiding.

Present: Senators Mathias, Cohen, Eagleton, Levin, and Binga-
man.

OPENING STATEMENT OF SENATOR MATHIAS

Senator MATHIAS. The committee will come to order.

Today the Committee on Governmental Affairs opens hearings
on National Security Decision Directive 84.. The chairman of the
full committee, Senator Roth, has asked me to preside at this hear-
ing as the Senate for the first time turns its attention to what we
believe is .a significant new development.

Controversy has surrounded National Security Decision Directive
84 since its issuance about 6 months ago. In one sense, the public
debate treads what is already familiar ground. The history of the
last few decades has continually challenged our national commit-
ment to the values of free speech and free press which are crystal-
lized in the first amendment to the Constitution. Time and again,
the demands of national security in a troubled world have clashed
with these traditional standards. In particular, the tension between
the legitimate need to protect our Government’s secrets and the
right of Americans to speak and write what they believe has re-
peatedly confronted us. )

President Reagan'’s directive of last March, entitled '‘Safeguard-
ing National Security Information,” proceeds from the premise
that the balance between these conflicting values has gone askew.
In expressing grave concern about unauthorized disclosures of clas-
sified information, the President ordered executive branch agencies
to take certain steps designed to prevent such disclosures and to in-
vestigate them more effectively when they occurred. Three of the
requirements contained in NSDD-84 have proven particularly con-
troversial.

First, the President called for standard nondisclosure agree-
ments, to be signed by all persons with access to classified informa-
tion. He specified that persons with access to the most heavily re-
stricted materials—sensitive compartmented information—must be
required to agree to prepublication review of their writings, to
permit the deletion of classificd information.

(b
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Second, the directive called on agencies to adopt appropriate poli-
cies about contacts with the media, to make deliberate or negligent
leaks of classified information more difficult.

Third, the President authorized the use of polygraph examina-
tions in investigations of leaks and empowered Federal agencies to
take adverse actions against employees who refuse to submit to
such tests.

None of these elements—a prepublication review requirement, -
media contacts policy, or investigative use of polygraphs—is with-
out some precedent in the Federal Government. But when they are
all taken together, they raise troubling questions about the degree
to which they mi?ht impair the robust public discussion, particu-
Iarlﬁ on issues of foreign policy and national defense, which so
stri ingly characterizes our recent history. : -

Could, for example, widespread Frepublication review require-
ments deprive that public debate of the valuable contributions of
former Government officials? Could stricter media contact policies
prevent the gress from doing its job fully? Could increased use of
t}l\e poly’grap improperly coerce or unfairly harm Government em-
ployees?

he summary provisions of the directive have raised not only
these questions but man% more. So far we have relatively few an-
swers. Today, however, the contours of the new regime of national
security information policies are becoming clearer.

On August 25, the texts of the new standardized nondisclosure
agreements were released. Six months after the issuance of the
President’s directive, the administration’s implementation plans
are ready. Today it is to them that we will turn our scrutiny.

This hearing will focus primarily on the prepublication review
requirement. We will also look at the polyfraph issue, although
perhaps I should note that that question will be taken up in more
detail in the near future in hearings by other committees in both
Houses of Congress. But the expansion of prepublication review
raises questions that go to the heart of the conflict between nation-
al security and free speech interests.

When the directive is implemented, thousands of civil servants
and political appointees will be required to submit their writings
for Government scrutiny. The obligation which they undertake will
be a permanent one. It will follow them even after they leave
public service and take up positions in business or in educational
institutions or in the media or as private individuals. A broad in-
terpretation of the President’s directive would consign these thou-
sands of men and women to a virtual vow of silence on some of the
crucial issues facing our Nation. That silence could only be broken
with the approval of the Federal Government.

Now I am confident that this chilling scenario—so antithetical to
our most cherished values—is not what the President intended.
But the fact that thoughtful critics could find that interpretation
in the text of the directive should focus our attention on the crucial

uestions of implernentation. A regime of prepublication review—
that very prior restraint to which the framers of the Constitution
were 80 hostile—must be limited to those situations in which it is
demonstrated that there is a need to preserve the Government's
most sensitive secrets. And the scope of the prepublication review
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requirement must be spelled out with enough clarity so that these
pﬁ)lic servants need not forever fear that they speak or write on
public affairs at their peril.

Today we will hear first from three of the agencies most directly
affected. The Department of Justice will be represented by the
Deputy Assistant Attorney General Richard K. Willard. The De-
fense Department wil) be represented b Deputg Under Secretary
Richard G. Stilwell, while Ambassador Willard A. DePree, Director
of Management Operations, will speak on behalf of the State De-
partment.

[The prepared statement of Senator Mathias follows:]

PREPARED STATEMENT OF SENATOR CHARLES McC. MATHIAS, JR.

Today the Senate Committee on Governmental Affairs opens hearings on Nation-
al Security Decision Directive 84. I am pleased to act as chairman for this hearing,
at the request of Chairman Roth, as the Senate for the first time turns its attention
to this significant new development.

Controversy has surrounded NSDD-84 since its issuance six months ago. In one
sense, the public debate treads familiar ‘ground. The history of the last few decades
has continually challenged our national commitment to the values of free speech
and free press which are crystallized in the First Amendment to the Constitution.
Time and again, the demands of national security in a troubled world have clashed
with the traditional standards. In particular, the tension between the legitimate
need to protect our government’s secrets, and the right of Americans to speak and
write what they please, has repeatedly confronted us.

President Reagan's directive of last March, entitled “Safeguarding National Secu-
rity Information,” proceeds from the premise that the balance between these con-
flicting values has gone awry. Expressing ‘‘grave concern’’ about unauthorized dis-
closures of classified information, the President ordered Executive Branch agencies
to tuke certain steps designed to prevent such disclosures, and o investigate them
more effectively when they occurred. Three of the requirements contained in
NSSD-84 have proven particularly controversial.

First, the President called for standard nondisclosure agreements, to be signed bﬁ
all persons with access to classified information. He specified that persons wit
access to the most heavily restricted materials—Sensitive Compartmented Informa-
tion, or SCI—must be required to agree to prepublication review of their writings, to
permit the deletion of classified information.

Second, NSDD-84 called on agencies to adopt “aprropriaw policies’”’ about con-
tacts with the news media, to make deliberate or negligent leaks of classified infor-
mation more difficuit.

Third, the President authorized the use of polygraph examinations in investiga-
tions of leaks, and empowered Federal agencies to take adverse actions against em-
pl(ﬁ'ees who refuse Lo submit to such tests.

one of these elementa—a prepublication review requirement, media contacts
policy, or investigative use of polygraphs—is without precedent in the Federal gov-
ernment. But taken together, they raise troubling questions about the degree to
which they might impair the robust public discussion, particularly on issues of for-
eign policy amf national defense, which so strikingly characterizes our recent histo-

ry.

Could widespread prepublication review requirements deprive that public debate
of the valuable contributions of former government officials? Could stricter media
contact policies prevent the press from doing its job of fully informing the public?
Could increaned use of the polygraph improperly coerce, or unfairly harm, govern.
ment employees?

The summary provisions of NSDI)-84 raised these and many more questions, but
provided relatively few answers. Today, however, the contours of the new regime of
national security information policies {xave become clearer. On August 25, for exam-
ple, the texts of the new standardized nondisclosure agreements were released. Six
months after the issuance of the President’s directive, the Administration's imple-
mentation plans are ready. Today it is to them that we turn our scutiny.

This hearing will focus primarily on the prepublication review requirement of
NSDD-84. We will also look at the polygraph issue, although | should note that that
question will be taken up in more detail in the near future in hearings of other
committees in both Houses of Congress. But the expansion of prepublication review
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raises questions that go to the heart of the conflict between national security and
free speech interests..

When NSDD—84 is implemented, thousands of civil servants and political ap-
pointees will be required to submit their writings for government scrutiny. The obli-
gation which they undertake will be a permanent one. It will follow them even after
they leave public service, and take up positions in business, academia, the media, or
private consulting. A broad interpretation of the President’s directive would consign
these thousands of men and women—among them some of our most talented and
dedicated citizens—to a virtual vow of silence on some of the crucial issues facing
our nation. That silence could only be broken with the approval of the Federal Gov-
ernment.

I am confident that this chilling scenario—so antithetical to our most cherished
values—is not what the President intended in this directive. But the fact that
thoughtful critics could find that interpretation in the brief text of NSDD-84 should
focus our attention on the crucial questions of implementation. A regime of prepub-
lication review—that prior restraint to which the Framers of our Constitution were
so unremittingly hostile—must be limited to those situations in which it is demon-
strably needed to preserve the government's most sensitive secrets. And the scope of
the prepublication review requirement must be sgelled out with enough clarity so
that these public servants need not forever fear that they speak or write on public
affairs at their peril.

We will hear first todgty"hfrom three of the agencies most directly affected by the
provisions of NSDD-84. The Department of Justice will be represented by Deputy
Assistant Attorney General Richard K. Willard, who served as chairman of the in-
terdepartmental working group upon whose recommendations the President’s direc-
tive is based. The Defense Department will be represented by Deputy Undersecre-
tary Richard G. Stilwell, while Ambassador Willard A. DePree, Director of Manage-
ment Operations, will speak on behalf of the State Department.

Following this ﬁanel. we will be privile‘ged to receive the testimony of three distin-

ished former high-ranking officers of the government, Lloyd Cutler, formerl

unsel to President Carter; William E. Colby, formerly Director of Central Intelli-
gence; and Admiral Noel Gayler, formerly Director of the National Security Agency,
will share their insights about the wisdom and efficacy of the prepublication review
reguirements to which their successors in office may be subject.
inally, we will hear from two experts on the issue of reliability of the polygraph
examination: Professor David Lykken, of the University of Minnesota School of
Medicine, and Norman Ansley of the National Security Agency.

Senator MATHIAS. Before we call on this panel, let me ask Sena-
tor Eagleton if he has any remarks.

OPENING STATEMENT OF SENATOR EAGLETON

Senator EAGLETON. Thank you, Mr. Chairman. I do have an
opening statement.

The national security directive which we consider today presents
the classic dilemma of balancing protection of national security in-
terests with preservation of civil liberties.

No one underestimates the importance of maintaining effective
internal security procedures to insure against national vulnerabil-
ity. The brutal Soviet action of 2 weeks ago serves as a reminder of
the need to vigilantly protect our national security. It is for this
reason that we need to be concerned about disclosures of classified
information by those in the be.t position to have access; namely,
the current and former Government officials and employees. These
individuals, above all, bear a solemn responsibility not to reveal in-
formation which would only aid our enemies.

The national security directive’s prepublication review provision,
however, enters into the constitutionally sensitive area of the first
amendment exercise of free speech. The directive, I believe, goes
beyond its intended purpose of curtailing leaks by Government offi-
cials and covers former Government officials first amendment in-
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terest in speaking openly on subjects of overriding national con-
cern.

Certainly the right to exercise constitutionally guaranteed free-
dom of speech does not give a former official the right to breach a
confidence by divulging classified information. However, because
our society places great weight on the first amendment, advocating
a policy which may infringe on its exercise imposes a serious and
heavy burden on the administration to prove that it is overwhelm-
ingly necessary and that less onerous means were not possible. By
curtailing the free expression of those best able to enhance public
debate, this directive strikes at the heart of the ability of the public
to be informed.

This is regrettable because one of this country’s great virtues is
its adherence to the principle that informed public discussion is es-
sential to wise policy. As of now, I am simply not convinced that
the burdensome and intrusive prior restraint procedure mandated
by this directive will enhance our national security and will be
worth the sacrifices.

There is no assurance that each agency’s review board will con-
sist of objective personnel and whether screening will be idiosyn-
cratic or political.

There is no assurance that the review board will give rapid con-
sideration to reviewable materials. The procedure is supposed to
take not more than 30 days. Of course, with newspaper articles
which are invariably time sensitive, even this delay would be unac-
ceptable. Moreover, the limited but telling experience we have with
the CIA procedure, in operation for several years, suggests that
contested review can take years.

There is no assurance that the very thought of an impending
review will not simply intimidate authors as they write, causing
the most injurious form of prior restraint: self-censorship.

To spare themselves the delay, cost and questionable objectivity
of the review board, many individuals may well tone down or even
substantially change their prose. ’

It is worth noting that through this directive, the administration
is attempting to extend the Snepp doctrine, as enunciated by the
Supreme Court, to apply across the Government. I question wheth-
er it is wise policy to extend a highly controversial principle
beyond the limited number of intelligence agencies to all Govern-
ment agencies.

I have said enough about my grave doubts on the utility, necessi-
ty and enforceability of the prepublication review provision of the
directive. I would like to turn for a moment to the provision ex-
panding the use of polygraphs. ' .

It is beyond dispute that Federal and most State courts consider
polygraph results inadmissable. It is beyond dispute that the poly-
graph is still not a scientifically proven, reliable instrument. It is
also beyond dispute that its accuracy is less than 100 percent—
often substantially less. Even within this administration, use of the
polygraph has become 8o controversial as to cause the present
Acting Secretary for Health Affairs at the Defense Department,
who is himself an M.D., to state in a letter to Secretary WZ?nberger
on December 16, 1982:
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* * * a preliminary review of the literature * * °* reveals that the polygraph has
some limitations of which you should be aware * * *. No machine can detect a lie
* ¢ * Even setting aside the argument that the theory is flawed, there are accuracy
problems * * *. In one (test) the polygraph accuracy is 62 percent. In the other, the
accuracy is 73 percent. (You get 50 percent accuracy by tossing a coin) * * *. The
polygraph misclassifies innocent people as liars.

Despite all of this, the directive seeks to expand the use of poly-
graphs and to present to Government employees the choice of sug-
mitting to a polygraph or possibly losing their jobs. To justify such
a practice, this administration should be expected to come forward
with sufficiently impressive evidence of the polygraph’s accuracy
and reliability. Maybe expanded use of the polygraph will plug a
few more leaks—although not even this is assured—but the Nation
will pay a large price in candor and human dignity.

In conclusion, not one of us here today would want to make it
easy for Government employees, entrusted with valuable classified
information, to reveal materials containing such critical facts. To
the contrary, we must take all reasonable steps to prevent such
conduct.

But there are limits; namely, where restrictions go further than
necessary and at the same time put at risk fundamental constitu-
tionally protected rights. This directive appears to go well beyond
legitimate bounds. I look forward to hearing from the witnesses
before us today. Perhaps they can allay the deep concerns I have.

Thank you, Mr. Chairman.

[Senator Eagleton’s prepared statement follows:]

PREPARED STATEMENT oF SENATOR THOMAS F. EAGLETON

The National Security Directive which we consider today presents the classic di-
lemma of balancing protection of national security interests with preservation of
civil liberties.

No one underestimates the importance of maintaining effective internal security
procedures to insure against national vulnerability. The brutal Soviet action of two
weeks ago serves as a reminder of the need to vigilantly protect out national secu.
rity. It is for this reason that we need to be concerned about disclosures of classified
information by those in the best position to have access: the current and former gov-
ernment officials and employees. These individuals, above all, bear a solemn respon-
sibility not to reveal information which would only aid our enemies.

The National Security Directive’s prepublication review provision, however,
enters into the constitutionally sensitive area of the First Amendment exercise of
free s h. The Directive, I believe, goes beyond its intended purpose of curtailing
leaks by government officials and covers former government officials’ First Amend.
ment interest in speaking openly on subjects of overriding national concern.

Certainly the right to exercise constitutionally guaranteed freedom of speech does
not give a former official the right to breach a confidence by divulging classified
information. However, because our society places great weight on the First Amend-
ment, advocating a policy which may infringe on 1ts exercise imposes a serious and
heavy burden on the administration to prove that it is overwhelmingly necessary
and that less onerous means were not possible. By curtailing the free expression of
those best able to enhance public debate, this Directive strikes at the heart of the
ability of the public to be informed. This is regrettable because one of this country’s
great virtues 1s its adherence to the principle that informed pubic discussion is es-
sential to wise policy. As of now, I am simply not convinced {hat the burdensome
and intrusive prior restraint procedure mandated by this Directive will enhance our
national security and will be worth the sacrifices.

There is no assurance that each agency's review board will consist of objective
personnel, and whether screening will be idiosyncratic or political.

There is no assurance that the review board will give rapid consideration to re-
viewabie materials. The procedure is supposed to take not more than 30 days. Of
course, with newspaper articles which are invariably time-sensitive, even this dela
would be unacceptable. Moreover, the limited but telling experience we have wit
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the CIA procedure, in operation for several years, suggests that contested review
can take years.

There is no assurance that the very thought of an impending review will not
simply intimidate authors as they write, causing the most injurious form of prior
restraint: self-censorship. To spare themselves the delay, cost and questionable ob-
jectivity of the review board, many individuals may well tone-down or even substan-
tially change their prose.

The Directive has an even more long-term negative effect, which should not be
overlooked today. The review—some would ':’y censorship—system will have a dele-
terious impact on the consideration talen people give to entering government
service. If this Directive had been in effect in the past, Henry Kissinger and Zbig-
niew Brzezinski would now have to clear some of their college lectures; Al Haig and
Harold Brown would have to clear some memos intended for clients; and Leslie Gelb
and William Safire would be required to submit for review some of their weekly ar-
ticles. Such results would certainly create one more reason for good people to run
from government service.

It is worth noting that through this Directive the Administration is attempting to
extend the Snepp doctrine, as enunciated by the Supreme Court, to apply across the
government. I question whether it is wise policy to extend a highly controversial
principle beyond the limited number of intelligence agencies, to all government
agencies.

I have said enough about my grave doubts on the utility, necessity and enforcea-
bility of the prepub%ication review provision of the Directive. I would like to turn for
a moment to the provision expanding the use of polygraphs.

It is beyond dispute that federal and most state courts considered polygraph re-
sults inadmissible. It is beyond dispute that the polygraﬁh is still not a scientifically
proven, reliable instrument. It is also beyond dispute that its accuracy is less than
100 percent (often substantially less). Even within this Administration, use of the

lygraph has become so controversial as to cause the present Acting Secretary for

ealth Affairs at the Defense Department, who is himself an M.D., to state in a
letter to Secretary Weinberger on mber 16, 1982:

“. .. a preliminary review of the literature . . . reveals that the polygraph has
some limitations of which you should be aware . . . No machine can detect a lie . . .
Even setting aside the argument that the theory is flawed, there are accuracy prob-
lems . . . In one [test] the polygraph accuracy is 62 percent. In the other, the accura-
cy is 73 percent. (You get 50 percent accuracy by tossing a coin) . . . The polygraph
misclassifies innocent people as liars.” :

Despite all of this, the Directive seeks to expand the use of polygraphs and to
gresent to government employees the choice of submitting to a polygraph or possi-

ly losing their jobs. To justify such a practice, this Administration should be ex-
pected to come forward with sufficiently impressive evidence of the polygraph's ac-
curacy and reliability. Maybe expanded use of the polygraph will plug a few more
leaks (although not even this is assured), but the nation will pay a large price in
candor and human dignity.

Not one of us here today would want to make it easy for government employees,
entrusted with valuable, classified information, to reveal materials containing such
critical facts. To the contrary, we must take all reasonable steps to prevent such
conduct. But there are limits; namely where restrictions go furtE:r than necessary
and at the same time put at risk fundamental constitutionally-protected rights. This
Directive appears to go well beyond legitimate bounds. I look forward to hearin%
from the witnesses before us today. Perhaps they can allay t%- Jeep concerns
have. Thank you.

Senator MaTHIAS. Thank you, Senator Eagleton. —_—
Senator Cohen.

Senator CoHEN. No statement.
Senator MATHIAS. Senator Bingaman.

OPENING STATEMENT OF SENATOR BINGAMAN

Senator BINGAMAN. Thank you, Mr. Chairman.

Let me just indicate that I also am looking forward to the testi-
mony today, particularly with regard to the provisions in this na-
tional security decision Directive which called for prepublication
review of writings, both by current employees and by prior employ-
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ees and officials of the Government. I think that this raises serious
constitutional and procedural questions which need to be ad-

dressed.
I would also echo some of the comments that the chairman made

and Senator Eagleton made about the proklems with the anticipat-
ed use of polygraphs. As many of you know, Senator Jackson took
the lead, with several others of us in the Senate, in putting some
language into the defense authorization bill which is expected to be
considered by the Senate any day now. The language will see to it
that there could not be indiscriminate use of polygraph examina-
tions until we could have some serious hearings.

The question about the inherent unreliability of polygraph
exams has been raised repeatedly. It is clear that the threat of the
use of a polygraph exam can stifle legitimate comments by people.
I think that there are potential abuses throughout the language of
this directive which need to be fully explored by the Congress. I
think this will be a useful hearing to do that.

Thank you.

[Senator Bingaman'’s prepared statement follows:]

PREPARED STATEMENT OF SENATOR JEFF BINGAMAN

Mr. Chairman, I am ;S)leased the committee is holding this hearing today. The
President’s March 11, 1983 National Security decision-directive (NSDD or Directive)
deals with a very important subject—protecting information appropriately identified
through the classification process as being of great sensitivity. We cannot allow
these data to be dealt with cavalierly for personal gain or politice! purposes. I do
not quarrel with the goal of the President’s directive; it is a meritorious one.

But attainment of a meritorious goal does not justify the in'’scriminate use of
particular means. Some of the mechanisms required by the directive—which will
apply just about government-wide—must be given careful and thorough considera-
tion. This committee is the most appropriate forum in the Senate to do so. There-
fore, I urge my colleagues to participate fully today so that the committee can make
jnf&rgll)eg 'l‘idgments about each element of the program the President has outlined
in .

I am extremely concerned with the direct and indirect implications of the require-
ment in the directive calling for prepublication review of the writings of both cur-
rent and former government employees. This extraordinary measure, in my opinion,
not only would be time consuming, it would be open to possible misuse if used to
suppress unpopular or disfavored political ideas and it raises serious 1st Amend-
ment Constitutional questions. This provision applies to books and memoirs, speech-
es, book reviews, scholarly papers, and even fiction, including novels and short sto-
ries. It also covers virtually all employees in an agency from the Secretary down to
career civil servants. I am very concerned with the possible misuse of such publica-
tion review as a form of censorship and suppression of freedom of speech.

I have already expressed my strong concern about the greater reliance on poly-
graph examinations envisioneg by the directive. I joined with Senator Jackson and
others to slow down the process of placing greater reliance on polygraphs in the De-

- partment of Defense; restraining legislation is contained in the conference report on
the fiscal year 1984 Defense Authorization bill which is now pending senate floor
action.

We must be extremely careful because the polygraph is an inherently unreliable
instrument. | make that statement based on my own experience as an attorney, in-
cluding my years as Attorney General of New Mexico. Countless others have also
recognized tf:e limitations of the polygraph; for instance, some studies have shown
that up to 55 percent of those tested have been misidentified as untruthful: other
studies assert a greater accuracy—but most all studies reflect a probability of misi-
dentification which could be significant if the device is applied widely. Thus, a poly-

aph examination—or the refusal to submit to one—should never be the sole basis
or taking action against an individual; yet the directive mandates agency regula-
tions which permit "“appropriate adverse consequences’” against an otherwise coop-
erative individual who refuses to submit to a polygraph exam. This approach, along
with the potential for abuse of the polygraph in leak investigations, give me great
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pause for concern. Greater reliance on the polygraph could have an adverse impact
on the careers of hardworking, truthful government employees. I look forward to

uestioning the witnesses about the reliability and accuracy of the polygraph and
the apparent desire to place ater reliance on polygra in the investigative
process. 1 trust all witnesses will be prepared to respon fulr;r.

I look forward to the discussion and questioning on all aspects of this important
directive; this hearing is essential for the committee to have a full understanding of
the problem and the Administration’s proposed solution. The committee needs to
judge whether the means employed to reach the Administration’s goal are reason-
able ur excessive. Thank you Mr. Chairman.

Senator MaTHIAs. Thank you very much.

I will ask the first panel—Mr. Willard, Mr. Stilwell and Mr.
DePree—to come to the witness table. While they are coming, let
me ask unanimous consent to insert some background material in
the record which I think will be useful. «

First, the text of directive 84 and the supporting documents ac-
companying it; ! second, the text of the Justice Department’s re-
lease dated August 25, 1983, entitled ‘“Materials Concerning Pre-
publication Review'’; 2 and third, the correspondence between Sen-
ator Roth, the chairman of the full committee, and the Depart-
ments of State, Justice, and Defense, the Cerntral Intelligence
Agency, and the National Security Council, concerning prepublica-
tion review.?

Finally, let me ask the witnesses, in order to expedite what is a
long and important hearing, if you would limit your oral state-
ments to 5 minutes each so that we will then have time for some
colloquy between the members of the committee and the panel.

Gentlemen, do you have any preference as to your order of
speaking? Mr. Willard, you look cocked and primed.

TESTIMONY OF RICHARD K. WILLARD, DEPUTY ASSISTANT AT-
TORNEY GENERAL, CIVIL DIVISION, DEPARTMENT OF JUSTICE;
RICHARD D. STILWELL, GENERAL, USA, RETIRED, DEPUTY
UNDER SECRETARY, DEPARTMENT OF DEFENSE (POLICY); AND
WILLARD A. DE PREE, DIRECTOR, OFFICE OF MANAGEMENT
OPERATIONS, DEPARTMENT OF STATE

Mr. WiLLARD. Thank you, Senator Mathias. As you have suggest-
ed, I will briefly summarize my prepared statement at this time.

Senator MATHIAS. Let me make this suggestion, then. Without
objec;ion. the full text of all statements will be printed in the
record.

Mr. WiLLARD. Thank you, Senator. )

This directive issued on March 11 by President Reagan, known
as National Security Decision Directive &4, was based on the rec-
ommendations of an interdepartmental group, of which I was the
chairman. It is important te recognize that NSDD-84 deals with
protecting classified information. By Executive order, classification
can only be used for information which reasonably could be expect-
ed to cause damage to the national security if released without
proper authorization.

The unauthorized disclosure of classified information in the
media is a startlingly frequent occurrence. President Reagan has

' See p. 89,
tSee p 117
' See p. Y1
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recently expressed his personal concern about this problem in a
memorandum for all Federal employees where he stated that the
unauthorized disclosure of our Nation’s classified information by
those entrusted with its protection is “improper, unethical, and
plain wrong.”

In addition to reminding Federal employees of their personal re-
sponsibilities, the President has directed in NSDD-84 that a
number of additional steps be taken to protect against unlawful
disclosures of classified information. )

A significant aspect of implementing this directive has been the
development of two new nondisclosure agreement forms for Gov-
ernment-wide use. These forms have been reviewed by the Depart-
ment of Justice, which has determined that they wou{d be enforce-
able in civil litigation initiated by the United States.

One of the new nondisclosure agreements includes a provision
for prepublication review. It will be signed as a condition of access
to sensitive compartmented information or SCI.

Prepublication review agreements have been used at CIA for a
number of years, and in 1980 the Supreme Court approved their
use in the case Snepp v. United States. The sole purpose of prepub-
lication review is to permit deletion of classified information before
it is made public. The program does not permit the Government to
delete ]information or censor material because it is embarrassing or
critical.

In conclusion, unlawful disclosure of classified information is a
longstanding problem that has resisted efforts at solution under a
number of administrations. Our current program will not solve this
problem overnight. It is designed to improve the effectiveness of
our enforcement effort and, over time to reduce the frequency and
seriousness of unlawful disclosures of classified information.

Thank you very much, Senator Mathias. That concludes my
statement.

Senator MaTH1AS. Thank you, Mr. Willard.

General Stilwell.

General STiLweLL. Mr. Chairman, I would only make one com-
ment on my prepared statement that bears on the focus of this par-
ticular hearing. The Department of Defense has had in effect since
March of 1982 a nondisclosure agreement for all employees with
access to sensitive compartmented information, which includes the
requirement for prepublication review. Up to now, we have had no
problem with the implementation of that particular agreement.

The new one now, the uniform agreement, applicable to the ex-
ecutive branch of the whole, would simply replace the one that we
have had for the past 1% years.

Thank you, Mr. Chairman.

Senator MaTHIAS. Thank you, General Stilwell.

Mr. DePree.

Mr. DEPREE. Senator, I am pleased to aggear before the Commit-
tee on Governmental Affairs to testify on behalf of the Department
of State on national security decision directive 84. I will submit my
statement for the record.

With me here today is Ambassador John Burke, Deputy Assist-
ant Secretary in the Bureau of Administration and head of our
center for classification and declassification. Ambassador Burke
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will be available to answer questions on prepublication review. We
are prepared to answer your questions.

Senator MATHIAS. Let me impose the same time limits on the
committee that we imposed on the witnesses and suggest we limit
eﬁcl:h round of questions to 5 minutes per member, if that is agree-
able.

Mr. Willard, as you know, letters were sent out by this commit-
tee in advance of the hearing to each of the agencies represented
on the panel. We asked each agency the same question: Are there
any instances within the past 5 years in which former officials of
your department published classified materials without securing
the permission of the department?

Now, the State Department replied that it didn’t know of any
such instances; it was unaware that that had happened in the last
5 years. The Justice Department gave us the same answer, that it
didn’t know of any instances of this sort within the last 5 years. It
was only the Defense Department that had some indication of dis-
closure made by former employees.

The Defense Department pointed to two instances over the last 5
years in which classified information had been published. In one of
those two cases, a former employee was identified as the source. In
the other case, it was not clear what the source was. An investiga-
tion failed to confirm that the suspected former employee was in
fact the source.

So over the past 5 years, which have been unhappily a very busy
5 years for the U.S. Government, we have had a grand total of one,
possibly two instances in which a former official published classi-
fied material without permission.

Now that is what we know as we enter this hearing about the
scope of the problem, about the size of the difficulty. The solution
which the directive proposes is a system of prepublication review of
writings by every person who has had a clearance. You can tell us,
but my guess is that there are thousands of such people.

Now, is such an extensive prepublication review system justified
when there is such slender evidence that there is really a problem
with the writings of former officials?

Mr. WiLLARD. Senator Mathias, the reason I suspect that Justice,
State, and Defense do not have better information about classified
information disclosed by former employees is that in the past we
have not maintained a program of monitoring writings by former
employees. So we don’t know——

nator MATHIAS. There hasn’t been a censor up to this time?

Mr. WiLLARD. Well, up to now there wasn't anything we could do
about it. If a former employee wrote a book and disclosed classified
information, not having signed one of these agreements, the cat
was out of the bag and the Government had no remedy.

Senator MATHIAS. But if it drew blood, you would know about it,
wouldn’t you?

Mr. WiLLARrD. Well, it depends. There has been such a steady
flow of unauthorized disclosures by leaks and other methods in the
media over the years that it is hard to know which one is going to
. draw blood. There have been hundreds. Blood has been drawn.
That is, there has been a steady flow of classified information.
However, it is difficult for us to say which came from which book.
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We had no program to try to determine that information because it
wasn't necessary.

We can look at the flip side of the coin. That is, we can look at
situations where we did conduct a prepublication review, we did
find classified information, and we were able to prevent it from
being disclosed as a result of the program.

CIA has collected statistics. They conducted over the last few
years—and they submitted this in a response to the committee—
over 900 prepublication reviews. Most of the materials they re-
viewed did not contain classified information, but about 250 of the
publications did, and they were able to delete the classified infor-
mation and protect it as a result of that program.

We have had similar experiences where former high-ranking offi-
cials have voluntarily submitted materials for review, where we
have been able to protect classified information that otherwise
would have come out. So we think that there is ample justification
for the effectiveness of this program.

Senator MATHIAS. Does it seem something of an anomaly to you
that an administration which has come to office to take Govern-
ment off the backs of the people should be extending its reach in
this wa&?

Mr. WiILLARD. No, Senator, this is simply an effort to ask Govern-
ment employees to adhere to their fiduciary obligations. When we
go to work for the Government, we are entrusted with access to
very sensitive classified information. We think the people expect us
to live up to that trust. That is what this agreement provides.

Senator MATHIAS. Senator Eagleton?

Senator EAGLETON. As a followup to Senator Mathias’ question,
General Stilwell, the two instances that the Department of Defense
reported, one and possibly another, did the disclosure in either one
of those ?two instances in your opinion adversely impact on national
security?

General STiLwELL. In the first of the two instances cited in our
reply, over my signature, to Chairman Roth, sir, the damage was
assessed as serious and, therefore, I have to assume on that basis,
although I am not personally familiar with the details, that it did
adversely affect to a degree, not quantifiable by me, the national
security.

Senator EAGLETON. In that one instance?

General STiLwELL. In that one instance.

Senator EAGLETON. Mr. Willard, under the directive, when a de-
termination is made about what is to be reviewed, is it to be based
on the individual's reasonable belief that such information is or is
not present, or is some other standard contemplated?

Mr. WILLARD. Senator, the test provided in the agreement is an
objective rather than a subjective test.

Senator EAGLETON. What is it?

Mr. WILLARD. The test is provided in paragraph 5 of the prepubli-
cation review agreement. That is, if the manuscript contains or
purports to contain information that falls within any of three cate-
gories listed in subparagraphs a, b, or ¢ of paragraph 5 of the
agreement, then it is required to be submitted for review.

Senator EAGLETON. Well, I understand that, the three categories,
a, b, and c. But is that predicated on what the individual believes
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insofar as his interpretation of a, b, and ¢, or is it given the Depart-
ment’s internal determination?

Mr. WiLLARD. Ultimately, Senator Eagleton, it would be a court’s
determination, as in other contract enforcement situations. But
there is not a subjective test.

Senator EAGLETON. Would reasonable belief be a defense to the
individual in civil litigation?

Mr. WiLLARD. No, Senator.

Senator EAGLETON. It would not be?

Mr. WILLARD. It would not be.

Senator EAGLETON. That he acted reasonably?

Mr. WiLLARD. That would not be a sufficient defense by itself.

Senator EAGLETON. Is the material to be submitted limited to -
only the actual language believed to be within the designated cate-
gories or must the submission also include sufficient context to un-
derstand its intended meaning, or is the individual required to
submit the paragraph, page, chapter, or the entire work because
the covered information is present?

Mr. WiLLARD. The requirement to submit material extends only
to material that falls within the categories, and that could include
a portion of a manuscript or other document. However, there
would need to be a sufficient submission to understand the context
of what is being submitted.

Senator EAGLETON. But it wouldn’t necessarily have to be the
whole book or the whole article?

Mr. WILLARD. It would not necessarily have to be, sir.
- Senator EAGLETON. Paragraph 7 of the agreement—we have al-

ready talked briefly about paragraph 5—provides that the purpose
of the review is for the Government to determine whether informa-
tion or materials submitted:

Set forth any SCI or other information that is subject to classification under any

Executive order or statute that prohibits the unauthorized disclosure of information
in the interest of national security.

Do the words “subject to classification”’—I want to focus on those
words particularly—mean that the Government can delete all clas-
sifiable information?

Mr. WILLARD. Yes, Senator.

Senator EAGLETON. By requiring submission of any information
subject to classification—under literally any Executive order or
statute relating to national security, rather than just information
within the categories of paragraph 5—that seems to expand the
scope of paragraph 5 to almost limitless proportions. Is that what
you really intend?

Mr. WiLLARD. The two requirements are different. The first re-
quirement of paragraph 5 is the requirement of what has to be sub-
mitted for review. Then, as you have noted, paragraph 7 says once
something comes in for review, thls is what the Government insist
be taken out.

The test in paragraph 7 is based on the court decisions interpret-
ing the CIA’s employment agreement—specifically the Marchetti
and the Knopf cases—which indicated that any information that is
subject to classification by Executive order or statute can be de-
leted by the Government in a prepublication review.

29-340 O—84—-2
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That is a different standard, though, from paragraph 5, which
covers what has to be submitted for review in the first place.

Senator EAGLETON. So paragraph 5, just to summarize this por-
tion of the question, limits what has to be submitted for review.

Mr. WiLLARD. That is correct, sir.

Senator EAGLETON. But paragraph 7 is much broader in scope in
terrr;s of that which the Government can order to be deleted, cor-
rect?

Mr. WiLLARD. It is different. It is both broader and narrower in
some regards. There are two different tests, and they are designed
to serve two different purposes.

Senator EAGLETON. Well, I read it as being much broader in
scope than paragraph 5. So you submit one thing, but you find that
not only what you submitted may have to be deleted but much
more than that under the scope of paragraph 7.

Mr. WiLLARD. Senator, I would like to add an example to clarify
my answer. Paragraph 5(c) includes information that may not actu-

-ally be classified, concerning intelligence activities, sources or
methods. So in that regard, paragraph 5 is somewhat broader than
paragraph 7.

But you correctly note that in other regards paragraph 7 may be
broader because it includes any kind of classified information, even
if it is unrelated to intelligence. It could concern foreign policy or
defense information.

Senator EAGLETON. My time is up.

Senator MATHIAS. Senator Bingaman.

Senator BINGAMAN. Let me just ask Mr. Willard, you were the
head of this interdepartmental group that put together this direc-
tive; is that correct?

Mr. WiLLARD. Yes, Senator.

Senator BINGAMAN. At whose direction was this group constitut-
ed and the directive issued?

Mr. WiLLARD. The President’s National Security Adviser, Judge
Clark, asked the Attorney General to convene this group. The At-
torney General then invited the heads of the participating depart-
{)noengs and agencies to designate representatives to serve on the

ard. .

Senator BINGAMAN. As far as you know, what was the factor that
triggered Judge Clark’s request for this group?

Mr. WiLLARD. Early in Judge Clark’s service as the President’s
National Security Adviser, the question of unauthorized disclosures
came up. There was a national security decision directive issued at
that time which provoked some controversy. As a result of that de-
cision, Judge Clark thought it was wise to follow up and undertake
a more in-depth study of the problem. That is why our group was
chartered to undertake that kind of study.

Senator BINGAMAN. You refér to unauthorized disclosures and
concern about unauthorized disclosures. It seems to me the crux of
the problem, at least as I see it, is that obviously we all would
favor limiting or prohibiting release of classified sensitive informa-
tion, but it is sometimes difficult to prohibit the velease of that
without going on and prohibiting the leak of what might be termed
embarrassing information.



15

Could you describe how you attempt to draw that line so that
just unauthorized disclosures of classified information are prohibit-
ed and some unauthorized disclosures of perhaps embarrassing in-
formation that should take place still might take place?

Mr. WILLARD. Senator, the test for what can be classified is set
forth in Executive Order 12356, which w~as issued in early 1982 by
President Reagan and is similar in most regards to its predecessor
Executive orders. That Executive order provides that information
cannot be classified in order to prevent embarrassment or for other
improper purposes, and that the only basis for classification can be
if disclosure of the information could reasonably be expected to
damage national security.

Now, there are safeguards built into the system to insure that
people are not punished for disclosing something that should not
have been classified in the first place. In the area of prepublication
review, for example, judicial review is available. If an author
thinks an agency is deleting something just because it is embar-
rassing and it is not classified, he has a right to go to court and get
the court to make a de novo determination as to whether the infor-
mation should be classified or not.

Senator BINGAMAN. Let me ask you on polygraph exams: What
the administration’s position is with regard to the reliability or ac-
curacy of polygraph exams?

Mr. WiLLARD. Our experience has been that the polygraph is a
useful investigatory technique; that is to say, that it provides re-
sults that are helpful in resolving investigatory situations. We have
never suggested that the polygraph is 100 percent reliable, and
that would be unusual for investigators only to use techniques that
are 100 percent reliable. Almost every investigatory technique—in-
terviewing witnesses, physical surveillance of witnesses, other
kinds of demonstrative evidence—have margins for error, and the
polygraph does, too.

Senator EAGLETON. Let me just ask General Stilwell, if 1 could,
you are familiar, I assume, with the memorandum that Dr. Berry
has issued to the Secretary of Defense regarding his concerns about
the reliability of polygraph exams.

General STILWELL. I am indeed, sir.

Senator EAGLETON. He says, as I understand it, in that December
1982 memorandum, and this is a quote, ‘“The polygraph misclassi-
fies innocent people as liars. In one study, 49 percent of the truth-
ful subjects were scored as deceptive. In another study, 55 percent
of the innocent were classified.” I would like to get your opinion as
to the accuracy of that assessment by Dr. Berry. .

General STiLweLL. Dr. Berry has written me several memoranda
on that subject, Senator. As Mr. Willard has suggested, the scientif-
ic community has a wide variety of opinions on this. I understand
these are now under study by the Office of Technology Assessment
in preparing a report for the Congress.

There are, on the other side, counterpoised to Dr. Berry, those
who assess it to have the reliability of 95 percent or more.

So in our assessment, overall, we have taken account of Dr.
Berry's view, but we have additional views, including my own,
which holds that the polygraph has a reliability ranging some-
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where between 50 and 95 percent and, therefore, constitutes a very
significant additional investigatory tool.

Senator EAGLETON. Thank you, Mr. Chairman. That is all the
time I have.

Senator MATHIAS. Senator Levin.,

Senator LEVIN. Thank you, Mr. Chairman.

Mr. Willard, I would like to go back to your response to Senator
Eagleton’s question regarding whether only a portion of the mate-
rial be submitted under your nondisclosure agreement. I refer you
to paragraph 5 of the agreement which states that ‘‘all materials,
including works of fiction,” which contain the items identified in
subsections (a), (b), or (c), must be submitted for review. That
sounds a lot broader than only portions of material. If there is any
doubt in your mind that it is only the portions of the material
which the author believes contain information identified in para-
graph 5, subsections (a), (b), or (c), which must be submitted, rather
than the entire work itself.

Mr. WILLARD. Senator, first of all, as I told Senator Eagleton, it is
my view that an author’s subjective belief is not a determinant
here. This is a contract.

Senator LEvVIN. The author has to make the determination,
though.

Mr. WiLLARD. Right.

Senator LEVIN. The author has to make the determination in the
first instance whether or not something contains prohibited infor-
mation. I know it is an objective test, but it is the author who has
to say do I or don’t I submit it. Then he or she has to go back and
look at that agreement that they signed maybe 20, 30 years ago
and decide whether the material does or doesn’t contain the infor-
mation described in subsections (a), (b), or (c), or he decides yes, it
contains (b), and I am therefore going to submit it.

What does he submit? In answer to Senator Eagleton’s question,
you said he can submit only the portions of the work which contain
the prohibited information; the author doesn’t have to submit the
entire work. Is there any doubt in your mind that that answer is
accurate?

Mr. WiLLARD. The question would obviously depend on the cir-
cumstances and the extent to which the full information would be
necessary for context. I can provide an example.

Former Attorney General Griffin Bell submitted his book for pre-
publication review voluntarily to the Justice Department in 1981.
The book was about his time as Attorney General. It included two
chapters on intelligence and espionage matters. Those are the
chapters he submitted for review. He did not submit for review
chapters that dealt with the antitrust matters or criminal prosecu-
tions or other things that were unrelated. That approach was per-
fectly satisfactory.

Senator LEvIN. Paragraph 5 of the agreement states that you
must submit for approval ‘“all materials, including works of fic-
tion,” which contain information described in subsections (a), (b), or
(c). Now, my question to you is, If you write a work of fiction which
contains information concerning intelligence activities outlined in
subsection (c), must the whole work of ficticn be submitted?
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Mr. WILLARD. Again, Senator, it would depend on the context,
whether it is necessary to have the entire work in order to under-
stand the materials that are submitted.

Senator LEVIN. Is that what the agreement says?

Mr. WiLLARD. The agreement simply says that materials must be
submitted that contain this information. What the word materials
means, whether that is a full book or a chapter, would depend on
the context of the material.

Senator LEVIN. Does the agreement explain to the author that
whether he or she submits a portion or all of the work depends on
how much of the work is necessary in order to understand the con-
te}::t ir‘l) which the information is presented? Is that set forth some-
where?

Mr. WiLLARD. The agreement is designed to be implemented
through each agency’s instructions. The Justice Department, for
example, has an implementing order, which tells people where
they can go if they have questions; CIA does similarly. So the
aut{\or does not have to be in the dark about how to comply or not.
The author can make a phone call to the designated agency official
and get guidance on what is necessary to comply with the agree-
ment.

Senator LEvIN. I would suggest to you if indeed a portion of ma-
terial would satisfy or constitute compliance with the agreement,
then that is what the agreement should say. This agreement is
overly broad in a number of ways. Today you say a portion can do
it, but when you read the agreement, in particular paragraph 5,
what you have is an agreement which is very broad and says you
must submit ‘“all materials, including works of fiction,” which con-
tains a wide range of information. What, must be remeimbered is
that you talking about a nondis:losure agreement, which means
censuring literary works, which could include works of fiction, cre-
ative works. You are talking about censuring works, written per-
haps decades after their authors have left office; the civil penalty
for noncompliance being the loss of royalties, putting aside the
criminal penalty.

This morning you say you can submit a portion of the work, but
that is not in the agreement. Let uggest it is overly broad with
regard to how much of the work n to be submitted.

It is also overly broad in its description of what information is
prohibited as outlined in paragraph 5, subsection (c), which in-
cludes “any information concerning intelligence activities, sources
or methods.” The agreement doesn’t limit nondisclosure to classi-
fied information. So you could have, for instance, fictitious, imagi-
nary descriptions concerning intelligence activities which might
indeed be considered, in the words of this agreement, information
concerning intelligence activities.

I would think that the agreement should clearly be limited to
classified information concerning intelligence activities, particular-
ly when you are dealing with works of fiction, or else you have an
overly broad agreement.

Finally, just summarizing, it seems to me that this agreement is
open ended in terms of the amount of time the department or
agency has to review the materials that are submitted and what
the consequences are if the 30-day period ends with a statement
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from the department or agency saying we think (a), (b), and (c) vio-
late the agreement. What happens then? It leaves it up in the air
and open ended. I would suggest that this information ought to be
clearly outlined in the agreement.

I am out of time.

Mr. WiLLARD. If I could answer with regard to the last observa-
tion about what happens then, that matter is provided for in the
agency regulations. For example, the Department of Justice regula-
tions, which were submitted to the committee at the same time,
provide for a 15-day period for an administrative appeal to the
Deputy Attorney General, followed by a judicial review. At the
option of the author, he can either initiate the lawsuit himself or
give notice to the department and require the department to insti-
tute judicial review.

The reason that this procedure is not in the agreement is that
other agencies may have different administrative procedures they °’
wish to set up. That is why we thought it was better handled in
implementing regulations.

With regard to the requirement to submit potentially unclassi-
fied information under subparagraph c, the purpose of this review,
as determined by the Supreme Court in the Snepp case, is to allow
the agency, not the author, to make the decision about what is clas-
sified and what isn’t. If the author only has to submit information
that he determines is classified in the first place, then the review
function cannot be as effective as it otherwise would be. ’

Senator MATHIAS. Gentlemen, there is a qualitative and quanti-
tative aspect to this problem, and I addressed the quantitative side
in my first question, but what about the qualitative side? The di-
rectiv2 is addressed to writings by former officials. Nothing really
gets stale quicker than intelligence. The chance of damage to the
national interest of the United States from some disclosure by a
former official is there, of course, but it is a much less active risk,
it seems to me, than that of the incumbent who leaks current in-
formation, mtelhgence that is not stale.

Now I don’t know what you do about the President or the Secre-
tary of State or the Secretary of Defense who as a matter of high
national policy makes a deliberate disclosure of intelligence infor-
mation. You haven’t addressed that problem here. We all know it
happens. But what about the fellow down the line somewhere in
the civil service who is on duty and who picks up the phone and
tells his favorite reporter something? That is the thing that can
really hurt. That is what draws blood. Wouldn’t it be more sensible
to direct your efforts at the problem that is most damaging than
this rather vague question abcut former employees’ writings, which
on the record are not very numerous and which are less likely to
be damaging than the problem of the active leaker?

Mr. WILLARD. Senator Mathias, I think your observations are
quite accurate, and most of NSDD-84 is directed at current Gov-
ernment employees. There is only one provision that deals with
former employees and that is the prepublication review section. I
think you are right, that the current intelligence that is leaked is
often more damaging.
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Senator MaTHiAs. Why divert from that effort? You know, this is
not going to be without cost. How many censors are going to have
to be hired?

Mr. WiLLARD. We think it can be handled through the existing
declassification review process, in that there will not be an enor-
mous volume. ‘”

Senator MATHIAS. You are telling this committee there is no cost.
to this part of NSDD-84?

Mr. WiLLARD. The problem of declassification review is very simi-
lar, whether it is in the form of reviewing a manuscript or review-
ing information under the Freedom of Information Act. We process
an enormous volume of classified information to determine wheth-
er it can be declassified or released under the Freedom of Informa-
tion Act every year. I suspect prepublication reviews under this
program will be a minute fraction of that.

So far, for example, under the more limited program in effect
last year, at DOD and at Justice, only a handful of documents
came in for review. —

Let me get back to the need, if I could, Senator. It is true that
intelligence does become stale. But intelligence sources and meth-
ods do not. The fact that we knew a particular piece of information
5 or 10 years ago may not be all that topical or harmful today,
except that it may disclose something about the way we find it out.
This could include the human agent that may have been involved
in obtaining the information, or technical collection systems that
still may be in use in providing information to us. That is the kind
of damage we are concerned about. _ o

Senator MATHIAS. Let me give you an example of the prepublica-
tion review and let me see how it reflects on sources and methods.
The CIA did some prepublication reviews. Just let me quote very
briefly what they deleted. “The Director demanded and received a
limousine of the type usually reserved for Cabinet-level officers.”
And another quote, “When he learned that the agency had no ex-
ecutive dining room, he ordered one.” And, “The purpose of the
NSC meeting was to decide what American policy should be toward
the governments of southern Africa.” .

Now, those aren’t very encouraging examples of the protection of
sources and methods. I mean, the record on prepublication review
is one that is disturbing. '

Mr. WiLLARD. Senator, may I suggest, though, that the recent
record has been much better. I think the examples you gave were
fron a book published about 10 years ago, the Marchetti book. The
information that was originally deleted was later released in the
course of judicial review because it was determined, quite properly,
that the things you quoted were not classified and should never
have been. They should not have been deleted.

Senator MaTHIAS. That is the kind of thing censors do.

Mr. WiLLARD. I would suggest that our record is better now be-
cause of the experience we have had over the last 10 years under
the Freedom of Information Act and because of the existence of ju-
dicial review. I am not aware of instances within the last 5 years
where clearly unclassified information has sought to be daleted by
CIA or any other agency conducting prepublication reviews. If they
do try it, there is a ready remedy available. People can go to court
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and get a court order allowing disclosure or they can require the
agency to go to court.

Senator MATHIAS. Let me impose on Senator Eagleton’s time for
just one question that is not entirely facetious, but have you com-
pared this prepublication review requirement with the contracts
;)h?t ax;e signed by the chambermaids and footmen in Buckingham

alace’ -

Mr. WiLLARD. No, Senator.

Senator MaTHIAs. Well, you might want to do that.

Senator Eagleton.

Senator EAGLETON. As you can tell, Mr. Willard, from the ques-
tions by Senator Mathias and myself and Senator Levin and Sena-
tor Bingaman, what seems to be troubling us is the broad scope
and sweep of this directive. It seems to be continually expanding.
Let me see if I can put it in context and then get a comment from

you.

The Snepp case upheld the prepublication process in the context
of the CI;{ Many people were troubled by that program and by
that Supreme Court decision. But the coverage was confined to the
intelligence agencies with their unique mission.

Now, the President’s national security directive that we are dis-
cussing today starts with a prepublication review process for that
class of individuals with access to SCI, whatever agencies they
might be found in, policymakers as well as intelligence officials.
That in and of itself is a substantial and large qualitative—to use
Senator Mathias’ phrase—as well as a quantitative change. But it
is still presumably directed to a limited class of officials with access
to the most sensitive information.

But let’s take a look at what happens from that starting point;
that is, the starting point of this directive. First, those with access
to SCI must submit writings that not only which contain or pur-
port to contain SCI but which will also contain any-:classified infor-
mation from intelligence reports and information concerning intel-
ligence activities, presumably even nonclassified or nonclassifiable
information. And then we go to paragraph 7 that we discussed in
my previous round of questioning which talks about classifiable in-
formation and information subject to classification.

So you start from SCI, as the beginning point, and then the di-
rective requires individuals with access to classified information to
sign a nondisclosure agreement. They are not required to submit to
a prepublication review process. However, in fact they will be doing
so as well because they could be subject to civil penalty if they
make a mistake—failing to obtain authorization.

The point I am making is that you start with the CIA and their
uniquely sensitive role and the information that they handle—in-
telligence sources and methods—and the Srnepp case, but then you
make a very broad sweep, going far beyond CIA and Snepp, and
bring within the scope of your directive a whole host of publica-
tions t;mt I think go way too far. Would you respond to that obser-
vation?

Mr. WILLARD. Senator Eagleton, I think you have suggested a
very useful comparison between the Snepp case and the President’s
directive here. The issue in Sne;g involved a CIA secrecy agree-
ment, and it was signed by all CIA employees, which is a large
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number of people, although the exact number is classified. They
promised to submit for review anything they ever wrote about any-
thing they did at CIA or any other intelligence activities.

The President’s directive extends the Snepp concept to other gov-
ernment officials with access to SCI, who—in our view—have
access to information that is equally sensitive as people who are
covered by the CIA agreement. Outside the intelligence agencies, it
is primarily, as you observed, the people at the top policymaking
level of Government. Many of those people have access routinely to
more sensitive intelligence product than an average CIA employee
who may work in a compartmentalized project. I would suggest
that the high-ranking officials at the Departments of Defense and
State and at the White House carry in their minds a lot moré sen-
sitive intelligence that could damage national security if revealed
than the average CIA employee. That is because they have access
to all sources of intelligence, a cross-cutting view, and usually
many of the most sensitive secrets filter up to them.

So in our view the justification that was upheld by the Supreme
Court in Snepp applies with at least as much force to high-ranking
officials in the other parts of the Government who have access to
the same kind of information.

However, the agreement we are discussing today is in many
ways narrower than the decision before the Supreme Court in
Snepp. It does not require the submission of materials that deal
with anything these officials ever did when they were in the Gov-
ernment. It only requires them to submit materials that discuss or
relate to SCI, classified intelligence reports, or intelligence activi-
ties, sources or methods. They are perfectly free to write, without
review, about anything else that deals with their Government ex-
perience. So in that regard it is a narrower agreement than the Su-
preme Court upheld in the Snepp case.

Senator EAGLETON. My time is up. If you read the directive—
really there are two directives. There is the SCI type directive and
then the non-SCI type directive. If you read those two directives, I
submit that they broaden the scope far beyond what was envi-
sioned or contemplated at the time of the Snepp case. :

Senator MATHIAS. Senator Bingaman.

Senator BINGAMAN. Let me ask Mr. Willard how the Justice De-
part‘;nent anticipates monitoring unauthorized leaks of informa-
tion?

Mr. WILLARD. The responsibility for reporting those in the first
place will rest on the agency that originates the information that is
the subject of the unauthorized disclosure. Ninety-eight percent of
the time that is either the Department of Defense or CIA, because
those are the agencies that originate most classified information.
They are in the best position to know if some information they
originated has leaked. They then are required under the terms of
the directive to conduct a preliminary investigation to discover the
nature of the information that was leaked: what document it came
from, if possible; the level of classification; whether it was properly
classified; who had access to it; and if there are any other investi-
gative leads. Then they refer this information to the Department of
Justice, which makes a determination as to the possibility of solv-
ing the case.
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Many times the case cannot be solved because so many people
have access to the information that there is no logical way to focus
an investigation. But based on that determination, weighing also
the seriousness of the disclosure and the damage caused, Justice’s
Criminal Division will decide whether or not to ask the FBI to un-
dertake an investigation. That is the process by which the investi-
gation will be launched.

Senator BiINcaAMAN. How many people are we talking about in
Government that are subjected to this prepublication review re-
quirement? Do v.e have an estimate?

Mr. WILLARD. I don’t know the exact number. At the Department
of Justice, it is about 2,500; 2,000 in the FBI, 500 in the rest of the
Department, out of a total of 58,000 employees. The number of Gov-
ernment-wide is larger. In some of those agencies, the number is
classified; CIA, for example, and NSA. So I don’t have an exact es-
timate.

General StiLweLL. May I, Senator, add to Mr. Willard’s re-
sponse?

Senator BINGAMAN. Yes.

General STiLWELL. We have somewhat over 100,000 persons, in-
cluding 8,000 contractors, who are currently accessed to sensitive
compartmented information. All have signed a nondisclosure agree-
ment which, as I indicated earlier, includes an undertaking for pre-

- publication review. -

Senator BINGAMAN. So you have something over 100,000 people
inothe Department of Defense that you think this directive applies
to?

General STiLWELL. Yes, sir; that the SCI agreement applies to.
Senator BINGAMAN. Yes.

General StiLweLL. The other nondisclosure agreement for collat-
eral will apply to a much larger number.

Senator BINGAMAN. OK. What about the polygraph requirement
that you indicate you have already put into effect at the Depart-
ment of Defense? Does that apply to everybody or what is the-
number there?

General STiLwELL. We have an extant directive in the Depart-
ment of Defense of some long standing relating to the utilization of
the polygraph as an investigative tool under various conditions. We
had in coordination, as I think you know, Senator, a revision to
that document which has been put on hold as a result of the cur-
rent amendment to the DOD fiscal year 1984 authorization bill,
which says there will be no change in our extant directives as they
stood prior to August 5, 1982, until at least April 15, 1984,

Senator BINGAMAN. Let me just ask Mr. Willard one last ques-
tion here. As I understand the directive, it requires that the agency
issue regulations to administer appropriate adverse consequences
when an individual refuses to submit to a polygraph exam in the
course of a leak investigation. Is it the administration’s position
that firing of an individual would be an appropriate consequence
for refusal to submit to an exam?

Mr. WILLARD. As our report indicated, Senator, a variety of con-
sequences could be considered. Whether one would be appropriate
would depend on the facts and circumstances.
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For example, one consequence could be the denial of further
access to classified information. Another could be transfer to a less
sensitive job. Firing, though, could also be accomplished.

I would note that the directive requires that the results of the
polygraph examination not be used in isolation; that is, it can be
used only in the context of other information. An employee would
not be subject to being fired unless the entire investigatory record
indicated culpability, including the polygraph results.

Senator BiINGAMAN. Thank you.

Senator MATHIAS. Now we will ask unanimous consent for fur-
ther questions to members of this panel to be submitted in writing.
Without objection, we will follow that procedure.

I hope, gentlemen, that you will be agreeable to responding in
writing for the record.

Mr. WiLLARD. Yes, Senator.

General STILWELL. Yes, sir.

Senator MATHIAS. Let me just say, before you leave, that this is
obviously a very complex subject. As Mr. Willard has observed, it is
not one that arose in this administration. It has been around for a
long time. The fact that it took nearly 6 months to draft the regu-
lations, the implementing regulations, is an indication of the fact
that the administration has taken care and has been deliberate in
approaching the problem. But this hearing is the first opportunity
the Congress has had to look at Directive 84. The standard nondis-
closure agreement, I am told, was just published on September 9, 4
days ago, which does not give us a great deal of time to review it. [
would hope that you would consider some delay in the full imple-
mentation of the directive to give the Congress an opportunity to
comment.

Thank you for being here.

[The prepared statements of Mr. Willard, General Stilwell, and
Mr. DePree, with responses to written questions, follow:]

PREPARED STATEMENT OF RICHARD K. WILLARD

Thank you, Mister Chairman. I appreciate the opportunity to describe for this
committee the background and purpose of President Reagan’s March 11, 1983, direc-
tive on safeguarding national security information.

This directive, known as National Security Decision Directive 84, or NSDD-84,
was based on the recommendations of an interdepartmental group convened by the
Attorney General. I served as chariman of this group, which also included repre-
sentatives designated by the Secretaries of State, the Treasury, Defense, Energy and
the Director of Central Intelligerce. Copies of the report of this group, which is un-
classified, have been furnished to the Committee.

BACKGROUND

The protection of national security information is a fundamental constitutional
responsibility of the President. This responsibility is derived from the President's
powers as Chief Executive, Commander-in-Chief, and the principal instrument of
United States foreign policy. Since the days of the Founding Fathers, we have recog-
nized the need to protect military and diplomatic secrets.

Since at least 1940, Presidents have provided for the protection of national secu-
rity information by promulgating Executive orders providing for a system of classifi-
cation. President Reagan’s Executive Order limits the use of classification to infor-
mation which ‘reasonably could be expected to cause damage to the national secu-
rity” if released without proper authorization. This Executive Order also prohibits
the use of classification to conceal violations of law, inefficiency or administrative
error, or to prevent embarrassment to a government agency or employee.
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The unauthorized disclosure of classified informatior has been specifically prohib-
ited by each of the Executive orders on this subject. Such disclosures also violate
numerous more general standards of conduct for government employees based on
statutes and regulations. Moreover, in virtually all cases the unauthorized disclo-
sure of classified information potentially violates one or more federal criminal stat-

utes.

Notwithstanding the clear illegality of this practice, unauthorized disclosures of
classified information appear in the media with startling frequency. Such disclo-
sures damage national security by providing valuable information to our adversar-
ies, by hampering the ability of our intelligence agencies to function effectively, an
by impairing the conduct of American foreign policy.

President Reagan has recently expressed his personal concern about this serious
problem in a memorandum for all federal employees. The President stated that:
‘The unauthorized disclosure of our Nation’s classified information by those en-
trusted with its protection is improper, unethical, and plain wrong.”

SCOPE OF NSDD-84

In addition to remindinngederal employees of their personal responsibilities, the
President has directed in NSDD-84 that a number of additional steps be taker to
protect against unlawful disclosures of classified information.

The directive impose additional restrictions upon government employees who are
entrusted with access to classified information, and upon government agencies that
originate or handle classified irformation.

he directive also provides for a more efficient approach to investigating unau-
thorized disclosures, including additional use of polygraph examinations under care-
fully controlled circumstances.

The directive provides for mandatory administrative sanctions for employees
found to have knowingly disclosed classified information without authorization, or
who refuse to cooperate with on investigation.

Implementation of NSDD-84 has required a careful review of security regulations
and practices throughout the government. A number of changes are being made as
a result of this review.

NONDISCLOSURE AGREEMENTS

A significant aspect of implementing NSDD-84 has been the development of two
new nondisclosure agreement forms for government-wide use. These forms have
been reviewed by the Department of Justice, which has determined that they would
be enforceable in civil litigation initiated by the United States. Copies of the forms,
and letter signed by me regarding their enforceability, have been provided to the
Committee.

One of the new nondisclosure agreements will be signed as a condition of access to
Sensitive Compartmented Information, or SCI. This agreement is being promulgated
as a revision to Form 4193, which was adopted in 1981. Both versions of this form
include provisions for prepublication review, but we believe that the new form will
provide the government with an enhanced ability to safeguard classified informa-
tion.

Prepublication review agreements have been used at CIA for a number of years,
and in 1980 the Supreme Court approved their use in Snepp v. United States. The
sole purpose of prepublication review is to permit deletion of classified information
before it is made public. This program does not permit the government to censor
material because it is embarrassing or critical.

CONCLUSION

Unlawful disclosure of classified information is a longstanding problem that has
resisted efforts at solution under a number of Administrations. Our current pro-
gram will not solve the problem overnight. It is designed to improve the effective-
ness of our enforcement effort and, over time, to reduce the frequency and serious-
ness of unlawful disclosures of classified information.

Thank you very much, Mister Chairman. This concludes my statement. I would be
happy, of course, to answer any questions you or the committee members may have.

REesPONSES OF MR. WILLARD TO WRITTEN QUESTIONS SUBMITTED BY SENATOR MATHIAS

Question 1. What are the disclosures to which the preclearance requirement ex-
tends? Although we have been referring to the requirement as one of pre-publica-
tion review, doesn’t it in fact extend beyond published writings? For example, does
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the pre-clearance requirement of paragraph 5 of the SCI agreement extend to re-

rts or correspondence that a former employee might prepare in the course of his

usil?igss? Does it cover lecture notes of a former official who enters the academic
world?

Answer. The agreement not to disclose classified information extends to any
method by which such information can be communicated, including oral disclosures.
The prepublication review obligation extends only to “materials” that contain or
purport to contain certain kinds of information. This could include reports, corre-
spondence or lecture notes. Implementing regulations recognize that oral statements
cannot be subjected to prepublication review in the same manner as writings. DOJ
Order 2620.8 15.g.; CIA Policy Statement 1 B.4.

Question 2. Admiral Gayler testified that the government should use a “rifle”
rather than a “shotgun” approach. He stated that long-term protection is justified
only in very special cases having to do with intelligence methods. You yourself
pointed out that while intelligence does become stale, intelligence sources and meth-
ods do not. Given the substantial agreement on this point, shouldn't a long-term
pre-publication review requirement apply only to information about intelligence
sources and methods, and not to other categories of information, much of which
quickly goes stale? Wouldn’t a short-term pre-publication review requirement be
ample for the other categories of information?

Answer. Although information concerning intelligence sources and methods (in-
cluding SCI) is likely to have long-term sensitivity, the same may also be true of
certain information from intelligence reports or concerning intelligence activities.
Of course, once a particular information no longer requires protection in the inter-
est of national security, then it must be declassified and cannot be deleted from ma-
terials submitted for prepublication review.

Question 3. Many of us in Congress have been concerned for some time about the
problem of unauthorized disclosures. What congressional input was sought in the
drafting of the directive, or of its implementing regulations?

Answer. A number of congressional hearings and reports were consulted in pre-
paring the report leading up to NSDD-84, including the following: Senate Select
Committee on Intelligence, Subcommittee on Secrecy and Disclosure, Report on Na-
tional Security Secrets and the Administration of Justice, 95th Cong., 2d Sess.
(Comm. Print 1978); House Permanent Select Committee on Intelligence, Staff
Report on Security Clearance Procedures in the Intelligence Agencies (Comm. Print
1979); Espionage Laws and Leaks, Hearings before the Subcommittee on Legislation
of the House Permanent Select Committee on Intelligence (1979); Pre-employment
Security Practices in the Intelligence Agencies, Hearings before the Subcommittee
on Oversight of the House Permanent Select Committee on Intelligence (1979); and
Prepublication Review and Secrecy Agreements, Hearings before the Subcommittee
on Oversight of the House Permanent Select Committee on Intelligence (1980).

Since NSDD-84 was adopted on March 11, 1983, Administration witnesses have
testified at a joint hearing of subcommittees of the House Judiciary and Post Office
and Civil Service Committees on April 28, 1983, and at the hearing chaired by Sena-
tor Mathias on September 13, 1983, at a hearing of a subcommittee of the House
Government Operations Committee on October 20, 1983. We have provided informa-
tion and documents to these and other committees in response to requests. The Ad-
ministration has been, and remains, open to specific congressional suggestions for
solving the problem of unauthorized disclosures.

Question 4. The report of the interdepartmental group which you headed recom-
mended the enactment of a general criminal statute prohibiting the unauthorized
disclosure of classified information. Some observers, including former CIA Director
William Colby, feel that criminal sanctions would be the most effective way to
punish unauthorized disclosures, and would be more workable than pre-publication
review and other measures contained in the directive.

In the 6 months since the issuance of the directive, or in the year and a half since
the reﬁort of your group, what has happened to the idea of a general criminal sanc-
tion? Has the interdepartmental group’s recommendation been accepted by the Ad-
ministration? . . .

Answer. Nearly all unauthorized disclosures of classified information potentially
violate one or more existing criminal statutes. Although a new criminal statute
could be useful in clarifying ambiguities in existing law, it is unlikely that criminal
prosecution would ever by itself be a satisfactory response to most unauthorized dis-
closures. We believe that a realistic prospect of administrative sanctions can effec-
tivelgedeter most unauthorized disclosures. Of course, criminal prosecution can and
will be considered where circumstances warrant.
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Question 5. Some portions of the SCI Agreement appears to sweep very broadly.
In particular, a former official is required to pre<clear any materials that contain
“any information about intelligence activities, sources or methods"’—whether or not
the information is classified. This broad language appears to include information
about intelligence activities of all nations and all times. The “escape clause” of
paragraph 5 of the SCI Agreement does not completely solve this problem, since it
excludes from the preclearance obligation only information obtained by an official
when he is out of office. Thus it would not protect an official who learned about
intelligence activities during the War of 1812 through his leisure reading while in
office, and wanted to write about that subject after leaving office. Might the Agree-
ment be interpreted to cover such a situation, and if 8o, shouldn’t it be more nar-
rowly tailored to avoid sweeping in such obviously harmless material?

Answer. The term “intelligence sources and methods” is found in the National
Security Act, 50 U.S.C. § 403(dX3). The term “intelligence activities” is defined in
Executive Order 12333, § 3.4(e). Together, these terms comprise a category of infor-
mation that must be considered for classification under Executive Order 12356,
§ 1.3(aX4). We believe the terms are sufficiently precise as to be understood by per-
sons who sign the SCI Nondisclosure Agreement, although it would certainly be ap-
propriate for agencies to provide further explanations in their implementing regula-
tions.

The purpose of the ‘“‘escape clause” is to permit former officials to work as jour-
nalists or scholars after they leave government employment, without requiring
them to submit for review materials containing information acquired outside the
scope of government employment. This clause provides a clear test to protect such
former employees in the most likely practical situations.

We will interpret the protection of the “escape clause” as extending to published
information that is g2nerally available to the public, even if the employee may have
consulted the publication during the time he was employed. Thus in your hypotheti-
cal question, the employee would not be required to submit his manuscript for
review.

This interpretation is necessary as a practical matter, since it will normally be
impossible to establish when publicly available publications were actually consulted.
This interpretation is also consistent with the fiduciary obligation underlying the
nondisclosure agreement, which applies to information acquired as a consequence of
government employment.

However, it i8 important to recognize that former employees cannot speak or
write in a manner that expressly or impliedly confirms the accuracy of classified
information that may have entered the public domain as the consequence of an un-
authorized disclosure. Any such confirmation of the accuracy of published informa-
tion thus a separate disclosure, which is subject to prepublication review if it other-
wise falls within the terms of the agreement.

Finally, the Attorney General's decision to authorize the filing of litigation to en-
force the prepublication review requirement for a manuscript that did not actually
contain classified information would depend on all the facts and circumstances of
the particular situation.

Question 6. At the hearing, you indicated that an objective standard would be
used to determine whether an individual had compiled with his obligations to
submit materials for pre-publication review. However, you went on to say that the
usual objective standard—objectively reasonable belief—would not apply. Instead,
the standard would effectively be one of absolute liability, since an honest and rea-
sonable mistake would not provide a defense. Given this absolute liability standard,
won't the only safe course be to submit every manuscript that could conceivably be
thought to be covered by the agreement?

Answer. The SCI nondisclosure agreement, like most contracts, is enforceble ac-
cording to its terms. Employees who are uncertain whether material must be sub-
mitted are encouraged to consult with designated officials who are authorized to ex-
press the views of the government on the interpretation and agplication of the
agreement. See DOJ Order 2620.8, 1 5.b; CIA Policy Statment {A.5, B.1.

Question 7. In your testimony, you indicated that the Classified Information Non-
disclosure ment did not contain a pre-publication review requirement. Howev-
er, in litigation against former CIA employee Wilbur Crane Eveland, the CIA has
taken the position that a ver{ similar non-disclosure agreement imposed on the em-
ployee an implicit duty to submit manuscripts for pre-publication review. If no pre-
publication review requirement is intended for persons with access only to classified
information, wouldn’t it make sense to spell that out explicitly in the agreement,
rather than leaving former employees in doubt about their obligations?
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Answer. The Eveland matter was settled without litigation. In any event, it is our
view that the obligation to submit materials for prepublication review may be im-
posed by express agreement or by agency regulations interpreting the fiduciary obli-
gations of employees. See Sne{;p v. United States, supra, 444 U.S. at 511 n.6, 515
n.1l; McGehee v. Casey, No. 81-2233 (D.C. Cir., Oct. £ 1983), Slip Op. at 7-8 n.10.
CIA requires prepublication review of all persons bound to an express or implied
secrecy agreement with it. CIA Policy Statement {B.2. The Department of Justice
requires 2px‘epublication review only as expressly provided in an agreement. D)W
Order 2620.8, 15.c.

Question 8. Regarding the first categ%g of information that would trigger pre-
clearance, is “‘information derived from SCI"” limited to only that which reveals the
SCI source but is not itself labeled SCI? If not, kow is an individual to know that
information is “derived from SCI"? What is encompassed by the phrase “any de-
scription of activities that produce or relate to SCI''?

For example, I assume SCI is used in preparing all sorts of unclassified informa-
tion—for example, Congressional testimony on a national security topic, or a press
release on a matter of public concern. If an author does what an agency does in
these circumstances—that is, if he prepares a statement which takes into account
SCI, but which does not contain any—must he submit for pre-publication review?

Answer. The language of paragraph 5(a) is taken from the prior SCI Nondisclo-
sure Agreement, Form 4193, which was adopted in 1981. SCI and information de-
rived from SCI are required to be distinctively marked so that individuals with au-
thorized access to such information would be aware of its identity. Activities that
produce or relate to SCI include the operations associated with the acquisition, anal-
ysis and reporting of SCI.

It is true that some information falling within this category may be unclassified.
However, the nondisclosure agreement requires that the government review such
}_ne%wrials before they are published to determine whether in fact they are unclassi-
ied.

Question 9. With regard to the reference in par..caph 7 of the SCI nondisclosure
agreement to “‘any other Executive Order or statu.e that prohibits the unauthorized
disclosure of information in the interest of national security,” is this an attempt to
incorporate by reference future executive orders and statutes (e.g., any successor to
E.O. 12356), or is it intended to refer to executive orders and stautes currently in
existence?

If the latter, please specify which executive orders or statutes contain classifica-
tion authority upon which a deletion may be based. If the identical laniuage in
paragraph 1 of the classified information nondisclosure agreement does not have the
same meaning, please explain the difference.

Answer. This reference in both nondisclosure agreements is intended to refer to
future executive orders and statutes as well as those currentlx existing. Other than
Executive Order 12356, the primary current authority is the Atomic Energy Act, 42
U.S.C. §2274-77 (“Restricted Data and Formerly Restricted Data”). A number of
other statutes also prohibit the unauthorized disclosure of national security infor-
mation. See, e.g,, 18 U.S.C. § 793, 798; 50 U.S.C. § 403(dx3).

Question 10. Please explain the rationale for paragraph 11 of the SCI nondisclo-
sure agreement and paragraph 7 of the classified information nondisclosure agree-
ment. Is the government asserting a property interest in the information, or in the
documents or other formats in which it is embodied? If the former, what is the legal
basis for this assertion? Is there any inconsistency with 17 U.S.C. 105, prohibiting a
copyright in government works? If the former, what about government information
which enters the public domain? Does it ‘‘remain the property of the U.S. Govern-
ment’'? To what extent, if any, does this assertion affect the rights of persons not
signatory to the SCI nondisclosure agreement?

Answer. We believe that the government has a property interest in classified in-
formation itself, which is not limited to ownership of the tangible medium in which
the information is embodied. This property interest is a consequence of statutes and
Executive orders that establish a government monopoly in the creation and use of
classified information. Although the United States cannot obtain a statutory copy-
right for its works, 17 U.S.C. § 105, we are prepared to argue in an appropriate case
that its property interest in classified information is entitled to common law protec-
tion. Cf. United States v. Girard, 601 F. 2d 69 (2d Cir.), cert. denied, 444 U.S. 871
(1979) (statutory protection of copyright laws is not exclusive). The United States
would lose any property interest in classified information when it is declassified
pursuant to Executive Order 12356. The ability of the government to bring a pros-
ecution under 18 U.S.C. § 641 for theft of government property is not determined by
the provisions of a nondisclosure agreement and, in any event, has not been defini-
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tively decided by the courts. Compare United States v. Truong, 629 F. 2d 903, 927
{(4th Cir. 1980), cert. denied, 451 U.S. 970 (1981), with id. at 932; see United States v.
Boyce, 594 F. 2d 1246, 1252 (9th Cir.), cert. denied, 444 U.S. 855 (1979); United States
v. Hubbard, 474 F. Sug% 64, 29-80 (D.D.C. 1979).

Question 11. Is the SCI nondisclosure agreement enforceable against the estate of
a deceased former official? If the Department believes that the answer is yes, why is
there no specific provision in the agreement addressing this issue?

Answer. The extent to which the agreement is enforceable would depend upon the
facts and circumstances. We believe it is advisable to address this question on a
case-by-case basis rather than attempt to cover it in a specific provision of the agree-
ment.

Question 12. The Justice Department’s written response to the Chairman'’s letter
of August 12 indicated that the Department has not, in the past, had “a program for
monitoring the publications of former employees.” Does the Department plan to in-
stitute such a program, in light of NSDD-84? If so, what are the department'’s plans
in this regard?

Answer. The Department will review materials submitted by former employees as
provided in DOJ Order 2620.8. The Department will consider complaints or referrals
regarding materials that were published without being submitted for review.

Question 13. What does the Department see as the roles of the various agencies in
enforcing the nondisclosure agreements? For example, one element of enforcement
would be monitoring the speeches and publications of former officials who held the
clearance. Is that monitoring task primarily the responsibility of the agency which
issued the clearance? or of the Justice Department? or of some other agency?

Answer. Agencies that originate classified information are primarily responsible
for detecting threatened or actual unauthorized disclosures of their information. En-
forcement of a nondisclosure agreement is primarily the responsibility of the agenc
that last granted the individual either a security clearance or SCI access aplg;ova .
The approval and conduct of litigation is the responsibility of the Justice Depart-
ment.

Question 14. As you know, E.0.12356 contains new provisions authorizing reclassi-
fication of information which has been declassified. How does the potential for re-
classification affect the scope of the pre-publication review requirement, and the
agency's power to require deletions? For example, is information which has been de-
classified, but which is subject to possible reclassificiation, considered ‘“classified,”
“classifiable,” “‘subject to classification,” or none of the above?

Answer. Information may be reclassified only if it may reasonably be recovered.
Executive Order 12356, § 1.6(c). Information that meets the standard for reclassifica-
tion is not “classified” but is ‘“classifiable’’ and “subject to classification.”

Question 15. How should agencies plan to notify former employees of reclassifica-
tion decisions? If there is no plan for such notification, how is a former employee to
know whether or not he may disclose formerly classified information which has
been declassified, and which may or may not have been reclassified?

Answer. The authority to reclassify has been used quite infrequently and under
circumstances where employees aware of the declassification also knew of its reclas-
sification. Where declassified information has received any substantial public dis-
semination, it is not reasonably recoverable and thus is not subject to reclassifica-
tion. Therefore, it is most unlikely that former employees would be in a position of
disclosing declassified information without being aware that is has been reclassified.
In any event, the Department would not seek to penalize anyone for disclosing such
information in good faith.

Question 16. Has the Justice Department develo guidelines .or enforcement of
gre-p;xblication agreements authorized under the Directive? If not, does it intend to

o 807

Under what circumstances would the Justice Department seek a prior restraint of
a gublication assertedly subject to the pre-publication review requirements? Of a
pu ligation assertedly subject to the classified information non-disclosure agree-
ment?

In the Justice Department’s view, what standard should a court apgly in ruling
upon an application for a prior restraint on the grounds of violation of a pre-meli-
cation submission requirement? Of violation of the classified information nondisclo-
sure agreement?

Answer. Enforcement of the nondisclosure agreements for Department of Justice
employees will be consistent with DOJ Order-2620.8 (Aug. 25, 1983). Otherwise, the

licy of the Justice Department is as stated in a memorandum of Attorney General

illiam French Smith, dated tember 3, 1981, a copy of which is attached. The
Department has no plans to develop any other guidelines.
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The Department of Justice would seek to enjoin a publication in violation of the
nondisclosure agreements only with the approval of the Attorney General, based
upon a determination that the facts and circumstances of the case warranted this
remedy. The courts have approved the issuance of injuctions to compel individuals
to comply with secrecy agreements, including provisions for prepublication review.
United gta!es v. Marchetti, 466 F.2d 1309 (4th Cir.), cert. denied, 409 U.S. 1063
(1972); Agee v. CIA, 500 F. Supp. 506 (D.D.C. 1980). There is, however, an unresolved
question as to the legal standard that should be applied. Comnnare McGehee v. Casey,
supra, slip op. at 20-21 n.22 (dictum), with id. at 1-2 (MacKinnon, J., concurring).

Question 17. Can a former employee’s pre-publication review obligation be ascer-
tained from the four corners of the nondisclosure agreement which he or she has
signed? What effect, if any, will subsequent changes in departmental regulations
have on this obligation? If subsequent regulatory changes can modify the obligation,
what steps will be taken to inform former officials of these modifications? If the reg-
ulations and the terms of the nondisclosure agreement conflict, which controls?

If a former employee complies with the obligations set forth in the agreement
which he or she has signed, will the government waive any claim that the employee
is obliged to submit manuscripts for pre-publication review based upon fiduciary
duty or any other ground not contained in the agreement? Put another way, does
the obligation contained in the agreement exhaust the government's right to
demand pre-publication review?

Answer. In our view, prepublication review requirements may be imposed by
agreement or by regulations interpreting fiduciary obligations. Agency regulations
on this subject should be made available to former employees upon request and pub-
lished in the same manner as similar regulations of the agency. Employees who
have had access to classified information may have a fidcuiary obligation to ascer-
tain current agency policy prior to publishing information that may be subject to
prepublication review.

Each agency must decide the extent to which it wiil seek to impose prepublication
review obligations apart from those expressely contained in an agreement. The De-
partment of Justice regulation on this subject requires prepublication review only as
expressly provided for in an agreement.

n situations where employees have signed express agreements, agencies could not
as a matter of contract law impose more onerous obligations by subsequent regula-
tions. Such regulations, however, could operate to reduce the obligations of the ex-
press agreement. )

The requirements imposed upon former employees, whether grounded in contract
or fiduciary obligation, must be sufficiently resonable to survive judicial scrutiny
under the First Amendment.

Question 18. In your testimony, you stated that if a former official has prepared a
manuscript that contains information covered by the pre-publication review agree-
ment, he need not submit the entire manuscript, but only those materials actually
within the designated categories of covered information, plus sufficient surrounding
material to give adequate context to the information. If so, shouldn’t this be made
cleared in the contract itself, since that is the document upon which officials will
primarily rely in determining their obligations?

Answer. The extent to which gartial manuscripts may be submitted in satisfac-
tion of a prepublication review obligation will depend upon whether additional ma-
terial is necessary for context. Since this determination will depend upon the cir-
cumstances, it has been left to be decided on a case-by-case basis.

Question 19. What-would be the standard of judicial review in a lawsuit in which
an author challenged the censorship of his manuscript by his former agency?

Answer. We believe the standard of review would as a practical matter be the
same as under the Freedom of Information Act. See Alfred A. Knopf, Inc. v. Colby,
509 F.2d 1362, 1367-70 (4th Cir. 1974), cert. denied 421 U.S. 892 (1975). But see
bllggghee v. Casey, supra, slip op. at 19-24 (more exacting standard of review ap-
plied).

Question 20. Since the pre-publication review obligation is a permanent one, and
considering the normal turnover due to resignations, retirements, and the like, we
can expect the population of former Justice Department officers who are subject to
a pre-publication review requirement to increase over the years. What is the De-
partment’s estimate of the number of persons subject to such a requirement, and of
the volume of anticipated submissions, in 1984? 1985? 1990? 2000?
19§ll??wl 9n81§;:y officials with SCI clearance left the Justice Department’s employ in

Answer. In 1981, 387 officials had their SCI clearance terminated. In 1982, this
figure was 210. We assume many of these officials left the employment of the De-
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artment, but others may simply have no longer required SCI access in order to per-
orm their jobs. Assuming that 200 SCI officials leave the Department’s employment
each year and that none of these former employees die, then the number subject to
the prepublication review requirement would grow from 200 in 1984 and 400 in
1985, to 1600 in 1990 and 3600 in 2000. We have insufficient experience to estimate
the proportion of these individuals who would prepare materials for prepublication
review in any given year.

RESPONSES OF MR. WILLARD TO WRITTEN QUESTION SUBMITTED BY SENATOR LEVIN

guestion 1. Would you please tell the committee whether Presidential Directive 84
and its proposed security measures applies only to officials and employees of the ex-
ecutive branch? If not, would you please indicate what portion of the Directive applies
to members, official and employees of the legislative branch?

Answer. The directive, and measures to implement it, a;gﬂy only to officials, em-
ﬁloyees and contractors of agencies within the Executive Branch that originate or

andle classified information.

Question 2. Paragraph 5(c) of the Sensitive Compartmented Information (SCI) non-
disclosure agreement requires that a person with SCI or classified information
access submit for pre-disclosure/publication review any material, including “works
of fiction", containing ‘“information concerning intelligence activities, sources or
methods”, which such person contemplates disclosing to the public or persons ‘‘not
authorized to have such information”. Paragraph 9 of the agreement requires that
an individual forfeit any proceeds resulting from the unauthorized ‘‘disclosure, pub-
lication or revelation of information inconsistent with the terms of the agreement.”
Would you please tell the Committee whether an author would be required to forfeit
the proceeds from his or her work if the author did not submit the work for pre-
publication review, and subsequently a court determined that the work contains a
description of “intelligence activities, sources or methods', but does not contain any
SCI or classified information?

Answer. Failure to submit material for prepublication review as provided in para-
graphs 5-7 would subject the em{ﬂoyee to forfeiture as provided in paragraph 9, re-

ardless of whether the material actually contained SCI or classified information.
Snepp v. United States, 444 U.S. 507, 511-13 (1980).

PREPARED STATEMENT OF GEN. RICHARD G. STiLwELL, USA (RET.)

Mr. Chairman, it is a pleasure for me to algepear before the Committee. I have a
short statement that describes the status of Defense Department’s implementation
of NSDD 84, after which I shall be pleased to answer any of your questions.

It is important to keep in mind at the outset the status of this effort within the
executive branch. As of this date, Defense has not issued new regulations to imple-
ment NSDD 84, pending adoption of further implementing guidance within the ex-
ecutive branch. Once received, this guidance will be incorporated, as appropriate,
into relevant Departmental directives to the extent permitted by law.

Let me begin with that part of NSDD 84 that requires non-disclosure agreements
of government employees. Mr. Willard has already explained what those require-
ments are. It is our intent to require new employees who will be cleared for access
to classified information to sign the “Classified Information Non-disclosure Agree-
ment”—the “non-SCI"" Agreement—as a condition of such access. This requirement
will be implemented prospectively—we will not ask current employees to sign them,
unless they are processed in the future for a new level of clearance. With respect to
persons with access to Sensitive Compartmented Information or “SCI”, we also
intend to require employees requir‘mg such access to sign the new agreement, which
contains, as Mr. Willard explained, the prepublication review provision. As you may
know, the Department has required a similar non-disclosure agreement for all its
employees with SCI access since March, 1982. The new non-disclosure agreement
wil simﬁly replace the one we have been using. Incidentally, we have had no prob-
lems in having employees sign the old agreement, and the impact of the pre-publica-
tion review requirement has been negligible. Only five documents have been submit-
ted under its provisions since March, 1982,

With respect to the (Frovisions of NSDD 84 regarding media contacts, and proce-
dures for reporting and investigating unauthorized disclosures, we are still awaiting
further guidance with respect to our implementation.

I have a few words, however, regarding the NSDD provision on use of the poly-
graph. As you recall, it requires departments and agencies to amend their regula-
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tions, as necessary, to permit appropriate adverse consequences to follow an employ-
ee's refusal to take a polygraph examination in the course of an investigation of an
unauthorized disclosure. The Committee is no doubt aware that the fiscal year 1984
Defense Authorization Bill, now waiting final action Ly the Congress, contains a
provision which places a moratorium on any changes to the DoD polygraph policy
until 15 April 1984. Assuming this is enacted as expected, DoD will be precluded, at
least until April 15th, from changing its policies with respect to this aspect of the
Presidential directive. I would point out, however, Mr. Chairman, that even though
the NSDD permits adverse actions to follow refusals to take lygraph examinations
under the circumstances described, it does not require that tﬁg 0 80. Agency heads
are still left with discretion to direct such actions, and it is difficult for me to imag-
ine under any circumstances a refusal to take a polygraph alone [;.roviding the basis
for actions adverse to the employee. In DoD, at least, it would be highly unlikely, as
a practical matter, that the Secretary would take action against any employee with-
out independent evidence establishing the employee’s culfabilit . NSDD 84, as we
see it, would permit us to consider a refusal to take a polygraph in the context of
the case as a whole, but it does not mandate action b solely upon a refusal.

This, then, is where DoD presently stands on NSDD 84. I will be pleased to
answer any questions you may have.

RESPONSES OF GENERAL STILWELL T0 WRITTEN QUESTIONS SUBMITTED BY SENATOR
MATHI1AS

Question 1. Does the Department currently have a program for monitoring the
speeches and publications of former officials who are subject to a_pre-publication
review requirement? Does the Department anticipate any changes in this monitor-
ing program as a result of NSDD-84?

Answer. The Department does not have a program for monitoring former officials’
speeches and gublications and does not intend to institute such a program.

Question 2. In its previous submission to this Committee, the Defense Department
indicated that in the t five years there have been one, or possibly two, instances
of which the Defense Department is aware in which former officials released classi-
fied information without authorization. Did either of the former officials involved
have an SCI clearance when they worked for the Defense Department?

Answer. No.

Question 8. Since the pre-publication review obligation is a permanent one, and
considering the normal turnover due to resignations, retirements, and the like, we
can expect the population of former Department officers who are subject to a pre-
publication review requirement to increase over the years. What is the Depart-
ment's estimate of the number of persons subject to such a requirement, and of the
volume of anticipated submissions, in 1984? 1985? 1990? 2000?

How many officials with SCI clearance left the Defense Department’s employ in
1981? 19827 .

Answer. The estimated numbers of former DoD officials (rank not considered) who
will become subject to the pre-publication review requirement in each year of the
question are indicated below.

Year: Estimates
1984 .oiieeeierieteereeriiee s et e st s ereabere e be s e bt b e e b e s breR e e R a e R e R AT sh SRt e R s Ane R e e s b e s R L e bR su bbb 8,685
1985............. Guvereesreieesesaeateseees et e e s e E e e sR e sY e RN SR e R e eR s e L e R e e R e R e ke s e bR e RS eRene e she e et e bs Rt s 8,786
1990 ...t ereertese ettt sh e s e e e s A e SRS SR e RS BaE e LS e e s RS e R b SRS aR bR Re 9,237
2000 ...ttt et e et ers b e s s b srerE e e Rt besh e e R e L e R s e A BRSNS b e e Re e sE e bR TR e R b b 0n 10,980

The above estimates are based on existing SCI billets, expected increases in such
billets, and normal personnal attrition rates.

The number of submissions in compliance with previouslB existing pre-publication
review requirements in the Defense Intelligence Agency (DIA) has been extremely
low; no more than one or two a year for the t few years.

The Department does not have available data with regard to the number of DoD
officials with SCI clearance that left the Department’s employ in 1981 and 1982.
This information is not obtainable without an extensive world-wide data collection
effort, to include input from the Military Services, Unified and Specified Com-
mands, and the Defense Agencies. Available information shows that in 1982, DIA
debriefed or terminated SCI access for 2,147 members of DIA, the Office of the Sec-
retary of Defense, and the Organization of the Joint Chiefs of Staff. A major effort
would be required to determine what percentage of these personnel left DoD em-
ployment and how many simply terminated access due to transfer to non-SCI posi-
tions within the Department of Defense. Figures for 1981 are not available.
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Question 4. The Justice Department’'s implementing regulations encourage volun-
tary submissions for pre-publication review, even by persons not subject to the SCI
nondisclosure agreement. Will the Defense Department take a similar position? If
8o, do your estimates provided in response to the previous questions include the an-
ticipated volume of voluntary submissions? If not, what are the Department’s esti-
mates of?the volume of such submissions for each of the years listed in the previous
question?

Answer. The Department of Defense does encourage voluntary submission of
manuscripts for pre-publication review and provides for such review service in DoD
Directive 5230.9, “Clearance of DoD Information for Public Release.” This DoD Di-
rective states that retired military personnel, former DoD employees, and non-active
duty members of reserve components may use the review services to ensure that
information they propose to publish or disclose does not compromise classified infor-
mation.

The estimated data provided in response to the previous question do not include
voluntary submissions. The Department does not have statistics regarding previous
voluntary submissions but anticipates that the number, believed to be low at the
present time, may increase in light of NSDD-84.

PREPARED STATEMENT OF WILLARD A. DEPREE

Senator Mathias and Members of the Committee, I am pleased to appear before
the Committee on Governmental Affairs to testify on behalf of the Department of
State on National Security Decision Directive 84 on safeguarding national security
information, issued by the President on March 11, 1983. For the past six months I
have been serving as Coordinator of the Department of State working group that
was assembled to implement NSDD-84. Some of the members of that working group
are here to answer your questions.

As your are aware, NSDD-84 dealt with three main areas: standardized nondisclo-
sure agreements, contacts with the media, and use of the polygraph as a technique
to investigate unauthorized disclosure of classified information. Two standardized
nondisclosure agreements have been developed, one for persons with access to Sensi-
tive Compartmented Information [SCI] and one for persons with access to general
classified information. The texts of the agreements were made public by the De?art-
ment of Justice on August 25, 1983. We recently received these forms and will be
implementing them.

The Department of State has submitted to the National Security Council its pre-
liminary views on media contacts and on use of the polygraph as an investigative
technique in the case of unauthorized disclosures of classified information. The NSC
is reviewing these materials to ensure that they fall within the terms of NSDD-84.

It may be useful for the Committee to have some background on the current prac-
tice of the Department of State in these areas. Since July 1981 the Department has
used a standard government-wide agreement which persons with access to SCI have
been required to sign. This legally enforceable agreement requires signatories to
submit certain materials for pre-publication review in order to assure the deletion of
classified information. The obligation continues after such persons leave the govern-
ment. The Department also has regulations which require current employees to
submit for pre-publication review all material which is to be published that is of
official concern to the Department. This submission requirement is based on the em-
ployer-employee relationship and has been in effect for many years. The answers
which the Department prepared in response to Senator Roth’s questions would be
relevant here.

The Department’s policy on contracts with the media is influenced by two some-
what conflicting concerns. The first is the protection of information that is sensitive,
relates to the conduct of current foreign relations, has been obtained from a foreign
government, or for snine other reason must not be disclosed in an unauthorized
manner. The other equally important concern is to ensure that our foreign policy is
understood by the American people. This latter interest requires that certain infor-
mation be made public, particularly through the media. Current Department of
State policy is that while classified material cannot be disclosed to unauthorized

rsons, statements of policy and rationale for decisions should be made available.

mployees of the Department are to act in a responsible manner and use their judg-
ment to determine if the substance of a conversation should be reduced to writing.
Of course, particular bureaus within the Department which deal with sensitive in-
formation on a frequent basis may implement more specific instructions.
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The Department of State Office of Security investigates a number of matters of
concern to the Department, including employee malfeasance and unauthorized dis-
closure of classified information by Department employees. The Office of Security
utilizes a number of investigative techniques to assemble information which would
allow an informed decision to be made. In the past, the polygraph has been used
when other means of investigation have narrowed the number of persons under in-
vestigation and the information derived from a polygraph examination would shed
light on the matter. However, submission to polygraph examination has been a
purely voluntary matter, with no adverse inferences to be drawn from an employ-
ee's refusal to take such an exam. If an employee has consented to an exam, the
material developed is weighed along with the other information already gathered
and a determination is made based on the totality of the evidence.

I hope that this information allows the Committee to understand current Depart-
ment of State ﬁractice in this area. I and the other representatives of the Depart-
ment who are here this morning would be happy to answer any questions you may
have on this subject.

REsPONSES OF MR. DEPREE TO WRITTEN QUESTIONS SUBMITTED BY SENATOR MATHIAS

Question 1. Approximately how many individuals in the State Department have
the k‘i;nd of clearance that would subject them to the pre-publication review require-
ment?

Answer. Approximately 4,352 employees, plus 163 contractors have the type of
clearance which would subject them to the pre-publication review requirement.

Question 2. Since the pre-publication review obligation is a permanent one, and
considering the normal turnover due to resignations, retirements, and the like, we
can expect the population of former State Department officers who are subject to a
pre-publication review requirement to increase over the years. What is the Depart-
ment's estimate of the number of persons subject to such a requirement, and of the
volume of anticipated submissions, in 1984? 1985? 1990? 2000?

Answer. At a rough estimate, the number of former Department of State officers
who are subject to the pre-publication review requirement may increase as foliows:
5,100 by 1984; 5,400 by 1985; 6,900 by 1990; and 10,000 by 2000.

Question 3. Does the Department currently have a program for monitoring the
speeches and publications of former officials who are subject to the pre-publication
review requirement? Does the Department anticipate any changes in this monitor-
ing program as a result of NSDD-84?

Answer. While the Department has no absolute requirement that former officers
submit material for pre-publication review (other than as they may be bound by cur-
rent SCI or other non-disclosure agreements which remain in force indefinitely),
many officers voluntarily submit their material for review, and this material is re-
viewed by the Department’s Classification/Declassification Center. The Department
has also for many years granted access to former Presidential appointees, under
E.O. 12356 and earlier Orders, to their papers, on condition that they sign an agree-
ment to submit their notes, MSS, etc. for review. (All officers on leaving the Depart-
ment are required to sign a Separation Statement which includes an undertaking to
safeguard sensitive information they may have acquired as a result of their service.)

Senator MATHIAS. Our next panel is Mr. Lloyd Cutler, Mr. Wil-
liam E. Colby, and Adm. Noel Gayler, all of whom are of such emi-
nence and distinction that they need no further introduction.

Gentlemen, have you established your own order of precedence? I
have Mr. Cutler first on the list, but wha.ever is agreeable to you.

Mr. CutLER. I don’t think we have had an opportunity to consult,
Mr. Chairman, and we will have to leave it to you.

Senator MaTHIAS. We will take you as you come down the row.

TESTIMONY OF LLOYD CUTLER, FORMER COUNSELOR TO PRESI-
DENT CARTER, WILMER, CUTLER & PICKERING; WILLIAM E.
COLBY, FORMER DIRECTOR, CENTRAL INTELLIGENCE
AGENCY; AND ADM. NOEL GAYLER, USN, (RETIRED), FORMER
DIRECTOR, NATIONAL SECURITY AGENCY

Mr. CutLER. Thank you very much, Mr. Chairman.
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My name is Lloyd Cutler. I have had experience that goes back
some time in the intelligence production agencies, and during the
last year or so of the Carter administration I was an intelligence
consumer in my capacity as Counsel to the President. In that ca-
pacity, I struggled with some of the problems to which the new di-
rective is now aimed.

I have not presented any prepared testimony. I do have an sut-
line which I think has been made available to the staff and should
be available to you.

I am not an extremist one way or the other on this issue. As the
chairman just observed, it is a very complex and difficult one. I do
think that at least for intelligence agency personnel, producers of
intelligence as distinguished from consumers, that some form of
prepublication review probably is desirable to insure that national
security and especially intelligence security information is not dis-
closed. But I think the Snepp directive goes much too far and, as
any regulation in this area of speech should, does not strike a rea-
sonable and satisfactory balance between the Government’'s need
for review and a present or former official’s, especially a policy offi-
cial’s, right to speak out on matters of public interest.

The critical step beyond, the one more step that this administra-
tion has taken that has never previously been taken, to my knowl-
edge, is to impose a prior review requirement on policymakers in
the government: Secretaries and Assistant Secretaries of State and
Defense, former White House and National Security people. I don't
think a case has been made that prior review of the statements of
such officials is necessary to prevent serious breaches of intelli-
gence security. I don’t think a factual case has been made.

Beyond that, I think there is a real question whether the Snep,
case, aimed as it was at a prior disclosure agreement with an intel-
ligence producer, someone who went to work in an intelligence
agency, can automatically be extended to all of the intelligence
consumers, all of the policymakers, present and past, in the Gov-
ernment. They don’t present a Snepp type of case or a Marchetti
type of case.

The public interest in access to the views of policymaking offi-
cials, present and past, in the foreign policy, national defense, and
national security field is much higher than the public interest in
access to the views of former intelligence personnel. That is where
I part company with the new directive.

I won't stop to go over the reasons why it is important to protect
intelligence information. I think the administration makes a very
sensible and a very good case for that. I won’'t even debate the
proposition that for intelligence producing personnel, particularly
those who wish to write books, let’s say, about intelligence-gather-
ing activities, whether real or fictional, it seems to me the case for
prior review for the work, for the new statements or publications
those people are going to produce is a reasonable case, and Snepp
certainly confirms that. Even the lower court’s opinion in the
Snepp case accepted that.

Prepublication review, of course, is never cost-free. All prior re-
straints involve some suppression of speech. The case is probably a
justifiable one, in the case of intelligence producing personnel, par-
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ticularly career personnel, who make that bargain when they go
into the intelligence services.

It obviously has potential for abuse. I don’t think anyone can
make the case that there has been abuse to date; that is, censor-
ship going beyond the censorship of intelligence information. But
there is always the prospect of the chilling effect, the prevention of
even speech that would not have been restrained if it had been re-
viewed, that exists with any form of standing prior restraint. It-is
just too much trouble to go through the clearance and the clear-
ance process can operate to prohibit speech.

But I do think the case falls down in trying to establish that poli-
cymakers, and no one su%gests deliberately, but even inadvertently,
do commit serious breaches of intelligence security; and the laws
that exist which would punish such breaches, and the opprobium,
the disgrace a policymaker brings on himself when he commits
such a breach ought to be sufficient without imposing this prior
review requirement.

The prior review requirement, moreover, is wholly impractical
when it comes to interviews with the press, when it comes to op.
ed. pieces, even when it comes to short articles with very short
publication times. The best proof of that is that the Government, to
my knowledge, even though it has had these agreements in effect
for a white, never has invoked them in the case of interviews or
even of opinions of editor pieces. Nothing happens when somebody
just gives that.

Beyond that, there are issues, of course, on which policymakers
must speak. Let's take, for example, the issue of verification of
arms control agreements through so-called national technical
means. Over and over again, in the SALT 2 hearings, as one exam-
ple, the issue arose—and it was a public, deba issue—are our
means of verification adequate.

Mr. Willard has said you can speak freely as long as you don’t
disclose any of this type of information. But simply for a policy-
maker to express the opinion that our means of verification are
adequate, reading these restraints literally, would require prior
review, because he is dealing with sensitive compartmented infor-
mation and its existence. The same would be true as to what we
spend on it, what new types of satellites we have, and other things,
much of which is highly classified.

I submit no real harm has been done by permitting policymakers
to give statements on issues of this type, subject to the criminal
laws and the existing orders not to disclose anything of intelligence
value, without imposing on them the prior restraint requirement.

Senator MATHIAs. Thank you, Mr. Cutler. .

Admiral Gayler.

Admiral GAYLER. My name is Noel Gayler. I am a Retired Admi-
ral of the Navy, at one time Director of the National Security
Agency, at one time Commander in Chief of U.S. Forces in the Pa-
cific.

I want to talk this morning not specifically to the directive but to
the characteristics of the information needing protection and some
practical observations on what is effective in that protection.

I think it is taken as a given, for example, that all U.S. codes and
ciphers, and the policy that they should be protected, is beyond dis-
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pute. I do observe, however, that large volumes purporting to deal
with inside information on this have been published in this coun-
try, and only their general inaccuracy has saved them from doing
considerable damage.

More important is signals intelligence, derived from reading
transmissions. For example, those having to do with the shoot-
down of the Korean airliner; information from other than commu-
nications; radar, telemetry; the measures and the countermeasures
and support measures in this wizard war of electronics, all of that
has to be protected at a very high level of classification. Clearly,
agents and agent operations dealing with collection of information.
In that I would not personally include, however, massive oper-
ations. They are bound to be disclosed, or ones having to do with
what we call dirty tricks, rather than the collection of intelligence.
And certainly counterintelligence methods and results, the way in
which spies are detected, deserves high classification.

Characteristics of this kind of information are, first, that you
lose it if it becomes knowledge to the adversary; second, that lives
are often at stake; third, that the national security interest is in-
volved, not only in peacetime but particularly if there were hostil-
ities. Some of the methods that we have should be reserved and
protected against the contingency of military action. The fourth
and the most difficult is that some of these things can be deduced
rather readily from disclosure of product. For example, if you know
what a Soviet pilot said on a particular occasion, it is not much of
a deduction to figure that you are monitoring his radio transmis-
sions.

The further characteristic of this sort of information and these
sources is that they do need careful oversight for reasons of public
policy, but that that oversight should not be public. The methods
used have to be consistent with our American ethos and constitu-
tionality. This should be an appeals process, but, unfortunately,
outsiders to the intelligence community are not in a position to
judge the damage that will be done from a particular disclosure.
..Then, of course, there is the case where disclosure is in the public
interest, and it is certainly the President’s right and duty to deter-
mine those circumstances.

The policy problems will be covered by other witnesses. I see that
I am short cn time, so I will come to my bottom line, which is that
I believe protection rather than being broad should be selective and
narrow, that the distribution of this material should be much nar-
rower than it is at present, that there is a major distinction be-
tween SCI and other classified material, that long-term protection
is justified only in very special cases having to do with intelligence
methods, and that competent monitoring and watchdogging is nec-
essary for these things which are protected from public disclosure.
So I would rather that we protect very carefully special categories
supervised at an independent level through thoughtful and careful-
ly drawn directives and use the rifle rather than the shotgun ap-
proach.

Thank you.

Senator MaTHI1AS. Thank you.

Mr. Colby.
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Mr. CoLBy. Mr. Chairman, thank you for inviting us today. I will
not repeat my prepared testimony but merely make two overall
points, Mr. Chairman.

I have had experience on both sides of this question, enforcing
these agreements and having them enforced against me, so I think
{_ l<{:an see both sides of the problem and where it is and what it is
ike.

I support this directive. I support it because it is limited to a
very critical kind of intelligence, sensitive compartmented intelli-
gence. This is not a broad provision. It is a very narrow cate%ory of
very highly sensitive kinds of information. They are carefully con-
trolled in the administration. They are carefully documented in
most cases. A careful inventory is kept of this material and, at a
certain period, in some cases, it is moved out of the sensitive cate-
gory into another category, when it becomes less sensitive. So that
we are only talking about protection of a particular kind of infor-
mation.

Now, in that process, the intelligence officers are under a pre-
publication review requirement under their directive, under their
contract. However, in my own case, for instance, I know of one par-
ticular case where I was barred from saying something about a
particular activity, even though a fellow high officer in the U.S.
Government had f'ust written an article about it describing it in
considerable detail.

I used his article when I wrote my material and submitted it. I
have a question as to whether the Government was actually right
in asking me not to. But I do understand that they had a basis for
it. I understand their rationale. And I agreed a long time ago to let
them make the decision. The question is why should the producer
be under that restriction and the recipient of it under no controls
of that nature? I think that is not appropriate, and I support the
effort to include the recipients of this highly sensitive information
in the prepublication review.

Once the material is in the Government’s hands, of course, it is
going to be looking for all classified material. There is nothing you
can do about that. But that doesn’t mean that all classified materi-
al is being subjected to the prepublication review requirement. It is
only recipients of the sensitive information that are covered by
that requirement.

The second major point I would make, Mr. Chairman, is that this
prepublication contract and the various other things are despera-
tion efforts by a whole series of administrations over the years to
compensate for the fact that Congress has never adequately moved
to protect our classified information. Congress has walked up to
this particular trench on several occasions in the early 1900’s, in
the 1930’s, the 1940’s, and each time thrown up its hands and said
it can't really define classified information adequately. It can’t
figure out what kind of restraints and what kind of punishments
we should have for the release of it, and, consequently, it left the
field wide open. )

As a result, the administrations, on a series of occasions, have de-
veloped these techniques, such as the contracts, the prior prepubli-
cation review and so forth, in a desperate effort to control the leak-
age that occurs.
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The real way that our Government should be protecting its clas-
sified information is by some more direct method than going
through the legal gimmickry of a contract with its employees. 1
think there ought to be a clear criminal sanction for the release of
classified information.

That could be graduated by the seriousness of the information. It
can be applied to various recipients who have a particular position
of responsibility. And I would think that a law could be developed
which would give us a reasonable criminal sanction for the release
of classified information and obviate the need for this kind of legal
gimmickry in order to protect our secrets.

Thank you, Mr. Chairman.

Senator MATHIAS. Thank you, Mr. Colby.

Mr. Cutler spoke of the possible chilling effect. Of course, that
recalls the purposes for which the first amendment was adopted, to
promote the freest possible flow of information, of opinion, of argu-
ment, discussion, all of which was conceived by the Founding Fa-
thers to be a necessary ingredient to a free Government.

Let me ask, and perhaps it would be useful to ask each of you,
because you were all in the same boat on this, what would you do
if you were subject to one of these agreements and you had some
doubt—Mr. Colby has in part answered this question—but you had
some doubt as to whether or not you were required to submit your
manuscript? If you guess wrong, you could be facing an injunction,
so you are going to be cautious about it. What would be your per-
sonal view, if you sat down in your study, took up your pen, and
began to meditate on some of your personal experiences? How
would you feel? Would you rather submit it for publication review
or would you rather tailor the article?

Mr. CuTLER. If ] were writing a book, Mr. Chairman, I have seen
relatively little difficulty in submitting a book or even let's say an
article for The Atlantic Monthly or Harper's to prepublication
review. When it comes to giving an oral interview or responding to
a request to write something for the opinion of editor page of the
Washington Post or volunteering to write something like that for
publication 3 or 4 days later on an issue of immediate importance,
like the shoot down of Korean flight 007, which almost certainly
involves SCI, it seems to me it does have a chilling effect.

Thinking back, if I were back in the White House again, if there
had been such an order, or such a rule in effect, in one way it
would have helped me. I could have told a lot of reporters I can't
give you an interview, period. But there is a public interest in visi-
ble policymaking, public officials being accountable to the press.
And I don’t see how you can accommodate that with this kind of a
requirement.

We can’t have somebody sitting deep in the NSC basement in the
White House fielding questions from the 500 Presidential appoint-
ees who the press talks to every day about major international inci-
dents. It just isn't going to work.

A much better method for the Government, if it is this important
to protect itself, and I agree it is, is to do what Admiral Gayler
said, and that is very sharply restrict the number of people with
access to SCI and much more clearly identify in the publications
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that circulate within the intelligence community to consumers
what is and what is not SCI.

There is a sort of lust to publish and' be first with the scoop
among the various intelligence agencies who print daily or weekly
items of one kind or another that leads too far to indiscriminate
dist:ﬁbution of SCI material. I imagine all three of us would agree
on that. ‘

Senator MaTHiAs. Admiral, do you want to comment on that
question?

Admiral GAYLER. The answer has to be personal. I wouldn’t have
any personal difficulty, I don't think, in distinguishing between SCI
and other kinds of information. I would certainly not write in the
first instance for publication on SCI.

The other point I think has to do with the permanent nature of
the disclosure, where intelligence methods or real secrets of state,
if you will, are involved. One can understand a permanent restric-
tion. The rest of it is so evanescent that it seems to me that fairly
prompt declassification is usually OK.

Mr. CoLBY. Two items, Mr. Chairman. I have submitted material.
I have submitted a book and I intend to submit another one. I have
submitted articles. I have submitted short pieces, long pieces, var-
ious kinds of pieces. I have never had any real problem. I have
been asked not to say certain things and I have complied, and I
have tried to live up to that agreement. It has not been a limita-
%ionhon my ability to operate, to talk, to cover subjects, and so
orth.

I have gotten rather rapid responses from the agency to my sub-
missions. I have had sensible exceptions to the things that I have
wanted to say and not arbitrary ones. There are some that I have
disagreed with, but I understand why they did it and I consequent-
ly haven'’t objected.

With respect to the problem of the oral leak, Mr. Chairman,
there is a very simple way to solve that one. You asked how are
you going to solve that in our Government. It is very simple. If it is
attributed and the officer has authority to declassify, fine. It is the
unattributed one where you get the real leaks. All you have to do
is make that rule and you will have an end to the froblem.

Senator MATHIAS. Thank you very much, Mr. Colby.

Senator Eagleton.

Senator EAGLETON. Mr. Colby, I am a little hard of hearing. I
think I heard you say you do support this directive.

Mr. CoLBy. Yes. I wouldn't support every little word in it, but in
general I understand the reason for it.

Senator EAGLETON. I thought I heard you say you found the cate-
gories in the directive to be clear.

Mr. CoLby. I think reasonably, yes. Operating under this kind of
directive myself, I haven’t had any trouble.

Senator EAGLETON. But this directive goes beyond anything that
you have operated under, in my opinion. Not only does 1t deal with
SCI—and I guess we are unanimous on the committee that we
would agree that SCI ought to be covered—but it deals with the fol-
lowing kinds of materials, and I quote the exact words from the di-
rective. Paragraph 1 deals with materials that are “classifiable.”
Paragraph b, subsection ¢ deals with materials that are “informa-
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tion concerning intelligence activities.” Paragraph 7 deals with ma-
terials ‘‘subject to classification.”

Now, SCI is clear to me, and abundantly clear to you. You dealt
with it all your life. But words such as ‘“classifiable,” or “subject to
classification,” or “information concerning intelligence activities,”
that is less clear to me, much more broad, much more sweeping.
Are you comfortable with that language?

Mr. CoLBy. We are talking, in the first place, Senator, of a group
of people who are given access to highly sensitive material. When
they take on that access, they take additional responsibility to pro-
tect not only that material but other intelligence activities.

The reason for the “subject to classification” or “classifiable” as
a legal term is that if you can find someplace that the thing had
not actually been stamped, although it has the name of our princi-
pal agent in country Y then you could say it isn’t classified, and
still it is very important that it should be classified. That is why
that phrase is in there.

But the context of the directive I think is fairly clear. It applies
basically to people who received SCI clearance and it says that
they wi{l keep their mouths shut about intelligence activities. That

_is essentially what it says. :

Senator EAGLETON. It troubles me, because I think the sweep is
much broader than SCI—maybe the directive isn't as readily dis-
cernible as you make it out to be. Do I interpret your testimony
where you were critical of Congress—and we are subject to fre-
quent criticism——

Mr. CoLBY. You haven’t solved the problem.

Senator EAGLETON. That is perfectly permissible.

Do you favor some sort of official secrets act similar to what they
have 1n Great Britain?

Mr. CoLBy. That would be totally unconstitutional, Senator. No, I
do not. But I think a reasonable kind of an act where you have to
prove that the material was properly classified as part of the in.
dictmen., that we could have a statute that would protect classified
inforrnation. You could have gradations of the seriousness of it, af-
fecting whether it is a misdemeanor or felony or whatever. I think
you can work it out.

Senator EAGLETON. Mr. Cutler, let me ask you a similar question.

Mr. CoLBy. And it would eliminate the need for prior restraint,
incidentall{:.

Senator EAGLETON. I understand. ~

Mr. CoLBy. That is the benefit of it, that it puts it right smack on
the criminal level. If gou want to go ahead and publish it at risk,
go ahead, take your chances. Today you can go ahead and nothing
happens at all.

enator EAGLETON. Mr. Cutler, as a pretty distinguished attor-
ney, are you at all troubled by some of the phraseology in this di-
rective which I read to Mr. Colby: Paragraph 1 referring to infor-
mation that is ‘classifiable”’; paragraph 7, referring to material
that is ‘‘subject to classification,” and paragraph 5(c) referring to
“information concerning intelligence activities”? Is that language
of art that is sufficiently specific as far as you are concerned?

Mr. CuTLER. No, I don’t think it is, Senator Eagleton. I think also
it is discriminatory in the sense that, as you will notice, in the
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agreements signed by persons who receive classified information,
not rising to the levef of SCI, there is no %rior review requirement.
The{ are not subjected to prior review. They are required not to
disclose it, but they have no prior review as to classified informa-
tion falling short of SCI. If you have SCI information, then you
have a prior restraint requirement both as to SCI information and
lower levels of classified information.

I can understand why the{edo that, because of the difficulty the
user has in discriminating between what he heard from an SCI
source and what he heard from a less important but classified
source. The answer to that I think is in restricting the circulation
of the SCI information and not commingling it with other types of
classified information, as is now done.

Senator EAGLETON. Thank you very much.

Senator MATHIAS. Senator Bingaman.

Senator BINGAMAN. Let me just ask, maybe Mr. Cutler, or if
either of the other witnesses want to comment, how large a group
are we talking about here that are subject to this prepublication
requirement? I asked General Stilwell, and I think he said that he
thought maybe 100,000 people in the Defense Department would be
subject to the prepublication requirement, as I understood his testi-
mony. Is that your understanding?

Mr. CutLER. This is on SCI?

Senator BINGAMAN. I believe that is what he was referring to. He
didn’t distinguish exactly.

Mr. CurLER. I don’t know, but I would imagine if it is that high,
95 percent of them must be producers of information rather than
users. But this new directive does subject certainly hundreds, and

ibly thousands, of nonproducers, but policymakers, in Defense,

tate, other departments, and the White House to a new prior

{)z}'iew, prior restraint requirement, that was never put on them
ore.

Senator BINGAMAN. With regard to this, I think you also said,
Mr. Cutler, in your testimony that there was at the present time
no real enforcement of the requirement for prepublication review
and that people could write letters to the editor or whatever with-
out having them reviewed and there was really no sanction im-

posed.

Mr. CutLEr. They do, and no one does anything about it. The
clearest case, of course, is while the directive reads in terms of
press queries and oral statements to the press, I have never heard
of anyone in or out of an administration subject to this require-
ment who has been even chastised for giving an interview without
prior clearance, unless perhaps in the rare case where he actually
does disclose some SCI information. But nobody follows this re-
quirement, and nobody will. It is just totally impractical.

Senator BINGAMAN. Assume that is the case, that nobody will
follow it and nobody is following it. Do we have a situation where
the onl{ enforcement that might take place would have to be a
very selective type of enforcement for some type of political or
other reason that the matter would rise to such a profile or stature
that the Justice Department would get involved?

Mr. CutLER. For the oral interview type of case, disclosure, or
the short leadtime opinion of editor piece, it seems to me there are
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o going to be very few cases in which this rule will be followed by

persons subject to the agreement.

Senator BINGAMAN. Let me ask you one other question in an
area that we really haven't gotten into yet and that you didn’t get
into in your prepared comments. You talked about the chilling
effect of the prepublication requirement—would you have an opin-
ion as to the chilling effect of the broadened requirement of poly-
graph examinations of Government officials and employees that is
contemplated in this Directive?

Mr. CutLER. I have a great deal of concern about polygraph re-
quirements, Senator Bingaman. I appreciate that they have a cer-
tain in terrorem effect on employees and the knowledge that there
may be such tests will tend to deter people from violating their
commitments. But I have so little confidence in the accuracy of
polygraphs—we don’t accept them in any court, you know. They
are not valid under civil service regulations as a basis for discharg-
ingdgexéy employee—that I hesitate to see polygraph usage rules ex-
tended.

I am very glad that I managed to come in and get out of the Gov-
ernment without ever having to be subjected to a polygraph test
myself. I don’t know what I would have done or how I wauld have
come out.

I did have a few cases in which I had to pass on the use of poly-
graphs as applied to other people, and the whole subject troubles
me very much. I regret any extension of polygraph usage.

Mr. CoLBy. Senator Bingaman, may I comment on that?

Senator BINGAMAN. Certainly.

Mr. CoLsy. I have taken a polygraph twice. It is a miserable ex-
perience, no doubt about it. But we in CIA some years ago reported
to one of the committees of the House that we would have hired
160 people but for the fact of what came out after they were put
through the polygraph. In other words, we had done the other in-
vestigations on them and apparently nothing much showed. It is
not that they flunked the polygraph, don’t get me wrong. It is what
came out as a result of discussions, using the polygraph. And these
people would have been hired despite very negative things in their
background that we didn’t know anything about.

Now this polygraph use is not that kind of a clearance. It is an
investigative aid, as was clearly pointed out. It has to be supple-
mented by other real evidence. So I think there is a case for using
it, as one can use various other kinds of investigative aids.

Senator BINGAMAN. I see my time is up. Thank you, Mr. Chair-
man.

Senator MATHIAS. Senator Eagleton had one question.

Senator EAGLETON. Yes. I have one question for Admiral Gayler.
Admiral, would you comment on the dilemma raised by Mr. Cutler
in his opening statement; to wit, assume this: Assume the Presi-
dent at some later date comes in with an INF Treaty or a START
Treaty. Assume that you think the treaty is very adverse to our
national interests, because of inadequate verification. Would this
directive constrain you from speaking out vigorously and with spec-
ificity as to why you were alarmed by what you deemed to be inad-
equate verification techniques called for in the treaty?




43

Admiral GAYLER. I don’t think it would be proper to have a
public discussion of verification techniques which fall into the cate-
gory of SCI. In an instance like that, I think that the degree of ver-
ification possible should be ascertained, if necessary, independently
by appropriate committees of the Congress in classified sessions
where they could make an independent judgment as to their ade-
quacy. I do not think that it falls within this category of public ad-
vocacy, however.

Senator EAGLETON. Would you feel free to write an article ex-
pressing your reluctance to support the treaty because of inad-
equate verification?

Admiral GAYLER. Senator, this is a tough one for me. I would
never write such an article because I think the requirements for
verification which most people believe are absurdly high and de-
tailed, that's another subject, but the amount of cheating required
to make any difference in a nuclear exchange is so enormous that
the question is almost moot.

Senator EAGLETON. Thank you.

Mr. CutLER. Could I respond just briefly to that, or comment,
Senator Eagleton?

I agree with Admiral Gayler, that detailed discussion of the ver-
ification techniques that come within SCI probably should be avoid-
ed. But let me put to }i%u a hyﬁothetical which may not turn out to
be very hypothetical. That is that the administration declines to go
forward with a particular type of arms control agreement on the
ground that it would not be sufficiently verifiable, and there are
sincere people, let us say from former administrations, with experi-
ence in the field and up-to-date knowledge of what our techniques
are who believe that is wrong, that verification is at least adequate,
and that you should go forward with the treaty. And the central
issue is the adequacy of the verification techniques.

At the very least, they ought to be able to say that in their jud%-
ment these techniques are adeauate and give at least some detail.
It would have to be detail that did not compromise us in any way, I
recognize that, but enough to enter into the debate. This require-
ment, if it applied to those individuals, if they had to sign a piece
of paper like this, I think would be very inhibiting.

Colbn?ator EAGLETON. Would you care to comment on that, Mr.
y?

Mr. CoLBy. Senator Eagleton, I have spoken out on the verifica-
tion subject. I have obviously left out the kinds of detail Admiral
Gayler has mentioned. I have received clearance for my state-
ments. All you have to do is submit it and they will take out some-
thing which is really something they do not want said for a good
reason. But as to your policy position, you can be either for it or
against it and they will send it right back to you.

Senator MaTHiAsS. That raises just one quick question of percep-
tion, the public perception. Now after this hearing, more Ameri-
cans are going to be aware of this preclearance concept. Each of
you have n extraordinarily articulate and vocal on a number of
subjects. You have contributed to the public education, the public
knowledge of a number of issues. In each case it was Lloyd Cutler
o}x; Noel Gayler or Bill Colby speaking, and the public accepted
that.
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What will be the perception after there is widespread knowledge
of the fact that there had to be some preclearance? Is that going to
change the way the public views what you say and what you write?

Admiral GAYLER. In effect, you are asking if it raises a question
of candor, would we be able to be candid?

Senator MATHIAS. Yes. It is the other end of the chilling ques-
tion.

Admiral GAYLER. I think I am with Mr. Colby, that generally you
can talk to the policy matters without getting into intelligence de-
tails of the kind that I think should be very carefully protected. I
don’t think there is any difficulty in saying that this is your belief,
that within the necessary limits you can verify this, that or the
other, without saying publicly how you think it might be verified.

Mr. CoLsy. I have debated this issue with good friends like Gen-
eral Stilwell, publicly, during the SALT II discussions. He was
against it and I was for it.

Mr. CutLer. I would come back to the distinction I drew earlier
between the intelligence producers and the policymakers, the intel-
ligence consumers in the Government. But if every time Cy Vance
or Warren Christopher or former President Carter or Mr. Brze-
zinski or Henry Kissinger got into a debate on any of these various
subjects, whatever he said, even his oral statements to reporters,
that he had to go through somebody sitting in the bowels of the
White House, it seems to me that does detract from public credibil-
ity about the integrity of the debate.

Senator MaATHIAS. Gentlemen, we are under some pressure of
time. I am wondering if there are further questions from the com-
mitte:ia if you would be willing to answer them in writing for the
record.

Mr. CutLER. Of course.

Mr. CoLBy. Yes.

Admiral GAYLER. Yes.

Senator MaTHiAs. Thank you very much for being here.

[Mr. Colby's prepared statement follows:]
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UNITED STATES SENATE
COMMITTEE ON GOVERNMENTAL AFFAIRS
TESTIMONY OF WILLIAM E. COLBY
DIRECTOR OF CENTRAL }NTELLIGENCE 1973-i976

SEPTEMBER 13, 1983

Mr. Chairman, thank you for your invitation to testify
during your committee's review of the Administration's National
Security Decision Directive 84. I have long had an interest in
the problems of protecting our government and éspecially our
intelligence agencies against unauthorized leaks. I have also
had some experience on the other side of the relationship as I
have continued to write and speak publicly on the subject of
intelligence after my departure from the government in 1976.

The subject of unauthorized disclosure of classified
information has a long history in the United States. Congress
has on several occasions refused to adopt a broid statute which
would provide criminal sanctions for the mere disclosure of
ciasaified information. In part, this has been a reflection of
Congress' inability to define the subject of classified
information. It has only resolved this, in certain cases, by
referring to information classified under executive order. In
certain specified categories of information Congress has provided
for punishment of unauthorized diaclosure: restricted data with
respect to nuclear information, communications intelligence and,

I am pleased to say, the protection of intelligence sources, just

29-340 O—B4——4
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recently. In the background there, of course, is broader
legislation referring to ¢spionage or the conscious delivery of
secret information to a foreign power, wvhich is clearly
punisha " -,

Even in these cases, however, the prosecution of such
disclosures has proved to be very difficult, as the interagency
committee wvhose studies led up to National Security Decision
Directive 84 pointed out. The Congress has been helpful in
reducing one of these problems through the Classified Information
Procedures Act of 1980, limiting the ability ok an accused to
threaten disclosure of vast amounts of sensitive informalisn in
the event he is prosecuted. There are other problems in such
prosecutions, however, including the requirement that the
government actually confirm that the information released is
accurate, which it may not wish to do in certain situations for
very good reasons.

As a result of these problems, a series of Administrations
have sought tools by which to limit the unauthorized disclosure
of clasaified information. To prevent the publication of the
Pentagon papers, an effort was made to obtain a preliminary
injunction, which failed although there is language in some of
the justices' opinions that such a remedy migh; be available in
the case of "clear and irreparable damage to the United States”.

As one of these efforts to reduce the unauthorized
disclosure of classified information, the Central Intelligence

Agency some years ago developed the concept of the private
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contract which would nogﬂonly bind the employee who signed it not
to reveal the information to which he was to become privy but in
which he also agreed to submit any future publications for prior
review. This arrangement was given Supreme Court approval in the
case of Mr. Frank Snepp, in which the court indicated that there
might not only be a contract basis for such a requirement but
also that the government official in such a sensitive field might
be the subject of fiduciary trust as to the information involved. '
It is this approach which underlies National Security Decision
Directive 84, extending beyond the limited 1nt;lligence agencies
the agreement for prepublication review.

In the form in which the Directive expresses {t, it has my
full support. You will note that there is a distinct difference
between the general commitment to respect the secrecy of the
material to which an employee will become privy in the case of
ordinary classified information and that covering sensitive
compartmented information. Only the latter provides for
prepublication review of future works by the employee in
question. In my experience, Mr. Chairman, the sensitive
compartmented information is quite a limited category of overall
information and applies only to matters of truly high
sensitivity. The dilemma has been that the ;ntelligenco officer
dealingh;ith this material has long been under a requirement for
prepublication review of any materials he wishes to write on
intelligence, The recipient of the information elsewhere in the

government, who needs the information in order to do his job at a
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high policy or defense level, has not been under a similar
restriction. In my own personal experience, Mr. Chairman, I used
the writings of a former high official of the Defense Department
who wrote a very detailed description of a particular
intelligence operation that I wished to cover in my book and
repeated only what he published about the operation. In my
prepublication review however, the Agency took the ppsition that
I should not make these statements and they were taken out of my
book. A series of mistakes led to them appearing in one
particular edition for which appropriate actio; was taken against
me. If we believe that the intelligence otfficer should be under
the prepublication restriction it seems only right that the
recipient of the same information elsewhere in the government
should be subject to the same controls.

At the same time, Mr. Chairman, I must confess that it is
undignified for the United States to rest upon contract law to
protect its sensitive classified information. It is also
somewhat illogical for us to be making this effort to protect
information against public disclosure while our protections
against its private disclosure to other than foreign intelligence
officers are so weak. Prepublication review also has many
weaknesses both in practice in terms of adhering to a consistent
standard over the years and in its reversal of well-established
constitutional doctrine that prior restraint should be the last
of the actions taken against the publication of opinion and

discussion in our free society. While a sharply limited
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prepublication review can certainly be justified in the absence
of any better way of protecting us against unauthorized
disclosure of classified information, I still believe that a
frank and direct approach to this problem would be far preferable
both in the light of our open democratic society and of the
difficulties of consistent prepublication review.

Thus again, I suggest the desirability of a clear criminal
sanction for the unauthorized disclosure of classified
information. 1In deference to the problems involved in this
subject, and the widespread existence of classlfled information,
it would seem that a proper statute couuld be drawn which would
not have too broad an impact but would still have the main
function of deterring some of the more outrageous leaks and
disclosures that go on in our government. Thus, it would seem
that instead of a broad statute punishing the release of any
classified information, a series of graduated steps could be made
from a very minor and possibly only administrative sanction for
the disclosure of confidential material to a misdemeanor for
secret material to a felony for top secret material. Again, this
should require only proof that the matter was properly classified
at this level and not have as an issue in the case the question
of injury to the United States, which admittedly is sometimes
difficult to prove in a specific case but clearly exists in the
light of the widespread leakage from our Government. In such a
case of course arrangements could be made for the voluntary

submission of material for prepublication review, the approval of
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which of course would constitute a bar to prosecution. And in
recognition that much of the so-call "leakage" that goes on in
Washington actually consists of background interviews by senior
officials with journalists and the senior ofticial actually has
authority to declassify the material, a provision could be made
that the attributed release of classified.information by an
authorized official would not be a basis for prosecution whereas
unattributed release could potentially place him within the
provisions of the statute. A requirement that material given to
our press be given in an attributed form in my'opinion would
reduce the amount of "leakage” by many orders of magnitude.

Mr. Chairman, we have wrestled with this problem of
protecting classified information in our free society for many
decades., While I sympathize with the Administration in this
latest attempt to limit disclosure of the more sensitive material
through a requirement for prepublication review, I do believe
that we are never going to solve this problem unless we frankly
face up to the definitional problem of classified information and
establish as a national policy that its unauthorized disclosure
is a criminal act. I respectfully suggest that the above

technique would be one in which we could move in that direction.
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Senator MaTHIAS. Our next panel is Dr. David Lykken, professor
of psychiatry and psychology, Department of Psychiatry, Universi-
ty of Minnesota Medical School; and Mr. Norman Ansley, chief,
polygraph division, Office of Security, National Security Agency.

Gentlemen, do you have a preference as to the order of presenta-
tion? Dr. Lykken?

TESTIMONY OF DAVID T. LYKKEN, PROFESSOR OF PSYCHIATRY
AND PSYCHOLOGY, DEPARTMENT OF PSYCHIATRY, UNIVERSI-
TY OF MINNESOTA MEDICAL SCHOOL; AND NORMAN ANSLEY,
CHIEF, POLYGRAPH DIVISION, OFFICE OF SECURITY, NATION-
AL SECURITY AGENCY

Mr. LYKKEN. Senator Mathias, and members of the committee, I
first want to apologize for the fact that my prepared statement was
posted from Minneapolis a week ago and it seems not to have ar-
rived. It may be that I should appear before another committee
dealing with the Postal Service before I leave Washingt:n. I have
just one copy, and I hope that the full statement will be available
for the record.

Senator MaTHIAS. This committee also comprehends jurisdiction
over the Postal Service. [Laughter.] So you can feel that your com-
plaint has been registered.

However, I should tell you that we have the same problems with
the Postal Service. While I was away, a week ago, I mailed urgent
correspondence back to my office, and I thought that when I ar-
rived back yesterday it would all be taken care of. I find that I ar-
rived with the envelope. [Laughter.]

Mr. LYkkeN. Thank you for your understanding.

Very briefly, I have recently surveyed all of the scientific litera-
ture that I could find relating to the accuracy of the poly%raph
test. This literature is of extremely variable quality. Some of it is
awful, frankly; awful.

It is my belief that the scientific studies, or the alleged studies on
which these claims of high accuracy, 95, 97 percent are based is re-
search which would not pass the minimum standards for a sopho-
.more taking one of my classes at the university.

I feel that the only scientifically credible research consists of
three studies, all of them published since 1976, all of them agreeing
with one another, so that we tend to be more confident of each of
them. These studies seem to indicate in brief that the Rglygraph
procedure at best is wrong about one-third of the time. Moreover,
the studies are all in agreement in showing that the polygraph test
is biased against the truthful or innocent person. .

As many as 50 percent of the known, later-proved-to-be innocent
3uspects studied in these three experiments actually failed the lie

etector.

I am not aware of any scientifically trained gerson who is not
personally involved in the polygraph industry who does not accept
in general terms my readini of this literature. Scientists don’t tend
to take opinion polls, but the basic science, to the extent there is
one, underlying polygraphic interrogation is the field called psycho-
physiology. The national organization of specialists in this area is
the Society for Psychophysiological Research. The members of that
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organization were fully aware of my views about this issue when
they elected me president of the society in 1980, and I take that as
some kind of scientific endorsement or agreement on the part of
the society of my reading of the literature.

It is important to realize that there is no scientific evidence at
all on the accuracy of the type of lie detector test or polygraph test
that is used in screening job applicants. The only evidence we have
concerns the specific issue tests that are used in criminal investiga-
tions where a particular allegation is made and the question is
whether the subject is lying or telling the truth when he denies it.

I would like to mention that there is a great mystique or mythol-
ogy about the lie detector in this country. Its outcome is usually
very simple, seductively simple. The person is lying or he is telling
the truth. And there is a gresham'’s law effect of this kind of simple
direct outcome. Agencies and other authorities that use the poly-
graph I believe tend to, as a result, slight other more expensive,
more time consuming, but more accurate sources of information,
such as background investigations.

Now, based on all these considerations, the President’s directive
worries me a lot because of the test bias against innocent persons.
Honest officials and other employees of the Federal Government
are going to be victimized, stigmatized. Their careers are going to
be blighted. And it is important to remember that their abilities
and experience will then be lost to the Government because of mis-
takes on the polygraph.

The polygraph test is biased not only against innocent people but
it is specifically biased against those persons with the highest
moral standards: Deeply religious people, people who are more
than usually conscientious. There was a study done at the Univer-
sity of Pennsylvania several years ago which showed that highly
socialized people are more likely to fail a polygraph test whether
they are innocent or guilty; that poorly sociali people, on the
ftber hand, are more likely to pass polygraph tests where they are
ying.

Senator MATHIAS. Bg socialized people you mean people with a
good social adjustment?

Mr. LYkkeEN. That have high social standards, that have a strong
sense of conscience, that have a clear sense of right and wrong, and
who govern their behavior accordingly.

So that increased use of the polygraph by the Government may
have the opposite effect to that intended: Weeding out of Govern-
ment service the more conscientious people; weeding out the West
Point graduates with their tradition of the honor code, which in m
opinion makes them especially vulnerable to failing the polygrap
test, even though they are telling the truth; and substituting, re-
flacing them with the poorly socialized and even with the border-
ine m{chopath.

Finally, because I have no doubt at all that the polygraph test
can be geaten by sophisticated people and that it is beaten fre-
quently, both in the Federal situation and also in the criminal jus-
tice system, the idea that our security agencies already depend
heavily on the polygraph test I think is a serious cause for concern.

The CIA’s extensive use of the polygraph has been mentioned.
The CIA’s notorious alumnus, was it Edwin Wilson, must have
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passed the lie detector many times administered by the agency
p{ior to his going to work for the Government of Libya, for exam-
ple.

Now that beating the lie detector has become or is threatening to
become almost an open sesame to official secrets in Washington, it
seems to me that the KGB, if they are all that they are supposed to
be, must already be running classes in h«w to beat the polygraph.
It may be even that they are using my book as a text.

Thank you.

Senator MATHIAS. Mr. Ansley.

Mr. AnsLEY. Thank you for the opportunity to appear before you,
Senator Mathias, Senator Eagleton, Senator Bingaman.

I do not have a prepared text. In the interest of time, I will not
read one. I should like to comment that I did vote for Dave Lykken
as president of the SPR, but not as an endorsement of his views,
but because he is an eminent scientist in many other fields, too.
[Laughter.]

I have come here really to answer any questions you may have
gbout the Government’s use of the polygraph. I would be happy to

0 50.

Senator MATHIAS. Let me start out by asking Dr. Lykken what is
I suppose the opposite of the chilling effect I was referring to under
the prepublication clearance provisions that we were discussing
with the last panel. Is there a warming effect in the polygraph?
This is in essence what I gathered from Mr. Colby’s comment, that
the administration of the polygraph test is a stimulant to truthtell-
ing, that it may not, as you suggest, detect every liar, but that it
can motivate some subjects to tell the truth.

Mr. LYkkeN. Yes, Senator. I think there is no doubt, No. 1, that
periodic administration of polygraph tests has a deterrent effect on
some people. Employees in stores where polygraph tests are used
no doubt are likely to keep their hands out of the till if they know
they are going to have to face the machine every 6 months.

The other aspect of this is that the polygraph test is a remark-
able inducer of confession. It is an extremely stressful experience
to be hooked up to this device. It functions effectively as a kind of
bloodless third degree. It produces damaging admissions. It pro-
duces confession.

What Mr. Colby referred to, as I understood him, was that in the
CIA practice, many people under the stress of this examination had
been led to make damaging admissions that hadn’t been revealed
before and that were useful in screening them out.

The question has to be raised, though, whether with increased
dependence on this procedure, this will continue to be possible, be- -
cause after all, the confessional aspects of the polygraph test
depend upon a kind of ignorance or naivete on the part of the sub-
ject. A KGB agent, for example, is not going to be so naive that he
will let the wiles and techniques of the polygraph examiner lead
him to blurt out the fact that he is working for the other side. It is
only the gullible, it is only the people who have a real desire to
come clean and be straightforward I think who are most inclined to
make these sorts of damaging admissions under the stress of the

polygraph.
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It is useful in police work, for example, because it leads a certain
proportion of rather naive criminal suspects to come clean. It some-
times leads to false confessions, which is another problem. But
whether extensive use of the polygraph and extensive polygraph
usage and increased sophistication on the part of people who it is
going to be used on will allow this sort of situation to continue I
think is problematical.

Senator MATHIAS. In other words, you are saying that familiarity
breeds contempt.

Mr. LYKKEN. It has in my case, yes, sir.

Senator MATHIAS. Do you want to comment on that, Mr. Ansley?

Mr. AnsLEY. I think that we would share the experience with
Mr. Colby, that the polygraph has detected attempts at penetration
of our intelligence agencies, that they have received admissions in
support of the reactions on those charts, indicating that individuals
were attempting to penetrate the agencies for the purpose of intel-
ligence activities against us. And it is certainly the primary reason
that we use the polygraph, that it has a deterring effect on people
who might be considering engaging in espionage against the
United States. The deterring effect is perhaps one of the primary
l1;ea§ons to use it on an aperiodic basis rather than a scheduled

asis.

Senator MATHIAS. What about your own experience? If you have
the polygraph available, how does that affect your judgment as to
other investigative techniques that you may have also available?

Mr. ANsSLEY. It is very important to realize that the polygraph is
just one portion of the total investigative picture. It never stands
alone. We do not conduct a polygraph examination in a specific
case until there has been a thorough investigation, as thorough as
circumstances permit. Moreover, the use of the results of the poly-
graph is considered along with the results of all the other investi-
gation activities that have taken place. It doesn’t stand apart or by
itself. The total picture is what the people have to consider, not
just polygraph results. They never stand alone.

Senator MATHIAS. Could it become a crutch?

er. ANSLEY. It hasn’t become a crutch yet, in more than 30 years
of use.

Senator MATHIAS. My question is, Could it?

Mr. ANsLEY. Could it? Possibly.

Mr. LYKKEN. If I could just comment briefly on that. The House
Commiittee on Oversight held hearings 2 or 3 years ago on this
issue of the use of the polygraph by the Federal security agencies.
My reading of their report was that the committee came tc the
conclusion that there was excessive dependency upon the poly-
graph test, slighting other sources of information.

Now that is a matter of interpretation, but that was my under-
standing from reading the report, that that was what the commit-
tee concluded.

Senator EaGLETON. Dr. Lykken, can you comment on the admin-
istration’s attempt to expand the use of the polygraph in these
ways: Employees may be required by an agency to submit to a poly-
graph in unlawful disclosure cases and appropriate adverse conse-
quences could follow, including termination of employmer.t?
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Mr. LYKKEN. I think that the result of that requirement will
mean that people suspected of leaking information who are inno-
cent of leaking information will find themselves strapped into a
polygraph machine, will find themselves in at least some cases
being told by the examiner that the polygraph indicates that they
are deceptive, and will be victimized and stigmatized. And if they
are important employees, people with long years of service and
training for the Government, their abilities will be lost to the Gov-
ernment as a result. _

I can't believe that the net effect, the net benefit of this regula-
tion to the protection of national security or to the efficient oper-
ation of the Government will be positive.

Senator EAGLETON. You mentioned three studies since 1976. Each
study tracked the other study, giving some credibility to the previ-
ous o;xe. Did you cite those three studies in your prepared state-
ment?

Mr. LYKKEN. Yes, they are cited there.

Senator EAGLETON. So that will be part of the record?

Mr. LYKKEN. Yes.

Senator EAGLETON. Senator Bingaman read a portion of a quote
from the Acting Secretary for Health Affairs at the Department of
Defense. I would like to read a little fuller version of that quote
and ask each of you to comment on it, both Dr. Lykken and Mr.
Ansley. This comes from Dr. John F. Berry, M.D., Acting Secreta
<1>§ 8glea.lth Affairs, Department of Defense, dated December 16,

A preliminary review of the literature reveals that the polygraph has some limi-
tations of which you should be aware.

He is writing to Mr. Weinberger.

No machine can detect a lie. Even setting aside the argument that the theory is
flawed, there are accuracy problems. In one test, the poslgg'raph accuracy is 62 per-
cent. In another, the accuracy is 72 percent—you get a rcent accuracy by toss-
ing a coin—The polygraph misclassifies innocent people as liars.

Dr. Lykken, do you substantially agree with that statement by
Dr. Berry?

Mr. LYkkeN. I agree with it entirely. It should be understood
that these figures are based upon studies of polygraph tests admin-
istered in real life situations to real criminal suspects. There are
difficulties in doing that kind of research, which is one reason that
there is so little good research. The studies that I consider to be
scientifically credible lead to exactly the kinds of conclusions that
Dr. Berry has summarized, yes.

Senator EAGLETON. What is your comment, Mr. Ansley, on Dr.
Berry's letter to Secretary Weinberger?

Mr. ANsLEY. It was very obviously a preliminary review of the
literature because there are some 50 other studies that have con-
trary results. I would say that of those studies where we follow up
real life cases, and there are studies that amount to the followup of
more than a thousand real cases, both in Federal and in law en-
forcement areas, the followup has indicated a validity rate of well
above 90 percent in all of them.

In the Commonwealth of Virginia, for example, an extensive
study was done under Edwards to follow up large numbers of cases.
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The polygraph results for both truthful and deceptive were in keep-
ing with the disposition of those cases. That does not discount the
laboratory studies, however, which people like to do. There have
been significant studies, many financed by the Federal Govern-
ment—two done by Dr. Lykken, as I recall, for arms control pur-

—where his results were 93 percent validity in one study and
the following year, 1960, when he tested people again and taught
them how to engage in countermeasures, his detection rate was 100
percent.

I should mention also that there were many other studies. He
mentioned a weakness in screening. There is a great confusion be-
tween techniques and applications. A polygraph technique like an
intelligence test or aptitude test comes in specific formats. We
apply these formats. Each one has its own utility in specific kinds
of applications. In screening, we have certain formats we use.
Those formats have been independently verified by scientific stud-
ies. To say that there is no validity to screening is simply talking
about the use of the polygraph, rather than the studies.

Senator MATHIAS. May I call upon Senator Bingaman, not only
to address his questions but to assume the Chair. Senator Eagleton
and I have some pressing engagements and we have to leave at this
point.

Thank you very much, gentlemen, for being here.

Senator BINGAMAN [presiding]. Let me just ask one question here
of either of you gentlemen and then we can adjourn the hearing.

The purpose of this directive, as I understand it, is to limit the
disclosure of classified information that should not be disclosed
while at the same time not restricting the access or release of un-
classified information. Now, Mr. Cutler referred to, I think he used
the phrase, interregnum effect of polygraph examinations. I am
also concerned about this effect of polygraph examinations. When
applied to the issue of disclosure of information, will it in fact dis-
courage an employee from talking so that the safe thing for an em-
ployee to do will be to disclose nothing, so that the question never
arises and the danger of being polygraphed about it never arises? If
S0, Y?von’t there be a substantial reduction in the flow of informa-
tion?

Could I just get each of you to comment on that, please?

Mr. LYKKEN. I think that the fear of the polygraph on the part of
many people is considerable and that the likelihood of having to
submit to a polygraph test would inndeed have a chilling effect on
the behavior of all those persons who were not sophisticated
enough to know how to cope with this technique. And I would like
to say again that my concern about this contemplated action of the
polygraph is not just a concern for the innocent people who are
going to be victimized, but it is a concern that some scoundrels,
some people with very malignant intentions, with respect to na-
tional security, will be the ones most likely to get through this very
porous screen. - -

I think the polygraph test victimizes innocent people who are un-
sophisticated but that it errs in the direction of passing liars who
know how to beat it. I think both sides of that picture have to be
taken into account.
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I must, if you will permit me, comment on something that Mr.
Ansley said about all this research, other research that indicates
high validity.

The Edwards study that he referred to, for example, is discussed
in my written report. Briefly, what that study involved was asking
the licensed polygraph examiners in the State of Virginia how ac-
curate their techniques had been the year before, how many tests
they had given, how many had been verified to their satisfaction,
and of those how many had been correct. The average claim was
97-odd percent.

I suggest to you, Senator, that a similar study carried out with
the licensed astrologers in the State of Virginia would have been
likely to produce the same result.

Senator BINGAMAN. Mr. Ansley.

Mr. ANSLEY. I cannot speak for the Government as to the policy
or the results that might occur with the expanded use of the poly-
graph. I can only speak as a practitioner.

First, I have to say there is no practical evidence to indicate we
are misclassifying large numbers of liars as that would certainly be
obvious in the short term. But in the long use of the polygraph in
the Government, it is the opposite. We find a high degree of practi-
cal evidence as to the high moral character of people we select. 1
can say the intelligence agencies have a great many scientists, a
great many graduates of the leading universities, happily a great
many people of high moral character. The polygraph really has no
adverse effect in selecting those people. Quite the opposite, I find
people of high moral character are the easiest and best people to
test when it comes to giving polygraph tests.

I think that Dr. Lykken is just completely 180 degrees off center
on that. I do have to say I believe the studies that support the va-
lidity of the polygraph far outnumber those that do not. They have
been conducted by distinguished scientists, not by the practitioners.
I think those, too, need to be looked at as thoroughly as the three
studies he cites.

I want to comment on a couple of the studies. One of the studies
they hold up as saying the polygraph is not very valid was reported
in the literature as having a very low degree of validity and report-
ed as though it was polygraph examiners who did it. In fact, it was
students who did not yet have a day of practical experience. More-
over, when you would normally take a group of X-rays to a doctor
and ask him to predict what was wrong with this person before
they operate, he wants to see all those X-rays, all seven or eight.
These students were allowed to study one chart out of five or six or
seven charts conducted in the course of the examination. That is
typical of the other two studies, too, where they didn’t see all the
charts. That is interesting scientifically, but it is not a very good
measure of how valid the polygraph test results are.

Mr. LYKKEN. It is also mistaken, Senator.

Senator BINGAMAN. We appreciate your testimony very much.

[Mr. Lykken’s prepared statement follows:]
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In God We Trust: Others We Polygraph
-- Motto on an office wall, The Pentagon, Washington, D.C.

The I'nited States Government has become increasingly dependent upon the so-
called "lie detector:ﬁér polygraph test to keep its sccrets, foveign and
domestic. In 1979 a committee of tke House of Representatives discovered that
federal security agencies —— the CIA, the NSA, the Defensc Intelligence Agency,
and others —— for years have been relying upon polygraph testing to screen case
officers, agents, and sples (Hearings, 1979). In January of 1982 the Pentagon's
Defense Resources Board, including such high offfcials as the Secrclaries of the
Arny and the Air Force, met to discuss cost profections for the Adninistration's
re—armanent program. A highlight of that weeting, that the prograam would cost
some $700 billion wore than the public had be.n told, appeared the next day in
the Washington Post. Secretary Weinburger, outraged by this leak, required all
menbers of the Board to subnit to polygraph tests fn (vain) hopes of discovering
{ts source (FPfalka, 1982.) Undeterred by this fiasco, President Reagan, on
March 11, 1983, signed an executive order requiring hundreds of thousands of
federal employeeg to undergo lie detector tests in any fnvestigation of infor-
mation leaks; those who refuse are to suffer “adverse consequences” (Safire,
1983).

In the Anerican criminal justice system, prosecutors in many parts of the

U.S. rely on the results of polygraph tests in deciding which suspects will be
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prosecuted and who will be set free. In a number of jurisdictions, rape charges
will not even be investigated until the alleged.victim has managed to pass a lie
detector test!. Nearly half of the states admit polygraph results as evidence in
court providing both sides have so stipulated in advance of the testing?. In
Massachuesetts and New Mexico either side can introduce such evidence without
prior stipulation. In 1983, the Calif&rnia Legislature passed an “emergency
statute” which prohibits introduction of polygraph findings in criminal trials
without the agreement of -both parties.

Meanwhile, in the private sector, some 30 percent of the Fortune 500 com-~
panies are reported to make use of the polygraph for pre-employment testing, for
perfodic screening of employees, or in the investigation of possible employee
theft, sabotage, or other misconduct (Belt and Holden, 1978). At least 8,000
polygraph examiners are now practicing in the United States, trained in one of
dozens of polygraph schools (26 in Florida alonel) that offer courses of
instruction lasting six to eight weeks3. A daily television program, "Lie
Detector®, hosted by the celebrated attorney, F. Lee Bailey, urges potential
participants to: "Bring us your question. We'll give you the truth!™ Volunteers
wishing to affirm or refute some allegation that is important in their own lives
are tested right in the studio and then dramatically endorsed as truthful or de-
nounced as liars by Mr. Bajiley, after he and polygrapher Ed Gelb, a past-presi-
dent of the American Polygraph Association, have examined the polygraph charts.
This program, Mr. Bajley proudly asserts, is dedicated to the principle that
"every American has the right to prove his innocence” -- by submitting to the lie
detector.

An older principle, one apparently not taught at Mr. Bailey's law school,

held that Americans do not have to prove their innocence, that one is assumed to
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be fnnocent unt{l one's accusor, within the constraints of due process, has man-
aged to prove one's guilt. Yet, {f there exists a simple test which, with sure

and scientific aFcurécy, can scparate the truthful from the liars then, one wust
adnft, that old Constitutional principle indeed may be passE-

The leading textbook of lie detection claims that, in competent hands, the
polygraph technique leads to fewer than one percent errors (Reid and Inbau,
1977, p.304.) 1In 1982, a San Francisco television station (KRON-TV) did a sur-
vey of the lie detection firms in the Bay Area and found that their claims of
accuracy ranged fro;'95 to 100 percent. David Raskin, one of the handful of
practicing polygraphers who have t}aining in psychology or psychophysiology, has
asserted that the lie detector is 95 percent accurate "even on convlci;d
felons”™ (Dunleavy, 1976.) As Stanley Abrams, another psychologist-polygrapher,
points out, not the Rorschach, the Eépnesota Multfphasic Personality luventory,
nor any other psychological test in co:umon use can separate the truthful sheep
from the deceptive goats with anything approaching such validity (Abrams, 1977.)
Abrans might have added that no jucy of 12 lay jersons could be expected con-
sistently to separate the innocent froa the guilty, even after hearing masses of
evidence and deliberating perhaps for days, with 99 percent accuracy. If the
lie detector {s as accurate as the industry claims, must we nol in the interests
of justice replace the jury box with a polygraph machine? -- in the interests
of efficiency replace protracted and expensive trfals with a simple and impar-
tial test? Since the internal logic of his posfition secems to arguec the denise
of his profession, one can only admire defense attorney Bailey's selfless advo-—

cacy of the polygraph test.
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WHAT IS A POLYGRAPH TEST?

The polygraph instrument used in lie detection records four channels of in-
formatfon on a moving paper chart. Two of the four pens are connected to pneu-
matic tubes strapped about the examinee's chest and stomach; these pens record
thoracic and abdominal breathing movements. A third pen is connected to an
ordinary blooa-pressure cuff on the subject's upper arm. At the start of a
question series, this cuff {s inflated to partially occlude the flow of blood in
the arm and then, wgg; every heartbeat, the pressure in the system varies about
this arbitrary mean value. Thus, the “cardio” pen deflects with each heartbeat
and ihe entire tracing moves up or down with transitory changes in blood
pressure. The fourth pen is connected electrically to metal electrodes attached
to two fingers of the subject's hand. This is the “electrodermal”™ channel which
records wave—like changes in the electrical resistance of the skin that are in
turn related to the sweating of the palms. Another instrument, known as a
"voice stress analyzer™, has become popular in recent years for purposes of lie
uetection. Because they require no attachment to the subject, voice analyzers
can be used covertly, even over the t:lephone, and are used, e.g., Ly insurance
adjusters for evaluating the truthfulness of claifmants.

Contrary to popular belief, there is no such thing as a literal lie detector
because there is no distinctive involuntary reactfon that people produce when,
and only when, they are lying. The polygraph and, possibly, the voice analyzers
are sensitive to emotfonal disturbance or stress but they are intractibly ambig-
uous with respect to the nature and source of that stress. An experfienced exa-
miner may be able to determine f.)>m the polygraph chart that your reaction to

Question A was stronger than your reaction to Question B but no one, no matter
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how experienced, can tell fron the chart why you responded as you did, whether
the question made you feel guilty, or frightened, or angry, or indeced whether
you artiffcially induced the reaction by, e.g., biting your tongue after ah-
swering the question. For the first 30 years or so of the polygraph's histdry,
exaniners assumed that a strong emotional reaction to an accusatory question
was ipso fa;to evidence of guilt and the attempt to deceive. In a tract
published fn 1730 Daniel Defoe expressed the same idea: “There is a Tremor {n
the Blood of a Thief that, 1if attended to, would effectually discover hin".
What the early poly;;:phers. like Defoe, failed to recognize {s that there is
also a tremor in the blood of the ;nnocent accused ~- and the polygraph cannot
detect the difference.

In the late 1940s, because of this ambiguity of the .polygraph's message, a
new question format was developed that has now become standard in the industry
(Reid, 1947.) Because of the discomfort of the blood pressure cuff, only sbout
ten questions can be asked in any one series before the cuff pressure must be
released for a time. In the modern "control question” polygraph test, these
questions are a mixture of three types: (1) frrelevant questions (e.g., “Is
today Tuesday?™) used as buffers or strain relievers; (2) relevant questfons
(e.g., "Did you shoot William Fisbee on May 2lst?”) which are the true focus of
interest; and (3) control questions (e.g., “"Before two yecars ago, did you ever
deliberately hurt a;}one?'). It is intended that the subject will answer these
control questions in the negative and, moreover, that his answer will either be
deceptive or at least that he will be uncertain as to whether his answer is
really strictly true. These questions are developed and reviewed with the sub-
Ject during the pretest interview and the examiner attempts to convey the impres-

sion that the examinee will be regarded suspiciously or placed in a bad light {f
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he does not answer each control question, "No." The ten questions in a typical
control-question test will include three relevant questions interspersed with
three control questions and the cntire 1ist will be repcated from three to five
times.

The control questfon test rests on two basic assumptions: First, it is
assumed that a guilty person who must answer the relevant questions deceptively
will be most disturbed by these questions and therefore that the polygraph chart
will show thg largest perturbatfons following the relevant questions. Secondly,
it fe assumed that—{p innocent person who answers the relevant questions truth-
fully will be more disturbed by the control-questions than by the relevant ones
(se;“Lykken, 1981, for ; wore detatled analysis.) Many polygraph cxaminers
still arrive at their conclusions intuitively, comgining what they know of the
case facts, their observations of the subject's behavior and demeanor during the
test, plus what they infer froa the polygraph recordings, into a global or cli-
nical judgement of truth or deception. A growing trend among polygraphers,
however, 18 to try to base the conclusion solely on the charts, employing toward
this end one of several relatively objective methods of "numerical scoring”.
Fach pair of reactions tu adjacent relevant und control questions are coapaced,
separately for each channel. If the response to the relevant question is
larger, a score of -1 or -2 is awarded; if the response to the control question
1s larger, the score may be +] or +2, If the control and relevant response s
are about equal, the score is zero. These scores are summed over all 4 chan-
nels,‘OVer all pairs of questions and over all charts. If the total score falls
within an arbitrary range about zero (e.g., from -6 to +6), the test {s con-
sidered to be inconclusive. Negative scores outsf{de this range (e.g., =7 or

larger) are construed to indicate deception. To pass a control question poly-
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graph test, one must achieve a posftive score (e.g., +7 or larger) by reacting
rather consistently more strongly to the control questions than to the relevant

or "Did you do 1t?" questions.

HOW ACCURATE IS THE LIE DETECTOR? PART I.

.As with any psychological test, we can ask two separate questions about the
lie detector:, (1) How reliable is {t? (i.e., how consistently does it yield the
sane results?), and-(2) Row valid is it? (i.e., how accurate are its results?).
The ;eliability of the lie detector could be measured either by having the same
aubjéﬁts tested more than once or by having the results of a single testing
scored independently by different examiners. Reliability 1s {mportant because a
test that is not relfable cannot be valid. *he only voice stress analyzer that
has been extensively studied by Independent researchers, the Psychological ‘
Stress Evaluator or PSE, fails by the relfability criterion. Different trained
examiners apparently cannot agree about the interpretation of PSE charts at much
better than chance levels (Lykken, 1981, pp. 151-161).

To assess the val{dity of the lie detector, one must have an independent
criterion of "ground truth™ -- of who was telling the truth and who lying. This
is easily done in the laboratory where one need only to instruct one group of
volunteer subjects to lie and another to be truthful. But one cannot siumulate
in the laboratory the kinds of emotional stresses nor iupose the serfous conse-
quences that are associated with the lie detector test {n rcal life; since the
procedure depends directly upon the subject's emotfonal reactions, this is a
fatal limitation. The accuracy of the lie detector in real life applications

can properly by studied only in real life situations where ft is the subject
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alone who, privately, decides whether to be truthful or deceptive. Cround truth
here is harder to determine. Thanks to the extensive current use of the poly-
graph, however, cases can be collected in which the respondent subsequently con-
fessed his guilt, showing that he had been deceptive when tested, and other
cases where the respondent is subsequently cleared of suspicfon by the con-
fession of some other person. Another method has been to submit dossiers of
evidence on each t.sted suspect to a panel of experts (e.g., crimfinal lawyers or
prosecutors) and use the panel's judgment as a criterion. A third method makes
use of jury verdicts Teached after conventional criminal trials. None of these
criteria is perfect. Suspects who.eventually confess may not be representative
of guilty suspects generally. Juries under our traditions are presumably biased
toward Not Guilty verdicts. Even panels of experts are fallible cspecially
since the dossfers of evidence that can bLe accumulated in criminal cases are
often not dispositive. As is common in applied research, therefore, it is dif-
ficult for any single study to produce defi{nitive results and one looks instead
for general agreement awmong properly designed studies using different wethods.
All of us are "human lfe “~tectors”™, capable of assessing the credibility of
witnesses with accuracy at least better than chance. Experienced polygraphers
undoubtedly have similar abilities and, when the exauiuver who administered the
test also scored the charts, we cannot tell what portion of Lhe accuracy
achieved was due to his assessment of the case facts or the subject's behavior
rather than to the polygraph findings themselves. Therefore, another require-
ment for the scientific study of the validity of the lie detector is that the
charts must be scored independently ("blindly”) by a sccond examiner who knows
nothing about the case or the respondent. Finally, it is necessary that the

charts evaluated must be an unselected or representative sample of polygraph
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tests adainistered in the given setting. If the verified charts that are to be
re-scored are selected by a polygrapher who makes sure that those from guilty
suspects ought to be scored "deceptive”™ and that those frow innocent suspects
look like “"truthful” charts should look according to polygraph doctrine, then
obviously the subsequent re-scoring will give a false {mpression of high
accuracy. Such a study actually estimates polygraph reliability rather than
validity -~ the extent to which the polygraphers doing the re-scoring agree with
the polygraphér vho selects the charts in the first {nstance. The reliability
of psychological tegzi is normally higher than the validity; when the apparent
validity aspproximates the known reiiability of scoring, this is a clue to the
possibility that the charts have been improperly pre-selected.

That such egregious violations of proper experimental design should occur in
alleged studies of polygraph validity should surprise no one and for at least
two reasons. First, the polygraph fndustry in the United States is large and
profitable and when polygraphers themselves assess the validity of the technique
on which their livelihood depends, it is asking a lot to expect them to resist
tipping the scales in favor of a good result. Secondly, most polygraphers are
innocent of any training in psychological research techniques or fn the rudi-
ments of scientific method; many invalid studies of polygraph "validity” should
be attributed to scientic naivete rather than to deliberate cheating. Before
proceeding to a consideration of the sclientifically credible studies of lie de-
tector accuracy, it will be worthwhile to first clear the decks by briefly con-
sidering a few that are less credible.

A vitness at hearings before a U.S. Senate subcommittee in 1977 was a

Yermont physician named J.W. Heisse, Jr., the president of an organization of

voice stress analysts, persons who employ the PSE "voice stress” device in giving
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lie detector tests to employees and job applicants for their clients in the
business co;munity- Heisse reported a study purporting to show that the PSE
detects lying with 96 percent accuracy (Hearings, 1977.) The study was con~
ducted by iaviting 12 PSE examiners to subnit charts fron verified cases to be
re~scored "blindly” by other examiners. Fifty-two sufh charts were “selected”
(27 of them provided by Heisse himself) and submitted to 12 PSE cxaniners for re-
scoring. Since some of the re-scorers had also subnitted one or wore charts,
there should have been at least 1l re-scorings of each chart but, for
unexplained reasons;~only 5 re-scorings are reported. The faults of this study
are_legion. First, the "ver{fication™ of the tested person's actual guflt or
1uno;ence'vaa esséntlally left to the origiual examiner's opinion. Secondly, if
all of the re-scorers actually re-scored all of the charts, as should have been
done, then more than half of these re-scorings are fuexplicably left out of
account. Third, and fatal to the entire enterprise, the original charts to be
re-scored in this study of PSE "validity” were selected first by the original
exaniners themselves and then apparently selected again by Heisse. If a pro-
fessional PSE exaniner {s invited to subdbmit for formal re-scoring verified
charts from his collectfon, can we really suppose that he will offer charts that
he scored incorrectly in the first instance? 1f .eisse, who 1s conducting this
study to confirm the accuracy of this technique from which he makes his living,
receives a verified guilty chart that he would score as "truthful”™, or a
verified innocent chart that he would score as “deceptive”, are we to suppose
that he would nonetheless submit this mischievious chart to his 11 colleagues
for re-scoring? Studies of the PSE by investigators having no personal stock in
the outcome have consistently found that pairs of trafned "analysts™ cannot

agree in their scoring of a truly unselected run of charts at much above chance
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levels. Studies reported by professional PSE examiners, untrained fn scientific
rethod, have consistently reported remarkable validity. The reader can be left
to draw his own conclusions.

A number of polygrapn studies must be rejected from serious consideratfion
for similar reasons. The inventor of the control-question procedure, the late
John Reid, attorney and founder of the Reid College for the Detection of Decep-
tion i{n Chicago, and his then chief examiner, Frank Horvath, published such a
study in 197} (Horvath and Reid, 1971.) These authors obtained 75 verified
polygraph charts from the files of the Reid firm and then had 40 of them inde-
pen@ently re-scored by 10 trained polygraph examiners, 7 of whon had more than
one ;ear's experience in the polygraph business. These 7 experienced cxaminers,
on the average, scored about 91 percent of the 40 charts correctly. But 35 of
the original 75 charts were never re-scored at all, either because they were
“dramatically indicative of truth or deception” or because they were “uninter-
pretable by even the wost skilled examiner™. It is plain that these suthors did
not mean to attempt a deliberate fraud since, {f that was their intention, they
would never have mentioned the 35 excluded charts at sll. But it is also plain
that the Y1 percent “sccuracy”™ achieved by the blind scorers was not an cstimate
of thé typical validity of polygraph testing within the Reid organization;
i{nstead, it provides an estimate of the extent to which examiners trained in the
same school of chart f{nterpretation are able to agree in thefr scoring with one
another -— it is an estimate of reliability rather than validity. Since it is
based on selected rather than representative charts, it may be an over-estimate
even of inter-scorer reliabilfity.

Threce similar studies from the Reid group, published in the same non-ref-

ereed journal and lacking sufficient documentatfon for a reader to be sure
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exactly how they were conducted, employed a design like that of Horvath and Reid
and seea to have suffered from stmilar defects (Hunter and Ash, 1973; Slowick
and Buckley, 1975; Wicklander and Hunter, 1975.) Hunter and Ash, for exaaple,
had 7 polygraphers re-score 10 verified t(uthful and 10 verified deceptive
“charts from cases tested by polygrapher Hunter; the method of verification is
not speciffed. The blind re-scoring agreed with Hunter's original scoring about
86 percent of the time. It 8 not stated in the article how the charts were
selected snd }he second author, a psychologist, has assured me that he did not
select them on any basis. One can assune, however, that Hunter, a professionsl
polygrapher, did not offer for re-scoring in this study any charts on which his
own original scoring had been proven incorrect by the subsequent criterion of
ground truth (vhatever that might have been).

The most recent example of such a psuedo-study of polygraph validity was
published in the trade journal Polygraph in 1982 by a polygraph cxaniner ea~
ployed by the Virginis State Crime Laboratory (Edwards, 1982.) This 41 page
article, with its 12 bar diagrams and its statistical appendix, describes a
study in which all licensed polygrapl: exsainers vesiding in Virgintia vere
invited to provide, via a mailed questionnaire, the following information: (1)
how many polygraph examinations they had conducted in 1980; (2) how many of
these cases had been subsequently verified to the examiner's satisfaction; and™
(3) of the verified tests, how many had been correct. Reports were received
from 41 of Virginia's 147 exanminers who had, collectively, conducted 2,620
polygraph tests in 1980. The average rumber of tests per active cxaniner was
85, a figure that does not include the type of screepning test used with jodb
spplicants; only 13X of the private examiners responded to this survey. The

responders, mostly police polygraphers, claimed to have been able to verify
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about 40 percent of the tests they adainistered and, on this set of verified
cases, they reported that they were correct in thefr polygraph interpretations
more than 97 percent of the time. 1t seems supererogatory to criticize this
alleged study in detail. One wonders what would happen {f one were to send a
simflar questionnaire to all of the licensed astrologers in the State of
Virginia asking how many predictions they had made during 1980, how wany had
been “verified”™, and how many of these had proved correct. As long as the
Anerfican Poly;raph éfsoctatlon, publishers of Polygraph, continues to encourage
such psuedo-science, {t will be difficult to take that organization or its

claims seriously.

HOW ACCURATE 1S THE LIE DETECTOR? PART I1I.

There now have been reported three studies of polygraph accuracy that meet
reasonable standards of scientific credidility. All three used polygraph tests
adninistered to criminal suspects under real life conditiorr. All three ea-
ployed independent re-scoring of the charts by trained polygraph exsminers other
than those who admfufstered the tests. All three obiained ressonable criturion
data using ei;;;r confessions or, in one case, a panel of judgss or lawyers.
Finally, in none of the three studies were the charts selected for re-scoring
because some polygraph examiner believed that, when re-scored, they should be
scored correctly. Two of the three studies were doctoral dissertations con-
ducted by trained polygraph examiners who had gone back to their universities
for an advanced degree. In the first of these, Gordon Barland administered
control-question lie tests to 92 criminal suspects referred by local police

agencies while his academic advisor, David Raskin, who is also a professional
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polygraphsr, scored the charts independently (Barland and Raskin, 1976.)
Raskin's scoring was appropfistely cautious; he classified more than 20 percent
of the charts as inconclusive. The panel of experts who evaluated the dossier
of evidence on each case (two prosecutors, two defensc attorneys, and one
judge), were also apparently cautious, discarding some 30 percent of the case;
as indeterminate. This left 51 cases on which there was both a criterion judg-
ment and al-o‘a definite conclusion of “truthful” or “"deceptive”™ by the
polygrapher. 81ncq,§fakln scored wore than B8 percent of these charts as decep-
tive, it is perhaps not too surprising that he correctly classified all but one
- §b percent =~ of the guilty suspects. He did this, however, at the expense
of the innocent suspects, 55 percent of whom were erronecously classified also as
deceptive. ' Raskin's average accuracy over all can be obtained by aversging his
success rate on the guilty and innocent subgroups, (98 + 45)/2 = 72 percent.

Horvath, formerly chief examiner for the Reid firm, published his doctoral
dissertation in 1977. From the files of "a large police agency”, he obtained 56
charts from cases that had been subsequently veriffed by confession. These
chsrts were independently re-scored b, 10 experfencel polygraph examiners. The
inter-scorer agreement achieved was quite good, about 89 percent. Of the guilty
suspects, 77 percent were correctly classiffed as deceptive while 51 percent of
the innocent suspects were classified as truthful. Thus, as in the Barland &
Raskin study, about half of the innocent suspects were misclassificd “deceptive"
by the polygraph test. The overall accuracy was (77 + 51)/2 = 64 percent.

it must be ssid that, since the pudblication of these two studies, apologists
for the polygraph industry have tended to denigrate them, fnsisting that these
findings —- and especfally these alarming rates of false-positive errors -- are

not representative of actual polygraph practice. Yet there i{s every reason to
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suppose that both studies were conducted carefully and honestly, under the super-
vision of experfenced scientists; there {s no reason to supposc that the authors,
polygraphers themselves, had hoped or expected to produce such embarrassing -
findings; and I cen find no serious flaws in the designs. The implication that
an {nnocent person has about a 50:50 chance of failing & polygraph test adaini-~
stered under real life conditions must be tempered by the reaifzation that it is
usual in practice for several suspects to be examined with respect to any given
crime and the examiner fs able to withold judgment unt{l all results are in. In
the recent Pent336;7;candul referred to at the start of this article, one would
not have expected 18 of the 36 oificials exanined to have "failed” their
polygraph tests and then accused of leaking information to the Washington Post.
Quite understandadly, the examiners in that case tested cverybody and then
selected that one individual whose test results seemed most obviously deceptive.
As it turned out, they were mistaken in their choice. When that individual was
identified and about to be fired, career destroyed, George Wilson, the Post
reporter who had printed the story, told the Secretary of Defense that, while he
would not reveal his actual source, the man who had been selected hy the poly-
graphers was not the culprit.

One aspect of che Barland & Raskin study deserves further comment. It {is
reported that 16 of the 51 cases that figured fn that study were subsequently
confiraed by coniession. The charts from these 16 cases were subn.tted to 25
polygraph examiners for independent scoring. Excluding charts scored as {ncon-
clusive, these blind re-scorings were correct 90 percent of the tiwe. The 7
examiners who scored the charts numerically, as Barland and Raskin d;: were

correct 99 percent of the time. Raskin has presented thesc findings as {f they

consituted a valid and independent study of polygraph validity (Raskin and
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Podlesny, 1978) but plainly they do not. These 16 charts were a subset of the
larger study in which Raskin scored more than half of the innocent suspects .
erroneously as deceptive. However, these 16 charts selected for re-scoring were
ones on which Raskin had made no errors at all! Since numerical scoring can be
an objective and relfable procedure, it is not at all surprising that other exa-
miners, employing this procedure, should agree with Kaskin's scoring. The fact
that they did, however, cannot be taken as evidence that, in the general run of
unselected cahes, Raskin or they will tend tu be correct in their diagnoses 99
or 90 percent of t£;7time- We have already observed Raskin at his best in the
larger study, funded by the U.S. 6epartnent of Justice and conducted as
Barland's doctoral research; averaging his results on the guilty and the inno-
cent, Raskin achieved 72 percent accuracy, clearly better than the chance expec-
tancy of 50 percent but certainly not high enough to determine who will go to
Jail and who will be set free.

The third credible study was reported in 1982 by Klefnmuntz & Szucko (1982)
and ft is particularly valuable because of the further light it sheds on the
reports of the Reid group mentioned above. There investigators were able to
obtain charts on 100 veriffed cases fron the files of thal .ame Reid organiza-
tion, 50 verified as deceptive by the confessfon of the person tested and 50
verified as truthful by the confession of other persons. These 100 charts were
independently re-scored by three Reid polygraphers. The average accuracy
achieved was 73 percent (about equal to Raskin's results) while 39 percent of
the finnocent suspects were mistakenly classified as deceptive. Thus, we sce
that when charts from the Refd files are selected for re-scoring by one of
Reid's polygraphers the "accuracy” achieved tends to be high, but when a larger

nuaber of charts from those same files are selected by an independent investiga- _
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tor, and without regard to whether the guilty charts look deceptive or the inno-
cent charts should-dbe scored as truthful, then the accuracies achieved are very
similac to those obtained by Horvath and by Barland & Raskin.

We can summarize the available evidence as follows: When scored without
knowledge of the case facts or clues based on the suspect's behavior or
demecanor, the modern polygraph test can be expected to be wrong about one-third
of the time. The polygraph test is strongly biased against the innocent person;
truthful suspects fafled the polygraph 39, 49, and 55 percent of the time in the

—

three investigations!

.\'

WHAT KIND OF TRUTHFUL PERSON FAILS THE LIE DETECTOR?

A study r;;artedvgn 1979 found that poorly socislized individuals are wore
likely to pass polygraph tests, whether truthful or deceptive, while highly
socfalized people, with clear moral standards and a well-developed conscience,
tend to fail the 1ie detector even though truthful (Waid et al, 1979.) Over the
past ten years I have been contacted by hundreds of victims of invalid lie tests
and have formed the {dpreasion that many of these people were made vulnerable by
their own good character. One of the first 1 heard about was a young accountant
vho had failed two of three polygraph tests adpinlstered {n connection with a
theft at the bank where he had worked for six years and who then was discharged
and found himself unadble to find another eaployer who would hire him. 1 was
contacted by the pastor of the fundamentalist church that this young man had
attended since boyhood, where he taught Sunday School and coached the baseball

team, and to which he had regularly contributed a tith of his earnings. Many
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other victims who have written or called me s{nce then also have been deeply
religious people; others had strong personal standards based no less staunchly
upon secular grounds. Crnduates‘;f West Pg;nt with {ts traditions and its hongr
code scem partfcularly vulnerable.

There {s nothing suprising in this. A preacher is likely to be more dis-
tressed than a felon would be to be accused of theft. Ask a West Point slumnus
if he has betrayed an official secret and you may find that his heart beats

harder and his palms sweat more than those of a psychopath asked the same
question. The 1ron;jis thst by basing more and more important social decisions
on the results of polygraph tests ;e may be producing an effect opposite_to that
intended, firing the most honorable police officers, refusing to hire the poten-
tially most reliable employees, putting highly socialized citi:ens into '
uneaployment lines or even in prison, while staffing our security agencies with
the under-socialized -~ e.g., people like the CIA's notorious Edwin Wilson == or

with those clever enough to know how to beat the polygraph. --

CAN THE L1E DETECTOR BE BEATEN?

John Reid, the fnventor of the control-question test, .published a report in
1945 acknowledging that one can produce synthetic responses on the polygraph by
a process of covert self-stiwmulation, undetectable by the examiner. Since one
“passes” a control-question test by showing stronger reactions to the controls
than to the relevant questions, Reid recognized that a clever subject might beat
the lie detector by covertly augmenting his spontaneous reactions to the control
questions. The methods of self-gtimulation that Reid worked with included

pressing down with one's free am against the arm of the chair or tensing the

o
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muscles of the legs and he suggested using a "wiggle scat”™ especlally equipped
with sensors to detect such countermeasures. But no one aéiually uscs Reid's
special chair and, 16 any case, ft provides no protection against tie subject
"who self-stimulates by biting his tongue or his lip or by hiding a nail in his
sock and pressing on it after each cSntrol question. ]
An experiment to test uhether_these pethods work in real life would be dif-

ficult to faplement. An academic researcher who undertakes to train guilty
felons to beat the lie detector might risk criminal charges. Fortunately, one
such study was acézzhlilhed by an investigator who thought at the time that he
had\noth!ng more to lose. Ployd.Fay vas arrested one March morning fn 1978 on a
charge of murder. The manager of & tske-out store had been shot the night
before by a rodbber wearing a ski mask. Before dying, the victim told the police
that4h£s ssssilant had reseabled his friend, 'Buzz' Fay. Fay, a construction
worker with no prior criminal record, languished in jail for two months while
police searched fruitlessly for evidence to tie hi{m to the crime. At last the
prosecution offered Fay a deal; if he could pass a polygraph test the charges
would be dropped. He was required to stipulate, howcyer,‘}hat {f he fafled the
test the results could be used in evidence against him. Fay, whon we know now
to have been fnnocent, agreed to this propositfion, submitted to a lie detector
test administered by Ohfo's Bureau of Criminal Investfgalion, snd failed the
test. He was then taken to Dearborn, Michigan, to be tested again by a poly-
graph firm run by Lynn Marcy, subsequently president of the American Polygraph
Association. Fay failed again. Hearing this evidence, a jury convicted Fay of
aggravated murder, a crime punishable by death in Ohio until shortly before Fay
went to trfal, and he was sentenced to life in prison. In 1980 a young pudblic

defender named Adrfan Cimensan took over Fay's request frou prison for a review
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of his case. Acting on a tip, Cimerman uncovered evidence pointing to the real
killers who were duly appfchended and confessed, exonerating Fay (Cimerman,
1981.) .

. During the more than two years that Fay served of his life seatence, he
found himself in a prison where polygraph testing was used to adjudicate charges
against inmates of violationg of prison rules, drug smuggling and the like.
Pay‘had developed a lively interest fn the polygraph, which he had trusted but
which had landed him in prison, sad wrote to experts around the country for in—
formation. In an arflcle of mine he found a discussion of how one might beat
the {fe detector apd he determined to conduct his own cxperiment. In December of
1979 i received a letter from Fay saying that he had contacted 9 inmates sched-
uled to take polygraph tests, all of whom adaitted to “.m that they were guilty
of the offense charged. Fay explained to them how to recognize the control ques-
tions and how to augment their responses to these questions by biting their
tongues. He reported that all 9 of them had managed to pass their polygraph
tests. Flushed with success, Fay then‘decided to try out a different technique
that seemed promising to him. The next three inmates were instructed to answer
the.relcevant questions "No”™ out loud but "Yes™ silently and 1epeatedly in their

‘minds. What he did not realize at the time is that it is the question, rather
than the answer, that {s the main emotional stimulus and such mental gyanastics
probably augmwented the relevant response rather than making it swaller as he had
hoped. All three of these unlucky inmates fafled their lie tests. Fay there-
upon reverted to self-stimulation during the control questions. By the time of
his relecase from prison, Fay had coached 27 guilty inmates in how to beat the

1ie detector and 23 of the 27 were successful.’

29-340 O—84—6 —
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POLYGRAPHS IN THE PENTAGON

A principle that I modestly refer to as Lykken's Law, a hybrid of Cregshaa's
and Hurphy{! Laws and the Peter Principle, asserts that in any coaplex decision-
making situation a datuam or pfece of cvidence that is simple and definite in {tes -
{fmplications will teod to be given more weight than it de;erve?-"rbab-lu one
reason why juries {m criminal cases should not be told whether the defendant
passed or failed a lie detector test. Even {f-they are warned by the judge that
polygraph tests tend’to be wrong about a third of the time, a jury confronted by
a va}ter of ambiguous and conflicting evidence may be too ready to grasp at the
1fe test result that so clearly tells them what to do. Because of this prin-
ciple, 1 worry about the way in which the American ailitary and intelligence
comaunities rely on the polygraph in hiring spies and in deciding who can be
trusted with Top Secret clearances. The results of pnyrﬁploglcal test batterics
are complex and inconclusive. Good background fnvestigations are expensive,
time consuming, and not always definitive efther. 1f the candidate failed the
polygraph, why take a chance on him? If she passed the polygraph, on the other
nand, since we know the test is biased agatnst the innocent person, should we
not therefore tend to trust at least those tests that are passed? Other kinds
of evidence ju;t git there, waiting to be p;infully weighed and interpreted; the
polygraph result needa'no interpretation -~ it tells us at once what decision to
make.

For this reason (combined with a lack of knowledge of the real perils of
trusting the polygraph) officfal Washington is becoming & kind of happy hunting
ground for polygraph examiners. 1 know & young attorney who has a Master's

degree in Orfiental Studies and is fluent in Chinese who applied for a position
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with the National Securfity Administration. Although he hes a rare and valuable
conbination of talents and is & patrfotic cftizen with an unblenished rccord, he
“failed” the polygraph test and was rejected. I know three graduates of West
Point, men in whom hundreds of thousands of taxpayer doll;r: have been invested
in preparing them for fmportant positions in the military establishment, whose
careers were blighted or terainsted decsuse some graduate of an 8 week course in
polygraphy decided that they were deceptive on a polygraph teut; Some of the
individusl stories have a truly Kafkaesque qualfty. Here you are working at the
Pentagon, an unsullfdd record of ten year's outstanding service behind you,
bc!u§ strapped in for a lie detector test. "Just a routine screen before your
ncxt'pronotlon, Major. If you've been & good boy you have nothing to worry
about.” But your heart thuds a little harder when they ask you, “"Have you {in
the last year had any contact with agents of a foreign intelligence agency?!”
Now, suddenly, you are on the defensive; it {s up to you to provc that the test
§o mistaken, that you are not s traitcr. “What 1'd suggest, Major, is that you
search yourugdnd for snything you've thought or done in recent years that might
be causing these reactions, anything at all that you're ashamed of. A kind of
mental cleansing. You tell me about these things before the next examination
and maybe we'll be able to get & clean record.” The worst poseible interpreta-
tion is likely to be put on anything you may come up with in this forced con-
fessional. On the other hand, {f you just insist the test {s wrong and stand on
your rights, you may find that you have no rights. Remendber what President
Reagan has ssid sbout “sdverse consequences.”

While the West Pointers and the China scholars are being weeded out of the
secret sanctums, the KGB -- if they are as clever as they are made out to be ——
will be training sgents how to beat the polygraph. For all we know, they may be
using an appearance on P. Lee Bailey's "Lie Detector™ prograr as a sort of gra-

duation exercise.
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NOTES

1 know of specific Iinstances in Florida, Maryland, Michigan, Texas,

Washington, and Wyoming.

Appellate or supreme courts of the following states have ruled polygraph
evidence inadmissible under any circumstances: Alaska, Colorado, Hawalii,
11, .nois, Kentucky, Maine, Maryland, Michigan, Mississippi, Missour{,
dontana, Me ssh., dew Hanpshire, North Carolina, Oklahoma, South Dakota,
Terew, Sirglula, West V., fa, and Wisconsin. High courts of 14 states
have ruled that polygrap! test: can be admitted under prior stipulation of
the parties, viz.: Arizena, Californi. ik isware, Georgia, Indiana, lowa,
Kansas, Massachusetts, Nevada, North Dakota. On.. .. egon, Washington, and
Wyoming. In other jurisdictions admissibility is determiucd by local tradi-
tion - case law —- and varies fror .ever, as in Miunesota, to :omm-nplace

ar in Florida.

tre U.S. Army school and the Reid College for the Detection of Deception
require 6 wonth. ~f {nstruction but ihe typical curriculun las.s only 6 to 8
weeks. The usual barber college curriculum, by way of contrasts, lasts from

9 to 12 wonths.
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Senator ErGAMAN. At this time the committee will recess.
{Whereupon, at 12:25 p.m., the committee was recessed, to recon-
vene subject to the call of the Chair.]



ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD
NATioNAL SecuriTy DecisioN DiIRecTiVE 84

SAFEGUARDING NATIONAL SECURITY INFORMATION

As stated in Executive Order 12356, only that information whose disclosure would
harm the national security interests of the United States may be classifed. Every
effort should be made to declassify information that no longer requires protection in
the interest of national security.

At the same time, however, safeguarding against unlawful disclosures of properly
classified information is a matter of grave concern and high priority for this Admin-
istration. In addition to the requirements set forth in Executive Order 12356, and
based on the recommendations contained in the interdepartmental report forwarded
by the Attorney General, I direct the following:

1. Each agency of the Executive Branch that originates or handles classified infor-
mation shall adopt internal procedures to safeguard against unlawful disclosures of
classified information. Such procedures shall at a minimum provide as follows:

a. All persons with authorized access to classified information shall be required to
sign a nondisclosure agreement as a condition of access. This requirement may be
implemented prospectively by agencies for which the administrative burden of com-
pliance would otherwise be excessive. .

b. All alpersons with authorized access to Sensitive Compartmented Information
(SCI) shall be required to sign a nondisclosure agreement as a condition of access to
SCI and other classified information. All such agreements must include a provision
for prei)ublication review to assure deletion of SCI and other classified information.

c. All agreements required in paragraphs l.a. and 1.b. must be in a form deter-
mined by the Department of Justice to be enforceable in a civil action brought b
the United States. The Director, Information Security Oversight Office (1ISO0), shall
develop standardized forms that satisfy these requirements.

d. Appropriate policies shall be adopted to govern contacts between media repre-
sentatives and agency personnel, so as to uce the opportunity for l;:zgligent or
deliberate disclosures of classified information. All persons with authorized access to
classified information shall be clearly apprised of the agency’s policies in this

ard.
rego Each a§ency of the Executive branch that originates or handles classified infor-
mation shall adopt internal procedures to govern the reporting and investigation of
unau‘tihotr}ilzed disclosures of such information. Such procedures shall at a minimum
provide that:

a. All such disclosures that the agency considers to be seriously damaging to its
mission and responsibilities shall be evaluated to ascertain the nature of the infor-
mation discl and the extent to which it had been disseminated.

b. The agency shall conduct a preliminary internal investigation prior to or con-
currently with seeking investigative assistance from other agencies.

¢. The agency shall maintain records of disclosures so evaluated and investigated.

d. Agencies in the possession of classified information originating with another
agency shall cooperate with the originating agency by conducting internal investiga-
tions of the unauthorized disclosure of such information.

e. Persons determined by the agency to have knowingly made such disclosures or
to have refused cooperation with investigations of such unauthorized disclosures will
be denied further access to classified invormatior. and subjected to other administra-
tive sanctions as apgro?riate.

8. Unauthorized disclosures of classified information shall be reported to the De-
partment of Justice and the Information Security Oversight Office, as required by
statute and Executive orders. The Department of Justice shall continue to review
}cg)omd unauthorized disclosures of classified information to determine whether

I investigation is warranted. Interested departments and agencies shall be con-
sulted in developing criteria for evaluating such matters and in determining which
cases should receive investigative priority. The FBI is authorized to investigate such

(85)
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matters as constitute potential violations of federal criminal law, even though ad-
ministrative sanctions may be sought instead of criminal prosecution.

4. Nothing in this directive is intended to modify or preclude interagency agree-
ments between FBI and other criminal investigative agencies regarding their re-
sponsibility for conducting investigations within their own agencies or departments.

5. The Office of Personnel Management and all departments and agencies with
employees having access to classified information are directed to revise existing reg-
ulations and policies, as necessary, so that employees may be required to submit to
polygraph examinations, when appropriate, in the course of investigations of unau-
thorized disclosures of classified information. As a minimum, such regulations shall
permit an agency to decide that appropriate adverse consequences will follow an
employee’s refusal to cooperate with a polygraph examination that is limited in
scope to the circumstances of the unauthorized disclosure under investigation.
Agency regulations may provide that only the head of the agency, or his delegate, is
empowered to order an employee to submit to a polygraph examination. Resuits of
polygraph examinations should not be relied upon to the exclusion of other informa-
tion vbtained during investigations.

6. The Attorney General, in consultation with the Director, Office of Personnel
Management, is requested to establish an interdepartmental group to study the fed-
eral personnel security program and recommend appropriate revisions in existing
Executive orders, regulations, and guidelines.



87

Offire of the Attorney General
Washington, B. . 20530

March 11, 1983

MEMORANDUM
TO: Reads of Offices, Boards,
Divisions and Bureaus
FROM: William Prench Smxthujg
Attorney General
SUBJECT: Presidential Directive on Safeguarding

National Security Information

The President has issued a directive to strengthen our
efforts to safeguard national security information from unlawful
disclosure. This directive, a copy of which is attached, is based
upon the recommendations of an interdepartmental group chaired by
the Department of Justice. 1 fully support the President's policy
and expect that it will be faithfully implemented throughout the
Department.

This directive does not alter the existing obligation of
Department personnel to comply with statutes and regulations
pertaining to national security information. We must be careful
to avoid the unnecessary or improper use of classification,
Whenever possible, information shoild be kept unclassified or
declassified so as to permit public access. However, information
that is properly classified in the interest of national security
must be protected from unauthorized disclosure.

Many of the specific requirements of the directive involve no
change from current Department of Justice policy.

-=- The use of nondisclosure agreements and the
requirement of prepublication review.in
appropriate cases are consistent with current
policiea., More detailed guidance on these
policies will be provided in the near future.

-=- The directive requires no change in existing
Department policies on use of the polygraph,
with regard to attorneys or FBI employees.
Policies with-regard to employees in the
competitive service will be changed to cvonform
with expected revisions in OPM regulatiops on
this subject. .

--" Internal investigations of unauthorized
disclosures will continue to be coordinated by
the Office of Professional Responsibility, with
assistance from the FBI as needed.

To the extent implementation of the President's directive
requires changes in Department of Justice policies and procedures,
you will be kept fully informed.
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Embargoed for Conclusion of Background Briefing
Held March 11, 1983, at the Department of Justice

Fact Sheet

Pregidential Directive on
Safeguarding National Security Information

Background

Unlawful disclosures of classified information damage national
security by providing valuable information to our adversaries,
by hampering the ability of our intelligence agencies to
function effectively, and by impairing the conduct of American
foreign policy. -

The President-has issued a directive requiring that additional
steps be taken to protect against unlawful disclosures of
clasgified information.

This directive is based on the reccmmendations of an inter-
departmental group convened by the Attorney General.

Scope of Directive

The directive deals only with disclosures of classified
information, .

By Executive Order, the only information that can be classi-
fied is information which "reasonably could be expected to:
cause damage to the national security" if released without
proper authorization., (B.O. 12356 § 1.1l(a}(3).)

The Executive Order also prohibits the use of classification
to conceal violations of law, inefficiency or administrative
error, or to prevent an embarrassment to a government agency
or employees. (E.O. 12356 § l.6(a).)

Summary of Provisions

The directive imposes additional restrictions upon government
employees who are entrusted with access to classified infor-
mation, and upon government agencies that originate or handle
classified information.

-- More employees will be required to sign
nondisclosure agreements, including
provisions for prepublication review, such
as were approved by the Supreme Court in

United States v. Snepp (1980).
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Agencies will be required to adopt
policies concerning contacts between
journalists and persons with access to
ciassified information, so as to reduce
opportunities for unlawful disclosures.
However, no particular policies are
mandated in the directive.

Agencies will be required to adopt new
procedures so that unlawful disclosures of
classified information will be reported
and analyzed more efficlently.

The directive establishes a new approach to investigating
unlawful disclosures to replace the past practice of treating
such matters as purely criminal investigations.

Although unauthorized disclosures of
classified information potentially violate
a number of criminal statutes, there has
never been a successful prosecution.

There are a number of practical barriers
to successful criminal prosecution in ™
most of these cases.

This directive clarifies FBI's authority to
investigate unlawful disclosures of
classified information, even though it is
anticipated that a successful investigation
will lead to administrative sanctions (such
as demotion or dismissal) rather than
criminal prosecution.

All agencies with employees having access to
classified information will be required to
assure that their policies permit

use of polygraph examinatizns under
carefully defined circumsi:ances. The
polygraph is already used on a regular

basis by our largest intelligence

agencies. The directive provides for a
greater degree of consistency in
government-wide policy regarding use of this
investigative technique,

The use ot‘ége polygraph in any particular
case will be subject to the discretion of an
employee's agency head.

There will be no change in the current
practice of targeting investigations at
employees who are suspected of unlawfully
disclosing classified information, rather
than at journalists who publish {t.

~.
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== The directive provides that employees found
by their agency head to have knowingly
disclosed classified information without
authorization or to have refused
cooperation with investigations will be
subject to mandatory administrative
sanctions to include, as a minimum, denial
of further access to classified
information. Existing procedural safeguards
for personnel actions involving federal
employees remain unchanged.

Expected Results

This directive is not expected to elimi.ate all unlawful
disclosures of classified information.

The directive is designed to improve the effectiveness of our
present program and, over time, to reduce the frequency and
s:tlousness of unlawful disclosures of classified informa-

t on.

The directive also emphasizes that government employees who
are entrusted with classified information have a fiduciary
duty to safeguard that information from unauthorized dis-
closure.
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August 12, 1983

The Hororable Gecrge P. Shulte
Secretary

Department of State
¥ashirgton, D. C. 20520

Dear Mr. Secretary:

The Seriate Committee on Governmental Affairs wx{ll hold a
hearirg on Septemder 13, 1983 on Nstional Security Decision
Directive BA, issued by the President last March. At ay request,
Senator Kathias will preside at this hearing. Since the State
Departmert will be affected by this directive, I would like to
invite your representative to appear at this hearing to testify
on the matter. FPurther detalls concerning the hearing will be
supplied in the near future.

As you know, one of the iasues addressed by the President's
directive 18 a requirement for pre-pudlication review of certain
writings by former government officlals. In this connection, I
would be most appreciative If you could provide the Committee
with the following information, to assist in our preparation for
this hearing:

1. Are there any instances within the past five years {n
which former officials of the State Department pudblished
classified materials without securing the peraission of the
depsrtment?

2. If 8o, please provida a description of the episode
including any communications with the former officia}l and any
damage ass~asment of the unauthoriced disclosure. (If a full
resporse to this queastion cannot be made pudblic, please provide
as detsiled a response as possible, arnd indicate whether a mrre
coaplete answer will be provided in a classified anrex.)

3. Please describe the current procedures for dealirg with
publications by former officials. For example, have such
officials voluntarily submitted manuscripts which contatin
informatfon which they believe may be classified? Does the State
Department monitor the publications or spesking engagements for
former officials for compliance with pre-pudblication review
procedures? How are dfisputes about deletions of material
resolved? What is the volume and nature of materials which the
department reviews?

A, In your view, are there flawa in the current system which
prevent it from operating in a satisfactory manner to protect the
national interest? If so, what are those flaws?

5. As & result of the President's directive, have any
changes in the pre-publication review systeam been put into
effect? In this connection, I would appreciate receiving drafts
of any proposed contract which officials will be asked to sign
and which provide for pre-pudblication review, as wvell as coples
of any documents explaining the meaninrg of any such draft
contracts and any documents descridbing the views of the State
Departeent on what should be incorporated in such a contract.

, If you have any questions concerning these requests, please
have your staff call Link Hoewing of my staff, on 22%-4751 or
Steve Metalits of Senator Mathias' staff at 223-5617.

1 would sppreciate receiving your response defore the erd of
this month.

Sincerely,

¥Willism Y. Roth, Jr.
Chairman
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United States Department of State

\L— > . Washington, D.C. 20520

Dear Mr. Chairman:

The Secretary has asked me to reply to your letter of August 12,
1983, and to assure you that the Department of State will be pleased to
appear before your committee on September 13 to testify on National Security
Decision Directive 84. Ambassador Willard A. De Pree, Director of the
Office of Management Operations, will be the Department's representative
at the hearing. To assist your staff in preparing for this hearing the following
answers are provided to the questions contained in your letter of invitation:

1) We are unaware of any instances within the past five years in
which former officials of the Department of State have published classified
material without securing the permission of the Department.

2)  Net.applicable (See above).

3) (a) Several former officials, including former senior officers,
have voluntarily submitted MSS to the Department for review. All MSS
submitted are reviewed by the Classification/Declassification staff of the
Department, which consults when necessary with the Bureau of Public Affairs
and the geographic or functional bureaus concerned with the substance of
the MSS. The Classification/Declassification staff consists of retired Foreign
Service Officers, all experts in particular fields, who also review material
requested under the Freedom of Information Act and E.O. 12356. When
differences arise as to the publication of portions of these MSS, these are
discussed by the Department with the writers, and hitherto in all instances
the parties have been able to reach an accommodation.

The Honcrable
William V. Roth, Jr.,
Chairman, Committee on Governmental Affairs,
United States Senate.
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(b) In accordance with the terms of E.O. 12356, the Department
permits former Presidential appointees (i.e., those confirmed by the Senate)
to have access to their own official papers (those which they originated,
reviewed, signed or received during their service as a Presidential appointee),
on certain conditions. One of these conditions is that the Presidential
appointees sign a form (Enclosure 2) agreeing to submit to the Department
for review all notes, etc. taken from their papers.

(c) The Department has no way to monitor _speeches by former officials;”
other than by the general undertaking in the non-disclosure forms at present
in use by the Department that the signing employee not disclose classified
information at any time, including after separation from employment, without
permission. These forms, Acknowledgement of Security Briefing (Enclosure
3) and Separation Statement (Enclosure &) must be signed by all employees,
but do not include a pre-publication review agreement. The limited number
of employees who have signed the existing Sensitive Compartmented Information
(SCI) Agreement, are of course bound by that agreement which includes a
pre-publication review clause and is in use government-wide,

(d) Section 628 of the Foreign Affairs Manual (FAM) embodies the
Department's regulations governing writing, speaking, teaching, etc. by active
employees, and provides for submission of MSS and other texts for review if
they contain material "of official concern” (Enclosure 5). These regulations
do not, however, specifically cover former employees.

(e) With regard to the volume and nature of materials submitted, we
estimate that we receive perhaps ten major book MSS per year and numerous
articles and lesser publications. All deal with aspects of foreign affairs,
particularly those with which the writer was most concerned during his/her
tenure. The longer MSS are usually in the form of memoirs.

4)  In our experience the present system has operated reasonably -
well for the Department of State. The most sensitive, i.e. SCI, material is
already protected by a pre-publication agreement and we believe that this
protection should be continued and expanded to cover sensitive intelligence
material not clearly included in the present agreement. We believe that
the non-disclosure provisions of the existing Department agreements have
been successful hitherto in protecting other types of classified information.
There is, however, some difference of opinion as to the enforceability of
those agreements.

29-340 O—84——1
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5)  The collateral classified information forms which new employees
will soon be required to sign will be more specific but will have substantially
the same effect as the current Department of State forms. They will not
include a pre-publication review clause, but will be legally enforceable and
we foresee no difficulty in applying them. The SCI forms will contain a
more specific description of the types of intelligence material covered.

They will, as now, include a prepublication review clause. We do not anticipate
a need for an employee to sign any other agreement requiring pre-publication
review. When the final forms are received by the Department, we shall

issue a detailed explanation of them to all-employees and shall amend our
regulations accordingly. In particular we shall revise Section 628 of the

FAM to indicate that the new collateral classified information agreement

will apply to all persons who have signed them, whether they are current or
former employees, in conformity with the provisions of NSDD-84.

Sincerely,

VAR A\ peys'S

Alvin Paul Drischler
Acting Assistant Secretary
Legislative and Intergovernmental Affairs

Enclosures:
1. Correspondence returned.
2. Presidential appointees agreement.
3. Acknowledgement of Security Briefing.
4. Separation Statement.
5. 3 FAM 628

/ f
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‘Encl osure 2‘

DATE

e mw e e me e ne - —

Statement by Former Presidential Appointee
Applicant for Access tc Department ot Jtat. Rewords

In concideration of being qgranted access cto iejartaens  of
State records, I the undersigned certify thath

A. I, [PRESIDENTIAL APP], am a f.rmer fresidentl1ai anicint:a,
having been approved by the Senate and haviag se-ved in the
Department as a Presidential appointee.

b. I agree to safaguard any information rad: availablas to me
by the Denartment of State, from unauthorized liscicsare and
to observe all statutes and ragulations rel.oryag to safeguard-
ing c¢f such information.

. ! authorize the appropriate officials ~f ‘ha fhgetcment
£ Stute tOo review any notes and manuscript s 1 omay mohke, for
the zarpotie 2f detearmining that they conctain ro ciassicied in-
Srnation.

a. I agree that any classified infomai-ion will nov he
further disseminated ir any manner without the expross permiz-
sicn of the Department.

e. 1 agree to ray any copying fees invalved i1 roprouuiiag
Jecuments which the Department may jree t¢ Teleara o e, I
also agrne, if the infcocrmation I request can.- Le iucated
aird compilead with a reasonable amount of =ffurn, and .rovided
[ am 1nformed >f this fact by the Depavtment |- .o omnir ation,
*tO0 pay search and other related fees in acevintinle with e
schednle in ¥ CFR 171.6 and 171.13.

[oYPED NANME [~ T
Former Presitleatial
Appointee

BEST AVAILABLE COPY



96

DATE e .
Sumtiby Regearch Assistant to
Fomer Pruaiden 1l Appointew, Applicant Fou Acvess )
De mnt of S.ate Nacords

}

in consideration of being granted access to vapactmeat of
Gtate records, I the mdersi;n&-d certicy that:

a. I am a researgh arbistam for [PRES‘lD}:NuIM. APECTINL ], a
sormer PresidentiaY apppintee. 1 ceguest access to MREpartinent
of 3tate informatiom @n behalf of [PRESIDENTIAL ALvOLIL], and
not for my own mma! resesrcn.

s [ acrece to auf:tg\.ard sny intornation madgs - rallabie tone
vy the Deparzaent of ‘Btate, {rod unauthorized JSisclosiis ond
t¢ Cbaerve 4! statutee and regulations velating o 8a vGaac'~
wa of 2ach infc.mwacdion.

LS

Lo L odathiuvise the apprapriets: olticiels ol e Let-ivaen®,

PRt e to revriew any notesn akid MenusCtine i Tocvgooen

e W
trs purtore f dscarmining thot r ey curais o iavr oo Lne
fornar ton.

N L oagre: tnat o any  eleusified dn)orwee i i sk e
turener dirsswanatad in any anne: withoar the v oo hs b ise
1.0 M the Departiagnt.

a. T agsse to pay any copying fees involc 1 oan v ade nng
docwments w 2ch the Degartaenc moy ajres to valense o ma. o
2125 ayree, L the information 1 reguest caupot te 1ucated
g compiled with a reasonable amcunt oy efrord, and ~rovided
1 aw iaformal ~f thipg fact by ths Depactment ovwioie Somprfation,
L0 vy searcd and other relatnd faes in aviGridance w:og (e
gonedule tn 22 CFR 171.6 and 171,13,

TWHRE aNEsT ™ T T T
Rese it~y Azaistant

BEST AVAILABLE COPY



v | ERldsiie 37

SECURITY ACKNOWLEDGEMENT

UG OO U [
anticipation of my employment by, or assignment or detail with, the Department of State.
the United States Information Agency or the Agency for Tuternational Devdlopient, or my
forchcoming assignment to duties which require access to classificd o adminstratively
controlled nformation nahe the fellowing statement with the understanding and intent
that v statement will be nsed by State, USIA or AID i carrying on ity oblgation o
protect the security of dlassfied or adminstratively controlled mfermation. (Fhe secerits
regulaticns, with which cach employee should hecome familur, can be Toad m Volume b
Foreign Affars Mannal, Clipter 9003 AID MOL 6311, They mav be obtaned from youw
administrative or executive otticer, or from your post or unit security officer,

1.1 understand that 1t s thepoliey to control the dissemination of <lassificd o
administratively controlled information in such a manner as 1o assure the common defense
and seeurity. Lo

2. 1 understand that, in careyi
been officilly promulgated.
will require, pertaining to the ¢o
cmnruﬂml mtormation.

s promulgated and revised, as arcanmistances
dissemination of dassificd or adimmisee vvely

3. 1 shalt not publish. nor reveal to any person, cicher during or after my employment,
any classified or administeatively wnrmllu(infurln.uiml. or other information transmiteed
to e in confidence in the course of my official duties, exeept in accordance with these
official instructions or regulations or except as may be hereafter authorized by officials
empowered o grant such authority.

4.1 have been advised by the interviewing officer whose name appears below and fully
undenstand that the pravisions of Chapter 37, Tite 18, U.S. Cede and Sub Chapter XV of
Chapter 23 of Title 42, US. Code prescribe penaltes tor the disclosure o unaathord
peesons of the information described in the wforesaid chaprers and fur the loss, destracnion
or compromise of such information through gross negligence.

(Sagnature in Provnce of tesvaewmng Officer

(Deprartemcut ar Agencyd

CNegrature of Ducorowod Officer) (Datr]

QUTIONAL L ORM VIO (M HLY 1 OIRM J 4}

JANUAHY 14754

R N Il TR L R O O R R STATE AID USIA
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Biiciosure 4
OPTIONAL FORM 100
fobruery 1979
AT Mo - umer SEPARATION STATEMENT
1 . make the foilowing statement in connection

(plosss type or prini)
with my sepasarioa from employment 1a the Depustment of State, the [nternational Communiaition Agency cr
the Agency for lntemanioasl Development. As used herein, the term “employment” includes all penods of
assgnment or detail, as well 4 aay periods of tamporary, pant-time or intermittent employment therein, 1ad
the :erm “sepanation” includes suspension or any period in excess of 30 dayy, cetircement from active duty,
transter o another agency, resignstion, furiough to ester mulitary service, etc.

1. [ have surrendered w responsivle ofiaals all clasufied or id vely controlled documents
and matenal with which | was chasged or which [ had in my possession, 1nd [ am not retuning in my
possession, custody, o¢ conarol, documens or | containiag classified or ad atvely controlled
information fumished to me dunng the course of such empioyment or developed s a consequence thereof,
including 20y diaries, memorandums of conversation, or other documents of 2 pernonal asture that
contain cassufied or adminuseratively controlled information.

1 | have sutendared to responmble officials all unclamfied documents and papen relating to the

fficial business of the Gover acquiced by me while in the employ of the Deparrment. USICA ot AID.

3 [ shell ast pebiish, ner roveal (0 amy persow, iny clamsified or administravely controlled
mformenca of which | hawe knowledgs, or aay other information cansmuted to me 1n confidence in the
courss of my offical duties, except a1 mav be authorized by officials of the emplaying Department o
Ageacy empowered to grant permrission for such disclosurs.

4. 1 have been advised by the interviewing officer whose name appears below and undentand the

criminal penalties relacing to U.S. Gow records and informacion and the use thereof:
Tieto 18, U. 3, Code Tide 50, U. 3. Code
Secthon 841 - Pubilic Maney, Property or Recorde Sesnon 7836} . C ot CI taforme-

ton by Government Othcer or Empioyee
Penaities for Viciation
Titie 42. U. S, Cose

ol Soecri

763 . Gethenng, Tranemtting or Lomng
Ostenes intormenon

794 - Gathenng or Deiivening Oefeny intorme-
non 10 Ad Formgn Gowe.

e -

Secuon 2772 - Vi

798 - Discosurs of Clasm(h m3 . Vié of Generst S
952 - Oiclomenc Codts snd Correspondence 2774 - Commwnication of Restricted Oats
1908 . O . of ‘:‘ ' 2275 . Recmot of Restricted Oata
27 . :' n ,or 27768 - Tamoering With Restricted Oata
2277 - Owciosure of Restricred Oata

S. | have been advised by the internewnng officer whose signature appears below and fully anderscand
that Section 1001 of Title 18, United States Code. pronides cnminal penaities for knowingly and wallfully
talnifying or concealing a material fact 1n 2 statement or document submitted 10 any Jepartment or agency of
the United Staces Government concerning 2 matter under uts junsdiction.

(Sigmature of (atervewing Ufficer) (Signatnre 1 I¥cience of Intervewing Officer)

(Dase o1 Birb)

{Dete)

{Dase Signea)

‘Typed Neme of Intervawn § Hficer)

(T'vped Name of I.mmpoyre!

£ass, Depurtment or Agency; 10ther Nemes i'ied Junng Thit Penod

of .mpioyment)

NN 734030~ | 18-2097

FUS Gerwamens Mintiag QWM

B S TIRL 3 Y LVTY
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'Enclosure 5

~

UNIFORM STATE/A(D/USIA REGULATIONS ’

%628 Speaking, Writing, and Teaching
628.1 Applicability

The provisions of this section apply to ail
employees, including foreign nationals, of
State, A.1.D., and USIA, in the United States
and abroad, with raspect to:

a. Clearance of writings: and

b, Clearance of engagements to speak,
lecture,; teach, or participate {n conferences.

Certain employees are assigned to dutice which
require making speeches, holding Interviews,
or otherwise engaging In discussions on a
variety of topics. The following proviafons

are not intended to {nterfera with the normal
performance of theae dutics or to require
clearance (or any such activities carried out
within established policy guldelines, except

as may be dictated by the exercise of prudence
and good judgment,

628.2 General Policy and Procedures

a. The foreign affairs agencies encourags
participation by their employees in activities
of a responsible and nonpartisan charactar
devoted to increasing public atudy or under-
ntand_J_oI the nation's foreign relations and
ST the work of the agencles.

Such activities may be performed {n an offleial

or private capacity, dbut, until shown to be

otherwise, it will be presumicd, for the purpose

of determining whon compensation may be

recelved,that all speaking or writing by an

employec which concerns the curreat responwi-
*_bilities, programs, or operations of his agency
is done in Lu official capacity, Al spes'dng,
2y mnu. and teaching materials wElch ch may
Feauonably be (nterprated as relating to the
current responsibilities, programu, or nper-
‘Allohl of any employec s agency or to c\uran:
U.S. furcign policies, or which reasonadly
may be cxpected to affect the foreiga relations
ot the Uasited States are of official concern and
5all be submitted, as provided in the {ollowng
Pertinant seetions, for clearance nv the 2m-
ployec's ageacy, whether the ampioyee 1
acting el;‘ici.\ll)ﬂor‘privatcly.

VLITER-259 T
(32 Y

T PYRSONNET,

b, No employee shall publlsh any mater{al
of official concern under paragraph a until {¢
hae been cleared. The purposa of this clear-
ance requirement is to substitute the agency's
instirutional judgmant for the emplayea's
judgment when the question Involved concesms
eithear the release or accuracy of information
concerning his agency's responsidbilities or
what conclusions should be drawn from such
{nformation. Accordingly, nce s not
required to reprint or republish in other form
materf{al that has been cleared at sn gar!ler

&__9-

c. Clearance will not be granted untit all
claseified material and all material of official
concern under paragraph a which le {naccurate,
inconsistent with current foreign policy, or
can reasonably be expected to affect adversely
U.S, foreign relations, has been deletad from
the proposed speaking, writing, or teaching
material,

d. The foreign affairs agencies will adopt
interagency procecduros to assure review of
and guidance on material of official concern
in thelr primary flelds of responsibility, &

T FAM 528
ooV Naw Vdae.ton
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UNIFORM STATE/AID/USIA REGULATIONS

%628.5 Writing

628.5-1 Acting as Correspondent for
Communications Media

Certain employees carry on active liaison

with representatives of communications media,
However, no employee shall act as corre-
spondent for any newspaper, press syndicate,
association, or other media unless special
authorization has been obtained in advance
from the appropriate official. The appropriate
official for State is the Assistant Secretary

for Pudblic Affairs; for A.I.D,, the Director,
Information Staff; and for USIA, the Assistant
Director (Public Information).

628.5-2 Officiat Writing for External
Publication

To ensure consistency with U.S. policy, heads
of State, A.I,D,, and USIA and overseas
establishments and employees in the United
States with the rank of office director or above
for State, and A.I.D., or with the rank of
Assistant Director for USIA, shall submit for
clearance by the appropriate office named in
section 628.3-1 all written material prepared
in an official capacity for exlernal publication
under bylines or official titles. Preliminary
clearances shall first be obtained from appro-
priate offices of the agency concerned with the
subject matter,

Subordinate personnel shall, after obtaining
any necessary preliminary substantive clear-
ances from appropriate offices of the agency
concerned with the subject matter, submit
such material for clearance to (1) the head of

628.5-3 Unofficial Writing

All books, articles, and other manuscripts of
official concern under section 628.2, prepared
for publication by an erployee in an unofficial
capacity, shall be submitted for clearance in
advance of pudblication in accordance with the
be notified of decisions \vith ru‘pzcl"i:a-eﬁ-
ance of manulcrlpls. lnd the_manuscripts
Will be g_ither returned or forwarded. upon
Wrlticn requess, to pudiishiers or agents
designated by the author.

All such writings which are not on matters of
official concern need not be submitted for
clearance; however, unless the unofficial
writing is clearly not op a subject of official
concern under section 628, 2, the employee

is responsible for having published with it a
specific statement to the effect that the opinions
and views expressed are his own and not
necessarily those of his agency. If there is
doubt as to the propriety of the proposed
publication, the employee should seek guidance
or advice from the areas concerned with the
subject matter.

To avoid possible embarrassment, employees
should not make commitments to publishers
until manuscripts have been approved. Per-
sonnel stationed abroad shall use their best
efforts to assure that members of their families
(as defined in 3 FAM 620 section 10, 735-102)
also follow these procedures. 3k

their overseas establishment, if serving abroad,

or (2) their office director or official of compar-

able rank if in State or A.L D., or by the office —
or service head if in USIA, if assigned ia the

United States, who may ejther disapprove the

material or approve it and refer it for further

review ty the appropriate office named in

section 628.3-)a.

3 FAM 628.5
{2 } New Material

TL:PER-259 PERSONNEL

3.27.69
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UdIFORM STATE/AID/USIA REGULATIONS

% 628.6 Teaching
628.6-1 In the United States

Officers of the rank of office director and
above in State and. A, I, D,, and of Assistant
Director, General Counsel, and Inspector
General and above in USIA, may accept teach-
ing engagements in the United States at their
own discretion without approval by higher
authority.

Any other emplo_yu before accepting a le:ch-

ing engagement must obtain approval ol‘ his
office direcior If he is in State or A.LD.,

or of his oftice or service hnd i€ he is USIA,
and of the appropriate office named in section
628.3-1a, If the subject matter to be taught is
of official concern under section 628.2, the
request for approval shall include a detailed
outline of the course to be taught, including
the names of required texts and brief descrip-
tions of other reading materials, the name

of the institution for which the class {s to be
taught, the frequency of classes, and the
period of time involved; and the request shall
his_ lL-c! concerned wlth the subject mnur.
if the subject mattar to be uught is clearly
not of official concern, the request for approval
shall be in'the form Indicated above but a brief
description of the course may be substituted
for the detailed outline. All approvals of
teaching engagements must be renewed each
school year,

628.6-2 Abroad

Befor accepting an engagement to teach abroad
an employee must oblain approval as required
by the Uniform State/A. 1 D,/USIA regulations
on employee responsibilities and conduct,

3 FAM 620 {A.1.D, M, 0, 443.1) section
10.735-206(b). The request for approval shall
include a detailed outline of the course to be
taught, including the names of required texts
and brief descriptions of other reading materi-
als, the name of the institution for which the
class is to be taught, the frequency of classes,
and the period of time involved, The restric--
tions contained in section 628, 3-2b apply to
all courses taught abroad. All approvals of
teaching engagements must be renewed each
school year. Personnel stationed abroad shall
use their bast efforts to assure that members
of their families {(as defined in 3 FAM 620
section 10, 735-102) follow the procedures

for obtaining approval to teach set forth in

3 FAM 620 (A.L.D, M, O, 443.1) section

10, 735-206. %

3 FAM 628.6
{%) New Material

PERSONNEL

TL:PER-259
3-27-69
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iw.u THOMAS . MSLITOR, B0
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S=r ZEE. . fnid States Senate

JOMN M. MUBTIE, R0 BCTON M el COVMIR, GOVERNMENTAL AFFAIRS
4 6. PUMRG, MIORTY FLVY IICTOR A P COSR,

WASHINGTON, D.C. 20810
August 12, 1983

The Honorable Caspar W. Weinberger
Secretary

Department of Defense

Washington, D. C. 20301

Dear Mr. Secretary:

The Senate Committee on Governmental Affairs will hold a
hearing on September 13, 1983 on National Security Decision
Directive 84, iasued by the President last March., At my request,
Senator Mathias will preaide at this hearing. Since the Defense
Department will be affected by this directive, I would like to
invite your representative to appear at this hearing to testify
on the matter. Purther details concerning the hearing will be
supplied in the near future.

As you know, one of the issues addressed by the President's
directive 1s a requirement for pre-publication review of certain
writings by former government officials. In this connection, I
would be most appreciative if you could provide the Committee
with the following information, to assist in our preparation for
this hearing:

1. Are there any instances within the past five years in
which former officials of the Defense Department published
classified materials without securing the permissicn of the
department?

2. If so, please provide a description of the episode
including any communications with the former official and any
damage assessment of the unauthorized disclosure. (If a full
response to this question cannot be made public, please provide
as detalled a response as possible, and indicate whether a more
complete anawer will be provided in a classified annex.)

3. Please describe the current procedures for dealing with
publications by former officials. For example, have such
officials voluntarily sudmitted manuscripts which contain
information which they bvelieve may be classified? Does the
Defense Department monitor the publications or speaking
engagements for former officials for compliance with pre-
publication review procedures? How are disputes about deletions
of material resolved? What 1s the volume and nature of materials
which the department reviews?

4. In your view, are there flaws in the current system uﬁich
prevent it from operating in a satisfactory manner to protect the
national interest? If so, what are those flaws?

5. As a result of the President's directive, have any
changes in the pre-publication review system been put into
effect? 1In this connection, I would appreciate receiving drafts
of any proposed contract which officials will be asked to sign
and which provide for pre-publication review, as well as copies
of any documents explaining the meaning of any such draft
contracts and any documents describing the views of the Defense
Department on what should be incorporated in such a contract.

If you have any questions concerning these requests, please
have your staff call Link Hoewing of my staff, on 224-4751 or
Steve Metaliter of Senator Mathias' staff at 224-5617.

I would appreciate receiving your response before the end of
this month.

Sincerely,

William V. Roth, Jr.
Chairman
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THE UNDER SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301

» & SEP W&’
In reply refer to:
1-12976/83

Honorable William V. Roth, Jr.
Chairman, Committee on
Governmental Affairs

United States Senate

Washington, D, C. 20510

Dear Mr., Chairman:

This is in response to your letter dated August 12, 1983,
in which you asked that the Department of Defense provide
the Committee with information in connection with the
requirement for prepublication review of certain writings by
former government officials. More specifically, you inquired
whether there are any instances within the past five years in
which former officials of the Defense Department published
classified materials without permission. Although the
Department does not routinely or systematically monitor
publications or speaking engagements by former officials, a
review of departmental records shows that, on two occasions,
former officials disclosed or were reasonably suspected to
have disclosed classified information without obtaining
proper authority.

° In November 1980, classified information concerning
weapons systems technical data was discovered in the book
Raid On The Bremerton (Viking Press). Investigation revealed
that the source of the unauthorized disclosure was Irving A.
Eachus, the author of the book and a former Navy employee.
The disclosure included CONFIDENTIAL/Restricted Data: the
damage was assessed as serious.

In 1980, the San Diego Union published an article
under the by-line of a retired Navy captain., The article
contained CONFIDENTIAL information concerning general defense
matters and JCS planning. The investigation, however, failed
to confirm the retired officer as the principal source of the
information. :

In March 1982, the Department of Defense adopted a policy
which requires execution of a nondisclosure agreement (NdA)
by all persons.with access to sensitive compartmented
information (SCI). The agreement provides for prepublication
review of certain materials related- to or derived from an
individual's access to SCI. The obligation to submit such
information and materials for review extends beyond termination
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of access., The policy also requires that the Defense
Intelligence Agency (DIA) and the military departments
establish a security review process. Pursuant to the NdA,
requests for review must be submitted to the agency or
department that last granted the requester access. The Senior
Intelligence Officer within the agency or department will
coordinate the security review with appropriate intelligence
community departments and agencies. Response to a request
must be provided within 30 working days of the date of the
request. If it appears that a final reply within the 30 day
period will not be possible, the requester will be provided
an interim reply by the agency or department explaining the
status of the review. Should the agency or department identify
SCI or SCI related information, the requester will be advised
to excise the information prior to publication or disclosure.
If the requester disagrees with the determination, he or she
will be advised of his or her right to appeal. Such appeals
shall be submitted to the Secretary of Defense, the Secretary
of Army, the Secretary of Navy, or the Secretary of Air
Force, as appropriate, for final determination. It is not
contemplated that these procedures will change under the new
NdA,

The Army has reported that, since March 1982, four
requests for review have been processed. The Air Force has
reported one request. The Navy and DIA have yet to receive a
request.

Former officials who have not executed the SCI NdA
are not required to submit materials for prepublication
review, nor will they be required to do so under the new
Classified Information NdA. DoD policy, however, does permit
former officials to avail themselves of the review service
provided by the Assistant Secretary of Defense for Public
Affeirs (ASD(PA)) to ensure that proposed disclosures and
publications do not violate security. (Department of Defense
Directive 5230.9; subject: Clearance of DoD Information
for Public Release; dated April 2, 1982.) Although such
requests are seldom received, ASD(PA) is presently reviewing
af?anuscript of a proposed book written by a retired general
officer.

The new NdAs required by NSDD 84 were approved on
August 24, 1983 by the Department of Justice for general use
in the executive branch. The Department of Justice stated
that they have provided copies of these agreements to your
Committee. It is our understanding that the new NdAs will
be provided officially to departments and agencies for use
within the near future.
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Enclosed at the request of the Committee staff is the
list of unauthorized disclosures which the Department of
Defense recently provided to the House Committee on the .
Judiciary, Subcommittee on Civil and Constitutional Rights,
and the House Committee on Post Office and Civil Service,
Subcommittee on Civil Service.

1f I can provide any further assistance, I hope that
you will not hesitate to call upon me. ’

Sincerely,

N \&&l
Richa‘g~ . Stilwel

General, USA (Ret.)
Deputy

Enclosure
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UNAUTHORIZED DISCLOSURES -

(The following cases were investigated and prepared by the
U. S. Army Intelligence and Security Command.)

1.

Case # CE 79-136-02: Secret and Confidential information
concerning Army signals intelligence capabilities was
published in the Defense Electronics Magazine in 1979.

An investigation was opened on 10 September 1979, and is
still pending.

Case ¢ SO 80-020-02: Secret information concerning an
Army communications jammer was published in the Defense
Electronics Magazine in 1979. An investigation was
conducted, during which the purported source, a DoD
employee, was polygraphed with negatjive results. The
case was closed on 21 May 1981, due to lack of leads.

Case # SO 80-070-01: 1In 1979, technical Secret and
Confidential information was publxshed in the Microwave
Systems News Magazine. 1Investigation was begun on

24 March 1980, The publisher denied that he used
classified information as source material for the
article. The case was closed with no further leads

on 11 August 1981.

Case # SO 80-089-03: Secret intelligence information
involving reports of chemical warfare by Soviet forces .
in Afganistan was published in the Baltimore Evening

Sun in 1980. An investigation, opened on 8 April 1980,
determined that the leak originated at the NSC or
Department of State. The case was closed 16 September 1980
because the leak was determined to be outside of Army
investigative jurisdiction.

Case # SO 81-017-02: Top Secret intelligence information
concerning new Soviet missile capabilities was published
in International Defense Review in 1980. Investigation
disclosed that the information was derived from two NSA
documents. The investigation was closed on 1 July 1981
because the magazine was published in Switzerland and
there were no tangible CONUS leads.

Case # SO 81-200-02: Secret information concerning Army
force expansion was found published in Army Times in 1981.
The investigation, which was begun on 14 July 1981,

revealed that the same information had appeared in numerous
unclassified internal Army Staff memos and on an unclassified
page of the draft Program Objectives Memorandum (POM).

The case was closed on 5 October 1981.
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- (The following cases were prepared and investigated by the
Navy Investigative Service (NIS). Case Numbers were not
assigned by NIS.)

7.

10.

11.

12.

13.

14.

15.

An article believed to contain Secret compartmented
information appeared in Electronic Warfare magazine
in 1974. Investigation revealed that the article may
have been drawn from official unclassified data.
Investigation stopped as DoD officials did not desire
contact with magazine.

Sea Technology magazine contained Confidentjial information
about a nuclear powered submersible. Investigation was
closed 23 January 1975 due to lack of leads and minimal
damage to national security.

In 1975, a radioman assigned to the USS CORAL SEA
disclosed a Confidential message to his dependents
concerning personnel problems aboard his ship. Contents
of the message appeared in the San Francisco Examiner.
Action is still pending.

An article appeared in Aviation Week Magazine in 1975
containing information classified Confidential.
Investigation was closed after it was discovered that the
information had been developed from an open source,

The Congressional Record.

In_.1977, the London Economist published an article
containing Top Secret intelligence information. A
retired Navy Commander, the author of the article, was
considered a principal suspect. The matter, however,
has never been successfully resolved.

An article appeared in th~ Stars and Stripes concerning
Confidential messages found in trash in Subic Bay. The
investigation, opened on 1 November 1979, identified
suspects who provided the media with a copy of a
Confidential message. The case is still open.

Tn 1979, an edition of Aviation Week carried an article
which was determined to contain Top Secret intelligence
information. The investigation was closed without
establishing culpability.

The Defense Electronics magazine contained an article
in a 1979 issue which disclosed Secret information
concerning computers. The investigation cancelled
(for unspecified reasons).

In 1980, a retired Navy Captain working with the Copley
News Service wrote an article for the San Diego Union
concerning boost (n combat ships. The article contained
Confidential inf:¢ ‘mation. An investigation was conducted.



.16.

17.

18.
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In 1980, an article appeared in Aviation Week concerning
undersea weapons. The information was classified
Secret/WNINTEL. NIS investigation determined that the
unauthorized disclosure resulted from a briefing given to
members of the Senate Armed Services Committee's Staff
on 26 November 1980 by the Naval Intelligence Support
Center. Only six staff members were determined to have
attended the briefing and the investigation was referred
to the FBI. All six attendees were interviewed by FBI
Special Agents. All denied culpability and agreed to
undergo polygraph. The Department of Justice decided to
forgo polygraph examinations.

In 1981, the Boston Herald American published an article
on Russian submarines that contained Confidential
information. 1Investigation was cancelled due to minimal
national security damage.

In 1980, a petty officer assigned to the USS RICHARD E.
BYRD- disclosed classified information pertaining to the
BRYD's operations in the Mediterranean to a writer for
the Virginian Pilot. That information subsequently
appeared in a newspaper article. As a result, the
petty officer received a letter of reprimand and a
reduction in rate under Article 15 of the Uniform Code
of Military Justice.
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(The folLlowing cases were investigated by the U.S. Air Force
Office of Special Investigations.)

19.

20.

21.

22.

23.

24.

25,

7SHQD34-8682: 1In 1975, articles appeared in the Rocky
Mountain News and Baltimore Sun which contained

information on possible Soviet violations of SALT
agreements. The information most probably came from a
widely disseminated SECRET document.

7669D34-85: In 1976, a USAF NCO pending court-martial

for other offenses sent a letter containing 2 description

of his job to Stars and Stripes newspaper. That information
was evaluated as Confidential. The letter was retrieved
without publication.

76HQN34-8686: In 1976, an article in Commerce Business
Daily identified the specific site of a construction
project involving a sensitive weapons security system. The
information was classified Confidsential/Formerly Restricted
Data, but had been provided along with other unclassified
data due to administrative error.

78HQD34-8690: In 1978, a syndicated reporter asked a senior
USAF officer for information regarding capabilities of

Soviet vs. U.S. missiles and aircraft. The content of the
reporter's questions revealed specific knowledge of classified
information, including material classified Top Secret plus
special accesses required. It is not known whether the
reporter actually published his classified knowledge.

7810D34-740: 1In 1978, articles in the Austin American-
Statesman and San Antonio Express News contained information
on the location of a USAF unit with a classified mission.
While the classification of the material was Secret/Formerly
Restricted Data, the same information had also appeared in

other news publications as early as 1975.

7804D34-1153: 780D34-888 - Articles in several 1978
issues of Electronics Warfare - Defense Electronics
magazine contained information regarding electronic warfare
capabilities and countermeasures of the U.S. and other
nations. Data apparently came from a Secret document which
had been inadvertently mailed to the publisher.

8013D34-522: In March 1980, in a television interview for
the "Jack Van Impe Presents" show, aired in San Diego, CA,

a USAF member allegedly disclosed classified information
regarding Strategic Air Command alert procedures in case of
nuclear attack. Investigation revealed that the information
was not classified.

29-340 O—84—8



26.

27.

28.

29.
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8004D34-1158: 1In 1980, an RKO-TV reporter produced one
Secret and two Confidential Air Force films during an
interview with a senior Department of Defense official.
The films had been improperly released to the reporter on
a telephone request. Established procedures at the
releasing activity were not followed.

8013D34-525: 1In 1980, a newspaper reporter submitted
several Freedom of Information Act (FOIA) requests to
various Air Force and Department of Defense officials.
Some FOIA requests contained Secret correspondence and
actual excerpts from Congressional testimony by the
Commander-in-Chief, Strategic Air Command, regarding
mission, capabilities and future plans.

8018D93-13: 1In 1980, a freelance reporter and aviation
author asked a senior USAF officer by telephone for
information on a joint Navy-Air Force flying training
program. The reporter revealed specific knowledge of
material classified SECRET. The reporter made a
personal pledge to the officer not to publish the
material, a pledge he apparently honored.

8162D34-396: In a 1981 interview with a foreign
newspaper reporter, a USAF member disclosed information
on a U.S. nuclear weapons location, classified’
Secret/Formerly Restricted Data. The USAF member was
already awaiting discharge for an unrelated offense.
The reporter's interview was not published.
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:{The following cases were investigated by the Defense
Investigative Service.)

30. 75009-D05-4529-3C9: In 1974, Aviation Week and Space

Technolo printed information concerning the production
figures oé the Condor Missile. The information was
classified Confidential.

31. 75184-D05-4535-3D9: In 1975, a newspaper disclosed the
payload of the Poseidon Missile. The information
concerning its accuracy, and explosive yield were
classified Secret/Restricted Data.

32, 75259-D05-4501-3B9: Confidential Naval position paper
data dealing with force level of Navy aircraft was
printed in 1975.

33. 175328-D05-4527-3D9: Secret information concerning
Trident Missile capabilities and fuels appeared in the
print media in 1975.

34, 76335-D05-4601-3C9: Top Secret/Code Word information
was released to the news media. The information
related to the threat to NATO posed by the Soviet
military build up in 1976.

35. 76336-D05-5114-3C9: Information marked Secret {NOFORN)
Sensitive Sources was released by the Associated Press.
The information concerned the shipment of military
equipment to another country.

36. 76336-DO5-5115-3C9: News article released by the
Associated Press contains information relating to arms

— for Rhodesian nationalists and to Soviet and Cuban
involvement in South Africa. The information was
classified Secret/NOFORN WINTEL.

37. 77292-D04-4701-3C9: Top Secret Code Word information
concerning Soviet charged particle beam weapon
capabilities appeared in the print media in 1977.

38. 78041-D04-4701-3B9: In 1977, media published classified
information concerning high altitude large optics project.
The information was classified Secret/Code Word.

39. 78165-Do4-4701-3B9: DoD employee furnished a Secret
document to an uncleared Senate staffer in 1978.

40. 79184-D04-5401-3B9: 1In 1979, media published information
concerning the Salt II monitoring documents. The
information was Top Secret intelligence.
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80244-D04~-3101-3E9: Information classified Secret appeared
in the print media in 1980 concerning Stealth technology.

81118-D04-3202-3C9: Secret information concerning reloading
capability of S5--18 silos was used by a broadcaster in 1981.

81134-D04-3201-3C9: Top Secret/Code Word information
concerning Russian troop movements around Poland was
published in the press in 1981l.

81166-D04-3201-3E9: Secret/Special Access information
concerning Stealth technology appears in media in 1981.

81224-D04-3101-3C9: Secret information was published by the
local press. The information was regarded as highly
sensitive because it concerned meetings of the ongoing

Salt talks.

81247-D04-3001-3E9;: In 1980, the print media disclosed
Top Secret information concerning some phases of the
rescue mission in Iran.

81342-v01-0002-3B9: 1In 1981, the print media disclosed
Secret information concerning the alleged Libyian plot
to assassinate the President.

82027-v01-0001~3C9: Print media carried Secret
intelligence photo of Russian aircraft in 1981.

82027-V01-0002-3C9: Print media carried Secret
information concerning Defense Resources Board meeting.

82027-V01-0003-3C9: Print media published Secret
information concerning the location of MIG-23's in
Cuba in 1982.

82049-V01~-0004-3C9: In 1982, the print media disclosed
Secret information concerning a military exercise. The
case is still pending.

82049-V01-0005-3C9: In 1981, the CIA requested DoD
investigative assistance concerning print media release
of information concerning "Laser Battle Stations.”

82049-V01-0006-3C9: 1In 1982, the Department of State
requested DoD investigative assistance concerning news
release of classified/sensitive diplomatic information.

81009-D04-3301-3B9: In 1980, a reporter possessed and
printed excerpts from classified document.
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‘(The following cases wee investigated by the Defense
Investigative Service. These cases deal with unauthorized
disclosures to a contractnr.)

55. 76281-D05-5614-3B9: In 1975, Top Secret intelligence
was disclosed concerning Soviet-—chemical warfare;
doctrine and capabilities to a contractor.

56. 77080-DO5-5601-3B9: 1In 1977, Confidential information
was provided to a private contractor concerning foreign
sales of military equipment.

57. 78082-D04-4701-329: In 1977, Secret and Confidential
documents were released improperly to a contractor
concerning DoD budgetary information.

58. 78026-D04-6301-3B9: In 1977, Confidential information
was released to a contractor concerning a study of
guns/ammunition.

‘{The following cases were investigated by the Defense
Investigative Service. These cases deal with unauthorized
disclosures by a contractor.)

59. 76096-D04-4701-3B9, also reopened as -78096-D04-4701-3Bl:
A Top Secret draft message from SECDEF to the President
concerning the MX missile illegally obtained by contractor
and sent to their corporate HQ via nonsecure means.

60. 1In 1979, a DoD contractor was alleged to have made
unauthorized disclosure of Secret information which was
contained in a draft GAO report concerning F/A-18 fighter.
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B B BT, WRORTY FTA DIRICTON AP C.alf DOVICR WASHINGTON, D.C. 20810

August 12, 1983 °

The Honorable William Prench Smith
Attorney QOeneral

Department of Justice

Washington, D. C. 20530

Dear Mr. Attorney Genersl:

The Senate Committee on Governmental Affairs will hold a
hearing on September 13, 1983 on National Security Decision
Directive 84, issued by the President last March. At my request,
Senator Mathias will preside at this hearing. Since the Justice
Department will be affected by this directive, I would like to
invite your representative to appear at this hearing to testify
on the matter. Purther details concernirg the hearing will be
supplied in the near future.

As you know, one of the issues addressed by the President's
directive is a requirement for pre-pudlication review of certain
writings by former government officials. In this connection, I
would be most appreciative if you could provide the Committee
with the following information, to assist in our preparation for
this hearing:

1. Are there any instances within the past five years in
which former officials of the Justice Department pudlished
classified materials without securing the permission of the
department?

2. If so, please provide a description of the episode
including any communications with the former official and any
damage assessment of the unauthorized disclosure. (If a full
response to this question cannot be made pudblic, please provide
as detailed a response as possidle, and indicate whether a more
complete answer will be provided in a classified annex.)

3. Please describe the curreni procedures for dealing with
publications by former officials. For example, have such
officials voluntarily sudbmitted maruscripts which contain
information which they believe may de classified? Does the
Justice Department monitor the pudblications or speaking
engagements for former officlals for compliance with pre-
publication review procedures? How are disputes about deletions
of materisl resolved? What 1s the volume and nature of materials
which the department reviews?

4. In your view, are there flaws in the current system which
prevent it from operating in a satisfactory manner to protect the
national interest? If so, what are those flaws? .

5. As a result of the President's directive, have any
changes in the pre-publication review system dbeen put into
effect? In this connection, I would appreciate recelving drafts
of any proposed contract which officials will be asked to sign
and which provide for pre-publication review, as well as coples
of any documents explaining the meaning of any such draft
contracts and any documents describing the views of the Justice
Department on what should be incorporated in such a contract.

As I am sure you are aware, there is considerable interest in
the Congress, as well as among the press and the pudlic as a
whole, in the pre-publication review requirement contsined in the
- President's directive. I would appreciate your advising the
Committee of the current status of this program. I would also
appreciate your cooperation in supplying the Committee with a
projected schedule for future implementation activities since
they will affect the structure and substance of our hearings.

If you have any questions concerning these requests, please
have your staff call Link Hoewing of my staff, on 224-4751 or
Steve Metalitz of Senator Kathias' starf at 224-5617.

I would appreciate receiving your response befcre the end of
this month.

Sincerely,

William V. Roth, Jr.
Chairman
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U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistant Aitorney General Weshingtom. D.C. 20530

Honorable william V. Roth, Jr.
Chairman

Committee on Governmental Affairs
United States Senate

washington, D.C. 20510

Dear Senator Roth:

In response to your invitation, the Department of Justice
wishes to designate Richard K. Willard, Deputy Assistant Attorney
General, Civil Division, as its representative for the hearing
scheduled for September 13, 1983, Mr. Willard served as chairman
of the Interdepartmental Group on Unauthorized Disclosures of
Classified Information, whose recommendations led to the directive
that is the subject of your hearing.

We are unaware of any instance within the past five years in
which a former Justice Department official published classified
information without authorization. However, during this time the
Department did not have a program for monitoring the publications
of former employees and thus it is possible that some disclosures
may have occurred.

Current procedures regarding publications by former employees
are set forth in DOJ Order No. 2620.8, dated August 25, 1983, a
copy of which is enclosed. In our view, these new procedures,
which were adopted in response to the President's directive, will
satisfactorily protect the national interest. At the same time,
care has been taken to ensure that prepublication review is
limited to the protection of classified information and involves
no censorship of viewpoints expressed. Moreover, time limits have
been established to ensure prompt review.

Prior to adoption of the current procedures, DOJ employees
with access to Sensitive Compartmented Information were required
to sign Form 4193, which included a prepublication review provi-
sion. A copy of Form 4193 is attached. Apart from this agree-
ment, all other. prepublication review was conducted on a voluntary
basis. During calendar year 1982, 3 books and 2 articles were
submitted for prepublication review at the Department of Justice.
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During 1981, former Attorney General Griffin Bell voluntarily
submitted portions of a book manuscript for prepublication review.
Thus far, all disputes regarding deletion of material have been
resolved by agreement.

Enclosed are texts of nondisclosure agreements which have
been prepared for general use in the Executive Branch. Also
enclosed are Justice Department letters regarding the
enforceability of these agreements in civil litigation. The
Classified Information Nondisclosure Agreement is being
promulgated by the Information Security Oversight Office as a new
standard form. The Sensitive Compartmented Information
Nondisclosure Agreement is being promulgated by the Director of
Central Intelligence as a replacement for Porm 4193,

Sincerely,
{Signed) Tchz i A. Folonnelld

ROBERT A. McCONNELL
Assistant Attorney General

Enclosures
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U.S. Department of Justice

1)
2)
3
4)

Washington, D.C. 20530

August 25, 1983

Materials Concerning Prepublication Review

SCI Nondisclosure Agreement Form
Classified Information Nondisclosure Agreement Form
DOJ Letters on Enforceability of Agreements

DOJ Implementing Regulations
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SENSITIVE COMPARTMENTED INFORMATION NONDISCLOSURE AGREEMENT

An Agreement Between and the United States
{Kame-Printed or Typed)

1. Intending to be legally bound, I hereby accept the oblfgations
contained in this Agreement in consideration of my being granted
access to information known as Sensitive Compartmented Information
(SCI). 1 have been advised and am aware that SCI involves or
derives from intelligence sources or methods and is classified or
clessifiable under the standards of Executive Order 12356 or under
other Executive order or statute. 1 understand and accept that by
being granted access to SCI, spectal confidence and trust shall be
placed in me by the United States Government,

2. 1 hereby acknowledge that 1 have received a security indoctrination
concerning the nature and protection of SCI, including the procedures

to be followed in ascertaining whether other persons to whom !
contemplate disclosing this information have been approved for

access to ft, and that I understand these procedures. 1 understand that
I may be required to sign subsequent agreements as a condition of

being granted access to different categories of SCI. 1 further
understand that all my obligations under this Agreement continue to
exist whether or not I am required to sign such subsequent agreements.

3. I have been advised and am aware that direct or {ndirect unauthorized
disclosure, unauthorized retention, or negiigent handling of SCI by

me could cause irreparable {njury to the United States. or could be

used to advantage by a foreign nation. [ hereby agree that I will

never divulge such informatfon unless | have officially verified

that the recipient has been properly authorized by the United States
Government to recefve it or 1 have been given prior written notice of
authorization from the United States Government Department or Agency
{hereinafter Department or Agency) last granting me efther a security
clearance or an SCI access approval that such disclosure is permitted.

4. 1 further understand that I am obligated to comply with laws and
regulations that prohibit the unauthortzed disclosure of classified
informatfon. As used fn this Agreement, classified information §s
informatfon that is classifted under the standards of E.0. 12356, or
under any other Executive order or statute that prohibits the
unauthorized disclosure of tnformation in the interest of national
security.

5. In consideration of being granted access to SCI and of being
assigned or retained in a position of special confidence and trust
requiring access to SC] and other classified information, | heredby
agree to submit for security review by the Department or Agency

last granting me efther a security clearance or an SCI access

approval all materials, including works of fiction, that I contemplate
disclosing to any person not authorized to have such information,
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or that I have prepared for public disclosure, which contatn or
purport to contain:

(a) any SCI, any description of activities that produce or
retate to SCI, or any tnformation derived from SCI;

(b) any classified information from intelligence reports
or estimates; or

(c) any information concerning intelligence activities,
sources or methods.

I understand and agree that my obligation to submit such information
and materials for review applies during the course of my access to
SCI and at all times thereafter. However, 1 am not required to
submit for review any such materials that exclusively contain
information lawfully obtained by me at a time when I have no employment,
contract or other relationship with the United States Government,
and which are to be published at such time.

6. 1 agree to make the submissions described in paragraph 5 prior
to discussing the information or materials with, or showing them to
anyone who is not authorized to have access to such information. 1
further agree that 1 will not disclose such information or materials
unless I have officfally verifted that the recipfent has been
properly authorized by the United States Government to receive it or
I have been given written authorization from the Department or
Agency last granting me either a security clearance or an SCI

access approval that such disclosure is permitted.

7. I understand that the purpose of the review described in paragraph 5
is to give the United States a reasonable opportunity to determine
whether the information or materials submitted pursuant to paragraph §
set forth any SCI or other information that {s subject to classification
under E.0, 12356 or under any other Executive order or statute that
prohibits the unauthorized disclosure of information fn the interest

of natfonal security. 1 further understand that the Department or
Agency to which I have submitted materials will act upon them,
coordinating with the Intelligence Community or other agencies when
appropriate, and substantively respond to me within 30 working days

from date of receipt.

8. I have been advised and am aware that any breach of this Agreement
may result in the termination of any security clearances and SCI
access approvals that I may hold; removal from any position of

special confidence and trust requiring such clearances or access
approvals; and the termination of my employment or other relationships
with the Departments or Agencies that granted my security clearances
or SCI access approvals, In addition, I have been advised and am
aware that any unauthorized disclosure of SCI or other classified
information by me may constitute a violation or violations of United
States criminal laws, fncluding the provisions of Sections 641, 793,
794, 798, and 952, Title 18, United States Code, the provisions
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of Section 783(b), Title 50, United States Code, and the provisions
of the Intelligence Identities Protection Act of 1982. I recognize
that nothing in this Agreement constitutes a waiver by the United
States of the right to prosecute me for any statutory violation.

9. I hereby assign to the United States Government all royalties,
remunerations, and emoluments that have resulted, will result, or
may result from any disclosure, publication, or revelation not
consistent with the terms of this Agreement,

10, I understand that the United States Government may seek any
remedy avajlable to it to enforce this Agreement including, but not
1imited to, application for a court order prohibiting disclosure of
{nformation in breach of this Agreement,

11. I understand that all information to which I may obtain access
by signing this Agreement is now and will forever remain the prcperty
of the United States Government. [ do not now, nor will I ever,
possess any right, interest, title, or claim whatsoever to such
informatfon, [ agree that I shall return all materials which have

or may come into my possession or for which I am responsible

because of such access, upon demand by an authortzed representative
of the United States Government or upon the conclusion of my employment
or other relationship with the Department or Agency that last

granted me efther a security clearance or an SCI access approval.

If 1 do not return such materials upon request, I understand that
this may be a violation of Section 793, Title 18, United States

Code, a United States criminal law.

12. Unless and until I am released tn writing by an authorized
representative of the Unfted States Government, 1 understand that
all- conditions and obligations imposed upon me by this Agreement
apply during the time I am granted access to SCI and at all times
thereafter.

13, Each provision of this Agreement is severable, 1If a court should
find any provision of this Agreement to be unenforceable, all other
provisions of this Agreement shall remain in full force and effect.

14. 1 have read this Agreement carefully and my questions, ff any,
have been answered to my satisfaction. 1 acknowledge that the
briefing officer has made available to me Sections 641, 793, 794,
798, and 952 of Title 18, United States Code, Section 783(b) of
Title 50, United States Code, the Intelligence Identities Protection
Act of 1982, and Exerutive Order 12356 so that 1 may read them at
this time, 1f I so choose,

15. I make this Agreement without mental reservation or purpose of
evasion,
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STGRATURE DATE

URTYY NU ORGANTZATION
(SEE NOTICE BELOW)

1 The execution of this Agreement was witnessed by the undersigned,
2 who, on behalf of the United States Government, agreed to fts terms
3 and accepted it as a prior condition of authorizing access to

4 Sersitive Compartmented Information.

WITNESS and ACCEPTANCE:

STGNATURE DATE

ORGANTZATION
SECURITY BRIEFING ACKNOWLEDGEMENT

1 hereby acknowledge that | was briefed on the following SCI Special
Access Program(s): _

(Special Access Programs by Initials Only)

Signature of Individual Briefed Date Briefed

Printed or Typed Name

Sogia; Security Number (See Notice Organization (Name and Address)
Below .

1 certify that the above SCI access(es) were approved in accordance
with relevant SC! procedures and that the briefing presented by me on the
above date was also in accordance therewith,

Signature of Briefing Officer

Printed or Typed Name Organization (Name and Address)

Social Security Number (See Notice
Below)
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SECURITY DEBRIEFING ACKNOWLEDGEMENT

Having been reminded of my continuing obligation to comply with the
terms of this Agreement, ] hereby acknowledge that I was debriefed on the
following SCI Special Access Program(s):

(Special Access Programs by Initials Only)

Signature of Individual Debriefed Date Debrtefed

Printed or Typed Name

§°f"} Security Number (See Notice Organization (Name and Address)
elow

I certify that the debriefing presented by me on the above date was
in accordance with relevant SCI procedures.

dignature of Debriefing Officer

Printed or Typed Name Organization (Name and Address)

Soctal Security Number {See Notice
Below)

NOTICE: The Privacy Act, 5 U.S.C. 552a, requires that federal
agencies inform {individuals, at the time information is solicited
from them, whether the disctosure 1s mandatory or voluntary, by

what authority such information 1s solicited, and what uses will

be made of the information. You are hereby advised that authority
for soticiting your Social Security Account Number (SSK) fs Executive
Order 9397, Your SSN will be used to identify you precisely when

it 1s necessary to 1) certify that you have access to the information
indicated above, 2) determine that your access to the {nformation

10 1indicated has terminated, or ) certify that you have witnessed

11 a driefing or debriefing. Although disclosure of your SSN is not

12 mandatory, your failure to do so may fmpede the processing of such

13 certifications or deteminations.

OONRANEWN I
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CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

An Agreement Between and the United States
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(Name-Printed or Typed)

1. Intending to be legally bound, I hereby accept the obligations
contained in this Agreement fn consideration of my being granted

access to classified information, As used in this Agreement, classified
information'.1s information that {s either classified or classifiable
under the standards of Executive Order 12356, or under any other Executive
order or statute that prohfbits the unauthorized disclosure of information
in the interest of national security. I understand and accept that

by being granted access to classified information, special confidence

and trust shall be placed fn me by the United States Government,

2. I hereby acknowledge that I have received a security fndoctrination
concerning the nature and protection of classified information,
including the procedures to be followed tn ascertaining whether

other persons to whom I contemplate disclosing this information have
been approved for access to it, and that I understand these procedures.

3. 1 have been advised and am aware that direct or indirect unauthorized
disclosure, unauthorized retention, or negligent handling of classified
information by me could cause irreparable injury to the United States
or could be used to advantage by a foreign nation. I heredy agree
that I will never divulge such {nformation unless 1 have officially
verified that the recipfent has been properly authorized by the

United States Government to receive it or ! have been given prior
written notice of authorization from the United States Government
Department or Agency (hereinafter Department or Agency) last granting
me a security clearance that such disclosure 1s permitted. I

further understand that | am obligated to comply with laws and
regulations that prohibit the unauthorized disclosure of classified
information.

4., 1 have been advised and am aware that any breach of this Agreement
may result in the termination of any security clearances 1 hold; removal
from any position of special confidence and trust requiring such
clearances; and the termination of my employment or other relationships
with the Departments or Agencies that granted my security clearance or
clearances. In addition, ] have been advised and am aware that any
unauthorized disclosure of classified information by me may constitute
a viotation or violations of United States criminal laws, 1ncluding

the provisfons of Sections 641, 793, 794, 798, and 952, Title 18,
Unfted States Code, the provisions of Section 783(b), Title 50,

United States Code, and the provisions of the Intelligence Identities
Protection Act of 1982, 1 recognfze that nothing in this Agreement
constitutes a waiver by the United States of the right to prosecute

me for any statutory violation. :

5. —I-hereby-assfgn to the United States Government all royalties,
remunerations, and amoluments that have resulted, will result or may
result from any disclosure, publication, or revelation not consistent
with the temms of this Agreement,
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6. I understand that the United States Government may seek any
remedy available to it to enforce this Agreement including, but

not limited to, application for a court order prohibiting disclosure
of information fn breach of this Agreement.

7. 1 understand that all information to which I may obtain access

by stgning this Agreement 1s now and will forever remain the property
of the United States Government. I do not now, nor will I ever,
possess any right, interest, title, or claim whatsoever to such
information. I agree that I shall return a1l materials, which have, °
or may have, come into my possessfon or for which I am responsible
because of such access, upon demand by an authorized representative

of the United States Government or upon the conclusion of my employment
or other relationship with the Department or Agency that last

granted me a security clearance. If I do not return such materials
upon request, 1 understand that this may be a violation of Section 793,
Title 18, United States Code, a United States criminal law,
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8. Unless and until 1 am released in writing by an authorized
representative of the United States Government, I understand that -
all conditions and obligations imposed upon me by this Agreement
apply during the time 1 am granted access to classified information,
and at all times thereafter.

9. Each provision of this Agreement s severable, If a court
should find any provision of this Agreement to be unenforceadble, all
other provisions of this Agreement shall remain in full force and
effect. b~

10. 1 have read this Agreement carefully and my questions, if.

any, have been answered to my satisfaction. 1 acknowledge that

the briefing officer has made availahle to me Sections 641, 793,
794, 798, and 952 of Title 18, United States Code, Section 783(b) of
Title 50, United States Code, the Intelligence Identities Protection
Act of 1982, and Executive Order 12356, so that I may read them

at this time, 1f I so choose.

11. I make this Agreement without mental reservation or purpose
of evasion,
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(SEE NOTICE BELONW)
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The execution of this Agreement was witnessed by the undersigned,
who, on behalf of the United States Government, agreed to its terms
and accepted 1t as a prior condition of authorfzing access to
classified {nformation,

WITKESS and ACCEPTANCE:

"W -

STGNATURE - DATE

ORGANTZATION

NOTICE: The Privacy Act, 5 U.5.C. 552a, requires that federal
agencies inform individuals, at the time information {s solicited
from them, whether the disclosure is mandatory or voluntary, by what
authority such information is solicited, and what uses will be made
of the information, You are hereby advised that authority for
solfciting your Social Security Account Number {SSN) 1s Executive
Order 9397. Your SSN will be used to identify you precisely when it
is necessary to 1) certify that you have access to the information
indicated above or 2) determine that your access to the information
10 1{ndicated has terminated. Although disclosure of your SSN §s not

11 mandatory, your fatlure to do so may impede the processing of such
12 certifications or determinations.
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' U.S. Department of Justice
Civil Division

Deputy Assistant Attorney General Weshington, D.C. 20530

August 16, 1983

Mr. Robert M. Kimmitt
Executive Secretary
National Security Council
The White House
washington, D. C. 20506

Re: NSDD-84 Nondisclosure Agreement Forms

Dear Mr. Kimmitt:

In my letter of July 19, 1983, a copy of which is attached, 1
advised Steven Garfinkel that two draft nondisclosure agreements
had been determined by the Department of Justice to be enforceable
in civil litigation brought by the United Statdes.” Since then, the
nondisclosure agreements have been revised, and copies of the
final versions are attached to this letter. None of the revisions
affect any of the legal analysis contained in my July 19 letter.
Therefore, we have concluded that each of the final nondisclosure
agreements would be enforceable in accordance with its terms in
civil litigation initiated by the United States.

Sincerely,

(S
Rlchard K. Wilad

Richard K. wWillarad
Deputy Assistant Attorney General

Attachments

cc:  Steven Garfinkel
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= U.S. Department of Justice
Civil Division

Deputy Amistant Attoraey General Weshington, D.C. 20530
“. July 19, 1983

Mr, Steven Garfinkel

Director, Information Security Oversight Office
General Services Administration

Washington, D.C. 20403

Dear Mr. Garfinkel:

Your letter to the Attorney General dated July 1, 1983,
requests that the Department of Justice review two nondisclosure
agreements drafted pursuant to National Security Decision
Directive 84, entitled "Safeguarding National Security
Information® (referred to herein as NSDD-84), which was signed by
the President on March 11, 1983,

Paragraph l.a. of NSDD-84 requires all persons with
authorized access to classified information to sign a
nondisclosure agreement as a condition of access. Paragraph l.b.
imposes the same requirement on persons with authorized access to
Sensitive Compartmented Information (SCI) and requires, in
addition, that such nondisclosure agreements "include a provision
for prepublication review to assure deletion of SCI and other
classified information.®™ Paragraph l.c. provides that the
agreements required in paragraphs l.a. and l.b. must be in a form
determined by the Department of Justice to -be enforceable in a
civil action brought by the United States.

We understand that the draft agreements transmitted with your
letter were prepared pursuant to the provision in paragraph l.c.
of NSDD-84 that your office develop standardized forms to satisfy
the requirements of the directive. We also understand that use of
these forms will be mandatory for erch agency of the Executive
Branch that originates or handles classified information, unless
the Netional Security Council grants permission to use an
alternative form of agreement that has been approved by your
office and the Justice Department.

- Classified Information Nondisclosure Agreement

The essence of the proposed Classified Information
Nondisclosure Agreement is an undertaking by the person receiving
access to classified information never to disclose such
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information in an unauthorized manner. This undertaking is
consistent with the provisions of Executive Order 12356, as well
as various statutes and other regulations that prohibit the
unauthorized disclosure of classified information. 1In addition,
government employees and others who are entrusted with classified
information have a fiduciary obligation to protect it from
unauthorized disclosure. See Snepp v. United States, 444 U.S.
507, 511 n.6, 515 n.11 (1980).

The protection of national security information is a primary
and fundamental constitutional responsibility of the President
that derives from his responsibilities as Chief Executive,
Commander-in-Chief, and the principal instrument of United States
foreign policy. Agreements to preserve the secrecy of classified
information are an appropriate method for the President to
discharge these constitutional responsibilities. United States v.
Marchetti, 466 F.2d 1309, 1315-16 (4th Cir.), cert. denied, 409
U.8. 1063 (1972); cf. Snepp v. United States, supra, 444 U.S. at
$09 n.3 (agreement serves "compelllng interest®™ of Government in
safeguarding national security information). These same cases
also rely upon the statutory authority of the Director of Central
Intelligence to protect "intelligence sources and methods from
unauthorized disclosure.” 50 U.5.C. § 403(d)(3). However, the
agreements sustained in Marchetti and Snepp were not limited to
information concerning intelligence sources and methods but
included promises never to disclose any classified information.
Therefore, we believe that the President may require the signing
of such agreements as a condition of access to classified
information,

SCI Nondisclosure Agreement

The prcposed SCI Nondisclosure Agreement has the same basic
terms as the Classified Information Nondisclosure Agreement
discussed above. SCI is a category of classified information that
is subject to special access and handling requirements because it
involves or derives from particularly sensitive intelligence
sources and methods. The power to require signing such an
agreement as a condition of access to SCI is thus supported by the
statutory authority of the Director of Central Intelligence to
protect intelligence sources and methods, 50 U.5.C. § 403(4)(3),
as well as the more fundamental constitutional responsibilities of
the President regarding national security.
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The proposed SCI Nondisclosure Agreement includes provisions
for the Government to conduct prepublication review of certain
writings by persons who have signed the agreement. The
prepublication review provisions of the proposed agreement are
similar to the agreement found by the Supreme Court to be
enforceable in Snegg v. United States, supra. See also Alfred A.
Knopf, Inc. v. Co ¥. 509 F.2d 1362 (4th cir.), cert. denied, 421
U.S. 992 (1975); United States v. Marchetti, supra; Agee v. CIA,
500 P. Supp. 506 (D.D.C. ).

The rationale of the above-cited cases supports the inclusion
of prepublication review provisions in agreements that extend
beyond CIA to include other persons with authorized access to SCI.
Neither the statutory authority of the Director of Central
Intelligence nor the constitutional responsibilities of the
President are limited to CIA and its employees. Moreover, a high
degree of trust, which creates a fiduciary obligation on the part
of CIA employees, would also be involved for government officials
outside CIA who are entrusted with equally sensitive information
such as SCI.

Paragraph 5 of the proposed SCI Nondisclosure Agreement
defines the scope of materials required to be submitted for
prepublication review. 1In certain respects, this provision is
narrower than the agreement at issue in Snepp. As in the Snepp
agreement, however, certain materials must EE submitted for review
even if they are not thought to contain classified information.
The Supreme Court in Snepp upheld the validity of such a
requirement. 444 U.S5. at 511-13,

Among the categories of materials required in paragraph 5 to
be submitted for prepublication review is "(c) any information
concerning intelligence activities, sources or methods." This
category is not limited to classified information as such, but
includes any information that is required to be considered for
classification pursuant to Executive Order 12356, § l.3(a)(4). We
believe that agencies using the proposed SCI Nondisclosure
Agreement should include in their implementing instructions some
definition of the term "intelligence activities," to include at
least a reference to the definition contained in Executive Order
12333, § 3.4(e).

Once material is submitted for prepublication review, there
is no authority in the proposed agreement for the Government to
delete unclassified information. However, any information that.is
subject to classification may be deleted pursuant to paragraph 7,
even {f it does not pertain to SCI or other intelligence matters.
See Alfred A. .Knopf, Inc. v. Colby, supra, 509 F.24 at 1368-69.

Conclusion

We have reviewed the specific provisions of the two draft
agreements transmitted with your letter and have concluded that
each would be enforceable in accordance with its terms in civil
litigation initiated by the United States.

Sincerely,

mcm(:glgwmﬂd

Richard K. wWillard

Deputy Assistant Attorney General

29-340 O—84——10
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g Order

™ bos 2620.8 1
- -

Subject: EMPLOYEE OBLIGATIONS TO PROTECT CLASSIFIED INFORMATION
* AND SUBMIT TO PREPUBLICATION REVIEW

1. PURPOSE. The purpose of this order is to explain and clarify
Department of Justice (DOJ) policies concerning implementation
of the prepublication review progranm.

2. SCOPE. This order applies to all persons granted access to
classified information in the course of their employment at the
DOJ and DOJ contractors granted such access.

3. AUTHORITY.
a. Executive Order 12356, “National Security Information."®

b. National Security Decision Directive-84.entitled
"Safeguarding National Security Information.®

c. 28 C.F.R. 0.75(p).

4. POLICY. All persons granted access to classified information
in the course of their employment at the DOJ are required to
safeguard that information from unauthorized disclosure. This
nondisclosure obligation is imposed by statutes, regulations,
access agreements, and the fiduciary relationships of the
persons who are entrusted with classified information in the
performance of their duties. The nondisclosure obligation
continues after DOJ employment terminates.

As an additional means of preventing unlawful disclosures of
classified information, the President has directed that all
persons with authorized access to Sensitive Compartmented
Information (SCI) be required to sign nondisclosure agree-
ments containing a provision for prepublication review to
assure deletion of SCI and other classified information.

S8CI is information that not only is classified for national
security reasons as Top Secret, Secret, or Confidential, but
also is subject to special access and handling requirements

Distribution: BUR/B~1 Inltisted By: Security Staff
OBD/F-2 OBD/H-1 * Justice Management Division
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because it involves or derives from particularly sensitive
intelligence sources and methods.

5. RESPONSIBILITIES. )

C.

Page 2

The prepublication review provision requires that DOJ
employees granted access to SCI submit certain material
to the Department, whether prepared during or subsequent
to DOJ employment, prior to its publication to provide an
opportunity for determining whether an unauthorized
disclosure of SCI or other classified information would
occur as a consequence of its publication.

The obligations not to disclose classified information and
to comply with agreements requiring prepublication review
have been held by the Supreme Court to be enforceable in
civil litigation. Snepp v. United States, 444 U.5. 507

(1980} .

It must be recognized at the outset that it is not possible
to anticipate each and every question that may arise. The
Department will endeavor to respond, however, as quickly

as possible to specific inquiries by present and former
employees concerning whether specific materials require
prepublication review, Present and former employees are
invited to discuss their plans for public disclosures of
information that may be subject to these obligations with
authorized Department representatives at an early stage,

or as soon as circumstances indicate these policies must -
be considered. All questions concerning these obligations
should be addressed to the Counsel for Intelligence Policy,
Office of Intelligence Policy and Review, Room 6325, U.S.
Department of Justice, 10th & Constitution Avenue, N.W.,
washington, D.C. 20530. The official views of the
Department on whether specific materials require prepubli-
cation review may only be expressed by the Counsel for
Intelligence Policy and persons should not act in reliance
upon the views of other Department personnel.

Employees with access to SCI will be required to sign
agreements providing for prepublication review, Prepubli-
cation review is required only as expressly provided for in
an agreement. However, all persons who have had access to
classified information have an obligation to avoid unauth-
orized disclosures of such information and are subject to
enforcement actions if they disclose classified information
in an unauthorized manner. Therefore, present or former
employees are encouraged voluntarily to submit material for



Par 5

d.

132

}

prepublication review if they believe that such material

may contain classified information even {f such submission

is not required by & prepublication review agreement. Where

there is any doubt, present and jormer employees are urged

to err on the side of prepublication review to avoid
“unauthorized disclosures and for their own protection.

Present or former employees who have signed agreements
providing for prepublication review are required to submit
any material prepared for disclosure to others that
contains or purports to contain:

(1) any SCI, any description of activities that
produce or relate to SCI, or any information
derjived from SCI;

(2) any classified information from intelligence
reports or estimates; or

(3) any information concerning intelligence
activities, sources or methods.

The term "intelligence activities” in paragraph 5.4d.(3)
means all activities that agencies within the Intelligence
Community are authorized to conduct pursuant to Executive
Order 12333, However, there is no requirement to submit
for review any materials that exclusively contain infor-
mation lawfully obtained at a time when the author has no
employment, contract, or other relationship with the
Unlged‘States Government and which are to be published at
such time.

A person's obligation to submit material for ﬁkepublication

~—~review remains jdentical whether such person actually

prepares the material or causes or assjsts another person,
such as a ghost writer, spouse or friend, or editor in
preparing the material, Materjal described in paragraph 5.d
must be submitted for prepublication review prior to dis-
cussing it with or showing it to a publisher, co-author, or
any other person who is not authorized to have access to it.
In this regard, it should be noted that a failure to submit
such material for prepublication review constitutes a breach
of the obligation and exposes the author to remedial action
even in cases where the published material does not actually
contain,SCI or classified information. See Snepp v. United

States,.’supra. -
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The requirement to submit information or materials for
prepublication review is not limited to any particular type
of material or disclosure. Written materials include not
only books but all other forms of written materials intended
for public disclosure, such as (but not limited to) news-
paper columns, magazine articles, letters to the editor,
book reviews, pamphlets, and scholarly papers. Because
fictional treatment may convey factual informatfion, fiction
is 2180 covered if it is based upon or reflects information

described in paragraph 5.4d.

Oral statements are also included when based upon written
materials, such as an outline of the remarks. There is no
requirement to prepare such material for prior review, how-
ever, unless there is reason to believe in advance that oral
statements may contain SCI or other classified information.
Thus, a person may participate in an oral presentation of
information where there is no opportunity for prior pre-
paration (e.g., news interview, panel discussion) unless
there {s reason to beljeve in advance that such oral
expression may contain SCI or other classified information.
This recognition of the problems with oral representations
does not, of course, exempt present or former employees
from liabjility for any unauthorized disclosures of SCI or
classified information that may occur in the course of

even extemporaneous oral expressions. .

Material that consists lclel{ of personal views, opinions or
judgments and does not contain or imply any statement of
fact that would fall within the description in paragraph 5.4
is not subject to the prepublication review requirement.

For example, public speeches or publication of articles on
such topics as proposed legislation or foreign policy do not
require prepublication review as long as the material does
not directly or implicitly constitute a statement of an
informational nature that falls within paragraph 5.8. Of
course, in some circumstances the expression of "opinion®
may imply facts and thus be of such a character as to
require prior review, .

Obviously, the purposes of prepublication review will be
frustrated where the material in question already has been
disseminated to unauthorized persons. Comparison of the
materfal before and after the review would reveal which
items of classified information, if any, had been deleted

at the Department's request. Conseguently, the Department
will consider these obligations to have been breached in any
case, whether or not the written material is subsequently _
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submitted to the Department for prepublication review, where
it already has been circulated to publishers or reviewers or
has otherwise been made available to unauthorized persons.
While the Department reserves the right to review such
material for purposes of mitigating damage that may result
from- the disclosure, such action shall not prevent the
United States Government and the Department from pursuing
all appropriate remedies available under law as a conse-
quence of the failure to submit the materials for prior
review and/or any unauthorized disclosure of SCI or
classified informatjon,

Materials submitted for prepublication review will be
reviewed solely for the purpose of identifying and pre-
venting the disclosure of SCI and other classified infor-
mation. This review will be conducted in an impartial
manner without regard to whether the material is critical
or favorable to the Department. No effort will be made to
delete embarrassing or critical statements that are unclas-
sified, Materials submitted to the Office of Intelligence
Policy for review will be disseminated to other persons or
agencies only to the extent necessary to identify classified
information.

The Counsel for Intelligence Policy will respond substan-
tively to prepublication review requests within 30 working
days. Priority shall be given to reviewing speeches, news-
paper articles, and other materials that the author seeks to
publish on an expedited basis. The Counsel's decisions may
be appealed to the Deputy Attorney General, who will

process appeals within 15 working days. The Deputy Attorney
General's decision is final and not subject to further
administrative appeal. Authors who are dissatisfied with
the final administrative decision may obtain judicial review
either by filing an action for declaratory relief or by
giving the Department notice and a reasonable opportunity
(30 working days) to file a civil action seeking a court
order prohibiting disclosure. Of course, until any civil
action is resolved in court, employees remain under an obli-
gation not to disclose or publish information determined by
the Government to be classified.

Nothing in this order should be construed to alter or waive
the Department's authority to seek any remedy available to
it to prohibit or punish the unauthorized disclosure of
classified information,

A former DOJ employee who subsequently receives a security
clearance or SCI access approval from another department or
agency is permitted to satisfy any obligation regarding
prepublication review by making submissions to the depart-
ment or agency that last granted the individual either a
security clearance or an SCl access approval.

The obligations described herein as applying to DOJ
employees also apply with equal force to contractors who
are authorized by the Department to have access to SCI or
other classified information.

- : { ’
/WILLIAH D. VAN STAVOREN

Acting Assistant Attorney General
for Administration
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SENSITIVE COMPARTMENTED INFORMATION NONDISCLOSURE AGREEMENT .

An Ag 1 B and the United Sutd
-(Name - an‘ or Typed)

1. lnlendln. 10 be legally bound, ! hereby accept the d in this Ag ideration of my being
granted access to information protected within Special Access Pro;nms. hereinafier referred 10in this A.mmenl as Sensitive Com-
parimented Information (SCI). ) have been advised that SCI involves or desives from intelligence sources or methods and is classified
or classifiable under the standards of Executive Order 12065 or other Executive order or statute. | understand and accept that by being

granted access 1o SCI, special confidence and trust shall be placed in me by the United States Goverament.

2. I bereby acknowledge that | have 1eceived a security indoctrination concerning the nature and protection of SCI, including
the procedures (o be followed in ascertaining whether other persons 10 whom | contemplate disclosing this iaformation have beea
approved for access 10 it _and 1 understand these procedures. I undersiand that I may be required (0 sign subsoquent agreements upoa
being granted access 10 different categories of SCI. ) further undersiand that sll my obligations under this Agreement continus (o exist
whether or not T am required to sign such subsequent agreements.

3. 1 have been advised that direct or indirect unauthorized disclosure, unauthorized retention, or regligent handling of SCI by
me could cause irreparable injury to the United States or be used 10 advaniage by s foreiga nation. ] heredy agree that 1 will never
divulge such information 10 anyone who is not authorized 10 receive it without prior written authorization from he United States
Government department or agency (hereinafter Depariment or Agency) that tast authorized my access to SCI. | further undersiand
that | am obligated by law and regulation not to disclose any classified information ia an unaviborized fashion.

4. In consideration of being granted access 10 SCI and of being assigned or retained in 8 position of special conflidence and trust
requiring access to SCI, | bereby agree 10 submit for security review by the Department or Agency that last avthorized my acces: to such
information, sll information or materials, including works of fiction, which contain or purport 1o contsin any SCi or description of activi-
Ues that produce or relate to SCI or that | have reason 10 believe are derived from SCI, that | contemplate disciosing 10 any person Bt
mhoriu«whvnemwscurmuuvcmredrwwbbcdudmn.luumundudumthnmoumuoalouumm
iaformation and mlcmls for revicw |wbu during the course of my access to SCI and thereafiér, and 1 agree 10 make any required
submissions prior 10 di ing the i or ials with, or showing them 10, anyone who is not authorized to have access 10 SCI.
| further agree that | will not disclose such information or materials 10 any person ot authorized 1o have sccess to SCI wntil | have
received written authorization from the Department or Agency Lhat last suthorized my access 10 SCI that such disclosure is permitied.

S. 1 undersiand that the purpose of the review described in paragraph 4 is to give the United States a reassnable opportunity o
determine whether 1he information or materials submitted pursuant 1o paragraph 4 set forth any SCI. 1 further understand that the
Depariment or Agency 10 which I have submitted materials will act upon them, coordinating within the Iatelligeace Community whea
appropriate, and make a response to me wilhin a reasonable time, not 10 exceed 30 working days from date of receipt.

.61 hvc been advised that any breach of this Agreement may result in the termination of my acoess 10 SCI and reteation in a

ition of fid and trust requiring such access, a3 well as the termination of my employment or other relationships with

uny Dmmncn\ or Agency that provides me with access to SCI. In addition, § have boen advised that any unsuthorized disclosure of

SCI by me may constitue violations of United Stales criminal laws, including the provisions of Sectioas 793, 794, 798, and 952, Tite

18, United States Code, and of Section 783(d), Title 30, United States Code. Nothing in this Agreement mumu 2 waiver by the
United Siates of the right 1o prosecule me for any statutory violation.

7. 1 understand that the United States Government may seek any remedy svailable 10 it 10 eaforce this Agreement includiag,
but not limited to, spplicstion for 8 court order prohibiting disclosure of information ia breach of this Agreement. | Aave beea advised
1hal the action can be brought sgainst me in any of the several appropriate Unitod States District Courts whers the United States
Goverament may elect © file the action. Court costs and reasonable atorneys fees iacurred by the United States Goverament may be
assessed sgrinst me if J Jose such action.

8. | understand that all information 10 which | may obtain access by signing this Agreement is now and will forever remain the
property of the United States Government. | do aot now, nor will | ever, possess any right, interest, title, or claim whatsoever 10 such
information. I agree that | shail return all materials, which may have come into my possession or for which | am responsible becauss of
such access, upon demand by an authorized representative of the United States Goverament or spon the conclusion of my employment
or other relatioaship with the United Siates Government eatity providing me access 10 such materials. If | do not return such materials
wpon request, | understand 1bis may be a violation of Section 79, Title 18, United Sutes Code, a United States criminal law.

9. Unless and until [ am celeased in writing by an avthorized representstive of the Department or Agency that last provided me
with sccess 10 SCI, | understand thal all conditions and obligstions imposed wpon me by this Agreement apply during the time ! am
granted access t0 SCI, and st all times therealter

10. Each provision of this Agreement is severable. If a court should find any provision of this Agreement 10 be uneaforceable, all
other provisions of this Agreement shall remain in full force and effect. This Agroemeat concerns SCI and does aot set forth such other
conditions and obligatichs not related to SCi-as may now or hereafier periain 10 my employmeat by o assi or relationship with
the Department or Agel

11. 1 have read 1his Agreement carefully and my questions, if any, have boen answered to my satisflaction. | acknowledge that
the briefing ofTicer has made available Sections 793, 794, 798, and 952 of Title 18, United States Code, and Section 783(d) of Title 30,
Uaited States Code, and Executive Order 12063, 33 amended, 30 1hat § may read them a1 this time, if } 50 choose.

12. 1 heredy assign 1o the United States Goveramest alf rights, title and interest, aad all royahties, remuneralions, 808 emolyments that
have resulied, will result, or may result from any disclosure, publication, or revelation not consisteal with (he terms of this Agreement.

Whr 4193 Mot emnmN LTS : (G

s ducs od vd
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13. | make this Agreemeat without any meats! reservation or purpase of evasion.

SIGNATURE DATE

The execution of this Agreement was witnessed by the undersigned who accepted it o behalf of 1be United States dovm!
as & prioe condition of access to Sensitive Comparimented laformation.

WITNESS and ACCEPTANCE:
SIGNATURE OATE

SECURITY BRIEFING ACKNOWIEDGMENT
1 heroby ocknowledge thot | was briefed on the following $CI Special Accons Program(sh

{Speciol Access Programe by bitick Orly)

Signotre of Individvol Briefed " Deate Sriefed

Prinded or Typed Nome

Soclal Security Number (See Notice Below) Organization (Nome and Addrem) .

lmmumwmu)mwhmwmmmmuwmumpw»
me on the obove dote wos also In accordance therewith.

Signaturs of Briefing Ohicer

Printed or Typed Name

Social Security Number (See Notice Below)

SECURITY DEBRIEFING ACKNOWLEDGMENT

Having been reminded of ary conti bigotion te comply with the terms of this # horsby ock
MMhMWWHA«mhww ad

(Special Accoss Programs by inivials Only)

Signoture of Individuol Debriefed Oote Debrivfed

Printed or Typed Nome

Sociol Security Number (See Notice Below) Organizetion (Nams and Addrem)
I cortify thot she debrisfing prasented by me on the chove date woe in accordance with relevant $C1 preced

Signonrs of Dsbriefing Officer

Printed or Typed Nome Organizotion (Nome and Address)

Social Security Number (See Notice Below)

NO'I‘ICE.TN Au.SUS.C 5!2‘.%“!&1!*‘!%%%“&‘!&&6““ lormation is solicited from them, whether
he disclosare is mandatory o¢ voluatary, by w luthoduud hat uses will be made of the information. You are
MMNI‘I‘W!'«MI‘ MAMMNa.&a& ! is Execulive Order 9397, Ywﬁﬂﬂuuduw
Myvmhhmnwu ;lhlmhnnmwtu u-mm«m: lrum»mwwnw
ted has terminated, S)mutnuum have witasssed 3 briefing or debriefing. Ahbough disclosers of your SSN is not mandatory, your fallere
u‘o»urlm‘c or determinations. :
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A nited 5tat!g“ Smate

COMMITTEL
QOVEANMENTAL AFFARS
WASHINGTON, D.C. 20810

August 12, 1983

The Honorabdle VWiliiam J. Casey

Director

The Central Xntolligsnce Agency

Washington, D. C.
Dear Mr. Casey:

505

The Senate Committee on Goverrmental Affairs will hold a
hearirg on September 13, 1983 on National Security Decision
Directive €A, is*uvd br the Presidert last March. At my request,

Senator Mathias will orcaide at this hearing.

As you know, one of the issues sddressed dy the President's
directive is a requirement for pre-pudlication review of certain
writings by foraer government officlals. While w3 are not asking
your agency to testify, we would be most appreciative if you
could provide the Committee with the following dackground
information, to assist in our preparation for this hearing:

1. Are there any instances within the past five years in
which former officials of the C.I.A. pudlished classified
materials without sscuring the peraission of the department?

2. If 80, plesse provide a description of the episode
including any communications with the former officisl and any
dansge sssessment of the unsuthorised disclosure. (If a full
response to this question cannot dbe made pudblic, please provide
a6 detailed a response as possidle, and indicate vhether a more
complete anawer will be provided in a classified annex.)

3. Please descridbe the current procedures for dealing with
publications BY Tormer officials. Por example, have such
officials voluntarily sudbaitted maruscripts which contain
information which they dbelieve may de classified? Does the
C.I.A. monitor the pudlications or speaking engagements for
former officials for compliance with pre-pudlication review
procedures? How are disputes adout deletions of material
resolved? What is the volume and nature of materials which the

department reviews?

8, In your view, are there flavs {n the current system which
prevent it from operating in & satisfactory manner to protect the

national interest? If 80, what are those flaws?

5. As & result of the President's directive, have any
changes in the pre-pudblication reviex systes deen put into
effect? In this connection, I would appreciate receiving drafts
of any proposed contract which officisls will be asked to sign
and_whic¢h provide for pre-pudlication review, as well as copies
of any documents explaining the meaning of any such draft
contracts and any documents desoriding the views of the C.l1.A. on
what should be incorporated 1in such a contract.

If you have any questions concerning these requests, please
have your staff call Link Hoewing of my staff, on 220-~A751 or
Steve Metalite of Senator Mathias' staff at 22%-5617.

I would appreciate receiving your response before the end of

this month.

Sincerely,

Willlam V. Roth, Jr.
Chairaan —
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7 September 1983

Honorable William V. Roth, Jr. -
Chairman, Committee on Governmental Affairs
United States Senate

washington, D.C. 20510

Dear Mr. Chairman:

This letter is written in response to your request of
12 August 1983 for certain background information concerning
the Agency's prepublication review process in preparation for
your Committee's 13 September 1983 hearing on National Security
Decision Directive (NSDD) 84. -

- With respect to your first guestion concerning instances
within the past five years in which a former Agency official
published classified information without authorization, we are
aware of four such cases. 1In 1978, former Director of Central
Intelligence (DCI) William E. Colby, in violation of his
secrecy agreement, provided a draft of his book Honorable Men:
My Life In The CIA simultaneously to his publisher, Simon and
Schuster, and for review to the Agency. The manuscript was
provided to his publisher with the understanding that

Mr. Colby's approval of final publication would be subject to
any changes required by the CIA following its review. Simon
and Schuster, however, provided the original manuscript to a
French publisher prior to final CIA clearance. The French
version of Mr. Colby's book consequently included some material
which the CIA had identified as classified. Also in 1978,
former employee John Robert Stockwell published his book In
Search of Enemies, A CIA Story. The book, which contained
classified information, had not been submitted to the Agency
for prepublication review. 1In addition, in 1980 former Agency
employee Wilbur Crane Eveland provided his publisher with a
draft of his book Ropes of Sand prior to submitting this
manuscript to the Agency for prepublication review., This
manuscript was determined by the Agency to contain classified
information. Finally, former Agency employee Philip Agee, in

three separate publications, Dirty Work in 1978, Dirty Work 2
in 1979, and White Paper Whitewas§ In 1981, disclosed certain
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classified information without submitting these materials to
the Agency for prepublication review.*

As to your second guestion requesting a description of each
of the above episodes, attached at Tab A are the settlement
agreements reached with Messrs. Eveland and Colby, the consent
judgment decree obtained with respect to Mr. Stockwell, and the
injunction sought and obtained by the Agency against Mr. Agee.
Each of these.documents describes the circumstances surrounding
the publication of the book or information at issue as to each
of the above employees. Both the Federal District Court for
the Eastern District of Virginia in Stockwell, and the Federal
District Court for the District of Columbia in Agee, affirmed
the validity and enforceability of the Agency's secrecy
agreement, which agreement serves as the basis for the CIA's
prepublication review process. More importantly, regardless of
whether the unauthorized disclosure in the above four cases was
made by a former DCI or a mid-level employee or portrayed the
Agency in a favorable or unfavorable light, the Agency took
uniform action in each of these cases in enforcing the
obligations undertaken by all of these former employees in
signing their secrecy agreements. 1In each case, appropriate
remedial relief was sought and obtained by the Agency, either
in the form of a court order or approved decree, or through an
out-of-court settlement. As to your request for a damage
assessment of each of the above unauthorized disclosures, the
Agency cannot respond to this question on the public record.

If desired, such an assessment could be provided to the
Committee in a classified format.

* Also of relevance, although not strictly within the five
year period referenced in your question, is the publication of
Decent Interval by former Agency employee Frank Snepp in 1977.
The Supreme Court in Snepp v. United States, 444 U.S. 507, 511
(1979), held that the fiduciary relationship created by
Mr. Snepp's execution of his secrecy agreement did not depend
upon whether his book contained classified information, but
instead imposed an "obligation not to publish any information
relating to the Agency without submitting the information for
clearance."” The court found that Mr. Snepp had violated this
fiduciary obligation by failing to submit his manuscript to the
Agency for clearance prior to publication and imposed a
constructive trust on Mr. Snepp's profits for the Government's
benefit. Thus, although the four examples cited above all
involved publications which disclosed classified material, CIA
believes, pursuant to the holding in Snepp, that the Government
can take appropriate legal action against an author who
publishes in violation of his prepublication review obligation,
without having to show that classified information was in fact
disclosed.
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As to your third question requesting a description of the
Agency's current prepublication review process, the Agency in
1977, promulgated a regulation, HR 6-2 (attached at Tab B},
which established the Publications Review Board and vested it
with the function of conducting prepublication review of
manuscripts submitted by current and former employees. The
Board is currently comprised of the Deputy Director, Public
Affairs Office, who serves as Chairperson, and senior
representatives from each of the Agency's four directorates,
with two representatives from the Directorate of Operations and
the Directorate for Administration currently serving on the
Board. In addition, the General Counsel serves as Legal
Advisor to the Board, working with the Board throughout all
stages of the prepublication review process, advising it as to
the legality and propriety of its decisions.

The actual prepublication review process undertaken by the
Board is depicted graphically on the chart entitled
"Publications Review Board--Review Process"™ (attached at
Tab C). This process is initiated by former employees through
the submission of their manuscript to the Office of General
Counsel (OGC), which has been designated by HR 6-2 as
spokesperson for the Agency in communicating with former
employees on these matters. OGC immediately forwards the
submission to the Board and notes any time constraints under
which the author may be operating. As to current employees,
they may submit their writings to the responsible Deputy
Director or Independent Office Head, who may determine that
Board review is unnecessary and thereafter authorize

—-publicationy with or without-deletions, “or disapprove
publication. The Deputy Director or Office Head also may
determine that referral of the writing to the Board for further
review is necessary. Current employees also may elect to
bypass their immediate Deputy Director or Office Head and
submit their writings directly to the Chairperson of the Board
for a decision as to whether full Board review is necessary.

For former employees and those current employees for whom a
full Board review is determined to be necessary, the Board,
after receiving the manuscript, establishes a review schedule
consistent with any time constraints and forwards copies of the
submission to each of the components represented on the Board.
Upon receipt of the manuscript, the components then disseminate
it to those persons or subcomponents having expertise in the
subject matter involved. The submission is then reviewed and
if no classified information is identified in the submission,
the author is immediately informed. 1If, however, a component
identifies classified information in the manuscript, the Board
is so advised. The Board then meets to review the
classification determinations at issue and these determinations
are examined by the legal advisor to ensure compliance with



141

applicable law. Once a final decision as to classification is
made, OGC immediately advises former employees of the Board's
findings, and current employees are notified by their component
of these determinations.

In meeting its responsibilities under HR 6-2, the Board
recognizes that time is often of the essence in this review
process. Thus, it strives in all cases to complete its review
in a timely fashion. HR 6-2 and the relevant court cases in
this area impose a 30-day time limit for completion of this
initial review. With few exceptions, this standard has been
met in virtually all cases. The length of a review obviously
depends upon the length of the submission involved and the
amount of classified information which is identified. 1In 1982,
the average review was completed in 13 days. In a number of
instances, the Board has completed its review in a matter of
hours to accommodate authors working with short deadlines.
There have been vary few instances in which more than 30 days
have elapsed from submission of a book to clearance for final
publication. Those rare cases occur most often because of the
revision process. An author will frequently choose to rewrite
his material and indeed may add substantial new material, all
of which also must e reviewed.

In 1977, the Board reviewed a total of 43 books and
articles. This number has risen steadily since that time as
indicated by the Chart "Total Manuscripts by Form™ (attached at
Tab D). Since its inception in 1977, the Board has reviewed a
total of 929 manuscripts consisting of approximately 66,320
pages (see chart at Tab E entitled "Total Pages Reviewed by
Year"). Of these 929 manuscripts, 672 were approved without
deletions; 225 were approved with some required changes, most
of these quite minor in nature; and 1l manuscripts were
withdrawn by their authors. Sixteen of the 929 manuscripts
were determined to contain so much classified information that,
when the information was deleted, the remaining material was
incomprehensible and could not be rewritten in an intelligible
manner. These 16 manuscripts were disapproved. Five
manuscripts are currently undergoing review, thus accounting
for the total of 929 manuscripts reviewed by the Board.

When classified information is identified in a manuscript,
the court decisions in this area indicate that the Board can
require the deletion only of those words or portions which are
necessary to protect the classified information. The Board
adheres strictly to this standard. 1In most cases, an author

~tan rephrase the material in question so that his message can
be communicated without disclosing classified information. In
fact, the Board affirmatively seeks to work with an author in
such cases 8o as to accommodate his literary goals while, at
the same time, ensuring that the final product does not
disclose classified information.
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An administrative appeal mechanism is built into the
Board's review process. This mechanism enables authors to
challenge decisions of the Board by appeal through the Agency's
Inspector General to the Deputy Director of Central
Intelligence. A chart depicting the appeal process is attached
at Tab F. The Board's initial decisions have been sustained in
some cases, but the Board also has been overturned on appeal.

The general policies which guide the Board in its review
process are set forth in the Agency publication attached at
Tab G entitled, "Agency Policies on Prepublication Review
Provision of Secrecy Agreement.” This publication is routinely
made available to former employees. A paramount principle
guiding the Board since its creation has been one of evenhanded
and fair treatment to all authors, regardless of their
expressed or implied friendliness or unfriendliness towards the
Agency. As stated in subsection (b) (4) of regulation HR 6-2,
the Board is prohibited from denying publication of material
solely “"because the subject matter may be embarrassing to, or
critical of, the Agency." .

The above is a general description of how the Agency's
prepublication process works. -With respect to the specific
questions raised in paragraph 3 of your letter, Agency
officials are required by the terms of their secrecy agreements
to submit such materials for review which contain any mention
of intelligence data or activities, or contain data which may
be based upon information classified pursuant to Executive
Order. HR 6-2 clearly places the responsibility upon the
employee or former employee to learn from the Agency whether
the material intended for publication fits into the above
categories of information. The employee's responsibility in
this regard results from the obligations undertaken in the
individual's secrecy agreement, which agreement is executed in
consideration of an individual's Agency employment and as a
condition to being granted access to classified information.

As to whether the CIA monitors speaking engagements of
former officials, the Agency will on occasion, when it learns
that an individual intends to make an oral presentation, remind
the individual of his or her obligation to submit any prepared
text that might be available to the Agency for review. The
Agency does not, however, have any established program or
review mechanism established similar to the prepublication
review process for written materials that applies to oral
presentations of this type. Such oral presentations, of
course, are still subject to the terms of an individual's
secrecy agreement and the limitations contained therein as to
publication of classified information whether in oral, written
or other form or manner. As to your questions regarding the
resolution of disputes and the volume and nature of the
Agency's review process, these guestions are answered above in
the general description provided of the Agency's prepublication
review process, :
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With respect to your fourth question as to whether there
are any flaws in ‘the current system, we are unaware of any
flaws or deficiencies in the current process which prevents the
system from operating in a satisfactory manner in protecting
the national security of this country.

Finally, with respect to your last question, there have
been no changes in the Agency prepublication review process
that have been implemented as a response to NSDD 84. This is
due in large part to the fact that the Agency's procedures have
been established and in place for some time and did not require
any modification to comport with .the requirements of NSDD 84.
In response to the remainder of this question, a copy of the
secrecy agreement currently in use at the Agency is attached
hereto (Tab H).

If you have any further questions concerning the above
responses or the Agency prepublication review process, do not

hesitate to call me at 351-4151, or Steven W. Hermes of my
staff at 351-6126.

sincetely,

Ernest ayerf 1
Deputy Director, Office of Legislative Liaison

Attachments



144

SETTLEMENT AGREEMENT

In full and complete settlement of the dispute arising from
the publication of a manuscript entitled Ropes of Sand prior to
Central Intelligenée Agency prepublication review and clearance,
Wilbur Crane Eveland and the United States agree as follows:

1. - Mr. Eveland performed services for the CIA on a tempo-
rary ba;is at various times between 1955 and 1961. )

2. ° While employed by thé CIA, Mr. Eveland signed-i secrecy
agreement and three employment contracts. The secrecy agreement
provides, inter alia:

3. I do solemnly swear that I will never
divulge, publish or reveal [either] by word, conduct,
or by any other means, any classified information,
intelligence or kxnowledge, except in the perform-
ance of my official duties and in accordance with
the laws of the United States unless specifically
authorized in writing, in each case, by the Direc-
tor of Central Intelligence or his authorized
representative.

S. 1 understand that no change in my.assign-
ment will relieve me of my obligation under this
oath and that the provisions of this oath will
remain equally binding upon me after the termina-
tion of my services with the Central Intelligence
Agency.

In each of the employment contracts, Mr. Eveland accepted the fol-
lowing obligation:

Secrecy. You will be required to keep forever

secret this contract and ‘all information which you

may obtain by reason hereof {unless released in

writing by the Government from such obligation),

with full knowledge that violation of such secrecy

may subject you to criminal prosecution under the

Espionage Laws, dated 25 June 1948, as amended, and

other applicable laws and regulations.
Mr. Eveland continues to be bound by the agreement and contracts.

3. It is the position of the United States government that
under these agreements Mr. Eveland had an obligation, confirmed by

the Supreme Court in Sneppo v. United States, 444 0.S. 507 (1980),

to submit any manuscript or other writing containing information
relating to the CIA, its activities, intelligence activities
genaralli, or intelligence sources and methods, to the CIA for

review and clearance prior to publication, which term includes
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hisslosure to any person not authorized to learn the information.
The United States government believes that Mr. Eveland's prepub-
lication révieu obligation was breached through the submissjion of
the manuscript entitled Ropes of Sand to the publisher before
submitting it to the CIA for prepublication review and clearance.

4.- It is Mr. Eveland's position that Ropes of Sand, which .
was sub;itted to the publisher before the Snepp decision, does no€
contain‘any classified information. Mr, Eveland also contends
that the CIA unreasonably refused to provide him with copies of
his secrecy agreement and employment contracts, that he did not
breach any obligation of which he was aware, and that his conduct
was not willful, deliberate, or surreptitious,

5. Mr. Eveland has provided an accounting to the government
of the sales of Ropes of Sand and his revenues therefrom, Mr,
Eveland received an advance of $11,250 for his autobiography. Be
has not realized any royalty payments or other profits from the
book. At the time of the most recent accounting from the pub-
lisher, the book had an unearned balance of $6,826.88, and it is
not expected that the publisher will recoup the advance payment in
the future.

6. In consideration of the above, Wilbur Crane Eveland
agrees: _

(a)} To submit to the Agency for its review and clearance
prior to release to any person who is not authorized by the CIA to
read such materials, all future~wtitings, incigding prepared texts
of speeches, which relate to the CIA, its activities, intelligence
activities generally or intelligence sources and methods, which
information he gained during the course of or as a result of his
employmant with the CIA.

(b) Except as provided in paragraph 7(a), to pay to the
Treasurer of ti.e United ?tates, immediately upon receipt, all
future proceeds which Mr, Eveland derives from the serialization
or xepubiication in any form, including paperback book sales, sale
of movie rights or other distribution for profit of the present

version of Ropes of Sand published by W.W. Norton & Company, Inc.

29-340 O—84——11
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(c) That he is bound by the contract and agreements quo;eh

“in paragraphiz. Rhile the Agency and Mr. Eveland dif{gr in their

interpretation of the obligations imposep by thgsd documents,

Mr. Eveland believes that as interpreted by the Supreme Court in

the Snepp case they impose on him the obligation set forth in

paragtaph 6(&), and he wi}l not contest that obligationT™ Bowever,

he ;bserves the right to contest any disputed requirement beyoﬂd

that.to vwhich he has agreed in paragraph 6(a).

{d) That he shall accoiunt annually under oath to the United
States for any and all revenues, gains, profits, royalties and
other financial advantages derived from the sale, serialization,
republication in any form, movie rights and other distribution for
profit of the work entitled Ropes of Sand with copies of any
accounting Mr. Eveland has received from those acting as an agent
or in any other czpacity for such sales.

7. The United States agrees in consideration of the above
stipulaéions by Wilbur Crane Eveland:

(a) ‘That no suit will be brought against Hr.'Evelan&
for the breach referred to in paragraph 3, and the United States
will not attempt to impose a constructive trust over the past
proceeds which Mr. Eveland has derived from the sale of the manu-
script of the present hardcover version of Ropes of Sand or any
future proceeds from the sale of that hardcover edition in the
unexpected event that such future profits are realized.

(b) That Agency review shall be completed within thirty
(30) days after future receipt of material intended for publica-
tion and .that approval for publication will -be withheld only for
information which the Agency determines to be classified.

(c) That if Mr. Eveland should revise the present ver-
sicn of Ropes of s;nd and submit the revised version to the CIA
for prequlication.review and clearance fn accordance with his
agreements, after obtaining clearance from the Agency, Mr. Eveland
shall be entitled to all proceeds f;ou the sale of the cleared

revised version of the book.
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td} The Agency reserves the right to seek a judicial resolu-
tion of any dispute involving interpretation of Mr. Eveland's
contract and agreements, including but not limited to determina-
tion of his prepublication review obligation beyond the under-
taking agreed to by Mr. Evgland in paragraph 6{a) and what the
Agency views as his overly narrow interpretation of that

cbligation under the Snepp decision.’
g .

.,

BARBARA S. WOODALL LBUR CR

Counsel for the United States
LA Ko A

- MARK H. LYNCH

. Counsel for Mr. Eveland
DATED: /”‘//?1/7"
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SETTLEMENT AGREEMENT

* In full and complete settlement of the dispute arising from the
publication of a manuscript containing intelligence information
prior to Central Intelligence Agency ﬁte-publication review and
clearance, William E. Colby and the United States agree as follows:

1. As a former employee of the Central Intelligence Agency
{"the CIA® or 'thelhqency'), William E. Colby continues to be bound
by two secrecy agreements which he signed on July 26, 1950 and
October 1, 1958 as a condition of his employment with the CIA.
Pursuant to the terms of the 1958 agreement, he agreed, inter alia:
{i) not to publish or participate in the publication of any
information or material relating to the Agency, its activities or
intelligence activities generally, either during or after the term
of his employnent, without specific prlgr approval by the Agency;
and (ii) not to discuss with or'ﬁlsclos; to any person not
authorized to hear it, classified fhEorﬁation relating to the
Central Intelligence Agency, its activities or to intelligence
materials under the control of the Agency.

2, In August 19?7, Mr. Colby mailed to his publisher, Simon
and Schuster, a manuscript containing a description of his career
with the Agency which was eventually published under the title
Honorable Men: My Life In The CIA. The manuscript was forwarded

to the publisher with the understanding that the author's final
approval for publication was subject to-any-changes tﬁat the CIA
might require after its revigw. ~Simu1;aneously, Mr. Colby
submitted the manuscript to the Agency for pfe;publication

approval. Simon and Schuster at a later time further disseminated
the original manuscript to a French publisher. "It was under these
circumstances that the obiigation under the secrecy agreements was
breached through the dissemination of the manuscript before

CIA clearance.
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3. In consideration of the above, William Colby agrees:

a) To submit to the Agency for its review and clearance

L el CERB a0 TS R ey

prior to release to any person who is not authorized by the CIA to

read such materials, all future writings containing materials not
i previously cleared, including prepared texts of speeches, which
relate to the CIA, its activities, intelligence activities
generally, or intelligence sources and methods.

{b) In addition, having provided an accounting to the

v oweth, I AR

United States for all revenues, gains, profits, royalties, and
other financial advantages derived from the publication of the -

book, Honorable Men: My Life In The CIA, to pay to the Treasury

of the United States the sum of $10,000 within ten (10) days of
2 the execution of ﬁhis agreement,

c¢) That he will not contest at any time his obligation to
abide by the CIA policy statements or reéulations on
pre~publication review consistent with tAe secrecy agreements
referred to in paragraph 1.

4, The United States agrees:

a) That Agency review shall be completed within thirty
(30) days after receipt of material intended for publication and
4 that approval fgr publication will be withheld only for
k information which the Agency determines to be classified or

classi{iable..f

4b} Further, in consideration of the above stxpulations by

L e SRR

William Colby and in light of his .otherwise cons*stent adherence
to the terms of the Secrecy agreements, the United States agrees
that no suit will be brought against Mr. Colby for the breach

referred t6 in paragraph 2.

. '~>1}//‘
_\&WQMAQM_/ZXLL~ r“”é
Barbara S. Woodal an E. Colby

Counsel for United States

= gl

Mitchell/Rogovin

1 . . R ~TCounsel for William E. Colly
; 'ZZZ: iq -
Dated: "WZ?I//? / :
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UNITED STATES OF AMERICA, ) L %)
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v. ) Civil No. 80-207=h__
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UKITED STATES DISTRICT COURT > 57
FOR THE EASTERN DISTRICT OF VIRGINIA! _ /“L

g4

e PTaintiff, United States, and defendahb,_ Johr?”

- / .
Robet;/btockvell;/hereby consent .to the entry of the following

Juogfﬁm_/-' -

{ . : i
G (1) that a constructive trust for the benefit of

the United States is hereby imposed ovei any and all revenues,

gains, profits, royalties and other financial advantages which

the defendant, John Robert Stockwell, hereafter derives fron

the‘sale, serialization, republication rights in 2ny form, movie

rights and other distribufion for profit of the work entitled

In Search of Enemies, A.CIA Story;

{2) that the defendant, John Robert Stockwell,

__ shall account semi-annually under oath to the Unitéd States

for 'any and all revenues, gains, piéfits, royalties and other

fi;;;éial advantages hereafter dggived by the defendant from

. tﬂéusale, se%ializ.tion} republication rights.in any form, movie

tights znd other distribution for profit.of<the work entitled

In Search of Enemies, A CIA Story, with copies _of _any accounting‘_ o

Mr. Stockwell has received from those with whom the defendant

P
; 3
- w-( 55"5’::;'3{;‘
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Gt TERREE
?E?Lx-e‘ 1Zatie
: é?.ﬁ’? Q=3 ‘}‘gi
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has contracted for the sale or publication of In Search of Enemies,

A CIA Story;

shall‘cause

L iRE

P '1njime£“a;
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of Enerics, -A<Ia Story, er 2zt hiz opuius €ofrndin

‘.
L)
e
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2]
-
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o

the richts t¢ such pPayaentc tc the Uﬁitaé Stsics, s316 monies

to be paid by certified check or monay n:ée;

Treasurer of the United States ané forwerded tc the CThief, Judgment
Enforcement Unit, United States Dezzriment of J.octize; and

(4) that the deiéndsn:, John Rodart Stockwell,

is hereby pe:mar ntly enjoined from further breaching the terms
and conditions of the 6gtendant's Secrecy Acreement aqd fiduciary
duty with the Central lntelligence Agency by fzilinc to subnit
any manuscript or other writing containing informaztion which
r;lates to the Central Intelligence Acency, its activities,
gntelligence activities generally or intelligence sources and
.methods, which information the defendant gained curing the course
of or as a result of his empiovment with the CIR, for Agency
review prior to publication; provided, however, that Agency
review shail be made within thirty (30) days af:zer ;eceipt of

such intended publication, and provided further, that the only

material for wkich approvadl for publication mez be withheld
by the hgency is that material which the Agency determines to
be classified.

DATED: b !?/S!K_O )

We ask for this;

7 .
DAVID J. ANWDERSON AN ROBZRT STOCKHWEL
Branch Difector, Civil Division
Department of Justice Defendant .

Oon behalf of Plaintiff
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Caryd ‘_9,’ L g",c = -
GZORGE 77 WILLIZAMS NARK H. LYuCH
assistant Y.S. Attorney Awmericap Civi) Liberties Union
117 South Washington Street Foundation
Alexezndria, Virginia 22314 122 Marylan€ Avenve, W.E.
. washington, D.C. 20052

hziorney for Plaintiff

TTMY JRCIS
1206 San irtornia
Austin, Taxas 78701

’ 2
2 |
. /CL&b@AU\/(,“ Zau4$&quiﬂbﬂv (ﬁngyg).,
LEORERD 5. RUBESNSTZIN
108 North Columbia Street-
P.0. Box 1726
; Alexandria, Virginia 22313
i

Atéo:neys for Defendant
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I% Ihn UNITED STATES DISTRICT Cuo-T
FOR THZ DISTRICT OF COLUMBIA -
PHILIP AGEE, )
)
Plaintiff, g
v. ; Civil Action No. 79-2788
CENTRAL INTELLIGENCE )
AGENCY, ET AL., )
) o 9]
Defendants; ) FILED
) a—
UNITED STATES OF ) ULl - 21980
AMERICA, )
Intervening ; JAMES F. DAVEY, Clerr.
Defendant/ )
Counterclaimant)

MEMORANDUM AND ORDER

As a condition of his employment with the Cii, Agee
entered into a Secrecy Agreement with that agency which
limited his right to disclose intelligence information.
Alleging that the agreement had been violated and that
Agee threztened to violate it again in the future, the
Unitel States intervened in this Freedom of Information Act
suit. It seeks an crder that would return to the Government
all si=: ezmned by Azee from certain prior writings
dissezinsted in viciation of the Secrecy Agreement and to
enjoin further breaches of the sgreemert. The matter is
before the Court on cross-motions for summary judgment which
were fuily briefed snd argued.

in his Secrecy Agreement signed on July 22, 1957, Agee
stated chat he wovld "undertake not to pubiish or
pattici;a*e in the publication of any information or
materiz: relatzné.tblcﬁé Aéeﬁc}J ifs'nctxvities or
intellizznce activities gen2rally, either during or after
the ter= of [his) exployment by the Agency without specific
prior e¢psroval by the Agency." See Ex. A, Gambino Affidavit.

Agee's CI. evployment ceased on November 22, 1968. At no

time has “e been released from this undertaking.
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Two essential facts are undisputed. Agee does not deny
that he has published tooks containing inﬁelligence information
relating to CIA activities without prior submiss§7n to the
agency and in violation of the Secrecy Agreement nor does
he deny that he intends to continue his work as an author
and jourralist, writing on intelligence activities, without
coaplying with the Secrecy Agreement. Moreover, the validity
of the standard Secrecy Agreement which Agee executed has
been strongly upheld in a recent decision of the Supreme
Court, Snepp v. United States, 48 U.S.L.W. 3527 (U.S. Feb.
19, 1980).2/

Oppcsing the proposed order vigorously, Agee offers two

affircative defenses. First, he asserts that the United
States cc—es before this Court with “dirty hands' and should
not be granted the equity relief sought. Second, hLe contends
that he is the victic of impermissible "discriminatory
enforcemen:' because the United States has allegedly chosen
to litigare a2gainst him on the basis of the content of his
writings. &= impermissible criterion for government action,
while chcosing not to prosecute individuals whose writings
are not so \nfavorable to the Agency.

Agee's ''dirty hands' argument lacks merit. In a lengthy
affidavit, Agee recites a litany of supposed wrongs allegedly
perpetrated by government representatives against plaintiff
beginning in 1971, three years after plaintiff left the CIA
and abou: the same time that plaintiff begaq his activities

against the agency. But even if these wrongs occurred, which - - -

1/ The Tnited States points to two books among Agze's

many pubiizations, Dirty Work: The CIA in Western Europe
and Dirtv work II: “The CIA in Africa. Agee was not the
-sole autrncr of either book. He acknowledges having written
a third took, Inside the Company: CIA Diary, that also was
published without having been submitted for clearance.

2/ The Azreement also was considered in the lower court
opinion iz Snepp, .see United States v. Snepp, 398 F.2d 926
(4th Cir. ) , and in Alfred A. Knopf, Inc. v. Colby, 509
F.2d 1362 (4th Cir.), cert. fdenied, 421 U.S. 992 (197;).

end United States v, MarchetEl, 466 F.2d 1309 (4th Cir.),
cert. denied, 409 U.S. 106 1972),
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is disputed._they_would not forec}ose the relief sought by
the United States here. In invoking the 'dirty hands"
doctrine, it is necessary that the wrongs complained of have
a close nexus to the cause of action. See, e.g., Keystone

Driller Co. v. General Excavator Co., 290 U.S. 240, 245

(1933); Neal-Cooper Grain Co. v. Kissinger, 385 F. Supp.

769, 778 (D.D.C. 1974) " There is no such nexus here.
ﬁllaia&iff had long since left the agency when these incidents

occurred and the alleged wrong-doing by the agency since 1971

is not sufliciently related to Agee's failure to comply with
the Secrecy Agreement.

The discriminatory enforcement argument, however, is _
more substantial. It is clear that the Government could not
enforce the Serrecy Agreement solely on the grounds of sex
or of race, i.e., by enforcing it only against women or
against blacks. Sirilarly, it i{s certain that the Govermment
cannot use enforcement of the Secrecy Agreement for the sole
furpose of suppressing speech that is u&favorable to the
agency. tgee contencs that the agency's actions support his'
claim that the Governzent's #tesent motion is primarily
motivated ty the 2gency’'s disagreement with his views. This
is sharply denied. On the limited facts submitted by the
parties it is difficult, however, to determine to what extent,
if any, enforcement of the agreement against Agee is based
on the izpermissible ground that the agency.was offended by
the upfa?orable qatgrial Agee has written. o '

The United States argues that Agee is in a category by
himself with regard to enforcement of the Secrecy Agreenent,
and that his conduct has been egregious end totally in disregard
of the agreewent, to the severe datriment of the United States.
There is no disp;te that Agee has openly flouted his refusal
to submit writings and speeches .to the CIA for prior

approval, and has expressed a clear intention to reveal
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classified inforzation and bring harm to the agency and its
pexsonnel.él Thus the risks which attend Agee's continuing
refusal to abide by the agreement are undoubtedly far
greater than the risks posed by many others covered by the
agreement.

Agee, however, has presented evidence indicating that
the ClA's past enforcement record bears a considerable
correlation with the agency's perception of the extent to
which the material is favorable to the agency. A reading
list cf books concerning the CIA, prepared by the CIA itself
for recruitoent purposes, noted five works as ''more critical
of the Agency." Four of these works have spawned suits by
the Goverm=eant to enforce the agreement, whereas no suits
have been Filed ageinst other suthors whose works were not
“listed a3 ''more critical," even though some of those authors
concedeZly did not submit their material for prepublication
reviex. TFlaintiff thus has raised a factual issue as to
whether tha GovernTznt's past enforcement has been clouded
by content consider:z:zions rather then wholly legitimate
concerr.s Zer security. v

In viav of the forefoing, the Covrt has determined
that it wculd not be eppropriate, on these motions for
summzry judzzént, to impose a constructive trust over the
proceeds of Agee's two books, or to order an accounting.

Not only is the civil law of discriminatory enforcement

3/ The Governpent notes, in particular, a press release
Tssued by plaintiff from Loncdon on October 3, 1974, in
which plaintiff stated:

Tocday 1 announced & new coumpaign to fight the United
States CIA wherever it is cperating. This campaign
will have two main functions: Fixst, to expose CIA
officers and agents and to tske the measures necessary
to drive them cut of the countries where they are
-operating; secondly, to seek within the United States
"to have the CIA abolished. See McMahon Affidavit at-3.

It should alsn be noted that Agee is sceking release of
approxinztely 20,000 documents from the CIA alone in this
cecticn, chvizucly to suppnort his continuing campaign.
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uncertain but..there are, as notec, unsettled [actual issues
that can only come clear through time-consuning discovery,
if the issuves were to be pursued. The past, however, is no
mirror of thé‘}uture. The agency has xeceﬁtly prepared a
.policy statement on its prepublication review program that
demonstrates a sensitivity to First Amendment concerns.
Backed by Snepp's endorsement, the agency currently is
carrying out a far more systematic and organized program
for enforcing its Secrecy Agreement rights. Taerxe is no
showing the: anyone who announces in advance an intention
to ignoze the agreement and who has egregiously violated it
in the past will not ‘e subjected to an enforcement action.
The agency, moreover, exrpressly states. that '[a)pproval will
not be denlec solely because the subject matter may be

t

embarrassing to or critical of the Agency.' Furtherwore,
the "express2d or presumed attitude of a person toward the
United States Government or the Agency is not a factor” in
deterwining wvhether z person, suspected of violating the
Secrecy .zreesent will be recomrended for prosecution. (See
Regulation HR6-2 and Policy of Enforcement, attached to
Turner's Affidavit.)

Ac

[$3

crdingly, the Court believes that it is entirely
approprizre uncer 21l the facts and circumstances of this
case to icsue an injunction against Agee redpiring his full
compliance with the Secrecy Agreement in the future. Agee
. has shown ¢ flagrant disregard for the requirements of the
Secrecy Az-zement, justifying this Court's action to require
future cc—zliance and to protect the security of the United
States. N —
The =c:zion for summary judgment filed by the United
States is g-anted in part and a permanent injunction

enjoining Azee from further breaches of his Secrecy Agreement

shall issue in the form attached. In all other»tespects the

totions of both parties are denied.

SO ORDERED.
1 ATLES S DGE

October ﬁ( , 1980.
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it THE UNITED STATES DISTIRICT COURT
FOR THE DISTRICT OF COLWMBIA .

PRILIP AGEE,
laintiff,

V. Civil Action No. 79-2788
CENTRAL INTELLIGENCE
AGENCY, -ET AL.,

FILED

UNITED STATES OF 0CT -21989
AMERICA,
Intervening JAMES F. DAVEY, Cicrr
Defendant/

Counterclaimant

)
)
)
)
)
)
)
)
)
Defendants; g
i
)
)
)

PERMANENT INJUNCTION '

Thnis watter having been heard on cross-motions for
summary jufzwent, and the Court having granted tﬂe United
States & permenent injunction, now therefore it is hereby

GPIERED:

(1) That the pleintiff, Philip Agee, is permanently
enjoined Zrcxm further violation of the terms of his Secrecy

he Central Intelligence Agency executed

(4]

Agreezent with
July 22, 1357, and, in particular, is enjoined from
disserineting, or causing to be disseminated, any information
or material relating to the Central Intelligence Agenéy, its
activities, or intelligence activities generally, without

the express written consent of the Director of the Central
Intellizence Agency or his representative;

(2) That plaintiff's counsel shall promptly serve
plaintiif with a certified copy of this Order and shall
promptly file with the Court proof of receipt by plaintiff
of this Ocder; and

) (3) That the Clerk of Court shall serve plaintiff
with & certified copy of this Order bzhmailing the same
to plaintiff at Schluterstrasse 81, Hamburg, Germaﬁy. by

certified mail.

T l S .
Ug’,;é’ad./x{@]w
D L -

October & , 1960.
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[
Cosenal Ceinigd

§¢ - 102}/

IN TRE UN1TED STATES DISTRICT COURT
FOR THE D1STRICT OF COLUMBIA

PRIL1P AGEE, ;
Plaintiff, )
)
v. ; Civil Action No. 79-2788
CENTRAL IRTELLIGERCE AGENCY, )
ET AL., )
)
Defendants; g Fl L E D
UNITED STATES OF AMERICA, ) ' .
. ) K8V 21 K
In;erven17g )
Defendant )
Counterclaimant. ) JAMES E BAVEY, Gerd

HEMORANDUNL AND ORDER

Agee has moved this Court to amend the Permanent
Injunction against him entered by this Court on October 2,
1980. He contends that the injurction, which requires him
to comply with the Secrecy Agreement he executed with the
CIA in 1957, is over-broad, exceeding even the relief
requested by defendant, and fails to include certain
safeguard provisions approved by the Supreme Court in the

similar case of Snepp v. United States, 48 U.S.L.W. 3527

(U.5., February 19, 1980). Defendant United States opposes
Agee's motion, although defendant enters no objection to the
safeguard provisions requested by Azee, namely, that any
review by the CIA of submitted material be coopleted uifhin
thirty days of submission and that approvai be withheld only
for information which the CIA determines to be classified.

The Court has carefuily considered the arguments of the
patiies and has determined that some amendment of the
injunction would be useful in order to reassure Agee that his
icagined fears are unwarranted. -

Agee contends that the injunction should not extend to
oral speech or to informati;n learﬁed outside his CIA

eoployment. The Court cannot accept these contentions.
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First, it is clear that the Secrecy Agreement executed by
Agee in 1957 was not limited to written works nor to
information learmed during employment. Therefore the
injunction as written goes no further than the obligation
Agee already has incurred. Second, Agee has demonstrated
an intent to violate that Agreement, thus requiring this
Court to enter the broadest permissible injunction. Third,
Agee's conduct demonstrates a clear pattern of using oral

statements as well as written works to further his intention

- of undermining the work of the CIA. Fourth, the difficulty

in unraveling the degree to which Agee's knowledge has come
from that employment or otherwise, makes it essential that
he not be the party to determine whether or not a given piece
of information was learned during his CIA employment. Under
these circumstances, this Court would be remiss if it entered
an injunction limited in the manner Agee requests.
Honetheless, the Court will amend the injunction to make
clear that the activities conjured up by Agee in his brief --
i.e., reading a passage aloud from a book to another person,
or telling his wife what a newspaper has reported -- will
not imake him subject to contempt. Agee's concerns are far

-

too farfetched. However, the injunction will be amended to

state:

Extemporaneous oral remarks that consist solely of
personal views, opinions, or judgments on matters of
public concern and that do not contain, or purport

to contain, direct or indirect reference to classified

intelligence data or activities, are not subject to

this injunction.

With regard to the safeguard provisions sought by Agee,
the Court believes that inclusion of the provisions is
redundant but in view of the fact that defendant does not
oppose, the provisions will be included as Agee requests.
Both parties agree that the provisions are express agency

policy and have been endorsed, if not mandated, by reviewing

courts. See, e.p., Snepp V. United States, supra; United
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—

P

States v. Marchetti, 466 F.2d 1309, 1318 (4th Cir.), cert,

denied, 409 U.S. 1063 (1972). The Court assumed that all
parties would conform to their own rules. Furthermore, if
the CIA failed to comply with these requirements to the
detriment of Agee, appropriate relief could have been sought.
Nonetheles;i the Court will amend the injunction to include
the provisions as sought.
For the foregoing reasons, plaintiff's motion to amend
the Permanent Injunction is granted in part and denied in
" part. The injunction, as amended, will read as set forth
" in the attached Modified Permanent lnjunctibn, to be served
in the saﬁe manner as the original Permanent Injunction.
SO ORDERED.
——UNTTEE'ETKTE?E;TETFTET'UUﬁcE—_'

November §[ , 1980.

29-8340 O—84—12
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1K THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

PHRILIP AGEE, ) !
)
Plaintiff, ;
v, g Civil Action No. 79-2788
CENTRAL INTELLIGENCE AGENCY, )
ET AL., )
)
Defendants; ) FILED
) .
UNITED STATES OF AMERICA, ) v
J NOV21RED
Intervening )
Defendant/ ) JAMES E DAVEY, Clerk
Counterclaimant. )
MODIFIED

PERMANENT INJUNCTION

This matter having been heard on cross-motions for
summary judgment, and the Court having granted the United
States a permanent injunction, now therefore it is hereby

ORDERED:

(1) That the plaintiff, Philip Agee, is permanently
enjoined from further violation of the terms of his Secrecy
Agreement with the Central Intelligence Agency executed
July 22, 1957, and, in particular, is enjoined from
disseminating, or causing to be disseminated, any information
or material relating to the Central Intelligence Agency, i
its activities, or intelligence activities generally,
without the express written consent of the Pirector of the
Central Intelligence Agency or his representative, provided
that the Agency review of submitted materi;I be completed. . .
within thirty days of submission and that approval for
dissemination be withheld only for information which the
Central Intelligence Agency determines to be classified;

(2) Th;r sxtemporaneous oral remarks that consist
solely~of personal views, opinion;; or judgpents on matters
9! public concern, and that do not contain, or purport to
contain, any direct or indirect reference to classified

intelligence data or activities, are not subject to this

injunction;
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(3) That plaintiff's counsel shall promptly serve

plaintiff with a certified copy of this Order and shall

Tl e TR

promptly file with the Court proof of receipt by plaintiff
; of this Order; and
o - (4) That the Clerk of Court shall serve plaintiff

with a certified copy of this Order by mailing the same

to plaintiff at Schulterstrasse 81, BRanburg, Germany, by

certified mail.

£
&

Novemberf] , 1980.

i
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PUBLIC AFFAIRS A HR 6-2

2. NONOFFICIsL PUBLICATIONS AND ORAL PRESENTATIONS BY
EMPLOYEES AND FORMER EMPLOYEES

SYNOPSIS. This regulation reflects establishment of the Publications Review
Board and sels forth policy, tesponsibilities, and procedures that govern the
submission apd review of nonofficial publications and oral presentations by
current end former employees.

a. CENERAL

(1) The Nationa) Security Act of 1947, us amended, and Executive Order 12333 require the
Director of Central Intelligence to protect intelligence sources and methods from
unauthorized disclosure. Executive Order 12356 requires protection of classified informa-
tion from unauthorized disclosure. Agency employees are required to sign a Secrecy
Agreement whereby they assume a contractual obligation to protect certain categories of
information from unauthorized disclosure The fact that sn employge or former
employee has had access 1o information whose unauthcrized disclosure can harm the
national security imposes special obligations upon these persons.

(2) Based on tbe above obligations and responsibilities, this regulation requires that all
Agency employees (as delined by HR 20-2) and former employees submit for prior
review by the CIA all materials (defined in paragraph bl2) below) intended for
nonofficial publication or oral presentation. This regulation also establishes standards for
approval by the Publications Review Board.

b. POLICY

(1) The Publications Review Board (herealter the Board) was established to facilitate the
review of nonofficial writings and oral presentations to determine whether or not they
contain information as delined in paragraphs b3Xs) through (d) and b{5) below. The
Board consists of the Chief, Public Affairs Division (Chairperson), and representatives
from the Directorate of Operations, the Directorate of Adwninistration, the Directorate of
Science and Technology, the Directorate of Intelligence, the Office of Security, and the
cover unit. The Office of General Counse) provides a legal adviser. The Board will meet
as requirec at the call of the chairperson to ensure that the provisions of this regulation
are met.

(2) Agency empleyees and former employees under the terms of their Secrecy Agreements
must submit for review by the Board all writings and scripts or outlines of oral
presentations intended for nonofficial publication®, including works of fiction, which
make any mention of intelligence data or activities, or contain data which may be based
upon information that is classified or classifiable pursuant to law or Executive ordes.
Submission to the Board will be made prior to disclosing such information to anyone who

not autherized by the Agency to bave access 1o it. The responsibility is upon the

- employee ot former employee to learn from the Agency whether the material intended
for publication fits the description set forth in this paragraph. No steps will be taken
toward publication until written permission to do so is received fsom the Agency. ’

(3) For current employees, the Board may deny approval for nonofficial publication or oral
presentation of any injormation obtained during the course of employment with the CIA
which has not been placed in the public domain by the U.S. Government, and which is in
any of the following categories:

() That which is classified pursuant 1o law or Executive order.

* “Publication” means communicaling information 10 one or more persons.

—Revised: 4 March 1983 (1550) . 8
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HR 6-2¢ PUBLIC AFFAIRS
{b) That whick it classifiable pursuant to law or Executive order but which, because of
operational ¢ir¢ n.'mlames or mtmghl is not form.ﬂl) classilied by designation und

marking

(c) That which identilies any person or organization that presently hus or Immﬂh has
had a selitionship with a United Siates foreign intelligence organization, \\huh
relationship the U.S. Government has taken affirmative measures lo comceal.

(d) That which reaswonably could be expected to impair the employee's pfrlurmance of
duties, intefere with the autharized functions of the CIA, or could have an udverse
impact on the foreign relations or security of the United States

{4) Approval will nct be denied solely be-caux- the subject matter may be embarrassing 1o or
critica! of the “.gency. _ —

(5) In the case of former employees, the Board will be governed in each case by the
provisions of & former employee’s Secrecy Agreement in applying the criteria in
paragraphs bi3Ya), (b} and (c) above.

{6) The Board will attemnpt to have the review and classification of manuscripts of writings
and oral presentations completed within 30 calendar days.

(7) Authors who are disected to delete material in accordance with this regulation are
required to submit their revisions to the Board for final approval.

(8) Authors may appesl the final classification decision approved by the Board to the Deputy *
Director of Central Intelligence (DDCI) (see paragraph o{6) below)

(9) Approval for publication or oral presentation does not represent Agency endorsement or
verification of, or agreement with, the subject matier. Consisient with cover status,
authors are encouraged (current employees are required, unless waived by line authority)
to use the foliowing disclaimer: "This material has been reviewed by the CIA 1o assist the
author in eliminating classified information, if any: however, that review neither
constitutes Cl4 authentication of material as factual nor implies C1A endorsement of the
author's views.” .

¢. RESPONSIBILITIES AND PROCEDURES

{1} Present employess may submit writings and scripts or outlines of oral presentations to the
Board through the responsible Deputy Director or Head of Independent Office who may
determine that review by the Board is unnecessary and that public release is authorized
based on paragraph b3) above. A Deputy Director or Head of Independent Office also
may approve publication with deletions and/or changes or disapprave publication based
on paragraph b5) above. Employees may elect to make submissions directly to the
Chairperson of the Publications Review Board for determination of the necessity for
Board review.

{2) Former employ ees will stbmit writings and scripts or outlines of oral prex-ntations to the
Oftice of General Counsel, which will forward them to the Board and subsequently
notify the former enployee of the Board's findings. The General Counsel or designee will
act as spokesperson for the Board in all communications with former employees.

(3) Should s present employee learn that a present or former employee is preparing a writing
or an oral presenlation that may contain information requiring Agency approval for
public release, he or she is requested to advise the Board, which will be responsible for
reminding the individual of the obligation to submit the material for Agency review.,

{4) The chairperson will ensure that esch member of the Board has reviewed one copy of the
submission and that appropriate individuals are designated 1o make a classification
determination and retumn it lo the chairperson with comments. I the Board unanimously

—Revised: 4 March 1983 (1550)
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PUBLIC AFFAIRS HR 6-2¢(5)

decides that it iy unobirctionable under the stundards antt criteria listed above, the
chairperson wil notify the author throagh the appropriate channels. 3 any member of
the Board ooieels to publication or oral presentation, the matter will be resolved at a
Board meeting.

(5) The chairzerson is suthorized unilaterally to represemt the Board when time constraints

or other vnusual circumstances make it impractical or impossible 10 convene or consult
the Board -

{6) Authors who wish to appeal decisions should address such appeals in writing to the DDCI,

accompanied by the manuscript the author wishes the DDCI to consider and any
— supporting materials. Appeals are to be submitled through the Inspector General o, in
the case of former employees, to the General Counsel, who will forward them to the
Inspector General The Inspector Genersl will review the data provided by both the
author and the Board and will forward the material and his recommendation to the
DDCI or designee, who then will issue a {inal determination. Every effort will be made to
complele the appeal process within a 30-calendar-day period.

—Revised: 4 March 1953 (1550) : . 4142
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PUBLICATIONS REVIEW BOARD
Review Process
Current Former
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@ ’ General
Component Counsel
L 3> PRB
(Executive Secretoriot) Public
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Administrotion
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e Final manuscript
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Either 3er 4. changes required
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AGEXNCY POLICIES ON PREPUBLICATION REVIEW
PROVISIONS OF SECRECY AGREEMENTS

A. POLICY ON ENFORCEMENT OF SECRECY .:ACREEMENTS RELATED TO PRE-
PUBLICATION REVIEW

1. Subsequent to the Supreme Court's decision in U.S. v. Snepp, numerous inquiries have
been received concerning the Agency's policy on enforcement of its secrecy agreement. The
purpose of this notice is 1o sel {orth information concerning the Agency's policy, for purposes of
assisting persons subject lo secrecy agreements to comply in good faith with the requirements
of those agreements.

“2. The purpose of the prior review requirement in the secrecy agreement is to determine
whether material contemplated for public disclosure contains classified or classifiable informa-
tion and, if so, to give the Agency an opportunity to prevent the public disclosure of such infor-
mation. Prior review means that writllen malerials are submitied to the Agency belore being
circulated at each stage of their development 1o publishers, reviewers, or to the public. The res-
son for this prior review requirement is lo prevent comparison of the material which would
then reveal which items had been deleted by the Agency. For this reason, post-review of the
malerials, i.e., after they have been submitied to the publishers, reviewers, etc., does not
comply with this policy. However, the Agency reserves the right to review any such material
for purposes of taking necessary protective action to mitigate damage caused by disclosure of
classified information it may contain, but such review and action shall be entirely without prej-
vdice to the legal rights of the United States Government and the Agency under the secrecy
agreement.

3. Persons bound by the secrecy agreement should understand that the Agency cannot
determine unilaterally what aclion in court will be taken in the case of a breach of the agree-
ment. The Agency’s recommendations in this regard are subject to the decision of the Attorney
General. The Agency Office of General Counsel will be notified in all cases when & known
breach occurs. The expressed or presumed attitude of a person toward the United States
Government or the Agency is not a factor in determining what recommendation may be made
by the Agency to the Department of Justice.

4. The authors of material submitted to the Agency are expected to cooperate with and
assist the seview process. In particular, they may be called upon 1o identify any publicsources
of information which, in the Agency’s judgment, appear to originate from classified sources
and to cite the source when their confirmation of the information would, in the eyes of the
Agency, cause damage. Failure or refusal to identify such public sources by itself may result in
refusal of authorization to publish the information in question.

5. Persons subject to a secrecy agreement are invited at any stage to discuss their plans for
disclosures covered by the agreement. The views of the Agency can only be given by an au-
thorized representative specifically designated for this purpose by the Directer in regulation or
otherwise. No one should act in reliance on any position or views expressed by any person other
than such authorized Agency representative. - -

B. POLICY ON MATERIAL TO BE SUBMITTED FOR PREPUBLICATION REVIEW

1. 1t is not possible to anticipate each and every question that may arise. It is the policy of
the Agency to respond, as rapidly as possible, to specific inquiries raised by persons subject to
an Agency secrecy agreement as to whether specific materials require submission for review.
Procedures for submission are contained in HR 6-2. Further questions should be referred to the
Publications Review Board. Former employees should address all questions concerning secrecy
agreements to the Office of General Counsel.

2. The Agency considers the prior review requirement 1o be applicable whenever a
person bound by the secrecy agreement, eapress or implied, actually has prepared material for
public disclosure which contains any mention of intelligence data or activities or which may be
classified or classifiable pursuant to law or Executive order. The Agency views it to be that

December 1982
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person’s duty to submit such materia! for 1o iew 3 zecordance with tie secrecy sgreement. A
person’s obligation under the agieement remiains 18endical whether such a person prepares the
matetial himsell or herself or causes anothier persor. such as a ghost writer, spouse, friend or as-
sociate to prepare the material.

3. The provisions of the secrecy agreement requiring submission of inforination or
malerials for review are not limited 1o any particular category of materials or methods of dis-
closure. In the-view of the Agency, these provisions apply to both oral and written materials.
With respect to written materials, the provisions apply not only to books but 1o all other forms
of written materials intended for public disclosure. such as (but not limited to) newspaper
columns, magazine articles. letters to the editor. book reviews, pamphlets, and scholarly papers.
Because alleged fictional treatmeni can be used as a subterfuge to convey factual information,
fiction about the CIA or about intelligence activities is covered by the agreements

4 Oral statements constitute one of the most difficult areas in application of the secrecy
agreement. The agreement applies to material that the person contemplates disclosing publicly
or actually has prepared for public disclosure. It does not. in the Agency's view, require the
preparation of such material. Thus, a person bound by the agreement is not in breach of the
agreement if that person participates extemporaneously and without prior preparation in an
oral expression of information {e.g., news interview, panel discussions, extemporaneous speech)
and does not submit material for review in advance. This does not, of course, exempt such per-
son from liability for any unauthorized disclosure of classified or classifiable information that
may occur in the course of such extemporaneous oral expression.

5. The requirement under the secrecy agreement is only lo submit materials on the
subject matter of intelligence or the Agency and its activities or material which may be based
upon information classified or classifiable pursuant to law or Executive order. Current
employees must submit information which reasonably could be expected to impair the
employee's performance of duties or interfere with the authorized functions of the Central In-
telligence Agency, including information which could have an impact on foreign relations. The
prepublication review requirement does not apply to topics that are totally unrelated to
intelligence matlers, such as a manuscript of a cookbook, a treatise on gardening, or writings on
domestic political matters. Nor does the prepublication review requirement extend to
discussion of foreign relations not purporting o contain or be based upon intelligence
information.

6. Material that consists solely of personal views, opinions, or judgments on matters of
public concern and does not contain or purport to contain any mention of intelligence data or
activities or contain or purport to contain data which may be based upon information classified
or classifiable pursuant to law or Executive order is not subject to the prepublication review re-
quirement. For example, a person bound by the secrecy agreement is free, without prior ;
review, to submit testimony to the Congress or make public speeches or publish articles on such '
topics as proposed legislation as long as the material prepared by such person does not directly
or by implication constitute a statement of an informational nature about intelligence activities
or substantive intelligence information, or in the case of current employees, impair the |
employee's performance or the authorized function of the Central Intelligence Agency,
including information which could have an impact on foreign relations. 1t should be obvious
that in some circumstances the expression of what purports to be an opinion may in fact conve
information subject to prior review under the secrecy agreement. For example, a former
intelligence analyst’s opinion that the U.S. can or cannot verify SALT compliance is an implied
statement of fact about Agency activities and substantive intelligence information, and would
be subject to prior review. This does not mean that such a statement necessarily would be clas-
sified and require deletion, but merely that the subject matter required review by the Agency
before publication. A discussion of the desirability of the SALT treaty based on-analysis of its
provisions and without discussion of intelligence information or activities would not. It should
be clear that descriptions of an employee’s Agency activities can be expected always to require
prior review under these principles. At the other extreme, it is clear that a person subject to the
secrecy agreement, who writes or speaks about areas of national policy {rom the perspective of
an observer outside the Government and without purporting to rely on classified or classifiable
information, intelligence information, or information on intelligence activities, does not have to
submit such malerials for prior review. While some “'gray areas” may exist,. persons subject to
the secrecy agreement are expected to err on the side of voluntary prepublication review in
keeping with the spirit and intent of the agreement.
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SECRECY ACRIEMENT [
'l.'l. torint full name). hereby agree 10 aceept a3 a prior condition of my

- being employed by, or otherwise retained to perform services for, the Central Intelligence Agency, or for staff eleinents of
the Director of Central Intelligence (hereinafler collectively le!eued to as the “Central Intelligence Agency™) the
obligations contained in this a:reement .

2 1 understand that in the course of my employment or other service with the Central Intelligence Agency } may be
given access 1o information which Is classified in accordance with the standards set forth in Erecutive Order 12356 as
ainended or superseded, or other applicable Executive Order, and other information which, if disclosed in an unauthorized
manner, would jeopardize intelligence activities of the United States Covernment I accept that by being granted access to
such information I will be placed in a position of specul conhdence and trust and become obligaled to protect the informa-
lion from unauthorized disclosure.

3. In consideration for being employed or otherwise retained o provide services to the Central Intelligence Agency, L
hereby agree that | will never disclose in any form or any manner any of the {ollowing categories of information or
materials, 1o any person not authorized by the Central Intelligence Agency to receive them:

. Information which is elassified pursuant to Executive Otder and which I have obtained during the course of my
employment or other service with the Central Intelligence Agency;

b. information, or materials which reveal information, classifisble p;.mulnt to EvecutiveOrder and obtained by me.
in the course of my employment or other service with the Central Intelligence Agency. e

7/
4. 1 undentand that the burden will be upon me to learn whether information or materials \within my control are
considered by the Central Intelligence Agency to fit the descriptions set forth in paragraph 3, and whoro the Agency has
authorized to receive it -

5. As a further condition of the special confidence and trust reposed in me by the Central Intelligence Agency, I
hereby agree to submit for review by the Central Intelligence Agency all information or materids including works of Ffiction
which contain any mention of intelligence data or activities, or contain data which may be based upon information
classified pursuant to Executive Order, which I contemplate disclosing publicly or which I have actually prepared for public
disclosure, either during my employment or other service with the Central Intellisence Agency or at any time thercalter
prior 10 discussing it with or showing it to anyone who is not authorized to have access to it | further agree that 1 will not\
lake any steps toward public disclosure until I have received written permission to do so from the Central Intelligence
Agency. .

61 undcrsund that the purpose of the review described in pmguph 5 is to give the Central lntell-seme Agency an
opportunity to determine whether the information or materials which | contemplate disclesing publicly contain any
information which I have agreed not to disclose. § further undersiand that the Agency will act upon the materials I submit
and make a response to me within a reasonable time. I further understand that if ] dispute the Agency's Initial classification
determinations-on the basis that the information in question ‘derives “from public sources. | may be called upon to
specifically identify such sources. My failure or refusal 1o do so may by itself result in deniasl of permission to publish or
otherwise disclose the mlonmbon in dupute. . -

7. 1understand that |I! mlormahon of thaterials which l may acquire in'the course of my rmplo) yment or other service
with the Central Intelligence Agency which fit the descriptions set forth in paragraph 3 of this agreement are and will re~
main the property of the United States Government. I agree to surrender all materials rellecting such information which
may have come into my possession or for which 1 am responsible because of my employment or other service with the Cen-
tral Intelligence Agency, upon demand by an appropriate official of the Central Intelligence Agency, or upon the conclusion
of my employment or other service with the Central Intelligence Agency.

& [ agree to notify the Central Intelligence Agency immediately in the event that | am called upon by judicial or
congressional autharities to testify about, or pravide, information which 1 have agreed hierein not to disclose.

9. 1 understand that nothing contained in this agreement prohibits me from reporting intelligence activities which 1
consider to be unlawful or improper directly to the Intelligence Oversight Board established by the President or to any
successor body which the President may establish. | recognize that there are also established procedures for bringirg such
matiers to the attention of the Agency’s Inspector Ceneral or to the Director of Central Intelligeace. T further understand
that any information which I may report to the Intelligeace Ovenight Bosed continues to be subject to this agteement forall
other purposes and that such reporting doeg not constitute public disclasure or declassilication of that information. -

01a Suatil POV
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10. 1 understand that anv Liezch of this agreement by me niay result in the Centra! Intelligence Agency tuling
administrative action 3gainst me. which can include temporary loss of pay or terinination of my employment nr other
service with the Central Intelligenze Azency. | also understand that il 1 violate the 1ermsof this agreement, the United
States Covernment may institute 2 civil proceeding 1o seel compensatory damages or other appropriste reliel. Further, |
understand that the disclosure of information which | have agreed herein not to disclose can, in some circuinstances,
constitute 8 criminal offense. .

11. § understand that the United Stales Government may, prior to any unauthorized disclosure which is threatened by
me, choose to apply 10 any appropriate court for an order enforcing this agreement. Nothing . - this agreement coastitutes a
waiver on the part of the United States to institute a civil or criminal proceeding for any breach of this agreement by me.
Nothing in this agreement constitules s waiver on my part of any possible defenses 1 may have in connection with either
civi) or eriminal proceedings which may be brought against me.

12 In addition to any other remedy to which the United States Government may becom» entitled, I hereby assign to
the United States Government all rights, title, and interest in any wndsll rovalties. remuneravons, and emoluments that
have resulted or will result or may result from any divulgence, publication or revelation of information by me which is
carried out in breach of paragraph 5 of this agreement or which involves information prohibited [rom disclosure by the
terms of this agreement. -

13. Tunderstand and accept that, unless ] am provided a written release from this agreement or any portion of it by the
Director of Central Intelligence or the Director's representative, all the conditions and obligations accepted by me in this
sgreement spply both during my employment or other service with the Central Intelligence Agency, and at all times
thereafter.

14. 1 understand that the purpose of this agreement is to implement the responsibilities of the Director of Central

Intelligence, particularly the responsibility to protect intelligence sources and methods, as specilied in the National Security
Act of 1947, as amended.

15. 1 undenstand that nothing in this agreement limits or otherwise affects provisions of criminal or other laws
protecting classified or intelligence infoimation, including provisions of the espionage laws jsections 793, 784 and 798 of
Title 18, United States Code) and provisions of the Intelligence 1dentities Protection Act of 1952 ¢P. L. 97-200, 50 U. §. C.,
421 et seq}

16. Esch of the numbered paragraphs and letiered subparagraphs of this agreement is severable. If 3 court should find

.any of the paragraphs or subparagraphs of this agreement to be unenforceabdle. | understand that all remalning provisioas

will continue in full force.
17. I make this sgreement in good faith, and with no purpose of evasion.

Signature

Date

The execution bf this sgreement was witnessed by the undersigned, who accepted it on behalf of the Central Intelligence
Agency as & prior condition of the employment or other service of the person whose signature appears above.

WITNESS AND ACCEPTANCE:

Signature

Printed Name

Date
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August 12, 1983

The Honorable William P. Clark
Assistant to the Preaident for
National Security Affasrs

The White House
Washington, D. C. 20500

Dear Mr. Judge Clark:

The Senate Committee on Governmental Affairs will hold s
hearing on Septemder 13, 1983 on National Security Decision
Directive 8%, fssued by tre President last March. At my request,
Senator Mathiss will proside at this hearing.

A8 you know, one of the issues addressed by the President's
directive is a requirement for pre-pudlication review of certe °.
writings by former government officials. Whilc we are not asking
JOur agency to testify, we would be most appreciative if you
could provide the Committee with the following background
information, to assist in our preparation for this hearing:

1. Are there any instances within the past five years in
which former officials of your office published classified
materiasls without securing the permission of the departament?

2. If so, please provide a description of the episode
including any comsunications with the former officisl and any
damage assessment of the unsuthorised disclosure. (If a full
response to this question cannot be made pudlic, please provide
a8 detalled a response as possidle, and indicate vhether a wore
complete answer will be provided in a classified annex.)

3. Please descride the current procedures for dealing with
publications by former officials. For exaaple, have such
officials voluntarily submitted manuscripts which contain
irrormation which they believe may be classified? Does the your
offfce monitor the pudblications or speaking ergagements for
foraer officials for compliance with pre-pudlication review
procedurea? How are disputes adbout deletions of material
resolved? What fs the volume and nature of materials which the
department reviewa?

8, In your view, are there flaws in the current system which
prevent it from operating in a satisfactory Wanner to protect the
national interest? If 80, what are those flava?

5. As a result of the President's directive, have any
changes in the pre-publication review system been put into
effect? In this connection, I would sppreciate receiving drafts
of any proposed contrsct which officials will be asked to sign
and which provide for pre-publication review, as well as coples
of any documents explsining the meaning of any such draft
contracts and any documents descriding the views of your office
on what should be incorporated in such a contract.

If you have any questions concerning these requests, please
have your staff call Link Hoewing of my ataff, on 224-4751 or
Steve Metalitz of Senator Nathias' staff at 224-5617.

I would appreciate receiving your response defore the end of
this month.

Sincerely,

William V. Roth, Jr.
Chairman
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WATISNAL SECURITY CONCIL
WASHINGTON. D.C. 1046

September 9, 1983

Dear Mr. Chairman:

This is in response to your fequest to Judge Clark regarding
background information on pre-publication review of materials
written by former government officials.,

Members of the NSC Staff with access to Sensitive Compartmented
Information have in the past been required to sign Form 4193,
which included a requirement for pre-publication review. Other
pre-publication review has been conducted on a voluntary basis,
and all disputes regarding required deletions have been resolved
in discussions with the authors.

During calendar year 1982 the NSC Staff received over 100 manu-
scripts (books, articles, and speeches) for pre-publication
review, including manuscripts by three former Assistants to the
President for National Security Affairs. Such review in all cases
has been limited to protection of national security information.

NSC Staff members will be required to sign the nondisclosure
agreements-being promulgated by the Information Security Over-
sight Office and the Director of Central Intelligence (attached).
More formalized procedures for systematic monitoring and
pre-publication review are currently under consideration.

Sincerely,

- Robert M. Rimmitt
Executive Secretary

Attachments A

The Honorable William V. Roth, Jr.
Chairman

Committee on Governmental Affairs
United States Senate

wWashington, b.C. 20510
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STATEMENT
of

THE AMERICAN JEWISH COMMITTEE

and

THE UNITED CHURCH OF CHRIST OFPICE OF COMMUNICATION
THE AMERICAN SOCIETY OF JOURNALISTS AND AUTHORS
THE AMERICAN JEWISH CONGRESS . —
. THE NEWSPAPER GUILD
THE NATIONAL EDUCATION ASSOCIATION

on

The Presidential Directive on Safeguarding
National Security Information

to the

COMMITTFE ON GOVERNMENTAL AFFAIRS
UNITED STATES SENATE

The American Jewish Committee ("AJC"), founded in 1906, is a national
organization of approximately 50,000 members dedicated to the defense of the
civil rights and religious liberties of American Jews. We believe this goal
can best be accomplished by helping to preserve the constitutional rights and
liberties of all Americans. Specifically, AJC is committed to the belief that
the free flow of ideas and information and informed, open discussion of govern-
mental affairs, which lie at the heart of the First Amendment to the United
States COnsututf_ohn, are fundamental to a robust democratic system. We submit
this Statement for consideration by this Committee because we are concerned
that the Presidential Directive on Safeguarding National Security Information

("Directive™} of March 11, 1983 unduly restricts public access to important

information about our Government not justified by asserted reasons of national
recurity. We are joined in this submission by the United Chuxch of Christ Office

of Communication, the American Society of Journalists arnd Authors, the American
Jewish Congress, the Newspaper Guild and the National Education Association, —
all of whom share our commitment and concern on this issue.

Clearly, a government may and, indeed, should take all necessary steps to

PPN
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prevent the disclosure of sensitive intelligence information and the sources of
such information. However, the scope of the Directive is so broad as to create
a potentially vast censorship lystu‘ the purpose of which may be unrelated to
legitimate national security. See Snepp v. United States, 444 U.S. 507, 516
(1980) (stevens, J., dissenting) (“The purpose of /a non-disclosure/ agreement...
is not to give the CIA the power to censor its employees' critical speech, but
rather to ensure that classified, nonpublic information is not disclosed without
the Agency's permission.”) Government employees, by accepting employment which
provides access to classified material, do not thereby surrender their Pirst
Amendment rights. They retain the right to_lpeak and write about the Government,
and to criticize it, as any other citizen may, so long as they do not disclose
the classified lnlom‘tion they have obtained during the course of government
employment. United States v. Marchetti, 466 F.2d 1309, 1317 (4th Cir.), cert.
denied, 409 U.S. 1063 (1972}, )

The first part of the Directive requires that all government employees
with access to classified information, no matter-how low the level of classifi-
cation, must as a condition of access sign nondisclosure agreements that will
be enforceable by the Justice Department. Formerly applying only to employees
of the Central Intelligence Agency, National s-ecurny Agency and Defense Intel-
ligence Agepcy. .this requirement now applies to tens of thousands of Pederal
esployees throughout the Government with access to any material technically
stamped “"classified.” FPurthermore, these employees may be forced to submit to
lie-detector tests if suspected by Federal agents of leaking any classified data,
regardless of whether the classified material is potentially harmful to security
or is of trivial consequence. Refusal to take a polygraph test will permit the
agency to conclude that “appropriate adverse consequences” should follow, includ-

ing at a minimum, denial of future access to classified material. Polygraph tests

-



179

are considered by many legal experts to be unreliable and are not admissible
as evidence in most Pederal courts. Yet, under the Directive, not only failing
the lie-detector test, but refusing to submit to one, could cost a Federal
employee his job.

The second part of the Directive is even more potentially damaging to Pirst
Amendment rights, for it sets up a sweeping system of prior restraint that would
not be constitutionally tolerated in any other context. See, e.9., New York ,
Times Co. v. United States, 403 U.S. 713 (1971) (the Government could not consti-

tutionally restrain the press from publishing the contents of a classified

government study); Nebraska Press Association v. Stuart, 427 v.S. 539 (1976)
(restraining news media from publishing incriminating statements of accused
murderer until jury was impaneled violated First Amendment guaranty ot‘fru
- --press). The minimum procedur.s mandated by this part of the Directive require N

that all Federal employees with the highest level of clearance -- those with
access to "sensitive compartmentalized information™ ("SC1") -- sign a nondisclo-
sure agreement that includes a pre-publication review of all their writings.

T The'r;\-bor of e-pl.o_yees who have SCI clearance has been estimated at thousands
of the highest government officials (Washington Post, 3/21/83), and perhaps as

many as 100,000 (New York Times, 5/5/83).

Pre-publication review would apply to all writings of the subject employes,
not merely non-fictional works concerning the subject of the author's government
- employment. Any books (even novels), reports, studies, articles, columns, lecture
notes, speeches, letters to the editor, and book reviews would have to be submit-~
ted in advance for clearance by each agency involved. Such review is mandated

T whéthér or not any classified material appears in the writing, on the assumption
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that only the agency itself can determine whether classified information would

' be disclosed by the publication. Furthermore, pre-publication review would be
requized, not only with respect to writings produced while the person is still
employed by the Government and has access to classified data, but also with
respect to any writings produced after the person has left the Government's
employ and lost access to classified information. 1In fact, there is no indica-
tion.in the Directive that this requirement is to be less than a binding life-
time commitment. Penalties for failure to comply include the confiscation of
all profits from the publication. See Snepp v. United States, 444 U.S. 507
(198‘3')“. These penalties arise merely from the failure to obtain advance
clearance, even if the publication contains no classified information whatsoever.

There §s a strong likelihood that a chilling effect on legitiuté public

discussion of government policies will result from the Directive's discouragement
of all writings by Federal employees. For example, the clearance and review
process will inevitably cause delay, in light of the poteitially massive quantity
of written material which will require clearince. Material which has to go
through the clearance process with one or more agencies, including appeals up
through the agency before excisions can be challenged in court, will inevitably
result in publication which is less than timely. These requite;ents, for example,
would make it extremely difficult, if not impossible, for any former Federal
official to function as a newspaper columnist or reporter, radio or television
commentator, or even goutical activist, where time is of the essence. But even
more damaging is the inability of every covered employee or former employee to

contribute to debate in timely fashion on topical issues. Certain iswues of

immediate current concern will not await the pre-publication review process.
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As a result, delay can have the effect of silencing an individual through
preventing altogether, by rendering moot, the publication of numerous works.

The disincentives for challenging a reviewer's deletions -- namely,
time, cost and disruption of the operating process of a free press -- indicate
another serious potential evil of the pre-publication process. Those individuals
subject to the Directive may be prevented from disclosing information which was
illegally or improperly classified in the ﬂ‘tst place, and which belongs in the
public domain. o

Moreover, the potential for censorship through abuse of this vast prior
restraint process is great. Government reviewers may harbor motives for secrecy
unrelated to security, such as tn protect themselves and their agencies from
appropriate scrutiny and possible embarrassment. The Directive especially
threatens censorship of former government officials. Each ne\; Administration
will be empowered to approve the writings of its predecessors. A possible
result may be politically motivated excisions to harass those who might question
or criticize their political successors. —

The Government is already well-equipped to deal with and punish real
violators of national security. See, e.g., 18 U.S.C. 8798 (imposing a 10-year
prison term and a $10,000 fine for knowingly and willfully publishing certain
types of classified information); 18 U.S.C. 8794 (making it a criminal offense
punishable by life imprisonment or death to communicate national defense infor-
mation to a foreign government); and S U.S.C. 8312 (withdrawing the right to
government retirement benefits from a person convicted of violating th‘ese
statutes). Farthermore, and most importantly, the Directive is unlikely to
deter those serious violators who truly wish to compromise émr national security.

Such people are unlikely to take the time to write books or articles.

o
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The Directive cannot be evaluated in a political vacuum. PFollowing the
_ Supreme Court's ruling in the Snepp case, the Carter Administration sought to
harness the potentially sweeping censorship authority conferred upon the
Government. In 1978, President Carter signed an executive order requiring
government officials to consider the public's right to know before classifying
data; to use the lowest level of secx;;y clearance when in doubt; and to classify
information only on the basis of identifiable potential damage to national
security. In 1980, Attorney General Civiletti approved guidelines which would
require the Government to consider a variety of factors before seeking to enjoin
unintentional and possibly meaningless disclosures of information which may
have been improperly classified in the first place.
Under the Reagan Administration, the Civiletti guldelind?‘vore r&voked
in 1981 by Attorney General William French Smith. And, in 1982, President
Reagan signed Executive Order 125?6 which reversed each of the critical features
contained in President Carter's 1978 order. President Reagan's order, among many
other things, eliminated the requirement that government officials consider the
public's right to know in determining classification; eliminated the requirement
of identifiable potential damage to national security for information to be
classified; failfg to provide for automatic declassification even where the
classified information had already been disclosed; authorized the reclassification
of previously declassified material; eliminated the requirement that classified
material be reviewed for declassification after six years; allowed the classifi-
cation or reclassification of unclassified material following the receipt of a
request for it under the Freedom of Information Act; and developed several new

categories of classifiable information.
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When the Directive is viewed in the context of the expanded scope and
duration of the Government's classification auchoritg, the opportunity for
censorship unrelated to legitimate national security concerns is great. Through
overclassification, information may be withheld from the public that could not
be shown to prejudice national security interests in any way. But, as the
Supreme Court has recognized, "the Pirst Amendment tolerates absolutely no prior
judicial testraints...ptedlcated upon surmise or conjecture that untoward

consequences may result.” New York Times Co. v. United States, 403 U.S. 713,

725 (1971) (Brennan, J., concurring). The potential damage done by overclassi-
fication and, in effect, suppression is far greater than a few foregone
publishing opportunities by government officials. Rather, the potential damage
is to the very foundation of our democratic and representative government, which
the First Amendment sought to insure through a frank and free discussion of
government affairs. Floyd Abrams, a leading Pirst Amendment lawyer, has -
q:;stioned the philosophy of iaposing such a broad secrecy vow throughout the
Government without indicating specifically what harm would result to national
security:

wWhat concept of national security leads to such results?

It is less one of politics than of ideology, an ideology

that seems distrustful of information itself.... It is a

fearful ideology that focuses intently on the risks of

information, but not on its benefits. Nor on the perils

of its suppression. (New York Times, 3/22/83.)

Mr. Abrams echoes the sentiments of Justice Black in his concurring opinion
in New York Times Co. v. United States, 403 U.S. 713 (1971). In that case, the
Supreme Court, in a per curiam decision, ruled that the press could not be
restrained from publishing the contents of a classified government study. In

rejecting the Government's restraint of vital current news on the basis of

"national security,” Justice Black, joined by Justice Douglas, stated, at 719-720:



184

The word "security" is a broad, vague generality whose
contours should not be invoked to abrogate the funda-
mental law embodied in the First Amendment. The
guarding of military and diplomatic secrets at the
expense of informed representative government provides
no real security for our Republic. The Pramers of the
First Amendment, fully aware of both the need to
defend a new nation and the abuses of the English and
Colonial Governments, sought to give this new society
strength and security by providing that freedom of
speech, press, religion, and assembly should not be
abridged... .

The greater the importance of safeguarding the community
from incitements to the overthrow of our institutions .
by force and violence, the more imperative is the need
to preserve inviolate the constitutional rights of free
speech, free press and free assembly in order to main-
tain the opportunity for free political discussion, to
the end that government may be responsive to the will
of the people and that changes, if desired, may be
obtained by peaceful means. Therein lies the security .
of the Republic, the very foundation of constitutional
government. (cite omitted)

In reviewing the Directive, AJC urges this Committee to keep in mind that
“secrecy in government is fundamentally anti-democratic, perpetuating bureau-
cratic errors"™ and that "open debate and discussion of public issues are vital

to our national health.” New York Times Co. v. United States, 404 U.S. at 724

(Douglas, J., concurring). See New York Times Co. v. Sullivan, 376 u.s. 254,

270 (1964) ("debate on public issues should be uninhlbited.' robust and wide-open”).
Thus, it is imperative that restrictions on nondisclosure of even classified
government information be as narrowly tailored as'possible to avold unjustified
curtailment of the fundamental First Amendment guarantee of free speech.
Excessive restrictions, through classification, wholesale prior restraints and
abusive excisions, serve neither the national security nor the Constitution.

In the words of Justice Stewart, concurring in New York Times Co. v. United States,

403 U.S. at 729:
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For when everything ie classified, then nothing is
classified, and the system becomes one to be disre-
garded by the cynical or the careless, and to be
manipulated by those intent on self-protection or
self~-promotion. I should suppose, in short, that
the hallmark of a truly effective internal security
system would be the maximum possible disclosure,
recognizing that secrecy can best be preserved
orily when credibility is truly maintained.

The American Jewish Committee respectfully urges this Committee tc
consider carefully the implications of President Reagan's Directive, and to

recommend to the Senate such legislative action as may be deemed necessary.

’/‘\rl
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REPORT BY AMERICAN ASSOCIATION OF
UNIVERSITY PROFESSORS, COMMITTEE
A ON ACADEMIC FREEDOM AND TENURE
{(October 25, 1983)
GOVERNMENT CENSORSHIP
- AND
ACADEMIC FREEDOM

Introduction

~ Within the past year, the American Association of -
University Professors has issued two reports which discuss the
ramifications for academic freedom of restraints by §overnment
officials on the open circulation of ideas.l/ chan;es have been
urged in the direction of limiting the impact of these restrictio*s
upon scholarship and research, but to no discernible effect. In-"
stead, there has been a significant enlargement of the scopg of -
government restraints. These include:

1. Decisions by Department of State authorities to deny
visas to foreign academics invited to attend scholarly meetings in
this countrxy on the basis of their political beliefs or associa-
tions.

2. A regulation proposed by the Department of Enerqy to
require any holder of unclassified information relating to nuclear
energy to assure the government that this iformation is protected

in a manner similar to other restricted materials in its possession.

Y "Federal Restrictions on Research: Academic Preedom and
National Security," Academe: Bulletin of the AAUP (September-
October, 1982), pp. 18a-20a, and "The Enlargement of the Classified
Information System," ibid (January-February, 1983), pp. 9a-l4a. An
abridged version of the second report appeared in Science

(21 January 1983), vol. 219, pp. 257-259. For a useful survey of
the several actions taken by the current administration to impede
the free flow of unclassified ideas see Floyd Abtums, "The New
Effort to Control Information," The New York Times Magazine,
September 25, 1983. .
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Stanford University has estimated that the requlation would apply
to an unknowable portion of the some five million volumes in its
libraries.
3. Executive Order 12356 (April, 1982), which exteﬂded
the reach é;‘lhe qovérnment's system for classifying information
on the basis of national security concerns by relaxing the standard
according to which the determination of classification is made. -
The likely result of this change is to remove from public and schol-
arly access additional tens of thousands.of items that bear upon
one's ability to determine the truth uf statements made by execu-
tive branch officials, as well as upon the integrity of one's own
work. The executive order also enlarged restrictions interdicting
publicatiopn of research that is "born free" but that may, under
the order, "die classified." It enables executive branch agencies
to halt the presentation, publication, or merxe scholarly exchange
of papers not classified and not drawn from any classified sources.
It is plain that government officials are already intruding
upon freedom 6: inquiry and academic research on a significant scale.
And now, the most recent executive 1n1tia(:ive, the Presidential
Directive on Safeguarding National Security Information (March, 1983),
the subject of the present report, ;:roposes to add even more to these

stringent measures.
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Summary of the Presidential Directive's
Prepublication Review Procedures

The Directive provides that each agency of the executive
branch will adopt internal procedures to assure minimally that "all
persons”™ who have access to high-level classified information will &ign a
prepublication review agreement to "assure deletion of . . .
classified information." The Directive does not identify what is to
be reviewed by the government agency or for what perjod of time a
person is required to comply with the prepublication reéiew agree-
ment. Considering the emphasis that this administration has plﬁced
on restraining the dissemination of unclassified information and the
broad lgnguage in which tﬁéhbirective is cast, it seems entirely
possible Ehat government agencies will view the Di;ggtive as encom-
passing all writiﬁqs by those with access to classifiéd information
for however long these individuals seek to publish what they write.

The Directive is silent with respect to whether it shall
be applied only to those with current access to classified informa-
tion. A government agency could presumably assert the need to review
the writings of someone who no longer has a security clearance for
whatever period of time the agency deems prudent.

The reason for the system of prepublication revig!’to be
established under the Directive is stated thus: "Safeguarding

against unlawful disclosures of properly classified information is
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a matter of grave concern and high priority for this Administra-
tion."Z/

Sanctions can be applied to persons who, subject to a
prepublication review agreement, do not sﬁbmit everything which they
may write to the government agency for prior review.

In addition, the Directive provides that government em-
ployees can be required to submit to polygraph examinations as a
condition of employment, although the polygraph itself is of doubt-
ful reliability, its use is widely feared, and submission to the
examination may be required without regard to a stated probable
cause and without any clear limits respecting the questions to be
answered.

In sum, the effect of the Directive is that government
vfficials may require anyone with current or lapsed access to
high-level classified information to submit any writing intended
for publicat£;; to the government agency for prior review. Those
who have ever had access to classified information.would accord-

ingly, we take it, be placed indefinitely under the constraints

of government censorship.

&/ The Department of Justice chaired the interdepartment group
which drafted the Directive. In a fact sheet released upon the
issuance of the Directive, the department of Justice stated that
"Unlawful disclosures of classified information damage national
security by providing valuable information to our adversaries,

by hampering the ability of our intelligence agencies to function
effectively, and by impairing the conduct of American foreign

policy." .
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Observations

The exercise of academic freedom by teachers and scholars
requires freedom of thought and expression within colleges and
universities and the freedom to transmit the fruits of inquiry to
the wider community. To an increasing extent, society in general
and government in particular have come to rely upon academic re-
searchers for acquiring new skills and new knowledge. Plainly
what is published by academic researchers also serves to enhance
public discussion of political issues. Without the liberty to ex-
plore and the correlative right to publish the results of research,
academic freedom and the advancement of learning are impaired. ,

Within the academic coﬁhunity a researcher freely sub-
mits a manuscript to colleagues and other qualified persons for
their judgment and evaluation. The assessment by peers gives con-
fidence to the researcher of the usefulness of a path traversed.

It can also warn against possible error ;r unnecessary duplication
of research efforts. The exchange of criticism and ideas is also
an indispensable condition for the continuance of researéh itself.
The invesfigator's communications with peers may yield new insights
or lead to research programs not thought possible or even imagined.

Free thought and free expression are significantly injured

if researchers are unable to disseminate the results of their

research and to publish what they have discovered except upon con-
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dition that their writings are to be submitted to a government
agency for prior review. The concept of academic freedom
necessarily embraces the freedom to impart the findings of in-
quiries without previous restraint or fear of subsequent punish-
ment.

The Directive cannot be justified on grounds that the
syastem of prior review would not be onerous or that in practice
few writings would be materially altered.

Each year countless numbers of professors representing
a wide range of academic disciplines serve the government in
various capacities. Some gserve as consultants, lecturers, or
researchers. Others accept short-term government assignments, in
this country or abroad, while retaining their faculty appointments.
Still others resign their academic positions for a government post
and return to the teaching profession years later. There are also
those who accept faculty positions after serving in government for
varying lengths of time. Many among these faculty members are
given, or once had, access to classified information. To accom-
plish what the authors of the Directive seek, and with considera-
tion of the sheer numbers of academics and other persgons with access
to classified information, government agencies would need to estab-
lish a vast apparatus for administration and enforcement.

In addition, a system o( prior review could not be limited
only to those writings that a government agency is likely to ident-
ify as harmful to the nation if revealed to the public. A govern-

ment official cannot be certain in advance of examining a manuscript

-6~
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whether it contains sensitive information. A probable result is
that the Directive would be administered to review a broader area
of expression than might be restrained through actual revision or
deletion of restricted information. One can also expect substantial
delays in reviewing manuscripts, owing in part to the complexity of
the undertaking and in part to the likely controversies between
government agencies and authors concerning whether and how to
alter a manui%ript.

There is also reason to doubt the circumspection of govern-~
ment officials responsible for implementing the Directive. In 1970,
a Department of Defense Task Force on Secrecy concluded that the
amount of scientific and technical information which was classified
could be profitably decreased by at least 90 percent. A report re-
leased by the General Accounting Office in 1979 found that nearly
twenty~five percent of the classified materials it had reviewed con-
tained one or more instances of improper classification. From the
perspective of a government official accountable for failing to
classify information that might be used to the detriment of the
nation's security interests, the necessary choice in deciding whether
or not to classify is to err overwhelmingly in the direction of
classification. Only by accepting the premise that most information
reviewed for classification should be secreted, whatever its actual
adverse effect on national security if released to the public, can a
government official discharge the responsibility of insuring that no

information that should be classified will escape classification.
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The facﬁors accounting for mistaken classification would all too
likely exercise their baleful influence under the Directive's
system of prepublication review.

The process of administering the Presidential Directive
will thus be piled on top of a system of classification which is
already excessive, is already seriously compromising of academic
freedom, and is known for its susceptibility to executive manipula-
tion.

Moreover, the mere existence of the Directive is repres-
sive. We want scholars to be uninhibited in challenging traditional
habits of thinking, in testing new theories, in criticizing social
and political institutions, and in advocating change in the policigs
and programs of government agencies and officials. The executive
branch, the Directive asserts, may not curtail freedom except when
it finds it advisable to do so. Yet uncertainty as to whether any
particular manuscript should be submitted to a government agency
for prior review can only inhibit the pursuit of intellectual and
political truth. It is not merely that useful research may be
frustrated. Rather, it is that the intimidating character of the
Directive undermines the true foundation of our national security,
the common confidence that things are as they seem and that our
government's policies are not tragically misconceived on facts that
are actually falsehoods.

The Directive can also be expected to take its toll by re-

ducing the willingness of academics to accept government responsgi-
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bilities. Many will conclude that the diminution of their freedom
is too great a price to pay for Ehe opportunity to serve govern-
ment.

The government claims, of course, that it is concerned
with avoiding harm to the national secufity. If the broad reasons
invoked in the Directive are a valid justification for the policy,
then the executive branch would have complete discretion to deter-
mine what are any justifiable ends and could restrain manuscripts
accordingly. Even if credit is given to the administration's
position that the dangers it warns against are significant, two
further issues arise.

The Directive seeks to preveqt the unauthorized publica-
tion of classified information through a system of prior review.

A claim to immunity from restraint is not unlimited. National
security certainly requires secrecy in some areas, and the govern-
ment must have the means to protect the nation against the wrongful
disclosure of military secrets. It is equally certain, however,
that procedures for restraining free expression, to the extent that
any are required, must be precise, narrowly defined, and applied
only in exceptional cases, for otherwise the exercise of the freedom
would have slight value for the purpose it is meant to achieve.
These limitations are not to be found in the Directive. The reach
of the Directive is without parallel in modern memory. It may be

applied to the writings of thousands of persons, whether or not
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they are serving in government, who currently have or did have
access to classified information. We do not find credible that
any genuine problem faced by the administration in controlling the
distribution of classified information can justify the unbridled
sweep of this Directive.

We also question whether the dangers invoked by the admin-
istration in justifying the Directive are more pressing than those
of the recent past. We would do well to remind ourselves of some
crises through which the nation has passed since the end of World
wWar II.

Each day for nearly a year the immediate prospect existed
that American and Soviet troops would come to blows during the
Berlin Block;de. That pbssibility was seriously revived with far
vaster implications during the Cuban missile crisis. We fought two
wars on the mainland of Asia, and neither in Korea nor in Vietnam
were our apprehensions about the intentions and capabilities of
the Soviet Union less acute than they are today. And the revolu-
tion in Iran and the Soviet Union's invasion of Afghanistan not
only deprived us of intelligence stations on a large stretch of
the border of the Soviet Union but for many raised the threat of
a Soviet thrust toward the Persian Gulf and the undermining of
the entire American position in the Middle East.

What greater urgency propels our current administration?
We must continue to contend with a formidable adversary, but why

should the same principles which have governed free inquiry by

-10- ~—
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academic researchers not be found serviceable in these anxious
times? We make a fatal bargain if we allow the freedoms which
have so long been exercised in this country to the benefit of
all to become diminished, whatever the concerns which are now
motivating some government officials.

The Directive should be withdrawn. 1Its infirmities are
too many and they run too deep to be cured with textual refine-
ments. Our penchant for executive secrecy is not in our own or
in the world's best interest. We should be striving for reliable
ways of reducing the government's system of classification to a

bare minimum, and not for excuses for its protean enlargement.

Robert A. Rosenbaum (Mathematics)
Wesleyan University, Chairman

Morton J. Tenzer (Political Science)
University of Connecticut

Stephen H. Unger (Computer Science)
Columbia University

William Van Alstyne (Law)
Duke University

Jonathan Knight, Staff
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LAW OFFICES

WYATT AND SALTZSTEIN

1725 DESALES STREET, N. W,

CABLE ADORESS . . MILWAUREE, WISCONSIN
sALTY WASHINGTON. 0. C. 20036 BENJAMIN F. SALTZSTEIN
Tei o 248420 202/638-4488 O N. MILWAUKEE BT VELY

February 3, 1984

The Honorable Charles McC. Mathias
387 SROB
washington, DC 20510

Dear Senator Mathias:

We are counsel-to American Business Press (ABP), the
association of over 500 specialized business periodicals.
These publications include journala like Aviation Week,
Datamation, Electronic Design, and 0il & Gas Journal. They
are edited for businessmen, doctors, engineers, industrial
managers and scientists.

On August 1, 1983 we wrote to you expressing our concern
about the President's Directive on national security infor-
mation. We know you have been concerned about the scope and
the effect of this directive and have been working with other
members of the Senate to insure that First Amendment rights
are not endangered as a result of the directive.

We understand that legislation has been introduced by
Congressman Brooks in the House to forestall implementation of
the directive, and that you are considering similar legisla-
tion in the Senate. Mr. Olson of your staff called us as a
result of our prior correspondence, and asked if we would like
to submit any material for inclusion into the record of the
hearings that you held last year on this subject.

We are pleased to forward to you the attached survcy which
was prepared by the American Business Press Government Affairs
Cannmittee. It was sent out to the Chief Editors of over 500
periodicals. The questions in the survey deal with both the
Freedom of Information Act and the President's Directive.

The survey results show overwhelming support for the
Freedom of Information Act and deep concern on the part of
editors that the President's Directive will have an adverse
impact on the availability to the press of government infor-
mation. -
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We hope this letter and the attached survey will assist
you. Please let us know if we can be of further assistance.

s erely, /\
Stephien M. Peldman ~
SMFiemd

Enclosure

CCs
Mr. David Heinly, Chairman ABP Gov't. Affairs Committee
Wash. Bureau Chief, Cahners Pub. Co.
Mr, Carroll Dowden, Bxec. V.P. & CEO, International Thomson
Business Press
Chairman, ABP Washington Legal Committee
Mr. Thomas King, President, American Business Press, Inc.

BCC:
?ﬁr. Thomas Olson
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LAW OFFICES

WYATT AND SALTZSTEIN
1728 OEBALES STREELT, N. W.

CARLE ADORESS TON.D.C. 200368 MILWAUKEE, WISCONSIN
SALTY WASHINGTO °© BERIAMIN F. SALTZSTEIN 0906-1980

TeLexr 248420 202/838-4488

ROBCAT A. SALTISTUIN
618 N NILWAUSES STRYCT

October 4, 1983

AMERICAN BUSINESS PRESS QUESTIONNAIRE ON
FREEDOM OF INFORMATION ACT

Attached is a FPreedom of Information Act Questionnaire which
was sent to the chief editors of over 500 member periodicals of
the American Business Press. The Quastionnaire was authorized by
the American Business Press Government Affairs Committee which v
monitors freedom of information developments.

One hundred twenty-one editors responded. Many editors took
the time to supplement their answers with detailed comments on how
they feel about both the Freedom of Information Act and the Presi-
dent's directive on national security information. Nearly all the
comments express the opinion that government agencies are too
restrictive, rather than too lax, in releasing government informa-
tion. :

-0f the nineteen publications which have used the Freedom of
Information Act, these are the agencies to which requests were
directed:

Department of Agziculture
Department of Energy
Department of Labor
Department of Justice
EPA

FDA
Federal Highway Administration

Health and Human Services
Highway Safety Administration

Internal Revenue Services

National Institute of Health
~ National Institute of Mental Health

U. S. Postal Service
U. S. Railway Association
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QUESTIONNAIRE ON FREEDOM OF INFORMATION ACT

Have you or any of the editors on your publication ever had
occasion to use the Freedom of Information Act?

19 Yes
102 No

Have you ever had a Freedom of Information requést denied?
8 Yes
113 No
Whether or not you have used the Freedom of Information Act,
do you think that its presence encourages government agencies
to make information {(even in the absence of an FOI request)
available to the press that otherwise would not be available?

*

103 Yes
14 No
4 No reply

Recently, President Reagan issued a directive on national
security information that requires present or former govern-
ment employees who have access to classified or "sensitive"

information to submit articles which they have written for

publication in the press to a "pre-publication review" process.

Additionally, the government would be able to administer lie
detector tests to government employees to find out the source
of unauthorized leaks. Do you believe that this directive
will have an adverse“impact on thé availability of present or
former government employees as contributors to periodicals
or as news sources?

95 Yes

23 No
3 No reply

In connection with the Presidential directive referred to
above, does your periodical use present or former govern-
ment employees as contributors to your publication.

47 Yes
64 No
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The Society of Professional Journalists, Sigma Delta Chi

Mr. Chairman, while this Committee has decided to
hear today only from preseat and former government officials,
the Society of Professional Journalists, Sigma Delta Chi,
nevertheless feels strongly on this issue and submits this
written statement of our views. While we do not want to
minimize the importance of what you will hear today, we do
feel it {s a crucial oversight to limit these hearings to
government witnesses. The impact on them is obvious. But
equally strong is the impact on the public which looks to
present and former government officials for their insights
on :;e vital issues of the day. The Soclety, as the nation's
largest organization of journalists with more than 28,000
members {in all branches of the news media, print and broad-
cast, feels strongly that these actions by the Rquan Adminis-
tration go directly to the core of the free speech rights
that are this country's heritage,.

President Reagan's March 11 national security directive
requires all federal employees with access to classified
1nfotmation to sign a non-disclosure pledge and submit to
polygraph tests if asked. It compels all employees with
access to segmented compartmented informaiion (SCI) to do
much more -- to sign away their First Amendment rights for
life and agree to obtain prior government clearance for all
books, articles and speeches that might touch on government

secrets. The implementation of that directive announced
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August 25 by the Department of Justice strongly encourages
other employees to submit to these same intrusive procedures
and obtain clearance for their writings as well.

What is even move disturbing {s that the Reagan Adminis-
tration -- in keeping with its policies in direct con-
trast to its rhetoric on freedom -- does not want to discuss
this issue. The Reagan Administration apparently does not
want public debate on the amount of information the American
people receive about their government. In addition to refus-
ing, until today, to explain this overbroad policy, the Ad-
ministration has failed to answer ‘letters, including one sent
last May by the Soclety, Qeeking information on this crucial
government policy.

The combined effect of the President's directive and the
August 25 packet implementing the directive is to give the
Administration in power unprecedénted control over the First
Amendment freedoms of present and former government officials.
A person wvho has worked-for the United States government and
has received a clearance to handle classified material must
now clear any writing or statement with the very subject of
that writing or commentary. This provides the Administration
with a weapon to control what the American people can learn
about their government.

While preventing the disclosure of the United States’
legitimate security secrets is, of course, warranted, the

effeci of these actions is drastic overkill, This order will
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effectively silence anyone who has served in the upper levels
of the White House, State Department, Defense Department, and
National Security Council.

It is particularly puzzling to us that the Administration
fails to recognize the quandry it thrusts itself into with its
obsession about leaks. As was demonstrated in the recent
Korean airline tragedy, the government does reveal classified
information and supposedly top-secret interceptions of Soviet
internal communications if it suits its purposes. This clas-
sified material made the Administration's case in an extra-
ordinarily forceful manner., Yet, at the same time, this
instant declassification shows that the Administration ie
willing to leak classified information to help make its case.
Selective leaking 1s acceptable. It 18 the embarrassing leaks
to which the Reagan Administration objects.

In looking at the Administration's specific proposals,
Mr. Chairman, the Society finds particularly txviblesome:

~= The prior restraint implicit in requiring any present
or former government official with access to SCI to submit
all publications or comments to the government for prepublica-
tion review, -

-= The use of polygraphs, whose reliability 1is, at best!
questionable, as an accepted method of ferreting out "leakers."

Department of Justice order 2620.8, released on August 25,

1983, implements in DoJ and its agencies the prepudblication
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reviev progras for all persons granted access to classified
information. Drafted to serve as a model for other executive
departuents and agencies, the order fncludes these objection-
able provinibn-:

-=- Officials required to sign prepublication review
agreements as a8 prerequisite to employment must "submit any
material prepared for disclosure to others" {f it contains
or purports to contain any SCI or classified information or
“any information concerning intelligence sources or activi-
ties." This broad definition allows an Administration 1in
power to restrict any unfavorable comment about it by those
most knowledgeavle in the subject.

-- As evidence of the Administration's preoccupation
with leaks, the Order prohibits an official from assisting
or conferring with any other person who has or may have SCI
or classified information, including "a ghost writer, spouse
or friend, or editor." This provision would even preclude a
journalist with information he suspects may be classified
from checking it on background for accuracy or explanation
with a knowledgeable official or former official.

-- The prohibitions extend not only to information an
official wants to include in an article or commentary, but
even in a fictional work,

-- Furthermore, these restrictions cover speeches and

"extemporaneous oral expressions" and pure opinions "which
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impiy facts" that are classified or SCI,

-~ The Justice Degartment's policies suggest that pre-
viously unclassified information contained in materials
submitted by former employees for government clearance may
be classified on receipt, a thought control technique that
smacks of Orwell,

Consider the ways these Draconian measures would muzzle
any official who signed the prepublication review contracts.
A former or present official who became a8 political candi-~
date would have to have many of his speeches cleared by
his successors. A former official who wanted tJ become a
journalist or commentator would have to have many of his
writings cleared by the very people about whom he wished to
comment. The same holds true for government officials who
go into teaching. It would make fair game for the censor
the writings of the successors in goverpment of such Ameri-
cans as Henry Kissinger, Walter Mondale, George Bush, Elmo
Zumwalt and Jody Powell,

The Society urges the Committee and the Administration
to consider options to the contract requirement, such as:

-- Reliance on the existing criminal statutes to -
prohibit the disclosure of classified information. The
United States Code already includes severe sanctions for
leakers of truly detrimental information.

-- If the contract requirement is continued, modify
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it so that the government can collect civil damages only
upon a showing that.the official did disclose classified
information that impaired the national security.

-- Consideration of a brief statute of limitations
after which former employees would not be required to
submit thelr writings, speeches and utterances for govern-
ment review.

In conclusion, these Reagan Administration proposals
are, at best, {ll-conceived attempts to dispel a problem
that is being overblown and miscast., The Administration
has not provided sufficient justification to lay waste to
the free speech principles upon which this country was
founded. These proposals beg for oblivion. We urge the
Adminigtration to withdraw them, and, i{f not, we urge
Congress to consider legislation that deals with the true

problem at hand.
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