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August 31, 2021 
 
SENT BY ELECTRONIC MAIL TO:  nsus@citizensforethics.org 
 
Attorney Nikhel Sus 
Citizens for Responsibility and Ethics in Washington (CREW) 
1101 K Street, NW, Suite 201 
Washington, DC 20005, 
 
Re:  Case 1:21-cv-00572-RC3: 
Citizens for Responsibility and Ethics in Washington (CREW) vs. DHS 
2021-IALI-00005 Release 2 
 
Dear Attorney Sus, 
 
This letter is a response to the above litigation regarding your electronic Freedom of Information Act 
(FOIA) request to the Department of Homeland Security (DHS), Headquarters Privacy (HQ PRIV), 
dated January 10, 2021, and received on that date. This request was subsequently referred to the 
Office of Intelligence and Analysis (I&A) and received in this office on February 22, 2021.   
 
DHS I&A’s Production 
 
This is the second production in this litigation. For this production, I&A processed one-
hundred-forty (140) pages that were found to be responsive to your request. Of those pages, 
thirty-one (31) pages will be released in full, one-hundred-nine (109) pages will be withheld 
in part and released in part.   
 
Redactions have been made to protect information exempted as follows: 
 
Freedom of Information Act, 5 U.S.C. § 552 Privacy Act,  

5 U.S.C. § 552a 
 552(b)(1)  552(b)(5)  552(b)(7)(C)  552a(j)(2) 
 552(b)(2)  552(b)(6)  552(b)(7)(D)  552a(k)(2) 
 552(b)(3)  552(b)(7)(A)  552(b)(7)(E)  552a(k)(5) 
 552(b)(4)  552(b)(7)(B) 552(b)(7)(F)  Other:   

Exemption 3 protects “information specifically exempted from disclosure by [another] statute.”  
See 5 U.S.C. § 552(b)(3).  In this instance, 50 U.S.C. § 3024(i) and 6 U.S.C. § 121(d)(9) 
exempt(s) information regarding intelligence sources and methods from unauthorized disclosure.  



I&A is withholding information which would lead to the revelation of intelligence sources and 
methods. 

Exemption 6 protects from disclosure personnel or medical files and similar files the release of 
which would cause a clearly unwarranted invasion of personal privacy.  This requires a 
balancing of the public’s right to discourse against the individual’s right to privacy.  The types of 
documents and/or information that I&A has withheld may consist of names.  The privacy 
interests of the individuals in the records you have requested outweigh any minimal public 
interest in disclosure of the information.  Any private interest you may have in that information 
dos not factor into the aforementioned balancing test. 

If you have any questions regarding this case, please contact Trial Attorney Bradley Craigmyle, 
United States Department of Justice, Federal Programs Branch by email at 
Bradley.T.Craigmyle@usdoj.gov. Please be sure to reference civil action no1:21-cv-00572-RC3 
in any correspondence regarding this case.  
  
Sincerely, 
Priscilla Waters 
 
Pricilla Waters 
Assistant FOIA Officer 
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Civil Unrest Washington, D.C. 1-6-2021 

Ops Period 

1-6-21 1300 

1-7-21 0800 

Current Situation 

• Around 1330 protestors breached the barrier to the Capitol and entered the building.  

Vice President Pence was evacuated from the Capitol and senate staff and members 

sheltered in place in the Russell Senate office building.  One civilian sustained a gunshot 

wound to the chest on the second floor of the Capitol building.  All federal buildings 

were put on lockdown following this incident.  The Washington, D.C. Mayor issued a 

mandatory curfew to go into effect at 1800 and remain in effect until 0600. 

Commander’s Intent 

• Remain focused on I&A’s intelligence mission and authorities regarding threats related to 

civil disobedience. 

• Think analytically to develop quality products for dissemination as appropriate. 

• Keep I&A Leadership apprised of situational developments. 

• Ensure employee health and safety. 

Authorities 

• Based on the situation present in the field, I&A will exercise DHS authorities to protect 

critical infrastructure and validated intelligence requirements. 

Posture 

• I&A will approach this situation from an analytically, operationally, and strategically to 

determine what I&A can contribute to the mission to provide a comprehensive overview 

of the intelligence.  I&A will utilize this approach to  and others.  

We play a critical role in coordination and operational planning to identify groups who 

engage in civil unrest. 

• Situational Reports will be shared internally.  If this information merits dissemination 

outside of I&A it will be written so that it can be easily transferred to the National 

Operations Center (NOC). 

Deliverables 

• Immediate deliverables will include Situational Reports, Significant Incident Reports 

(SIRs), and Organic Collection Requirements (OCRs). 

• Pending deliverables will include Field Intelligence Reports (FIRs), Intelligence 

Information Reports (IIRs), and a Counterterrorism Mission Center analytical product 

linking violent actors/ideologies as appropriate. 

Operating Status 

• Current and Emerging Threats Center (CETC) 

o  for information related to calls or plans 

for violence.  Items of note included calls to set fire to the Capitol building, 
(b) (3) (A), (b) (3) (B)

(b) (3) (A), (b) (3) (B)
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reported shots fired within the Capitol, and calls for actors to stand their ground 

when confronted by law enforcement. 

o Situation updates will be disseminated at 0800 and 1630.  Information to be 

included in those situational updates should be provided to CETC by 0600 and 

1430, respectively.  Any significant incidents will be reported via significant 

incident reports (SIRs) to the  distribution list. 

o CETC is fully staffed.  No unmet needs were reported. 

• Counterterrorism Mission Center (CTMC) 

o CTMC will have a team call to determine a duty schedule going forward as 

appropriate. 

o CTMC is conducting open source collections and is on standby for official 

reporting.  CTMC has crafted a list of requirements they are focusing on and will 

provide those to the Collection Management Division (CMB) and the Office of 

General Counsel Intelligence Legal Division (OGC-ILD) for review.  These 

requirements are based upon current information seen on online forums. 

o No unmet needs were reported. 

• Open Source Collection Operations (OSCO) 

o OSCO will have collectors on staff until 2300.  This staffing will reduce to 

collectors until 0500 the following day, whereupon it will increase to  

collectors. 

o The ) 

  These will be put into Situational Reports as they push the 

formalized OSIR process. 

o OSCO is fully staffed with personnel in reserve if needed.  No unmet needs were 

reported. 

• Cyber Mission Center (CYMC) 

o CYMC has  staff members available. 

o CYMC will focus on potential foreign influence and will prioritize monitoring for 

information on foreign media calling for violence. 

o CYMC reported a precautionary delay in the vote counting for the Georgia runoff 

election based upon threats. 

• Field Operations Division (FOD) 

o The Mid-Atlantic Region (MAR) has employees stationed at the National 

Capital Region Threat Intelligence Consortium (NTIC) with remaining staff on 

ready reserve.  There will be at least  at the NTIC at all times. 

o Regional Directors (RDs) across the U.S. have been sensitized for threats. 

o Partner Engagement (PE) will reach out to State, Local, Tribal, and Territorial 

(SLTT) partners with any messages from I&A. 

o The HUMINT Collection Operations Manager for the MAR is maintaining a 

 and will continue to monitor the situation. 

o FOD posture will be reevaluated overnight to determine if any changes need to be 

made.  Personnel from neighboring regions are available if needed. 

o No unmet needs were reported. 

• Partner Engagement (PE) 

(b) (3) (A), (b) (3) (B)

(b) (3) (A), (b) (3) (B)
(b) (3) (A), (b) (3) 

(b) (6)

(b) (3) (A), (b) (3  

(b) (3) (A    

(b) (3) (A), (b   
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o PE is preparing standard communication to SLTT partners.  SLTT partners have 

been notified that the Department of Homeland Security and the Federal Bureau 

 are monitoring the situation. 

o The National Homeland Security Information Network (HSIN) Sitroom is up and 

running.  A private D.C. Sitroom is also running.  Information from the  

Sitroom is being transferred to the National HSIN Sitroom.  CETC is also 

maintaining a presence in these sitrooms. 

o A telephone call with the major city chiefs will be held to discuss concerns about 

potential violence erupting around the country. 

• Office of General Counsel Intelligence Legal Division (OGC-ILD) 

o , and  are available 24/7 for any questions or concerns. 

o Much of I&A’s activity will depend upon the Collection Management Division’s 

requirements. 

• Collection Management Division (CMD) 

o The Election Related reporting policy will be recirculated. 

o Requirements include 1221 HCR; 1228 HCR; Election EEIs; physical threats to 

critical infrastructure; World Wide SIGINT requirement for SIGINT with a 

. 

o CMD will review information that is shared by FOD.  If the understanding of the 

type of actors involved in these incidents shifts, then that will impact the 

requirements used. 

o If information is identified that would more appropriately be reported in a FIR, 

then contact  @hq.dhs.gov). 

o The election related reporting policy, collection requirements, and points of 

contact (POCs) for OGC-ILD and CMD will be provided. 

•  (LNO) 

o LNO  is available. 

Briefing Schedule 

• Routine 0800 and 1630 briefings will occur. 

• Ad hoc briefings will be driven by significant events. 

Other Considerations 

• Nationwide messaging. 

• National Threat Advisory System (NTAS) 

• In the event of outside requests for services consult the OGC-ILD. 

 

 

 

 

 

  

(b) (3) (A), (b) (3) (B)
(b) 

 
 

 
 

(b) (3) (A), (b) 
 

(b) (6) (b) (6)

(b) (6)(b) (6)

(b) (3) (A), (b) 
 

(b) 
 
 

 
 

(b) (6)
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Appendices 

Collection Requirements 
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Intelligence Law Division Job Aid 2020-002: 
DHS Office of Intelligence & Analysis (I&A) Portland Surge Operation (July 9, 2020) 

 

This job aid is provided in conjunction with the deployment of I&A Field Operations Division 
(FOD) and Current and Emerging Threat Center (CETC) personnel in support of I&A’s 
“Portland Surge Operation.”1 I&A is supporting federal, state, and local authorities responding to 
sustained violent attacks by Violent Opportunists (VOs) targeting law enforcement officers 
(LEOs) and federal buildings, as well as monuments and other statues within the city of Portland, 
OR. These attacks, seemingly conducted by Violent Opportunist (VO) actors, have been 
occurring sporadically since May 28, 2020. More recent attempts to incite further attacks, 
however, signal the near-term continuation/escalation of VO activities. As a result, I&A has 
decided to surge personnel to Portland immediately. While the scope of this job aid is limited to 
Portland Surge Operation deployments, it may relate more broadly to I&A intelligence activities 
undertaken in response to sustained VO activities occurring at other protests.2 

 
Your Reasonable Belief. As a first matter, to engage in any intelligence activity addressed in this 
job aid, you must have a reasonable belief that it supports a mission described below. 
Concluding your belief is reasonable is an individual obligation and must be based on 
information available to you. You yourself are responsible for articulating your conclusion. You 
establish reasonable belief as follows: 

 
• By supporting your reasonable belief with facts and circumstances you can articulate. 
• By avoiding relying on “hunches” and intuitions, which are insufficient. 
• By basing your reasonable belief on your own experience, training, and knowledge, while 

being able to state how you have applied your expertise to the facts before you. 
 
Appropriate Missions. This job aid applies to intelligence activities in furtherance of one or 
more of the following missions3 in the context of recent protests: 

 
1. Threats of or actual violence to law enforcement personnel, facilities, or resources; 
2. Threats of or actual violence against other individuals (including lawful protestors); and 
3. Threats of or information related to damaging, destroying, or impeding the functions of 

government facilities. 
 
Appropriate Intelligence Activities: You may access intelligence or information where you 
reasonably believe that viewing it would further one or more of the missions described above, 

 

1 See Portland Surge Operation CONOPS, Civil Unrest – Threats to Law Enforcement/Federal Facilities (July 7, 
2020). 
2 In addition to FOD personnel, I&A is also seeking to deploy Open Source Collections Office (OSCO) personnel to 
Portland. Previous guidance provided to OSCO applies to these individuals’ activities (see July 2018 memorandum 
from the Office of the General Counsel (OGC) Intelligence Law Division (ILD) and the June 2020 job aid). 
However, should these OSCO personnel be surged to support FOD’s efforts, this job aid would apply to their 
activities. 
3 Note this guidance in no way limits how I&A personnel execute other missions in accordance with the Attorney 
General-approved Office of Intelligence and Analysis Intelligence Oversight Guidelines (IO Guidelines) (Jan. 11, 
2017). 
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and may collect, retain, and report it only in accordance with the sections below. However, you 
are prohibited from engaging in any intelligence activity for (1) the sole purpose of monitoring 
activities protected by the First Amendment or the lawful exercise of other Constitutional or 
legal rights, or (2) for the purpose of suppressing or burdening criticism or dissent. Following 
this job aid can help you steer clear of such Constitutional concerns. 

 
1. Collecting, Retaining, and Reporting Information from Law Enforcement Partners 

 
Collection. To proceed from access to collection of information you are required to use the least 
intrusive collection techniques feasible and may intentionally collect United States Persons 
Information (USPI) only where you reasonably believe it (1) furthers a national or departmental 
mission and (2) will result in permanently retainable USPI. 

 
You may collect from law enforcement partners—state, local, tribal, and territorial (SLTT) as 
well as Federal LEOs—so long as you do so overtly. 

 
Retention. Any properly collected USPI can be permanently retained so long as it meets one of 
the standard or supplemental information categories in I&A’s IO Guidelines.4 Any USPI 
collected that does not (1) further a national or departmental mission and (2) meet an information 
category must be purged for operational purposes within 180 days of collection. 

 
Dissemination.5 Any permanently retained USPI may be disseminated to other elements of DHS, 
to federal, state, local tribal, or territorial (FSLTT) government entities with law enforcement 
(LE), counterterrorism (CT), or national or homeland security related functions, or to private 
sector entities or individuals with responsibilities relating to homeland security only where you 
have a reasonable belief that such a dissemination would assist the recipients in fulfilling one or 
more of their lawful intelligence, LE, CT, or other homeland security-related functions. 

 
2. Collecting, Retaining, and Reporting Information from Individuals in Custody 

 
Collection. You may also collect from incarcerated, detained, or arrested persons so long as you 
do so overtly. Overt collection from such sources requires that you disclose at the outset to these 
individuals that you are employed with the United States Government. I&A policy further 
requires that you state to them that you are an employee of DHS, and also inform them that their 
participation is voluntary, that your interview can be terminated by either of you at any time, and 
that they will receive no preferential treatment in speaking with you and have no right to edit 
your notes.6 These requirements are especially important to remember in the context of 

 
4 See IO Guidelines at 11-15. Note that these information categories track with the exemption codes in HOT-R and 
CHROME. 
5 The dissemination rules described here and below apply regardless of the format of dissemination, including by 
email, orally, or informally passing information. Note also that any internal transmission of information (to I&A 
headquarters) in the form of a Daily Rollup, for instance, would not be considered a dissemination under the IO 
Guidelines. 
6 See IA-907-00, Overt Human Collection Program at 9 (June 29, 2016). 
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interviewing sources who may be facing criminal charges and who might think they could curry 
favor with law enforcement by engaging voluntarily with I&A. 

 
Retention. Any properly collected USPI can be permanently retained, so long as it meets one of 
the standard or supplemental information categories in the IO Guidelines.7 Any USPI collected 
that does not (1) further a national or departmental mission and (2) meet an information category 
must be purged for operational purposes within 180 days of collection. 

 
Dissemination. Any permanently retained USPI may be disseminated to other elements of DHS, 
to FSLTT government entities with LE, CT, or national or homeland security related functions, 
or to private sector entities or individuals with responsibilities relating to homeland security only 
where you have a reasonable belief that dissemination would assist these recipients in fulfilling 
one or more of their lawful intelligence, LE, CT, or other homeland security-related functions. 

 
3.. Additional Support to Law Enforcement Partners and Other Activities 

 
As set forth in the IO Guidelines, assistance to law enforcement and other civil authorities 
beyond that described above—including the provision of technical support and specialized 
equipment—requires coordination with and approval in each case by ILD.8 Additionally, I&A 
may not engage in physical surveillance, except for limited counter-intelligence purposes 
involving other I&A personnel or applicants not relevant to this job aid.9 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7 IO Guidelines at 11-15. 
8 See id. at 26. 
9 See id. at 7. 
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(U//FOUO) The Department of Homeland Security (DHS) Collection Management Division 
prepared this Collection Primer to assist DHS Enterprise elements and Federal, State, Local, 
Territorial, and Tribal (SLTT) partners in identifying and reporting threats to the homeland 
posed by Violent Extremist and Domestic Terrorist Threats or Use of Violence Dangerous to 

Human Life in the United States. 
 
 

(U//FOUO) DHS Office of Intelligence and Analysis (I&A) is interested in  
 

 
 

 

 
 

(U//FOUO) We are additionally concerned that some  
. This information will assist DHS 

in better understanding nation state adversaries and foreign non-state actors who seek to 
exploit crises in the US. This information is required to answer DHS Priority Intelligence 
Requirements and enable analysis to inform key leaders and decision makers in the Homeland. 

(U//FOUO) The nation has experienced violence or significant threats of violence that endanger 
human life from domestic terrorists and violent extremists over the past several years. 
Flashpoint issues that may spur violent acts that endanger human life include violence against 
minority groups and government entities, or anger over perceived government overreach. In 
addition, ideologically motivated violence against minority groups, such as the 2015 shooting of 
a predominantly African American church in Charleston, SC and a disrupted 2016 plot targeting 
Muslim communities and mosques in Kansas demonstrate the threat of violent extremist 
attacks against ethnic and religious groups and places of worship. 

 

(U) FOR OFFICIAL USE ONLY (FOUO) WARNING: This document is UNCLASSIFIED//FOR OFFICIAL USE 
ONLY(U//FOUO). It contains information that may be exempt from public release under the Freedom of 
Information Act (5U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of 
in accordance with DHS policy relating to FOUO information and is not to be released to the public, the media, 
or other personnel who do not have a valid need-to-know without prior approval of an authorized DHS official. 

(b) (3) (A), (b) (3) (B)

(b) (3) (A), (b) (3) (B)

(b) (3) (A), (b) (3) (B)

(b) (3) (A), (b) (3) (B)



UNCLASSIFIED//FOR OFFICIAL USE ONLY 

2 

 

 

 

 
 

(U//FOUO) Whether you are an Intelligence Officer, Reports Officer, Counterintelligence 
professional, investigator, law enforcement professional, or another Federal, state, local, 
territorial or tribal employee who observes any of the following activities or behaviors, DHS I&A 
will benefit from your reporting to your local Homeland Security entity. 

 

General Definitions 
 

TERRORISM: Any activity that involves an act that is dangerous to human life or potentially destructive 
to critical infrastructure or key resources, and is a violation of the criminal laws of the United States or 
of any state or other subdivision of the United States and appears to be intended to intimidate or 
coerce a civilian population to influence the policy of a government by intimidation or coercion, or to 
affect the conduct of a government by mass destruction, assassination, or kidnapping. 

DOMESTIC TERRORISM: An act of unlawful violence, or a threat of force or violence, that is dangerous 
to human life or potentially destructive of critical infrastructure or key resources, and is intended to 
effect societal, political, or other change, committed by a group or person based and operating 
entirely within the United States or its territories. Unlike homegrown violent extremists (HVEs), 
domestic terrorists are not inspired by a foreign terrorist group.    

FOREIGN TERRORIST ORGANIZATION (FTO): A foreign organization that engages in terrorist activity or 
terrorism or retains the capability and intent to engage in terrorist activity and terrorism, which 
threatens the security of United States nationals or the national security of the United States regardless 
of whether the group has been placed on the U.S. Department of State’s Foreign Terrorist Organization 
List. 

RADICALIZATION: The process through which an individual changes from a non-violent belief system to a 
belief system that includes the willingness to actively advocate, facilitate, or use unlawful violence as a 
method to effect societal or political change. 

(U//FOUO) This document conveys no authority to engage in law enforcement or intelligence activities outside 
of preexisting authorities. Recipients of this document are reminded to operate within their lawful and proper 
authorities. Questions regarding authorized activities should be addressed to your designated agency legal 
advisor. 
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Violent Extremist Definitions 
 

HOMEGROWN VIOLENT EXTREMIST (HVE): A person of any citizenship who has lived and/or operated 
primarily in the United States or its territories who advocates, is engaged in, or is preparing to engage in 
ideologically-motivated terrorist activities (including providing support to terrorism) in furtherance of political 
or social objectives promoted by a FTO, but is acting independently of a FTO’s direction. 

ANARCHIST EXTREMISTS: Groups or individuals who facilitate or engage in acts of unlawful violence as a 
means of changing the government and society in support of the belief that all forms of capitalism and 
corporate globalization should be opposed and that governing institutions are unnecessary and harmful to 
society. 

ANIMAL RIGHTS EXTREMISTS: Groups or individuals who facilitate or engage in acts of unlawful violence 
directed against people, businesses, or government entities perceived to be exploiting or abusing animals. 

ANTI-ABORTION EXTREMISTS: Groups or individuals who facilitate or engage in acts of unlawful violence 
against the providers of abortion-related services, their employees, and their facilities in support of the belief 
that the practice of abortion should end. 

ANTI-GOVERNMENT EXTREMISTS: Groups or individuals who facilitate or engage in unlawful acts of violence 
directed at federal, state, or local law enforcement, other government officials, critical infrastructure or 
government facilities in order to affect the conduct of a government or influence the policy of a government 
by intimidation or coercion, in response to their belief that their liberties are being taken away by the 
perceived unconstitutional or otherwise illegitimate actions of government officials or law enforcement. 

BLACK SUPREMACIST EXTREMISTS: Groups or individuals who facilitate or engage in acts of violence as a 
means to oppose racial integration, to eliminate non-black or Jewish people, or to enact revenge upon police 
related/officer involved shootings of African-Americans. 

ENVIRONMENTAL RIGHTS EXTREMISTS: Groups or individuals who facilitate or engage in unlawful acts of 
violence against people, businesses, or government entities perceived to be destroying, degrading, or 
exploiting the natural environment. 

MILITIA EXTREMISTS: Groups or individuals who facilitate or engage in acts of unlawful violence directed at 
federal, state, or local government officials or infrastructure in response to their belief that the government is 
deliberately stripping Americans of their freedoms and is attempting to establish a totalitarian regime. These 
individuals consequently oppose many federal authorities’ laws and regulations (particularly those related to 
firearms ownership), and often belong to armed paramilitary groups. 

SOVEREIGN CITIZEN EXTREMISTS: Groups or individuals who facilitate or engage in acts of unlawful violence 
directed at public officials, financial institutions, and government facilities in support of their belief that the 
legitimacy of US citizenship should be rejected; almost all forms of established government, authority, and 
institutions are illegitimate; and that they are immune from federal, state, and local laws. 

WHITE SUPREMACIST EXTREMISTS: Groups or individuals who facilitate or engage in acts of violence directed 
at the federal government, ethnic minorities, or Jewish persons in support of their belief that Caucasians are 
intellectually and morally superior to other races and their perception that the government is controlled by 
Jewish persons. 

RACIST SKINHEAD EXTREMISTS: Groups or individuals who are a sub-category of white supremacist extremists 
that facilitate, support, or engage in acts of unlawful violence directed toward the federal government, ethnic 
minorities, or Jewish persons in support of their belief that Caucasians are intellectually and morally superior 
to other races and their perception that the government is controlled by Jewish persons. 
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or endanger even minimal government 
operations. This information will assist DHS in 
better understanding transnational criminal 
organizations, nation state adversaries, and 
foreign non-state actors who seek to exploit 
crises in the US. 

(U) Timely Information to Provide for 
Appropriate Response 

(U//FOUO) Helpful information to assist with 
an appropriate government response includes 
information on violent actions of individuals or 
groups to the extent they are so disruptive 
they endanger the minimal operations of state 
and local governments to protect from, 
respond to, or otherwise address. 

(U//FOUO) Violence Dangerous to Human Life 

(U//FOUO) DHS is interested in information 
regarding violence dangerous to human life when it is directed against government or other 
Federal, State, Local, Tribal, Territorial (FSLTT) officials and infrastructure, including 
ideologically motivated violent threats directed against government officials or law 
enforcement, including threats to arrest, kill, shoot, detain, or forcefully remove, any 
government official; details of ideologically motivated attacks dangerous to human life against 
law enforcement or government officials. Include PII of violent extremists if available. 

 

(U//FOUO) Information related to individuals conducting suspicious surveillance, such as 
individuals attempting to photograph or access restricted or sensitive areas, or individuals who 

have expressed plans to endanger the life of personnel 
or potentially destroy critical infrastructure is also of 
interest. 

(U//FOUO) Share and describe suspicious incidents of 
apparent or intentional damage, destruction, 
manipulation, or dismantling of critical infrastructure 
operational components or equipment where the 

intention or motivation of the perpetrator could reasonably be believed to be to interrupt 
service, endanger human life or potentially destroy critical infrastructure, conduct surveillance, 
or evade or hinder security. 

Provide for Government Response 

(U//FOUO) Topics of interest include: 

• Threats to critical infrastructure 
and key national resources; 

• Significant threats to the national 
economic security, national public 
health, or national public safety; 

• Violence or disorder of such magnitude 
that it hinders the execution of the laws 
of that State, or the laws of; the United 
States within that State, to such a degree 
as to deprive any individuals of rights or 
protections guaranteed under the U.S. 
Constitution; 

• Threats of such severity and magnitude 
that they exceed State and local 
government capabilities such that federal 
assistance would be necessary and 
authorized as a matter or law; and 

• Major disasters and catastrophes. 

(U//FOUO) Include information on 
target selection and methodology, 
including specific locations, buildings, 
people, modes of transportation, or 
information systems. Include 
information about what 
characteristics were considered when 
selecting a location for attack. 
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(U) Violent Extremism 
 
(U//FOUO) DHS is interested in planned illegal acts or suspicious activity in preparation or 
execution of violence dangerous to human life or potentially destructive of critical 
infrastructure by any violent extremists (anarchist, anti-government, militia, animal rights, 
sovereign citizen, anti-abortion, environmental rights, white supremacist, black supremacist) 
who threaten law enforcement with physical acts of life-endangering violence because of their 
extremist views. Examples include, the making, acquiring, or researching of explosives or 
explosive material for these purposes. The Department will 
benefit from information regarding violent encounters 
between law enforcement officials and these extremists, 
including during traffic stops or calls to residences that 
resulted from violent beliefs where such causation is 
supported by actual evidence (e.g., words or statements by 
the offender, or physical evidence). Include PII of violent 
extremists if available. 

(U) Anti-Immigrant and Ethnic/Religious Violence 

(U//FOUO) The Department is interested in incidents of ideologically motivated violent threats 
or attacks incited by adversarial nation state actors against the lives of specific ethnic or 
religious groups and/or organizations, violent threats to life through intimidation tactics such as 
armed confrontations or mock "interviews" (also termed "inspections") by violent extremists at 
places of worship, community centers, or similar institutions used by or identified with 
immigrant, religious, or ethnic groups, and incidents of violent extremists planning or preparing 
for the forceful, violent, or illegal removal of ethnic or religious groups from a locality, as well as 
violent criminal acts such as arson or assault when they endanger human life directed against 
ethnic or religious groups and related facilities by ideologically motivated actors. Describe 
incidents of adversarial nation state actors encouraging, planning or preparing for the forceful, 
violent, or illegal removal of ethnic or religious groups from a locality. 

 
(U) Perceptions of Government Overreach Driving Violence 

 
(U//FOUO) DHS would benefit from information on 
domestic terrorist or violent extremist threats, 
plots, or actions endangering human life related to 
violent extremists’ perception of government 
overreach, to include those related to the use of 
federal land, against federal, state, local, tribal, and 
territorial officials or agencies with opposing views. 
Include PII of violent extremists if available. 

(U//FOUO) Report attempts to 
destroy, disrupt, impede the 
regular working order of, deny 
access to, or shut down critical 
infrastructure—including 
government facilities—through 
violent threats or armed takeover. 

DHS would benefit from details of 
unsanctioned or illicit events planned on 
or adjacent to government land or 
facilities through the use of force or 
violence by domestic terrorists or violent 
extremists that endangers human life, 
poses a threat of destruction of critical 
infrastructure, or otherwise endangers 
government operations. 
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(U//FOUO) Foreign Malign Influence/Disinformation Campaigns 

(U//FOUO) The Department is interested in any foreign malign influence and disinformation 
(foreign political, military, or intelligence entities and personalities) efforts threatening or 
encouraging, executing or supporting acts of violence against Federal or SLTT employees, 
officials, infrastructure, private entities and individuals, or protestors; efforts to incite 
violence, foment public unrest, or encourage racially or ideologically motivated acts of 
violence; the nature of influence and disinformation messaging, objectives, processes and 
infrastructure used for dissemination, and the target audience for the 
influence/disinformation efforts. 

(U//FOUO) Identify and report on foreign malign influence and disinformation efforts i.e. 
 

 
 with the intent to threaten or incite violence against them; foreign malign 

influence/disinformation efforts to mischaracterize Federal and SLTT partner responses to 
crises and events to sow distrust of government, foment public unrest, or incite violence; and 
foreign individuals, entities, and platforms disseminating foreign malign 
influence/disinformation to include, but not limited to biographical information, addresses, 
phone numbers, emails, and preferred communication applications. 

 
 

 

(U//FOUO) Increased information sharing with colleagues and partners to the widest extent 
possible is essential for collection efforts. Information responsive to this primer should be 
reported to your local DHS field intelligence officer for collating and analysis in collaboration 
with Federal partners and law enforcement agencies throughout the Nation. 

 
(U) You can contact the Collection Management Division—to request assistance or ask 
questions—using the following email address:  

(b) (3) (A), (b) (3) (B)

(b) (3) (A), (b) (3) (B)

(b) (3) 
(A)  (b) 

 

(b) (6)
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