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IN THE 15TH JUDICIAL CIRCUIT OF FLORIDA

AO ALFA-BANK
Plaintiff,
Civil Action No.
V.
JOHN DOE et al.
Defendants.
COMPLAINT FOR DAMAGES
1. This is an action arising under the Florida €Civil Remedies for Criminal Practices

Act (“Florida RICO”), Fla. Stat. Ann. § 772.101 etfseq. Plaintiff AO Alfa-Bank (“Alfa Bank”)
seeks damages for injuries caused by the unknown John Doe defendants’ pattern of criminal
activity.
INTRODUCTION

2. Alfa Bank brings thig’action to seek redress from the unknown actors who
perpetrated a sustained series of highly sophisticated cyberattacks against it in 2016 and 2017.
This action is in no wayrelated to U.S. or international politics, nor is it an attempt to support or
harm, or to_align“Alfa Bank with, any candidate or political party. As a victim of deliberate,
malicious,and damaging cyberactivity, Alfa Bank seeks simply to recoup its losses by identifying
the unknown actors who carried out the cyberattacks, obtaining complete relief from those actors,
and restoring its global reputation as the leading private bank in Russia.

3. The unknown John Doe defendants (“Defendants”) executed a highly sophisticated
cyberattacking scheme to fabricate apparent communications between Alfa Bank, one of Russia’s

largest privately owned commercial banks, and the Trump Organization, President Donald
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Trump’s namesake company, in the months leading up to and immediately following the 2016
U.S. Presidential election. Upon information and belief, Defendants’ efforts were part of a broader
disinformation campaign aimed at improperly linking Alfa Bank to President Trump’s electoral
campaign; sowing confusion and polarizing the U.S. public by pitting the predominant political
parties against one another; and, ultimately, leading the U.S. public to question the legitimacy of
the results of the 2016 election.

4. Upon information and belief, Defendants are members of @ group who share a
common purpose of using offensive cyber capabilities to develop and execute disinformation
campaigns with the intent to disrupt the activities of governments, corporations, and individuals.

5. Upon information and belief, Defendants/ fraudulently manufactured and
manipulated the Domain Name System (“DNS”) resolutionprocess, discussed below, to create the
false appearance of a covert communication ¢hannel between Alfa Bank and the Trump
Organization, in at least two separate anddistinct ways.

6. First, from at least May 2016 through at least September 2016, Defendants sent
“spoofed” emails purporting fo comefrom the Trump Organization to Alfa Bank. Tricked into
thinking that the emailswere authentic, Alfa Bank’s servers responded by sending DNS “lookups”
to request information from the Trump Organization server. Observers interpreted the resulting
exchange of"fietwork traffic between Alfa Bank servers and a Trump Organization server as
evidence ‘of ‘secret communications between Alfa Bank employees and members of the Trump
Organization. This scheme of cyberattacks involved a series of up to 100 or more separate but
related attacks.

7. As part of this scheme, upon information and belief, computer scientists and

researchers who have access to and monitor nonpublic DNS activity “discovered” the manipulated



and curated data showing the apparent exchange of DNS data between Alfa Bank and the Trump
Organization. Upon information and belief, Defendants alerted these scientists and researchers to
the DNS data, with the intent that the scientists and researchers publicize the data. And, indeed,
this is precisely what happened. The scientists and researchers who obtained the nonpublic DNS
data deliberately leaked portions of that data to other scientists and researchers and, ultimately, to
the media. Critically, the DNS data showed Alfa Bank’s communication relationShips, including
the number and frequency of emails between Alfa Bank and unique third parties, and the number
and frequency of visits from Alfa Bank to unique websites owned by third parties. This data
revealed highly sensitive and confidential information, includifig Alfa Bank’s clients, business
partners, suppliers, trade secrets, and unique software used for internal services. Defendants’
actions thus proximately caused a data breach that exposed,Alfa Bank’s business information.

8. Second, upon information and belief, Defendants carried out an independent but
related scheme of cyberattacks in Februarysand March 2017 to further bolster the alleged evidence
of covert connections between Alfa Bank,and the Trump Organization. On February 18, 2017;
March 11, 2017; and March 13, 2017,"Defendants sent Alfa Bank over 20,000 DNS requests that
appeared to combine a, Trump Organization domain name with an Alfa Bank domain name
purposefully to create the illusion of secret communications between the two entities. Upon
informationsand belief, Defendants perpetrated these cyberattacks to bolster their disinformation
campaignithat-sought falsely to tie Alfa Bank to President Trump’s electoral efforts.

9, Beginning in October 2016 and persisting through the present day, media outlets
have interpreted the manipulated and curated DNS log data as explosive evidence that Alfa Bank
illegally interfered in the 2016 U.S. presidential election on behalf of then-candidate Trump and

continued illicit communications with President Trump throughout the presidential transition and



the beginning of the new administration. Journalists have pointed to the alleged covert
communication channel between Alfa Bank servers and the Trump Organization server as the
mechanism through which then-candidate Trump’s campaign and the Russian government
coordinated their efforts to increase the likelihood that President Trump prevailed in the election.

10.  Alfa Bank in fact engaged in no communications with the Trump Organization in
2016 or 2017 beyond the falsely generated and inauthentic DNS queries. Indeed, Alfa Bank has
never had any business dealings with the Trump Organization. Three prominent U.S.
cybersecurity firms have reviewed all available evidence and found nothing suggesting any
intentional or covert communications directed by the Trump Ofganization and Alfa Bank. The
Federal Bureau of Investigation (“FBI”), moreover, investigated ‘supposed links between Alfa
Bank and the Trump Organization and ultimatelyConcluded that there were “no such links.”
Special Counsel Robert S. Mueller, 111 likewise testified that allegations of ties between Alfa Bank
and the Trump Organization were “not true.”

11.  Nevertheless, despite these definitive findings, the narrative that Alfa Bank
communicated with the Trump Organization to coordinate election-interference efforts—falsely
created and shaped by Defendants—persists in media circles and the public consciousness. As a
direct and reasonably foreseeable result of Defendants’ unlawful conduct, Alfa Bank has suffered
damage to its"business and property. Among other things, Alfa Bank has been forced to hire legal
counsel andwexpend considerable resources to defend itself against the baseless allegations
stemming from Defendants’ actions, and it has suffered a loss of income through disruption to
existing and prospective business transactions caused by Defendants’ actions. Alfa Bank seeks to

recoup the monetary losses that it has suffered as a direct result of Defendants’ unlawful scheme.



PARTIES

12.  Plaintiff Alfa Bank is a major banking institution, registered and licensed in the
Russian Federation. Its registered office is located at 27 Kalanchevskaya Street, Moscow, Russia
107078. Alfa Bank has a branch network consisting of approximately 750 offices across Russia,
as well as a subsidiary bank in the Netherlands and financial subsidiaries in the United Kingdom
and Cyprus.

13.  Defendants John Doe ef al. are the unknown persons or entities who are members
of the association in fact (“Disinformation Enterprise”) that perpetrated cyberattacks against Alfa
Bank in 2016 and 2017 designed to produce data purporting to” show communications between
Alfa Bank and the Trump Organization. Defendants themselv€s conducted or participated in the
Disinformation Enterprise as outlined in this Comiplaint. Upon information and belief, the
Disinformation Enterprise preexisted the events that form the basis of this action and remains in
existence to this day. Upon information.and belief, the objective of the Disinformation Enterprise
is to spread disinformation and distupt the'activities of governments, corporations, and individuals.

14.  Alfa Bank has conducted a reasonable search to determine the actual names of
Defendants, but Defendants’ identities remain unknown to Alfa Bank. The John Doe designation
is fictitious and setrves as a placeholder until Alfa Bank is able to conduct discovery and uncover
the actual natiies of Defendants.

JURISDICTION, VENUE, AND CHOICE OF LAW

15.  This Court has subject-matter jurisdiction over this action because the claims arise
under Florida law. See Fla. Stat. Ann. §§ 772.101 et seq., 815.01 et seq.

16.  Upon information and belief, the Court has personal jurisdiction over Defendants

pursuant to Fla. Stat. Ann. § 48.193.



17.  Upon information and belief, venue is proper in this Court pursuant to Chapter 47,
Florida Statutes, because some or all of the causes of action accrued in Palm Beach County,
Florida.

18.  Florida law applies to Alfa Bank’s claims because Defendants’ wrongful conduct
is chargeable by indictment or information under Florida statutory provisions. See Fla. Stat. Ann.
§§ 772.102(1)(a)(21), 910.005.

FACTS
L. Network Infrastructure

19.  Internet Protocol (“IP”) addresses are the bases fof communications on the internet.
IP addresses are numerical codes (such as 66.216.133.29)¢hat’are often assigned and correspond
to word-based domain names (such as “trump-email.€om™),, The DNS serves as a global directory
that converts, or “resolves” the domain nameswhich are more easily used by humans) into an IP
address (which are used by machines). Fhe DNS is necessary for facilitating communication on
the internet, as it takes the domdin_ name input by a human user and resolves it into the
corresponding IP address that(is needed to send the communication to the appropriate recipient.

20. When a domain on one server searches for a domain name on another server, there
is a “lookup” or Sping” between the two servers indicating that communication was attempted.
This lookup~(which'is referred to as a “DNS request” or “DNS query”) does not mean that a
substantive coemmunication actually occurred—e.g., that an email was sent and received—but
merely that one server was looking for a specific IP address on another server. Domains and
domain names are hosted by DNS servers. The appropriate DNS server fields the lookup and tries

to resolve the DNS request by locating the correct IP address.



21.  Critically, data logs of these DNS requests can reveal highly sensitive and
confidential information. A reviewer with knowledge of DNS data can take the raw data from
DNS logs and extract meaningful, substantive information. With respect to a business like Alfa
Bank, for instance, an elementary analysis of raw DNS data could reveal a company’s website
traffic, email traffic, business partners, suppliers, trade secrets, and other similarly|sensitive
information. A reviewer could use the data to identify a company’s communication relationships,
including the number and frequency of emails between a company and unique third parties, and
the number and frequency of visits from the company to unique websites owned by third parties.
DNS data also could reveal software used by a company for vagious ‘internal services.

22.  In each of the two schemes, Defendants improperly manipulated and fabricated
DNS lookups between Alfa Bank servers (located i Russia) and a Trump Organization server
(located in the United States).

23.  Cendyn, LLC (“Cendyn”)yis,a Boca Raton, Florida—based marketing company that
administered the Trump Organization demain that allegedly communicated with Alfa Bank
servers—i.e., “trump-email.com.” In'June 2007, the Trump Organization retained Cendyn as its
“exclusive marketing agency.” (Ex. 1, Cendyn is Tapped for Interactive Marketing Services by

the Trump Organization, Cision PRWeb (June 21 2007),

https://wwwprweb.com/releases/2007/06/prweb535089 . htm (last visited June 11, 2020).) In this
capacity, among other tasks, Cendyn distributed marketing emails. Prior to its announcement of a
businesswrelationship with the Trump Organization, Cendyn had registered the generic domain
“contact-client[.]Jcom” in its own name. (Ex. 2, Ankura Consulting Group, Covert Channel

Allegation: New Data Analysis Results (Apr. 2020) at 4 (hereinafter “Ankura Report”); Ex. 3,

Mandiant, Alfa-Bank Investigation Report (Nov. 4, 2016) at 9 (hereinafter “Mandiant Report™).)



In August 2009, Cendyn registered the domain “trump-email.com” in the Trump Organization’s
name but listed itself as the administrator. (Ex. 3, Mandiant Report at 6-8.) Two months later,
Cendyn coordinated the hosting of two related domains (“trump1.client-contact.com,” which was
a subdomain of “contact-client.com,” and “maill.trump-email.com,” which was a subdomain of
“trump-email.com”) on a server with the IP address 66.216.133.29. (Ex. 2, Ankura Report at 5.)
GoDaddy, Inc. (“GoDaddy”) hosted both parent domains and their corresponding’subdomains.

99 <&

24.  GoDaddy used three DNS servers (“nsl.cdservices.com,” #ns2.cdservices.com,”
and “ns3.cdservices.com”) to process DNS requests. (Ex. 3, Mandiant Report at 3.) Notably, all
three DNS servers are located in Boca Raton, Florida, in Palat Beach County. Each time any
computer on the internet (including those connected to Alfa Bafik’s'servers) sent a DNS request to
try to resolve the IP address for those Trump Organization'domains, the actual network traffic was
directed by GoDaddy to one of the three DNS servers ih Palm Beach County, Florida.

25.  Cendyn contracted certain"marketing functions to Listrak, a Pennsylvania-based
company that provides digital markeéting platforms and that distributed marketing emails on behalf
of Trump Hotels. Listrak owfied the server with the IP address 66.216.133.29, which housed the
Trump Organization demains registered and administered by Cendyn. That server is located in
Lititz, Pennsylvania. Reports indicate that the Listrak server continued to “reverse resolve[] the
IP address 66:216.133.29 as ‘maill.trump-email.com”” through and following the last known
cyberattack ‘committed by Defendants against Alfa Bank. (Ex. 4, Robert Graham, Pranksters
gonna prank, Errata Security at 2 (Mar. 19, 2017), https://blog.erratasec.com/2017/03/pranksters-
gonna-prank html# XpjCWKhKiUn (last visited June 11, 2020).)

26.  Although the Trump Organization retained Serenata CRM (a German firm now

doing business as NextGuest Technologies) to perform its marketing services in March 2016, the



business relationship between Cendyn and the Trump Organization continued for another year.
Specifically, on June 29, 2016, Cendyn extended the registration for the “trump-email.com”
domain for one year and remained the administrator of that domain until March 8, 2017, when it
transferred the domain to the Trump Organization. (Ex. 2, Ankura Report at 10.) At least one
team of researchers, moreover, identified “thousands of e-mails between Trump and Cendyn
through the entire period that Alfa Bank was looking up the Trump server,” such.that the business
relationship persisted throughout the duration of Defendants’ cyberattacks. (Ex. 5;Dexter Filkins,
Was There a Connection Between a Russian Bank and the Trump Campaign?, THE NEW Y ORKER,

Oct. 8, 2018, https://www.newyorker.com/magazine/2048/10/15/was-there-a-connection-

between-a-russian-bank-and-the-trump-campaign (hereinaftet “Oct. 8, 2018 New Yorker
article™).)

27.  Notably, one of the cybersecurity expert firms that reviewed the evidence related
to the cyberattacks concluded that theymanner in which Cendyn configured the Trump
Organization domains made them yulnerable to manipulation. Specifically, the expert concluded
that the domains “trump-email.com’”and “contact-client.com” were set up in such a way that “a
threat actor could send _spoofed emails or inauthentic DNS queries masquerading as these
domains” to other'domains, such as those hosted on Alfa Bank servers. (Ex. 2, Ankura Report at
4)) “As a restlt, thisrinauthentic activity could force Alfa-Bank servers to repeatedly query DNS
records for both' of these domains even if Alfa-Bank never received a legitimate marketing email”
or other communication. (Id.) As explained further below, Defendants exploited this vulnerability

to fabricate “evidence” of a purported secret communication channel between Alfa Bank and the

Trump Organization.



II. Defendants’ Cyberattacks Against Alfa Bank

28.  Defendants orchestrated a coordinated series of cyberattacks against Alfa Bank that
took place over the course of at least ten months, and potentially longer. Upon information and
belief, Defendants perpetrated these cyberattacks as part of a disinformation campaign aimed at
falsely linking Alfa Bank to President Trump’s electoral campaign, thereby pitting the
predominant political parties against one another, leading the U.S. public 40 question the
legitimacy of the results of the election, and undermining trust in the U.S. démocratic system.

29.  Upon information and belief, the Disinformation Enterprise is a highly skilled
group with robust cyber offensive capabilities, as highlighted by the sophisticated nature of the
attacks and the manipulation of the specialized DNS infrastfucture. Indeed, only a subset of
malicious cyber actors would have been capable of funding, organizing, and carrying out the
attacks on Alfa Bank. Executing the cyberattacks ‘against Alfa Bank would have required
understanding precisely how the Alfa Bank servers were constructed and demanded a concerted
effort over a significant amount oftime. \Upon information and belief, Defendants are part of a
well-trained and well-funded/group, that existed before the cyberattacks committed against Alfa
Bank, continues to exist.today, and carries out cyberattacks against a range of targets. It is likely
that Defendants sand the Disinformation Enterprise will continue their efforts to spread
disinformatiofinand undermine U.S. institutions, including through cyber campaigns aimed at
disrupting,thesupcoming 2020 U.S. Presidential election.

30. Upon information and belief, Defendants exploited the DNS request process to
manufacture the purported connection between Alfa Bank and the Trump Organization for
multiple reasons. Because DNS data is a reliable indicator of communications between two

sources, upon information and belief, Defendants knew that third parties would interpret the
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fraudulent DNS data as highly compelling evidence that Alfa Bank in fact communicated with the
Trump Organization, thereby posing particularly acute risks to Alfa Bank’s business and
reputation. Upon information and belief, moreover, Defendants sought to take advantage of the
inherent complexities and difficulties of collecting and interpreting historic DNS data. To take
just one example, different sources of DNS records often contradict each other in matérial ways
such that focusing on a “single point of collections or DNS historical data” can lead tojoverlooking
“clarifying context.” (Ex. 2, Ankura Report at 7.) Thus, upon information and belief, Defendants
expected that no observers would be able to detect their manipulations, which produced the DNS
activity falsely evidencing communications between Alfa Bank ahd the Trump Organization, until
well after the 2016 U.S. Presidential election, if ever. Indthesmeantime, Defendants anticipated
that at least some individuals who reviewed the data would promote Defendants’ concocted
narrative of illicit communications because they would*be expected to “miss[], ignore[],” or lack
“access to a complete record of DNS history.” (See id. at 19.)

A. The 2016 Cyberattack Scheme

31.  As Ankura Consulting’Group (“Ankura”), one of the cybersecurity experts who
studied the evidence, cencluded, a “likely scenario” is that Defendants “artificially created DNS
activity to make it appear as though a connection” between Alfa Bank servers and a Trump
Organization'Server “existed, for ‘discovery’ later.” (Ex. 2, Ankura Report at 3.) Indeed, from at
least May4,2016 until September 21, 2016, Defendants improperly connected to server networks
and manipulated data on a regular basis to fool Alfa Bank’s servers into looking up a domain
registered to the Trump Organization—when, in the absence of this activity, Alfa Bank’s servers

would not have done so. Through this scheme, Defendants caused traffic on U.S.-based computer
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servers and networks and created the illusion of two-way communication between Alfa Bank and
the Trump Organization.

32.  Applying their sophistication and deep knowledge of arcane DNS infrastructure,
Defendants exploited a vulnerability in the configuration of the Trump Organization servers
operated by Cendyn and Listrak. In the normal course, an “SPF TXT record” accompanies an
email when that email is sent. An SPF TXT record is used to confirm that emails actually have
been sent by the identified sender, and not by someone falsely claiming to be the sender. An SPF
TXT record performs this authentication by “specifying which hostnames, IPsaddresses, and/or IP
ranges are permitted to send emails on behalf of a domain.” (Ex. 2,"Ankura Report at 13.) In the
case of the Trump Organization domains, the SPF TXT records contained a list of IP ranges that
it deemed legitimate, all of which are associated with'hotehand hospitality companies. (/d. at 13—
16.) Critically, however, these SPF TXT records,ended with an “~all flag,” which directed the
recipient of an email from the “trump-email.com?” domain that originated from an IP address not
included in the verified SPF TXTsrecord,to “identify [the email] as spam but allow it at” the
recipient’s direction. (/d. at 13, 15.) ¥In other words, recipients did not necessarily reject emails
that claimed to be from.one of the Trump-related domains but originated from IP addresses not
associated with those domains. This “~all flag” gateway thus allowed emails from non-Trump-
related domaifisito appear as though they were from Trump-related IP addresses when they actually
were noth, Aecordingly, the configuration “could . . . [have] allow[ed] an attacker”—such as
Defendants—“to bypass spam identification and deliver mail into an organization” as though the
mail originated from the Trump Organization. (/d. at 13.)

33.  And Defendants in fact exploited this vulnerability to manufacture purported

communications between Alfa Bank and the Trump Organization, “essentially tricking” Alfa Bank
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servers “to perform a DNS query for a domain [they] never visited or received a legitimate email
from.” (Ex. 2, Ankura Report at 18.) Ankura concluded that the DNS traffic patterns that formed
the basis for alleging that Alfa Bank servers had been communicating with a Trump Organization
server could have been caused by Defendants’ sending “spoofed emails masquerading as
trump1.contact-client[.]Jcom to Alfa-Bank,” in which case “these spoofed emails would force Alfa
Bank’s email servers to request SPF records from contact-client[.Jcom.” (Id.) When Alfa Bank’s
servers requested these records, the network traffic was routed to the appropriate DNS servers in
Boca Raton, Florida. These original spoofed emails sent by Defendants to Alfa Bank, when
combined with DNS requests sent by Alfa Bank servers to a Tmimp'Organization server, created
the false illusion of secret communications between Alfa Bank‘and'the Trump Organization.

34.  Defendants’ first cyberattack schemetook place over the span of nearly five months
in 2016, from at least May through Septembers As experts have concluded, the varied timing and
volume of DNS lookups suggest that theywere the product of human action, not automation. (See,
e.g., Ex. 6, Franklin Foer, Was a Tritmp Sexver Communicating with Russia, SLATE, Oct. 31, 2016,

at 8

2

http://www.slateicom/articles/news_and_politics/cover_story/2016/10/was_
a_server_registered tosthe trump organization communicating with_russia.html (hereinafter
“Oct. 31, 2016 Slate article”).) Defendants would have needed to sustain this scheme with near-
daily manual™lookups to create this pattern of activity. In other words, the 2016 scheme of
cyberattacksinfact comprised a series of up to 100 or more separate but related attacks.

35.  Upon information and belief, Defendants intended that computer scientists and
researchers “discover” the DNS data purportedly showing communications between Alfa Bank
and the Trump Organization, monitor the traffic themselves, and then publicize that data to create

a narrative that Alfa Bank was illegally coordinating with President Trump’s campaign and
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interfering in the 2016 election. Some computer scientists and researchers have access to
nonpublic DNS data for purposes of cybersecurity research and monitoring. Upon information
and belief, Defendants alerted one or more of these scientists or researchers to DNS data showing
the manufactured exchange of network traffic between Alfa Bank servers and Trump Organization
servers, with the expectation that these scientists or researchers would publicly disclose this data
and its purported significance as alleged evidence of a covert communication ghannel between
Alfa Bank and the Trump Organization.

36.  Through this scheme, Defendants caused a breach of AlfagBank’s confidential
business information. Upon information and belief, Defendants caused third parties to obtain,
analyze, distribute, and publicize Alfa Bank’s DNS data. Adfa Bank’s DNS data, in turn, contained
confidential business information, including information related to Alfa Bank’s business partners,
suppliers, trade secrets, and unique softwaresused forinternal services. The DNS data, more
broadly, revealed Alfa Bank’s communieation relationships, including the number and frequency
of emails between Alfa Bank and unique third parties, and the number and frequency of visits from
Alfa Bank to unique websites/owned by third parties.

B. The 2017 Cyberattack Scheme

37.  Defendants carried out a separate campaign of cyberattacks against Alfa Bank over
three days im™2017. “As with the 2016 cyberattacks, this scheme also was designed to create the
false impression of illicit communications between Alfa Bank and the Trump Organization. Upon
information and belief, these attacks were intended to bolster Defendants’ disinformation efforts
by linking Alfa Bank with President Trump’s campaign, pitting the predominant political parties
against one another, delegitimizing the results of the 2016 presidential election, and undermining

faith in U.S. democracy. In separate attacks on February 18, 2017; March 11, 2017; and March
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13, 2017, Defendants manufactured and sent over 20,000 DNS requests for invalid domain names
to Alfa Bank. (Ex. 7, Stroz Friedberg LLC, Summary of Cyber Incident Investigation (Jul. 19,
2017) at 1 (hereinafter “Stroz Friedberg Report”); Ex. 8, Press Statement: Alfa Bank confirms it
has sought help from U.S. authorities, and discloses new cyberattacks linked to Trump hoax (Mar.
17, 2017), at 3, https://alfabank.com/news/press-statement-alfa-bank-confirms-it-has-sought-
help-from-u-s-authorities-and-discloses-new-cyberattacks-linked-to-trump-hoax// (last “visited
June 11, 2020) (hereinafter “Mar. 17, 2017 Alfa Bank Press Release”).) Thosejinvalid domain
names appeared to combine a purported Trump Organization domain name with a purported Alfa
Bank domain name. (Ex. 7, Stroz Friedberg Report at 1.) When Alfa Bank’s servers sent DNS
requests in response to these queries, the network traffic was routed to the appropriate DNS servers
in Boca Raton, Florida

38.  On February 18, 2017, Defendants'sent ‘Alfa Bank at least sixteen suspicious DNS
queries. Specifically, Defendantsy, queried the domain name “mail.trump-
email.com.MOSCow.AlFaintRa.nEt” from external IP addresses. (Ex. 7, Stroz Friedberg Report
at 1.) This invalid domain ngme combines two valid domain names associated with the Trump
Organization and Alfa Bank: “mail trump-email.com” and “moscow.alfaintra.net.” Defendants
intended that these’ DNS queries create the impression of an exchange of communications between
Alfa Bank safid, the Trump Organization. Notably, these lookups were virtually identical to
unverified DNS’data that L. Jean Camp, a computer science professor at Indiana University, posted
on her website in early November 2016. (Ex. 9, L. Jean Camp, “Intra Net DNS Leakage,”
http://ljean.com/NetworkRecords/intranet/index.html (last visited June 11, 2020).)

39. On March 11 and March 13, 2017, Defendants sent 20,000 more of these DNS

requests for the same domain name. (Ex. 7, Stroz Friedberg Report at 1; Ex. 8, Mar. 17, 2017 Alfa
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Bank Press Release at 3.) Significantly, this exponential uptick in attacks began the day after CNN
published an article stating that the FBI continued to investigate an “‘odd’ computer link between
[a] Russian bank and [the] Trump Organization.” (See Ex. 10, Pamela Brown & Jose Pagliery,
Sources: FBI investigation continues into ‘odd’ computer link between Russian bank and Trump
Organization, CNN (Mar. 10, 2017), https://www.cnn.com/2017/03/09/politics/fbi-investigation-
continues-into-odd-computer-link-between-russian-bank-and-trump-organization/index.html (last
visited June 11, 2020).)

40. An expert retained by Alfa Bank to review evidénce wmelated to the 2017
cyberattacks, Stroz Friedberg LLC (“Stroz Friedberg”), concluded‘that the data was consistent
with DNS traffic produced by cyberattackers. (Ex. 7, Stroz Friedberg Report at 3.)

III.  “Discovery” of Defendants’ Manufactured' Data

41.  As Defendants intended, computeriscientists “discovered” Defendants’ fabricated
DNS data in the summer of 2016.

42.  After the publication of mews reports in June 2016 that Russian hackers had
infiltrated the Democratic National ‘Committee’s (“DNC”) computer network and looted the
DNC’s opposition research on then-candidate Trump, a “tightly knit community of computer
scientists” worked together to uncover evidence of other network intrusions related to the
upcoming UsSwPresidential election. (Ex. 6, Oct. 31, 2016 Slate article at 2; Ex. 5, Oct. 8, 2018
New Yorker article at 2.) This group, which has been described as a “Union of Concerned Nerds”
or an “elite group of malware hunters,” includes both academics and professionals, some of whom
reportedly worked at cybersecurity firms with close ties to federal agencies and accordingly had
unparalleled access to “nearly comprehensive logs of communications between servers.” (Ex. 6,

Oct. 31, 2016 Slate article at 2-3.)
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43.  In late July 2016, one member of this group, who has identified himself using the
pseudonym “Tea Leaves,” uncovered what he initially thought was malware emanating from
Russia destined for a domain with “Trump” in the domain name. Thereafter, to augment this data,
Tea Leaves “began carefully keeping logs of the Trump server’s DNS activity” and periodically
circulated the data to the other group members. (Ex. 6, Oct. 31, 2016 Slate article at 3.) At least
six of these computer scientists, including Tea Leaves and another member who uses the
pseudonym “Max,” started to comb through the data looking for abnormalities. (/d"; Ex. 5, Oct.
8, 2018 New Yorker article at 4.) The identities of these researchers) including Tea Leaves and
Max, remain a mystery.

44,  The researchers ultimately collected what' they claimed were portions of Alfa
Bank’s historical DNS records spanning approximately five months, presumably using
commercial databases available to them because of the'nature of their employment and expertise.
The researchers subsequently distributednfirst ‘@mong their group and later to the press, Alfa
Bank’s DNS logs, which allegedly showed two servers belonging to Alfa Bank pinging a
hostname, “maill.trump-email.com,” that was registered to the Trump Organization and
associated with the IR address 66.216.133.29. The nonpublic DNS data, which includes
approximately 2800 DNS logs dated from May 4, 2016 to September 23, 2016, was circulated in
a text file, the'sourcerof which was never verified. (Ex. 6, Oct. 31, 2016 Slate article at 8.)

45, “wThe researchers asserted that “[t]he irregular pattern of server lookups actually
resembled the pattern of human conversation—conversations that began during office hours in
New York and continued during office hours in Moscow.” (Id. at 4.) They theorized that the
pattern of activity “wasn’t an attack, but a sustained relationship between a server registered to the

Trump Organization and two servers registered to an entity called Alfa Bank.” (/d.)
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46.  The researchers sought to bolster their theory that the DNS data evidenced a covert
communication channel between Alfa Bank and the Trump Organization. First, they plotted the
DNS logs against a timeline of campaign events and concluded that there were upticks in the
number of pings during significant campaign events, such as the party conventions. (Ex. 6, Oct.
31, 2016 Slate article at 10.) Second, the researchers claimed that the Trump server was disabled
after two journalists from The New York Times met with Alfa Bank representatives on September
21, 2016 to discuss the server allegations. (/d. at 11.) According to the résearchers, the Trump
Organization shut down the server after Alfa Bank informed it that journalists had discovered the
connection between the servers. (Id.) Third, the researchers détermined that on September 27,
2016, the Trump Organization had established a new hosthanmie, frump1.client-contact.com, that
used the same IP address as the maill.trump-email .¢om host name, and that an Alfa Bank server
was the first to look up the new host name—amn actithat'one journalist reported is “never random.”
(Id.)

47.  Upon information and belief, Defendants flagged the fabricated DNS data for one
or more of the researchers. It is unlikely that the researchers could have identified the data without
knowing to look for it, given the sheer volume of DNS data. (See, e.g., Ex. 6, Oct. 31, 2016 Slate
article at 3 (describing discovery of the data as “pure happenstance—a surprising needle in a large
haystack ofDNS lookups™).) Indeed, Max, one of Tea Leaves’ colleagues, provided a forensic
team withythe=37 million DNS logs that the researchers had at their disposal. (Ex. 5, Oct. 8, 2018
New Yorker article at 8.) Particularly given that only 2800 of the 37 million logs showed the
alleged communications between Alfa Bank servers and Trump Organization servers, it is likely

that Defendants pointed Tea Leaves or other researchers in the direction of the planted evidence.
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IV.  Publication of Defendants’ Manufactured Data

48. Just as Defendants had intended, the researchers who “discovered” the fabricated
data allegedly showing communications between Alfa Bank and the Trump Organization promptly
moved to disclose that data to other researchers and journalists.

49.  Notably, the DNS log data that the researchers reviewed is not public information.
Rather, some companies, after de-duplicating the raw data and removing critical détails, amass the
processed DNS logs in databases that they offer commercially on a subsg¢ription basis. Other
specialized entities collect and review the raw DNS data to ensure that thegDNS process works
effectively. Researchers and cybersecurity professionals usesthisynonpublic data to look for
evidence of misconfigurations, outages, manipulation, malicious activity, and surveillance. As
Ankura explained with specific reference to Alfa Bank, “only entities with specialized and non-
public access to DNS infrastructure would know that Alfa-Bank . . . [was] sending repeated DNS
queries to Trump associated domains.” (BEx. 2, Ankura Report at 11.)

50.  Despite the nonpublic nature of DNS data, the researchers disclosed excerpts of
their underlying data to news media ‘outlets, including The New York Times, Washington Post,
Reuters, Daily Beast, Vice, The Intercept, and Slate. (Ex. 11, Sam Biddle, Lee Fang et al., Here’s
the Problem withghe Story Connecting Russia to Donald Trump’s Email Server, THE INTERCEPT,
(Nov. 1, 20716) at ¥1-3, https:/theintercept.com/2016/11/01/heres-the-problem-with-the-story-
connecting-russia-to-donald-trumps-email-server/ (last visited June 11, 2020) (hereinafter “Nov.
1, 2016 The Intercept article”); Ex. 6, Oct. 31,2016 Slate article at 4.) Specifically, the researchers
provided each media outlet with three documents: (i) an “academia-style white paper” about the
so-called Trump server; (ii) an analysis of the white paper; and (iii) a “sprawling dossier on Alfa

Bank,” described as having been “compiled with the exhaustive detail of a political oppo[sition]
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team, not a university researcher.” (Ex. 11, Nov. 1, 2016 The Intercept article at 4.) Tea Leaves
himself reportedly posted data on the dark web, id. at 6, and an unnamed researcher using the
handle “LeavesTeal.eaves” posted the data in a Reddit thread. (Ex. 6, Oct. 31, 2016 Slate article
at 11.) Then, on October 5, “leavestea” created a post on a WordPress blog that indicated that
then-candidate Trump and Russia’s largest bank communicated via a “hidden server.” (Ex. 12,

Trump’s Russian Bank Account, WordPress (Oct. 5 2016),

https://gdd53.wordpress.com/2016/10/05/first-blog-post/.)  Slate published Franklin Foer’s
explosive, yet false story of secret server communication on October 31, 2016—eight days before
the Presidential election. Scores of additional news outlets subséquently reported that same story,
making Alfa Bank a household name across the U.S. population, synonymous with Russian
election interference.

51.  Foer’s article relied on interviews with Tea Leaves and two unnamed accomplices,
as well as the opinions of well-known experts in the cybersecurity field who had received and
examined the logs. Among thesesexperts was L. Jean Camp, a computer science professor at
Indiana University. Camp had access'to the researchers’ DNS log data and reportedly knows the
identity of Tea Leaves.and the author of the so-called Alfa Bank dossier. (Ex. 6, Oct. 31, 2016
Slate article at 4; Ex. 11, Nov. 1,2016 The Intercept article at 3.) Since the publication of the Slate
story, Camprhas, spoken out in support of the threat actors’ theory of secret server communication
and the authenticity of the source data. (See, e.g., Ex. 13, Franklin Foer, Trump’s Server, Revisited,
SLATE (Nov. 2, 2016), at 5, https:/slate.com/news-and-politics/2016/11/the-trump-server-
evaluating-new-evidence-and-countertheories.html (last visited June 11, 2020).) On November 2,

2016, shortly after the publication of Foer’s article and in the wake of ensuing criticism, Camp

posted the DNS logs that she had in her possession to her personal website. (Ex. 14, Some Network
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Data, Transparent Network Data, http://ljean.com/NetworkData.php (last visited June 11, 2020).)
In addition to Camp, Foer relied on the opinions of cybersecurity experts Paul Vixie (who also
received the nonpublic DNS logs directly from the researchers), Richard Clayton, Christopher
Davis, and Nicholas Weaver. (Ex. 6, Oct. 31, 2016 Slate article at 5, 7-8.)

52.  News articles relying on the fabricated DNS data to link Alfa Bank to illegal efforts
to interfere in the 2016 U.S. Presidential election continued unchecked for years—and, tndeed,
persist to this day. To take one particularly notable example, Dexter Filkins published a lengthy
exposé on the server allegations in The New Yorker in October 2018.0 (Ex.5, Oct. 8, 2018 New
Yorker article at 3.) Similar stories continue to surface with the effectof dredging up the false and
discredited narrative that Alfa Bank maintained a secret cdmmntunication channel with the Trump
Organization in 2016 and 2017.

V. Initiation of Investigations Into AlfaBank

53.  After receiving purportedsdeads from several sources, the FBI began investigating
allegations of a secret communication chaanel between Alfa Bank and the Trump Organization in
August and September 2016.( In particular, at least three primary sources provided the FBI with
information underpinning its investigation.

54.  Fipst, MaxX’s attorney contacted the FBI in September 2016 to alert officials to a
potential upeoming story in The New York Times about the server allegations. (Ex. 5, Oct. 8, 2018
New Yorker artiCle at 3.)

35.  Second, also in September 2016, Michael Sussmann, an attorney representing the
DNC and Hillary Clinton’s campaign, gave FBI General Counsel James Baker information about
a purported “surreptitious channel of communications” between a part of then-candidate Trump’s

business and a Russian organization allegedly associated with the Russian government. (Ex. 15,
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House Comm. on Judiciary & Comm. on Gov’t Reform & Oversight, U.S. HR_, Interview of
James A. Baker, 105 Cong., at 119-23 (Oct. 18, 2018).) Sussmann similarly delivered a briefing
and supporting documents to an intelligence agency. (Ex. 16, Permanent Select Comm. on
Intelligence, U.S. H.R., Interview of Michael Sussmann, at 28-30, 52-54, 60-61 (Dec. 18,2017).)
Sussman obtained this information in the summer of 2016 from an unidentified client. ({d. at 53—
56, 60-61.)

56.  Third, Glenn Simpson, co-founder of Fusion GPS (“Fusion”),, a”commercial
research and strategic intelligence firm in Washington, DC, provided information that ultimately
was shared with the FBI. The DNC had engaged Fusion to conduct'epposition research on then-
candidate Trump. Fusion, in turn, retained Christopher Steele ‘and Steele’s company, Orbis
Business Intelligence Ltd., who shared information with Simpson that related to purported
communications between Alfa Bank servers and the Trump Organization server. Steele discussed
the server allegations with Bruce Ohr, a senior official at the U.S. Department of Justice (“DOJ”),
on September 23, 2016. (Ex. 17, Office of Inspector Gen., U.S. Dep’t of Justice, Review of Four
FISA Applications and Other{ Aspectsvof the FBI’s Crossfire Hurricane Investigation, Oversight
and Review Division Report 20-012 (Dec. 2019), at 274-75 (hereinafter “OIG Report”).) Simpson
later indicated that “people” had given his group “information” that he described as “a bunch of
data” “beyond+fhis]‘competence.” (Ex. 18, Sen., Judiciary Comm., U.S. S. Interview of Glenn
Simpson ‘at 304:21-305:13 (Oct. 18, 2018).)

37.  On September 19, 2016, Steele provided election reporting to the FBI. (Ex. 17,
OIG Report at vi (finding that Steele’s reporting “played a central and essential role in the FBI’s
and [DOJ’s] decision to seek the FISA order”).) Thereafter, in October 2016, Steele met with two

officials at the U.S. Department of State: Kathleen Kavalec, Deputy Assistant Secretary in the
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Bureau of European and Eurasian Affairs; and Jonathan Winer, Deputy Assistant Secretary in the
Bureau of International Narcotics and Law Enforcement Affairs. (/d. at 117.) In her notes from
that meeting, Kavalec recounted that “Peter [sic] Aven of Alfa Bank has been the conduit for secret
communications between the Kremlin and Manafort; messages are encrypted via TOR software
and run between a hidden server managed by Alfa Bank.” (Ex. 19, Rowan Scarborough, Dossier
author Christopher Steele breaks silence with IG report rebuttal, WASH. TIMES (Dec. /19, 2019) at
5, https://'www.washingtontimes.com/news/2019/dec/16/christopher-steele-trump=dossier-author-
rebuts-ig-/ (last visited June 11, 2020) (hereinafter “Dec. 16, 2019 Washington Times article”); Ex.
17, OIG Report at 117.) On October 13, 2016, Kavalec reportedly downloaded Steele’s summary
of the server allegations from a private cloud storage servieg€ and transmitted it to FBI section chief
Stephen Laycock. (Ex. 20, John Solomon, Christopher Steele’s nugget of fool’s gold was easily
disproven—but FBI didn’t blink an _eyey, THE HiLL (May 21, 2019), at 2,
https://thehill.com/opinion/white-house/444884-¢hristopher-steeles-nugget-of-fools-gold-was-
easily-disproven-but-fbi (last visited June, 11, 2020); Ex. 17, OIG Report at 119.) In addition,
Simpson reportedly met with Ohr and shared information regarding the alleged server link in
December 2016. (Ex. 49, Dec. 16, 2019 Washington Times article at 5; Ex. 21, John Solomon,
Move over ‘grassy knoll," the Trump-Russia bank tale joins unproven conspiracies list, THE HILL
(Oct. 14, 2048)at 2, https://thehill.com/opinion/white-house/411209-move-over-grassy-knoll-the-
trump-russia=bank-tale-joins-unproven (last visited June 11, 2020).) Simpson also pitched the
false server story to multiple journalists.

58.  The FBI reportedly used these sources of information to seek a warrant from the
Foreign Intelligence Surveillance Court authorizing it to wiretap the server in Trump Tower for

the purpose of investigating Alfa Bank and another Russian bank, including those banks’ possible
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connections to the Trump campaign. The court granted the FBI’s request in October 2016. (See
generally Ex. 17, OIG Report at i—xix; see also Ex. 22, Louise Mensch, EXCLUSIVE: FBI
‘Granted FISA Warrant’ Covering Trump Camp’s Ties to Russia, HEAT STREET (Nov. 7,2016) at
1-2, https://archive.is/xFqPB (last visited June 11, 2020).)

59.  Ataround the same time, FBI agents visited Listrak’s offices to obtain information
from the company. (Ex. 23, Tim Mekeel, FBI gets Lititz firm’s help in probe of Russian bank’s
‘odd’ interest in Trump Hotels marketing emails, LANCASTER ONLINE (Mar. 10,72017), at 1,
https://lancasteronline.com/news/local/fbi-gets-lititz-firm-s-help-in-probe-ofz
russian/article _ef5d5ed0-05ae-11e7-a003-471e5543b26a.html ({ast visited June 11, 2020); Ex. 5,
Oct. 8, 2018, New Yorker article at 7.) Ross Kramer, Listfak’s"CEO, told reporters that he “gave
them everything they asked for.” (Ex. 5, Oct. 8, 2018, New. Yorker article at 7.)

60. The FBI’s investigation continuedyinto®2017. In March 2017, for instance, FBI
agents met with Daniel Jones, the president of the Penn Quarter Group and a former FBI
investigator and Senate aide. (Ex.24,Rowan Scarborough, FBI refiises to say if it has received
Daniel Jones’ anti-Trumip  research, WASH. TIMES (May &, 2019), at 2,
https://www.washingtontimes.com/news/2019/may/8/fbi-refuses-reveal-if-daniel-jones-al fa-
bank-serve/ (last wisited June 11, 2020).) Jones reportedly told the FBI that the Penn Quarter
Group was fiiided by seven to ten wealthy donors in New York and California and had retained
Steele and, Fusion GPS to explore alleged Russian interference in the 2016 election. (Id.) Jones
and the Penn Quarter Group planned to share any information that they obtained with policymakers
on Capitol Hill, the mainstream media, and the FBI. (/d. at 3.) At the same time that he was
assisting the FBI, Jones assembled a team of computer scientists to review the computer data

compiled by Max’s group, which an unnamed Democratic Senator disclosed to Jones and
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requested him to analyze. Jones assembled two teams of computer scientists, both of which
consulted with Camp and Max. (Ex. 5, Oct. 8, 2018 New Yorker article at 7.) The findings of
those teams were the backbone of the October 8, 2018 article in The New Yorker that concluded
that the DNS data in fact was evidence of a covert communication channel between Alfa Bank and
the Trump Organization.

VI.  Exoneration of Alfa Bank

61. Law enforcement officials and cybersecurity experts who reviewed all available
evidence of purported communications between Alfa Bank and the Trump Organization concluded
that there were no such communications. These officials and experts determined that Alfa Bank
did not communicate with the Trump Organization in 2Q16,84nd 2017 through their respective
servers or otherwise.

62.  In September 2016, Alfa Bank engaged Mandiant, a preeminent U.S. cybersecurity
consulting firm, to investigate the allegations that recently had surfaced. Mandiant determined
that there was no evidence of communications between Alfa Bank and the Trump Organization.
(Ex. 3, Mandiant Report.)

63. In the wake of the 2017 cyberattacks, Alfa Bank retained a second elite
cybersecurity expert group, Stroz Friedberg, to review evidence related to those attacks. Stroz
Friedberg coficluded'that its investigation had “revealed no actual connections or communications
between Alfa=Bank and President Trump or the Trump Organization.” (Ex. 7, Stroz Friedberg
Report at.3; accord id. at 2 (“find[ing] no evidence of any connections or communications between
Alfa-Bank and the Trump Organization occurring in 2017”).) Stroz Friedberg further determined

that the server traffic from February and March 2017 was “consistent with the type of traffic often
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seen coming from . . . attackers checking or testing a company’s security.” (Id. (“[1]t is likely that
the suspicious queries came from researchers and/or would-be attackers . . . .”’).)

64. Most recently, Alfa Bank retained a third cybersecurity consulting firm, Ankura, to
review all of the evidence related to the purported communications between Alfa Bank and the
Trump Organization. As described above, Ankura found no “support whatsoever for the allegation
of a ‘secret server’ or covert ‘cyber links’ between Alfa Bank and the Trump Orgdnization.” (Ex.
2, Ankura Report at 3.) Instead, Ankura concluded that malicious actors likely manipulated DNS
traffic to create the false illusion of communications between Alfa Bank and the Trump
Organization. (Id.)

65.  The Special Counsel’s Office, whose mandate included investigating Russian
efforts to interfere in the 2016 U.S. Presidential election, also reviewed allegations that Alfa Bank
and the Trump Organization had orchestrated a seéeret communication channel through the use of
their servers. Special Counsel Robert Mueller testified before Congress that his “belief at this
point” was that the server allegations were,“not true.” (Ex. 25, Former Special Counsel Robert S.
Mueller III on the Investigation into Russian Interference in the 2016 Presidential Election, U.S.
H.R., Permanent Select:Comm. on Intelligence, 116 Cong. (July 24, 2019) at 64.)

66. InMDecember 2019, the Office of the Inspector General of the DOJ released its
review into theWFBI s investigation into Russian efforts to interfere in the 2016 election. The final
report notedsthat “[t]he FBI investigated whether there were cyber links between the Trump
Organization and Alfa Bank, but had concluded by early February 2017 that there were no such

links.” (Ex. 17, OIG Report at 119 n.259.)
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CAUSES OF ACTION

I. Count One: Florida Civil Remedies for Criminal Practices Act (Primary Violation)
(Fla. Stat. Ann. § 772.101 et seq.)

67.  All preceding paragraphs are repeated, re-alleged, and incorporated as if fully set
forth herein.

68.  Florida RICO provides that “[i]t is unlawful for any person . . . [e]mployed by, or
associated with, any enterprise to conduct or participate, directly or indirectly,in'stich enterprise
through a pattern of criminal activity or the collection of an unlawful=debt.” /Fla. Stat. Ann.
§ 772.103(3). The statute further provides a private right of action to “fajny person who proves
by clear and convincing evidence that he or she has been injurediby reason of any violation of the
provisions of s. 772.103.” Id. § 772.104(1).

69. Defendants are employed by, or asseeiated with, the Disinformation Enterprise.
Fla. Stat. Ann. § 772.103(3). The Disinformation Enterprise is a partnership, corporation, business
trust, or other legal entity, or any unchatteredsunion, association, or group of individuals associated
in fact although not a legal entity. "¥d. Upon information and belief, Defendants are members of
the Disinformation Enterprisey,an.ongoing organization whose various associates function as a
continuing unit. Upon information and belief, Defendants have associated together and with others
to form a groupywith the common purpose of orchestrating and executing disinformation
campaigns_ to disrupt the activities of governments, corporations, and individuals. Upon
information'and belief, the Disinformation Enterprise preexisted the perpetration of cyberattacks
against Alfa Bank in 2016 and 2017 and continues to exist.

70.  Defendants conducted or participated, directly or indirectly, in the affairs of the
Disinformation Enterprise. See Fla. Stat. Ann. § 772.103(3). Defendants, separately and

collectively, participated in the operation or management of the Disinformation Enterprise itself.
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Specifically, Defendants developed and executed, in whole or in part, the 2016 and 2017
cyberattacks directed at Alfa Bank.

71.  Defendants conducted or participated, directly or indirectly, in the affairs of the
Disinformation Enterprise through “criminal activity.” Fla. Stat. Ann. § 772.103(3). From at least
May 2016 through March 2017, Defendants committed; attempted to commit; or {solicited,
coerced, or intimidated another person to commit crimes chargeable by indictment orinformation
under the Florida Computer Crimes Act (“FCCA”). Id. § 772.102(1)(a)(21) (citing Chapter 815).
Defendants, through the scheme outlined above, willfully, knowingly, and without authorization
introduced a computer contaminant or modified or rendered”unayailable data, programs, or
supporting documentation residing or existing internal or external to'a computer, computer system,
computer network, or electronic device. Id. § 815.04(1). Alternatively, or in addition, Defendants,
through the scheme outlined above, willfully, knowingly, and without authorization or exceeding
authorization accessed or caused to be=accessed any computer, computer system, computer
network, or electronic device withsknowledge that such access is unauthorized or the manner of
use exceeds authorization; disrupted of denied or caused the denial of the ability to transmit data
to or from an authorized user of a computer, computer system, computer network, or electronic
device, which, ingwhole or in part, is owned by, under contract to, or operated for, on behalf of, or
in conjunctiofinwithanother; destroyed, injured, or damaged any computer, computer system,
computerynetwork, or electronic device; or introduced any computer contaminant into any
computes, computer system, computer network, or electronic device. Id. § 815.06(2).

72.  Alfa Bank’s servers and the other servers discussed herein are computers, computer
networks, computer systems, or electronic devices within the meaning of Fla. Stat. Ann.

§§ 815.03(2), (4), (7), and (9).
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73.  Defendants conducted or participated, directly or indirectly, in the affairs of the
Disinformation Enterprise through a “pattern” of criminal activity, as defined in the preceding
paragraphs. Fla. Stat. Ann. § 772.103(3). Defendants’ cyberattacks against Alfa Bank in 2016
and 2017 qualify as at least two incidents of criminal activity that have the same or similar intents,
results, accomplices, victims, or methods of commission or that otherwise are interfelated by
distinguishing characteristics and are not isolated incidents, and the last of such in€idents occurred
within five years after a prior incident of criminal activity. Id. § 772.102(4).

74.  As the direct and proximate result of Defendants’ unlawful acts, Alfa Bank was
injured in its business or property in an amount to be proven at tfial.

II. Count Two: Florida Civil Remedies for Criminal/Practices Act (Conspiracy) (Fla.
Stat. Ann. § 772.101 et seq.)

75.  Paragraphs 1-66 are repeated, re-alleged, and incorporated as if fully set forth
herein.

76.  Florida RICO provides‘that<i]t is unlawful for any person . . . [t]o conspire or
endeavor to violate any of the provisions of subsection (1), subsection (2), or subsection (3)” of
section 772.103. Fla. Stat. Ann. § 772.103(4). The statute further provides a private right of action
to “[a]ny person who proves'by clear and convincing evidence that he or she has been injured by
reason of any violation of the provisions of's. 772.103.” Id. § 772.104(1).

77.. Defendants are employed by, or associated with, the Disinformation Enterprise.
Fla. Stat-Ann. § 772.103(3). The Disinformation Enterprise is a partnership, corporation, business
trust, or other legal entity, or any unchartered union, association, or group of individuals associated
in fact although not a legal entity. /d. § 772.102(3). Upon information and belief, Defendants are
members of the Disinformation Enterprise, an ongoing organization whose various associates

function as a continuing unit. Upon information and belief, Defendants have associated together
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and with others to form a group with the common purpose of orchestrating and executing
disinformation campaigns to disrupt the activities of governments, corporations, and individuals.
Upon information and belief, the Disinformation Enterprise preexisted the perpetration of
cyberattacks against Alfa Bank in 2016 and 2017 and continues to exist.

78.  Defendants conspired or endeavored to conduct or participate, directly or indirectly,
in the affairs of the Disinformation Enterprise. Fla. Stat. Ann. § 772.103(3). 'Defendants,
separately and collectively, conspired or endeavored to participate in the opefationjor management
of the Disinformation Enterprise itself. Specifically, Defendants conspired or endeavored to
develop and execute, in whole or in part, the 2016 and 2017 cyberattacks directed at Alfa Bank.
Defendants knew of the overall objectives of the Disinformation Enterprise and agreed to further
its purpose or, alternatively, committed at least two predicate acts of criminal activity themselves.

79.  Defendants conspired or endeayored to conduct or participate, directly or indirectly,
in the affairs of the Disinformation Enterprise, through “criminal activity.” Fla. Stat. Ann.
§ 772.103(3). From at least May,2016 through March 2017, Defendants conspired to commit
crimes chargeable by indictment or information under the FCCA. Id. § 772.102(1)(a)(21) (citing
Chapter 815). Defendants, through the scheme outlined above, conspired or endeavored to
willfully, knowingly, and\without authorization introduce a computer contaminant or modified or
rendered unavailablerdata, programs, or supporting documentation residing or existing internal or
external to,a‘computer, computer system, computer network, or electronic device. Id. § 815.04(1).
Alternatively, or in addition, Defendants, through the scheme outlined above, conspired or
endeavored to willfully, knowingly, and without authorization or exceeding authorization access
or cause to be accessed any computer, computer system, computer network, or electronic device

with knowledge that such access is unauthorized or the manner of use exceeds authorization;
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disrupt or deny or cause the denial of the ability to transmit data to or from an authorized user of
a computer, computer system, computer network, or electronic device, which, in whole or in part,
is owned by, under contract to, or operated for, on behalf of, or in conjunction with another;
destroy, injure, or damage any computer, computer system, computer network, or electronic
device; or introduce any computer contaminant into any computer, computer system, ‘computer
network, or electronic device. Id. § 815.06(2).

80.  AlfaBank’s servers and the other servers discussed herein arg'computers, computer
networks, computer systems, or electronic devices within the meaningg of Fla. Stat. Ann.
§§ 815.03(2), (4), (7), and (9).

81.  Defendants conspired or endeavored to conduct©r participate, directly or indirectly,
in the affairs of the Disinformation Enterprise through a “pattern” of criminal activity, as defined
in the preceding paragraphs. Fla. Stat. Ann. §,772,103(3). Defendants’ cyberattacks against Alfa
Bank in 2016 and 2017 qualify as at least'two ineidents of criminal activity that have the same or
similar intents, results, accomplices, victims, or methods of commission or that otherwise are
interrelated by distinguishingcharactetistics and are not isolated incidents, and the last of such
incidents occurred within five years after a prior incident of criminal activity. Id. § 772.102(4).

82.  Agrthe direct and proximate result of Defendants’ unlawful acts, Alfa Bank was
injured in its"business or property in an amount to be proven at trial.

JURY TRIAL DEMAND
Alfa Bank requests a trial by jury on all issues so triable.
RELIEF REQUESTED
WHEREFORE, Alfa Bank respectfully prays that this Court enter judgment against

Defendants for the following:
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1. Treble monetary damages in an amount to be proven at trial;

2. Costs and attorneys’ fees incurred in this action;

3. Pre- and post-judgment interest to the extent permitted by law; and

4. Such other relief as the Court may deem just and proper.

Dated: June 11, 2020

Respectfully submitted,

/s/ Terrance Anderson, Jr.

Terrance Anderson, Jr. (Bar No. 27426)

NELSON MULLINS RILEY. & SCARBOROUGH LLP
Lynn Financial Center

1905 NW Corporate Blvd., Ste..310

Boca Raton, FL 33434

(561) 218-8862

tw.anderson@néelsonmullins.com

Jonathan Etra (Bar No. 686905)

NELSON'MULLINS RILEY & SCARBOROUGH LLP
2 South\Biscayne Blvd., 21st Floor

Miami, FI>33131

(305)373-9447

jonathan.etra@nelsonmullins.com

Margaret E. Krawiec (pro hac vice motion forthcoming)

Michael A. McIntosh (pro hac vice motion forthcoming)
SKADDEN, ARPS, SLATE, MEAGHER & FLOM LLP
1440 New York Ave. NW

Washington, DC 20005

(202) 371-7000

margaret. krawiec@skadden.com

michael. mcintosh@skadden.com
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Cendyn is Tapped for Interactive Marketing Services by the Trump Organization
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Cendyn, the leader in interactive marketing for the hospitality industry, has been selected as The

Trump Organization’s exclusive interactive marketing‘agency.

BOCA RATON, FL (PRWEB) JUNE 21, 2007

Cendyn, the leader in interactive marketing for the hospitality
industry, has been selected as<The{Trump Organization’s
exclusive interactive marketing agency. Implementation of
Cendyn’s products and servicesWill enhance The Trump
Organization's global®nline presence which includes the website
http://www.trump.com{ along with more than 50 private label
websites for Tfump owned properties and investments (real
estate, golf and hotel).

The Trump Hotel Collection, which includes Trump International
Hotel &Tower in New York and soon to open hotels in Las Vegas
and,Chicago, will feature Cendyn's CRM Suite: elnsight™,
eConcierge™ and eSurvey™ which allows hoteliers to effectively
manage the entire view of each guest from a single platform. The
Trump Hotel Collection will also feature Cendyn’s award-winning
ePresence™ for website design, eVisibility™ for Search Engine /
Pay-per-Click Marketing and eProposal™ system, for delivery of
custom proposals in less than 60 seconds to meeting planner
clientele.

“In selecting Cendyn as our interactive marketing firm, we know
we are availing ourselves of innovative products that speak to the
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Cendyn is Tapped for Interactive Marketing Services by the Trump Organization

needs and interests of our

all-important customers. With their help, we look forward to
making it easy and rewarding to interact with us,” commented
Jim Petrus, Chief Operating Officer, The Trump Organization.

All Trump real estate and golf interests will utilize Cendyn'’s
elnsight™ system for guest intelligence and central management
of prospect, member and customer information. Cendyn’s
ePresence™ will capture the outstanding attributes of the Trump
Chicago and Trump Las Vegas residences, as well as all Trump
Golf Courses in new website designs to be launched later this
year.

“During the presentation to The Trump Organization, | had the
opportunity to meet the management team and learn about the
company’s five-star philosophy. Their commitment to customer
service excellence is impressive. The company is visionary and
Cendyn is excited to be on board.” said Charles Deyo, Cendyn’s
President.

With Cendyn’s expertise and proven track record, The Trump
Organization has a partner providing interactive marketing
solutions that enable Trump personnel to provide glests with
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high touch and memorable experiences at all Trump'groperties around the globe.

About Trump Hotel Collection — http://www:trump.com

Trump Hotel Collection is currently comprised of Trump International Hotel and Tower (New
York City), Trump International Hotel & Tewer (Chicago, opening December 2007) and Trump
International Hotel & Tower (Las Megas, opening spring 2008). Additional hotels and resorts are
under development in several North Amserican markets, including New York, Florida, Hawaii,
Louisiana and Ontario (Cangda) andin strategic markets around the world including Mexico,

Panama, the Dominican Republic‘and Dubai.

About Cendyn — http://www.cendyn.com

Cendyn is a fullsservicelinteractive marketing firm established in 1996. Cendyn has won several
prestigious industry awards for its design, innovation and marketing efforts.

Specializing initurnkey solutions for the travel and hospitality industry as well as other business-
to-business and consumer-focused industries, the innovative products of this Boca Raton,
Flerida-based company are in use by more than 6,000 hotels worldwide. Cendyn provides highly
persenalized customer service and its comprehensive range of services include website
marketing, website design and development, search engine marketing, branding and logo
development, along with many other interactive products such as eProposal™, eConcierge™,
eSurvey™, elnsight™, eContact™, eConnectivity™, eBooker™, eMenus™ eMail/Direct Mail™ and
eVisibility™ among others. For a complete list of products and services, please visit our website
http://www.cendyn.com. Let Cendyn show you how far an idea can go!

For more information about Cendyn, contact Robin Deyo, Executive Vice President by email

rdeyo(at)cendyn.com or phone 561.314.3212.
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Willcaro Communications LLC
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INTRODUGTION

Kirkland & Ellis LLP, on behalf of Alfa-Bank JSC (Alfa-Bank), engaged Ankura Consulting Group to investigate and
independently review newly identified evidence regarding the historical DNS records of servers alleged to have
operated as a "secret server” back channel for Russian interest access to the Trump Organization, during the run-up
to the 2016 U.S. Presidential election. In its recent review of the FBI's "Crossfire Hurricane" Investigation, the U.S.
DOJ Inspector General (IG) stated: "The FBI investigated whether there were cyber links between the Trump
Organization and Alfa Bank, but had concluded by early February 2017 that there were no such links."* While the 1G's
report is clear with respect to the FBI's finding on this issue, the report did not include the,underlying technical
evidence and analysis supporting this conclusion.

Ankura's detailed review of this matter, including newly identified data, sheds new light on the server allegations and
includes findings supporting the FBI's conclusion debunking the alleged covert cybér links.between Alfa-Bank and the
Trump Organization. Additionally, Ankura’s analysis of the DNS records and the overt nature of the DNS activity,
suggest that a likely scenario is that threat actors may have artificially created DNS activity to make it appear as
though a connection existed, for "discovery" later. If true, this would constitute a potential violation of various US
federal laws.

This document summarizes the analysis that Ankura's Cyber Threat Analysis and Pursuit Team (CTAPT) undertook to
assess the data provided by Kirkland & Ellis along with other’ information sourced by Ankura, including open source
data, information obtained from various passive Domain Name System (DNS) data providers, threat intelligence
analytics, and Internet Protocol (IP) registrations.

EEAVITIVE SUVIVIARY

| OVERVIEW

For this investigation Ankura’s CTAPT relied on recently identified SecurityTrails DNS records, DomainTools passive
DNS databases, and PassiveTotal archives for inquiry into Cendyn, Internap, Listra, and Trump related entities. CTAPT
concluded that the available DNS records do not provide any support whatsoever for the allegation of a "secret
server" or covertsteyber links" between Alfa-Bank and the Trump Organization. The three sources of DNS records
reflect that servers attributed to the Trump Organization were actually owned and operated by a hotel marketing
related companysnamed "Central Dynamics" {(Cendyn). DNS records also show Cendyn was engaged in legitimate
marketing activity for numerous global hotel chains, including Trump Hotels.

CTAPT’s investigation discovered the Cendyn company and its servers have a long history of providing marketing
solutions for hotel chains. Relevant here, the relationship between Cendyn and Trump Hotels goes back to at least
2009. We come to this understanding after considering multiple passive DNS sources, reviewing previous reporting,
and assessing the original allegations as reported via multiple news outlets and blogs.

Thttps://www.justice.gov/storage/120919-examination.pdf
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Cendyn’s Trump Organization related marketing activity, including the activity alleged in 2016 to be associated with
covert communications, was in fact hardly confidential. Available DNS records clearly attribute Cendyn activities to
publicly resolvable domain names and IP address registrations to Trump related entities, with no effort to conceal
the connection. Alfa-Bank's publicly attributable domains and IPs were also clearly in the DNS and IP registration
records, which is the opposite of secret or covert. Additionally, CTAPT’s research and analysis demonstrate it is
possible -- indeed likely -- that threat actors may have conducted some inauthentic DNS activity to force a
"connection" between Alfa-Bank and the Trump Organization, only to then later "discover” the connection.

KEY CONSIDERATIONS

e The DNS query and response process typically involves an entity sending a domain query to a name server
and, in return, receiving the hosting IP addresses where the domain of interest can,be'found. The DNS lookup
process does not necessarily connect to the domain being translated to an IP address. The system originating
the query may or may not use that delivered IP from the DNS process to then navigate to the IP address. DNS
queries are not evidence of an actual communication taking place between a DNS requestor and the
requested domain. One fallacy that is common is to assume the DNSlookUp process connects with the
domain of interest.

e The Sender Policy Framework (SPF} records for both trdmpfemail[.Jcom and contact-client[.Jcom were
configured in a way that a threat actor could send spoofed emails or inauthentic DNS queries masquerading
as these domains to Alfa-Bank. As a result, this inauthéntic activity could force Alfa-Bank servers to repeatedly
query DNS records for both of these domains even if,Alfa-Bank never received a legitimate marketing email.

MUBTIETHREADEDJDNSYANALYSIS

| TIMELINE
10/06/2009 03/09/2016
06/29/2004 trumpl.contact- maill.trump-
contact-client.com client.com hosted email.com removed
registered on 66.216.133.29 from66.216.133.29

08/14/2009 10/15/2009 11/16/2016
trump-email.com maill.trump- trumpl.contact-
registered email.com hosted client.com removed
on 66.216.133.29 from 66.216.133.29
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Historical DNS records were collected from a total of three (3) sources for DNS entries related to *trump-email.com
and *contact-client.com. CTAPT analysis of multiple DNS sources, data available published online, and other research
activities revealed no evidence that maill.trump-email[.Jcom and trumpl.contact-client[.Jcom were used by Alfa-
Bank and the Trump Organization for covert communications.

SecurityTrails>3, Domaintools*>, and PassiveTotal®’ were queried for all available historical DNS data for both
* trump-email[.Jcom and *.contact-client[.Jcom domains. However, the historical DNS data retrieved from
SecurityTrails did not match completely with what was retrieved from additional passive DNS providers, namely
PassiveTotal and DomainTools. This issue highlights why attempting to make assertions using only one DNS source
can lead to analysis errors. DNS record discrepancies exist because different passive DNS providers often leverage
unigue sensors and data points to collect and populate their DNS data. For example, PassiveTotal utilizes a variety of
open and proprietary sensors and sources including 360CN, Emerging Threats, Farsight) Kaspersky, Mnemonic,
OpenDNS, Pingly, and Virustotal:

SOURCES

360CN & Mnemoni¢

CIRCLIu & @ OpenDNS &

O DnsRes © OSINT

Emerging Threats Pinglys
RiskiQ O

Farsight &
Virustotal &

Hybrid Analysis &
@ Kaspersky

Figure 1: Screenshot.showing PassiveTotal user options for passive DNS source

Maill.trump-email[.]Jcom

During review of the *.trump-email[.Jeem DNS artifacts, we noted an example of DNS discrepancies related to this
domain's "A" record. A key(data point missing from SecurityTrails, yet available from other sources, was that
maill.trump-email[.Jcom did, inffact, have an A record prior to 03/08/2017, the first date that SecurityTrails identified
it as having an A record. PassiveTotal records show that this fully qualified domain name (FQDN) had an A record
pointing to 66.216.133[2]29 beginning on 10/15/2009 and running through 03/09/2016. This fact illustrates the
historical and overt use of Cendyn infrastructure for Trump Hotel related marketing. The PassiveTotal information
listing the A record expiration in March 2016 also supports the timeline in the New Yorker article® that Cendyn was

2https://securitytrails.com/domain/trump-email.com/history/a
3https://securitytrails.com/domain/contact-client.com/history/a
“https://research.domaintools.com/iris/search/?g=trump-email.com
Shttps://research.domaintools.com/iris/search/?q=contact-client.com
Shttps://community.riskiq.com/search/trump-email.com

https://community.riskiq.com/search/contact-client.com
Shttps://www.newyorker.com/magazine/2018/10/15/was-there-a-connection-between-a-russian-bank-and-the-trump-
campaign
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no longer used by the Trump Organization as a marketing provider after March 2016. However, this new observation
challenges the same New Yorker article’s claim that maill.trump-email[.]Jcom was removed from 66.216.133.29 on
or about September 23, 2016, after the story surfaced in the media. The article states: “The Trump domain vanished
from the Web on the morning of Friday, September 23rd, two days after the Times presented its data to B.G.R., Alfa
Bank’s lobbyists in Washington, but before it called Trump or Cendyn.” The Trump related domain did not actually
vanish, after the Times presented its data, but was changed months before. According to multiple passive DNS
sources, the domain actually “vanished” from the web on March 9, 2016. The change was more likely done in
accordance with marketing activity, as the New Yorker pointed out, because Cendyn was no longer used by the Trump
organization in March 2016. Cendyn corroborated this when it told CNN that it “stopped sending e-mails for the
Trump Organization in March 2016, before the peculiar activity began.”®

=N6 pis<affalmaitumpemai.comBl o ]

D | oo s | e e |0 o
l Query Results I
v HEATMAP
0 U | (O | T (P /T L OO
L | S| | | (AN (A [ (A (O A | N0 | D (Y [ O LN
L (G O D O Y N Y (0 I | e | | A (D (O T VOO
w NI I m i nnnmiisAmInnnmminied
N O YNNG O O (O Y O A | L/ Sy (A | | | A | A (A (O [ O
A0 VO | U | (A (A [ YA | | (N Y A A
| O
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L —l o ]
m|5-ﬂm§-ﬂl}5
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1 9 [ 17 [ [} [ i [) [ 1
lREsaIm’inrsIWhois Certificates Sunaomamslm(kers Componen(slHus(PalrsIOSINTIHasnesl NS I Pro;ecvsICuckles
FILTERS @ RESOLUTIONS ©
Ov <« 1-10r1v » som:LastSeenDéscending ¥  25/Page v
% wrdsrem<o. 1 [ Resolve Location Network ASN First Last Source Tags
v X routable 1 0O 6621613329 us 66:216.128.0/18 7029 2009-10-15 20160309 riskiq, emerging_threats
» TAG « 1-10flvw »

Figure 2: Screénshot fromPassiveTotal showing A record for maill-trump-email[.Jcom

Additionally, DomainTools passive DNS records show different dates pertaining to A records for maill.trump-
email[.Jcom. DomainTools queries different sources and sensors for DNS records. DomainTools passive DNS history
shows the following records:1°

Query Type Source | Response First Seen Last Seen

maill.trump-email.com |A B 66.216.133.29 2014-12-04, 20:07 2016-09-13, 01:47
maill.trump-emailicom 66.216.133.29 2014-12-04, 19:54 2016-09-23, 13:45
66.216.133.29 2010-07-02, 19:02 2016-09-13,01:47
66.216.133.29 2017-03-08, 04:32 2017-07-16, 20:53

o|O|>

A
maill.trump=email.com |A
maill.trump-email.com |A

Shttps://www.newyorker.com/magazine/2018/10/15/was-there-a-connection-between-a-russian-bank-and-the-trump-
campaign
©https://research.domaintools.com/iris/investigations/464456/search/dc3e5548-e445-4756-ba19-9397bcfc816e/fb0al5ed-
eabd-440e-9d1f-29aa59a338c4
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The records above demonstrate the challenges of relying on one source for DNS analysis. If the original "researchers”
and news media outlets used a single point of collections or DNS historical data, it is likely they missed additional
clarifying context, or chose the data source that best met the intended message.

Trumpl.contact-client[.]Jcom

Another key data point to consider is that one of the DNS providers did not return any records for the trump1.contact-
client[.Jcom domain.* If analysis relied solely on this source, the results would reflect that an A record for this FQDN
never existed, as potentially seen in the New Yorker article'? which stated that trump1l.contact-client[.Jcom "does
not appear to have been previously active." The article states: “On the night of Tuesday, September27th, ten minutes
after the bank made its last failed attempt, it looked up the domain name trump1.contact-client.com—which was, it
turned out, another route to the same Trump server. The alternative domain name does not'appear to have been
previously active; no one has produced an e-mail sent from it. So how did Alfa find it?"”"In_contrast, PassiveTotal
records show that trumpl.contact-client[.Jcom did have an A record pointing to 66.216.133[:]29 from 10/06/2009
through 11/16/2016. Both maill.trump-email[.Jcom and trumpl.contact-client[.Jcom had the same A record IP
address over most of the same time span®® and answers the question about how an Alfa“Bank DNS request “found
it.”

S (rss | QD | )

B First Seen 20031006 ASN Windstream Commu_
Last Seen  2020-01-04 Netblock  66.216.128.0/18

T ) © corgoim

Feb

[ ] L 171

2019.0817 10 2020.02.27

DATA

w

1 0 Q ‘0 0 0 < 0 e

l Resolutions |1 Wnﬁlsfhl Certificates H Tréc’k’er’s‘m‘cumﬁcriéms " Host Pairs m OSINT:M.Haéneg m'Piojéits m Tookies '

FILTERS © RESOLUTIONS @
¥ SYSTEM TAG O« <« 1-30r2 ¥ s _Sort:lastSeenDescending v 257Page v
( Resalve First’ tast Source
mali108.contact-chientcom 2018-10-03 - 2020-01-04: riskiq
a wump1.contact-chent.com 2009-10-06 2016-11-16 tiskig
b NETWORK a mali1.trump-email.com 200010-15 $2016-03-09- riskiq, emerging threats
{ v SOURCE (2 7 4} ] <« 1:36f3v .

Figure 3: Screenshot from PassiveTotal showing overlap between trump1l.contact-client[.Jcom & maill.trump-email[.]Jcom

1 https://securitytrails.com/domain/contact-client.com/history/a
https://www.newyorker.com/magazine/2018/10/15/was-there-a-connection-between-a-russian-bank-and-the-trump-
campaign

13 https://community.riskig.com/search/66.216.133.29
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MARKETING INFRASTRUCTURE DETAILS

CTAPT’s review of the publicly available SecurityTrails* DNS records concluded that Cendyn server DNS
configurations were consistent with marketing infrastructure for the hotel industry, including Trump Hotels.
However, SecurityTrails doesn't tell as complete a picture as DomainTools and PassiveTotal both do. One example of
SecurityTrails' lack of resolution is where additional sources prove Cendyn was operating in a marketing capacity for
the Trump Organization as far back as 2009, countering key claims of some of the initial DNS analysis in the press. For
example, maill.trump-email[.Jcom and trumpl.contact-client[.]Jcom, both registered by Cendyh“and both hosted on
the same Listrak 1P address beginning in 2009 through 2016, were according to DNS recofds, reachable for nearly
seven (7) years. This type of static activity is typically employed by marketing entitiessto avoid interruptions and
misconfiguration impacts when emails are marked as spam or websites become unreachable.

Cendyn company (Central Dynamics) infrastructure and configuration management played key roles for both trump-
email[.Jcom and contact-client[.Jcom. Cendyn is reported to be a services and software company focused on serving
the global hospitality industry. According to their website, they serve glients in 143 different countries and have
delivered over 1.5 billion communications on behalf of their customers every year.>

>~CENDYN"® OurProducts’  Roources  Customors  About, Contoct
OUR CUSTOMERS:
D e, Trusted by hotels across the globe
S~ T ~
) 3 -
Ok Hotels
Jumeirah O Hom HYALT

STAY DI ITREND ~

HdRe  JHG

Hllllpf' mtevCustimestal Sutvh Owoeg

. g - o
— - 4 /N OUTRIGGER Hilton it G

Figure 4: Screenshot of Cendyn's website listing some of their hospitality clients.

CTAPT review'of DomainTools' historical WHOIS records shows that both trump-email[.Jcom and contact-client[.]Jcom
domains were registered to and owned by Cendyn related entities into 2016. Specifically, Trump1l.contact-
client[.Jcom was active and discoverable before and during the time that the alleged "secret" server was in operation.

¥https://securitytrails.com/domain/contact-client.com/history/a
Bhttps://www.cendyn.com/company/
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2016-02-27 2016-07-01
1|Comain Mame: CCSTACT-CLIENT.CCY 1|Comain Mame: CCSIACI-CLIEXT.CCY
72 |Registry Domain ID: 123705353_CCMAIN_CCM-VRSH 2|Registzy Domain ID: 123705353_CCHAIN_CCH-VRSN
3 |Registzar WHOIS Server: whois.godaddy.com 3 |Registrar WHOIS Server: whois.gedaddy.com
4 [Registzar URL: http://www._godaddy.com 4 |[Registzar URL: htetp://www.godaddy.com
S |Updase Date: 2011-07-18104:29:072 5 |Update Date: 2011-07-13I04:23:072
& [Creation Date: 2004-D6-25T14:41:05Z 6 [Creation Date: 2004-D6-25T14:41:05Z
7 |Registzar Registzation Expiration Date: 2021-0€-28T14:41:052 7 |Registzar Registzation Expiration Date: 2021-0€-
2ET14: gsz
8 |Registzar: Goladdy.com, LLC B [Registzar: GoDaddy.com, LLC
9 |Registzar IAXA ID: 146 9 |Registzar IANA ID: 14§
10 [Registzar Abuse Contact Email: abusefgodaddy.com 10 |Registzar Abuse Contact Email: abuselgedaddy.com
11 |Registzar Abuse Contact Phonme: +1.4306242348 11 |Registzar Abuse Contact Fhone: +1.4306242505
Tz Comain Stavus: clientTzansferFrohibited 12 |[Comain Stasus: clieasTransfexFrohibited
http://www.icann.org/epriclientTzansferFrohibited bttp://www.icann.oxg/epricliensTransferFrohibited
13| Comain Stasus: cliensUpdateProhibited [ 13 Domain Stavus: cliensUpdateProhibited
http://www.icann.org/epréclientUpdateProhibited bttp://www.icann.oxg/epricliencsUpdatelzolibited
14 |Domain Stavus: clientRenewFrohibited 14 [Comain Stastus: clientRenewFrohibived
hetp://www.icann.org/epriclientRenewFrohibived bttp://www.icann.oxg/eppicliencRenenErohibited
15 |Domain Stavus: clientDeleteProhibited 15 [Comain Stasus: clieacDeletelzohibited
http://www.icann.org/epriclientDeleteProhibited bttp://www.icann.org/epricliencsDeleteldzohibited
16 |Registzy Registzant ID: Mot Available From Registry 16 |Registzy Registrant ID: Not Available Frzom Registry
17 |Registzant Name: Charles Deyo 17 |Registzant Yame: Charles Deyo
18 |Registzant Czganisation: 18 |Registzant Crganization:
19 |Registzant Stzeet: 1515 N. Federal Ewy 19 |Registzant Stzeet: 1515 N, Federal EHwy
20 |Registzant City: Boca Raten 20 [Registzant City: Boca Raten
21 |Registzant State/Province: Florida 21 [Registzant State/frovince: Florida
22 |Registzant Postal Code: 33422 22 [Registzant Postal Code: 33432
23 |Registzant Countzy: US 23 [Registzant Countzy: US
24 |Registzant Phone: 24 [Registzant Phone:
25 [Registzant Phone Ext: 25 |Registzant Phone Ext:
26 [Registzant Fax: 26 |Registzant Fax:
27 [Registzant Fax Exs: 27 |Registzant Fax Exc:
28 [Registzant Email: t £ d@secur .net 23 |Registzant Email: nocentactsfound@secureserver.net
29 |Registzy Admin ID: Wot Availakble Frem Regiscry 29 ([Registzy Zdmin ID: Kot Availakle Prom Regisvry
30 |2dmin Wame: Charles Ceyo 30 [2ddmin Name: Charles Ceyo
31 (Admin Cryanigation: 31 |2dmin Crganiszation:
32 |2dmin Screet: 1515 H. Fedezal Hwy 32 [Admin Svreet: 1515 H. Fedezal Hwy
33 |3dmin City: Beca Raton 33 [Admin City: Boca Raten
34 |2dmin Svate/Frovince: Florida 34 [Admin Svate/Frovince: Florida
35 | 2dmin Fostal Code: 323432 35 [Admin Fostal Code: 23432
36 (Admin Counvry: US 36 | Admin Country: US
37 |Admin Thore: §61-555-3143 37 |Admin Fhone: $61-555-31432
38 | 2dmin Fhorne Ext: 33 |Admin Fhone Ext:
39 |2dmin Fax: 39 |Admin Tax:
40 | 2dmin Fax Ext: 40 [Admin Tax Ext:
41 [2dmin Ew3il: emcmullinicendyn.com 41 [ddmin Exail: ememullinfcendyn.com
42 |[Registzy Tech ID: ¥ou Availzble Irzom Registey 42 |Registzy Tech ID: Mot Available From Registry
43 [Tech Kame: Charles Deyo 43 |Tech Name: Charles Deyo
44 [Tech Czryanization: 44 | Tech Ozzanisation:
45 [Tech Streeu: 1515 M. Fedezal Hwy 45 | Tech Strees: 1515 N¥. Fedazal Hwy
46 [Tech Cisy: Boca Raton 46 | Tech City: Boca Raten
47 | Tech State/Province: Florida 47 | Tech State/Province: Florida
48 |Tech Postal Code: 23432 48 |Tech Postal Code: 32422

Figure 5: Screenshot of historical WHOIS record history for contact-client[.Jcom ¢

Figure 5 shows two (2) side by side WHOIS records for contact-client[.Jcom, dated 02/27/2016 and 07/01/2016. These
dates were chosen because the earlier date is before the alleged “secret” server activity began and the later date is
after the alleged activity commenced. No ownership changes were documented during this activity or at any other
time during the domain’s existence.

shttps://research.domaintools.com/research/whois-history/search/?q=contact-client.com#changes
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-@ 2016-05-03 2016-06-29
1|Comain Wame: TRUMZ-EMAIL.CCH 1 |Comain Wame: TRUMZ-EMAIL.CCY
2 |Registzy Domain ID: 1565631431 _DCMAIN_CCM-URSK 2 [Registzy Domain ID: 1565621421 DCMAIR_CCH-URSY
3 |Registzrar WHCIS Server: whoisz.godaddy.com 3 |Registzar WHOIS Server: whois.godaddy.com
4 |Registrar URL: heep://www.godaddy.com 4 |Registrax URL: http://www.godaddy.com
5 |Update Cate: 2015-0€-26717:27:55Z 5 |Updase Cate: 201€-D€-25714:37:442
6 |Creavion Date: 2005-08-14T20:06:372 6 [Creavion Date: 2009-08-14T20:06:372
7 |Registzar Registzation Expirzation Date: 201€-07-01T02:56:582 7 |Registzazr Registzation Expiration Date: 2017-87-01T03:8§:882
8 |Registrar: GeDaddy.com, LLC 8 [Registzar: GoDaddy.com, LLIC
9 |Registzar IANA ID: 146 9 |Registrar IAXA ID: 146
10 |[Regi=trar Abuze Contact Imail: abusefyodaddy.com 10 |Registrar Abuse Contact Email: abuse@gzodaddy.com
11 |Registrar dAbuss Contact Phone: +1.43062425405 11 |[Registrar Abuss Contact FPhone: +1.4306242545
Tbomain Stavus: cliensTzansfezFrohibited 12 [Domain Stasus: cliencvTransferfrohibited
http://www.icann.org/eppiclientTransferFrohibited hetp://www.icann.org/erricliensTransferFrohibited
13 |Comain Status: clientUpdateProhibited 13 |[Comain 3tatus: clientUpdateProhibited
http://www.icann.org/eppfclientUpdateProhibited http://www.icann.org/epr#clientUpdatefrohibited
14 |Comain Status: clientRen=wPfrohibived 14 |Domain Stavus: clientRens=wProhibited
http://www.icann.org/erpdclientRenewFrohibived hetp://www_ icann.org/eppéclientRenewFrohibived
15 |Comain Status: clientDeleteProhibited 15 |Domain Stasus: cliencDeleteProhibited
http://www.icann.org/eppiclientDeletefrohibited http://www.icann.org/eppéclientDeleteProhibited
16 |Registzy Registrant ID: Yot Available From Registry 16 |Registry Registrant ID: Mot Available From Registry
17 |Regi=trant Name: Trurp Crgainzation 17 |Registrant Nams: Truep Crgaimszation
18 |Registzant Crganisation: Trump Ozyainsation 18 |Registrant Ozganisation: Tzump Orzaingzation
Tkegistzani Strees: 735 Fifth Avernue 19 |Registzant Street: 7285 Fifth Avenue
20 |Registrant City: New York 20 [Registrant City: New York
21 |Registrant State/Province: Hew York 21 [Registrant State/Province: HNew York
22 |Registrant Po=tal Code: 10022 22 ([Registrant Poazal Cods=: 10022
T Registzant Countzy: US 23 [Registzrant Countzry: US
Tkegistzani Phone: +1.2128322200 24 |Registzant FPhone: +1.2138322200
25 |Registrant Fhone Ext: 25 [Registzant Fhone Ext:
26 |Registrant Fax: 26 ([Registrant(Fax:
27 |Registrant Fax Ext: 27 |[Registrant Fax(Ext:
ET) Registzant Email: emcmullin@cendyn.com 28| Registzant Imail: emcmullinfecendyn.con
B Registzry Admin ID: Not Availakle From Regiscry 29 |Registzy Adwin ID: Yot Availakle From Regissry
30 |Admin Name: Emily MeMullin 30| Admin Wame: Emily MeMullin
31 |Admin Crganization: Cendyn 31 [Admin Crganixation: Cendym
32 |Admin Scvreet: 1515 N Federzal Highway 32 |3dmin Svreet: 1515 ¥ Fed=ral Highway
TAdmin Street: Suite 41§ 33)|2dmin Svreet: Suive 418
BE Admin City: Boca Raton 38 |2dmin City: Beca Raten
35 |Admin State/Province: Florida 35 |Admin 3tate/Frovince: Florida
36 |Admin Fostal Code: 33432 36 [Admin Fostal Code: 32432
37 |Admin Country: U3 37 [3dmin Cournsry: U3
" 38 | admin Fhone: (561) 750-3173 38 |2dmin Fhore: (5€1) 750-3173
T Admin Fhone Ext: 39 |Admin Fhore Ext:
40 |Admin Fax: 40 | Admin Fax:
41 |Admin Fax Ext: 41 | Admin Fax Ext:
42 |Admin Exail: ssl.adminic=ndyn.com 42 [3dmin Erail: ssl.adminicendyn.com
a3 Registzy Tech ID: Mot Available from Registry 43 |Registzy Tech ID: Yot Available From Registry
44 |[Tech Nawe: Emily McMullin 44 |Tech Kawe: Emily McMullin
45 |Tech Crganization: Cendyn 45 [Tech Cryanisation: Cendyn
46 |Tech Strees: 1515 Y. Federal Highway 46 |Tech Streev: 1515 N. Fede=ral Highway
47 | Tech Strees: Suite 418 47 |Tech Streesv: Suite 418
Tas| Tech Civy: Baea Raten 48 |Tech Cisy: Boca Raten
49 | Tech 3tated/Province: Florida 49 | Tech State/Province: Florida

Figure 6: Screenshot showing historical WHOIS history record for trump-email[.Jcom?’

The screenshet ‘above shows two (2) side by side WHOIS records for trump-email[.]Jcom, dated 05/03/2016 and
06/29/2026=These dates were chosen because the earlier date is before the alleged “secret” server activity began
and the later date was after the alleged activity commenced. The only change showing is an extension of domain
ownership for an additional year. This is likely the result of Cendyn extending the domain ownership on behalf of the
Trump Organization for another year. As seen in the screenshot below, an ownership change was made on
03/08/2017, which shows that the Trump Organization took full control of the domain.®

Thttps://research.domaintools.com/research/whois-history/search/?g=trump-email.com
Bhttps://research.domaintools.com/research/whois-history/search/?q=trump-email.com#changes
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2017-03-06

2017-03-08

Domain Name: TRUMP-EMAIL.COM
Registzry Domaim ID: 1565681451 DOMAIN_ COM-VRIN

-
of ol |42

Registrar WHOIS Server: whois.gedaddy.com

EN

Registrar URL: http://www.godaddy.com

Tpdate Date: 2016-0€-25T14:27:44Z
Creation Date: 2005-02-14T720:06:372

Registrar: GeDaddy.cem, LLIC
9 Registrar IAKA ID: 146

10 Registrar Abuse Contact Email: abusefgodaddy.com

11 |Registrar Abuse Contact Phone: +1.420€24250§

12 | Domain Status: clientTransferProhibited
http://www.icann.orgfeppfclientTransferProhibited

13 [ Domain Status: clientUpdateProhibited
http://www.icann.orgfeppfclientUpdateProhibited

Domain Statu2: clientRenewProhibited
http://www.icann.orgfeppfclientRenewProhibited

Domain Statu2: clientDeleteProhibited
http://www.icann.orgfeppfclientDeleteProhibited

16 Registry Registrant ID: Not Available From Registzy

17 Registzrant Name: Trump Orgainzation

18 Registrant Organization: Trump Orgainsation

19 Registrant Street: 725 Fifth Avenue

20 Registrant City: New York
21 Registrant 3tate/Province: New York
22 Registrant Postal Code: 10022

23 Registrant Countzy: US

24 Registrant Phone: +1.212233232000

25 Registrant Phone Ext:
26 Registrant Fax:

27 Registrant Fax Ext:

Registrar Registration Expiration Date: 2017-07-01T023:59:582

Ve N|lovwun|b|w| N =

-
(=]

-
-

-
~n

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

Domain Mame: TRUMP-EMAIL.COX

Registry Domain ID: 1565682481 DOMAIN CCM-VRIN
Registrar WHOIS Server: whois.godaddy.com
Registrar DRL: http://www.godaddy.com

Update Date: 201€-0€-25T14:27:442

Creation Dave: 200S-08-14T20:06:37Z

Registrar Registration Expiration Date: 2017-07-01T03:59:582
Registrar: GeDaddy.cem, LLC

Registrar IAKA ID: 14¢€

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.420€24250§

Domain Status: clientTransferProhibited
http://www.icann.org/eppfclientlransferProhibited

Domzin Status: clientUpdateProhihited
http://www.icann.org/eppfclientUpdateProhibited

Domain Status: clientRenewProhibited
http://www.icann.org/eppfclientRenewProhibited

Domain Status: clientlDeleteProhibited
http://www.icann.org/eppfclientDeleteProhibited

Regis=try Registramt ID: Not Available From Registzry
Registrant Name: Trump Orgainzaticon
Registrant Organisation: Trump Orgainzatien
Registrant Street: 725 Fifth Avenue
Registzant City: New York

Registrant State/Province: New Yozk
Registrant Postal Code: 10022

Registrant Countzy: U3

Registrant Phone: +1.2123322000

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

28 Registrant Email: emcmullin@cendyn.com

28

Registrant Email: generalcounsel@trumporg.com

29 Registry Admin ID: Kot Available From Regisztrxy

29

Registry Admin ID: Kot Available From Registry

30 [ 2dmin Kame: Emily MeMullin

31 |admin Organization: Cendyn
32 [admin 3treet: 1515 N Federal Highway
33 |2dmin Jtreet: Suite 419

34 | admin City: Boeca Raton

35 |2dmin State/Province: Florida

36 | 2dmin Postal Code: 33432

30

31

32

33

34

35

Admin Xame: The Trump Crganization

Admin Organization: The Trump Organization
2dmin Street: 725 Fifth Avenue

2dmin City: Xew York

2dmin State/Province: New York

Zdmin Fostal Code: 10022

37 | 2dmin Country: US

36

Admin Country: US

38 | xdmin FPhone:_ (561)_780-3173

37

2Zdmin Fhone: +1.21283232000

Figure 7: Screenshot showing trump-email[.Jcom ownership change

Analysis of both Trump associated domains during the time period that the alleged "secret" servers were
communicating,with one another shows that both domains utilized Cendyn name servers. This means that any DNS
query would ultimately be handled by one of those name servers. Since Cendyn registered these domains and pointed
them at Cendyn name servers for resolution requests, only entities with specialized and non-public access to DNS
infrastructure would know that Alfa-Bank and Spectrum Health were sending repeated DNS queries to Trump
associated domains, making this tactic a very improbable communications channel.

CTAPT performed analysis on the MX and SPF TXT DNS records collected from several passive DNS providers for both

trump-email[.Jcom and contact-client[.Jcom:

Trump-email[.Jcom

The following MX DNS records for trump-email[.Jcom were examined by Ankura:
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Source Mail Servers Organization First Seen Last Seen
Domain Tools incoming.cdcservices[.Jcom | Central Dynamics |2015-04-27 2016-09-23
SecurityTrails incoming.cdcservices[.Jcom | Central Dynamics |[2011-11-14 2016-09-24

These MX DNS records indicate that all incoming emails to the trump-email[.Jcom domain would be routed to
incoming.cdcservices[.Jcom. According to historical WHOIS records, cdcservices[.Jcom was registered by Cendyn and
used the same Cendyn name servers as trump-email[.Jcom and contact-client[.]Jcom.

Dumiln Nane: CDCSTRVICES.COM

Reglstry Donain ID: 164251674 OOMAIN_COM-VRSH

Reglsuar WHOIS® Scrver‘ uhnu.sudmdy.wu

Reglstrar BRLY] lxttb /wwd:godaday ton

Upﬂute Dale: ‘an 2a- 1..!11'15 8z

:reatwn Date:’ 2083-89-297163 543152 - R
Reglsu-ar- Reglatration npu-.um D.lte: 1mn M 231’ 3
REglstrar: toBacuyicom, LLC T o
Reglsun‘ TAKA TD: . 1460

Reglslrar Abhse ton!eu Erall:iabuseggodaddy,com
Reglsum‘ Ahuie, Cnnur.l Phnne' 91 ua&:ute'

Dmln Status: ul&nll}punePrnhlhlted Mlprll-lw.lunn nrglepplll.u:-nwpdalePrnMhlleﬂ
Donaln suuu. dl:nmeneuﬂrohulud http: llnmu.lr..nn.nrxleppltuenuene-Prohlhum
Dmln Statuss cll&nlkleteProhlbllea t\tlp:lluw 1urm.orgleppIll.uenm-lelePrnhmlled

Reglslry Reghtraut 1D A.at Avallable Fron Reglstey
Reglsuanl Mame? Emily Ku‘ullln

Reglstrant Orgaalnuon Cendyn

Reglsu'anl Stlnet‘ 1515 Nurlh reueul Ml;huay. Sulte 41°1
Registrant Elty ‘Boéa Raton o

Reglsuanx sule/ProuMex Flarlug

Reglslranl Pastu (nde T33432

Reglsuml caunuy: us.

Reg!slranl Pnone. 41.;617543173

Reglslunx Phnnt itz

Reglslrinl Faxt 21.56175 6679%

Reghlranl Fax .u

Reglslranl I:mau."Ashadmlnicendyn.r.on ,

Registry Bdain TD:. Kot Avatlable Frem neghlry

Adnln Nawes: Enuy MoHallfn

A¢nin’ Orumuatlum &m.lyn

ldnln Street: 1515 Korth FeceralgHlghway, Sulte 419
Agnin’ tuyx Buu neum,

IUnln Slnelpruvlhce :
A¢nin Fostal Cuce: 3312,
Aduin Country: S
A»xnln Hwne- -1 551} 0]171

Adnin Ewadl: ul.mn.lnq_!undyn mn

Rzglslry T2¢h ID: Not- Avaliable From Ra2gistry
Teth Kane: Enily Hmullln

Tech Organliationt: (mdyn

Tech) CItys Baca:-Raton "
TeLll stauIPrnvlnce' norlda

Tt‘b Posul (nde. 1134327
Tech (.ounlry US

re;n Prones: 41 561750813173,

nu» Fﬁane [ul.

Tech I’il‘ 4115617506735

Tech Fax ht‘

Tech Emallys su‘idnlnicendynunm]

Nene Server: N51.CDCSERVICES.COM

Nine Servers:N52: tBCSl‘J\VICES oM

Wene Servers NS3.COCSERVICES.COM |

DNSSECE nnslgnec o

URL of - the TCANN wWiors Dah Prnblen Pepurl.lng Syatm. Mtpxl{udprs 1hterntc.net)’

Figure 8: Screenshot showing historical WHOIS record from DomainTools*®

The MX DNS records show that Cendyn controlled the routing for all inbound emails sent to *.trump-email[.Jcom.
This type of configuration adheres to how a legitimate marketing organization would construct their infrastructure.
Essentially, any email sent back to *.trump-email.com would be routed through Cendyn infrastructure.

The following SPF TXT DNS records for trump-email[.Jcom were examined by Ankura:

Bhttps://research.domaintools.com/research/whois-history/search/?q=cdcservices.com
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trump-email.com T T2%vespf1,ip4:198.91.42.0/23,ip4:64.135.26.0/24,ip4:64.95.241.0/24,1p4:206.191.130.0/24,ip4:63.251.151.0/24,ip4:69.25.15.0/24,mx,~all 2016-02-11, 01:08 2016-09-23, 13:48

firimpeman for BT 201511205 1410 JRRZ0 16,0 5111229

trump-email.com ™r “Internet,Solution,from,Cendyn.com.” 2014-11-14, 11:17 2016-09-23, 12:59

Figure 9: Screenshot showing relevant TXT records extracted from DomainTools2®

A SPF TXT record is an email authentication technique that is typically used to mitigate email spoofing by specifying
which hostnames, IP addresses, and/or IP ranges are permitted to send emails on behalf of a domain. The SPF TXT
record captured in the screenshot above will be broken down below to better understand it.

o v=gpfl”

o This identifies the TXT record as an SPF string. It also indicates the version of SPF being used.

e “ip4:198.91.42.0/23,ip4:64.135.26.0/24,ip4:64.95.241.0/24,ip4:206.191.130.0/24,ip4:63.251.151.0/24,ip4:
69.25.15.0/24”

o Thisidentifies the IP ranges that are authorized to send emails on'behalf of trump-email[.Jcom. When
an email from *.trump-email[.]Jcom is delivered to an email server, that server will retrieve the TXT
record from trump-email[.Jcom to examine the SPF record=If the 1P address used to send the email
from *_.trump-email[.Jcom is in the SPF record, the email'should be tagged as genuine and not SPAM.
Analysis of these IP address ranges indicate nothing meore than typical marketing activity. A
breakdown of ownership for these IP address rangés aré below. An evaluation of how these IP
addresses are currently being utilized can be found in Appendix A.

o Any domain that hosts email has at least one, MX record. These MX records identify which email
servers should be used when relaying email. By including “mx” in the TXT record, the servers
identified in the MX DNS record fof trump-email[.Jcom are automatically approved and avoids having
to re-list them in the TXT record.

o “~all"

o This indicates that emails sent from an IP address not included in the SPF record should be accepted

by the recipient marked asan SPF failure.

The SPF records demonstrate that forthé trump-email[.cJom domain, any email sent using the trump-email[.Jcom
domain and originating from(one of the IP ranges or MX domains included above are to be considered legitimate by
the recipient of the email. However, this SPF configuration also allows for a spoofed email to successfully masquerade
as an email from trump-email[.Jcom. The “~all” flag, also known as a “soft fail”?! indicates that if a recipient receives
an email from trump-email[.Jcom but it originates from an 1P address not included in the SPF record, the recipient
should identify it'as spam but allow it at their discretion. This option could allow a marketing organization to keep
sending legitimate marketing emails in case of a DNS configuration error. It could also allow an attacker to bypass
spam identification"and deliver mail into an organization. That email could then have links in the body of the message,
that couldalsoforce DNS lookups if delivered.

The following 1P ranges (Figure 10) were explicitly allocated to Cendyn and/or host Cendyn related domains:

Zhttps://research.domaintools.com/iris/investigations/463262/search/72fe1f25-d27f-4078-979b-e41¢59702f54/7b459b7b-
3581-43d6-b2f0-d866198e0d20
2https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/how-office-365-uses-spf-to-prevent-
spoofing?view=0365-worldwide
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IP Range Ownership Record Purpose
Central Dynamics Cendyn has helped hotels around the world drive
198.91.42.0/23 |980 N Federal Hwy Suite 200 marketing and sales for over 20 years.?

Boca Raton, FL 33432

64.135.26.0/24

BroadbandONE, Inc
3500 NW Boca Raton BLVD
Boca Raton, FL 33431

Broadband One is an Internet Service Provider
located in Boca Raton, Florida.?

64.95.241.0/24

Internap Corporation
50 NE 9t Street
Miami, FL 33030

Internap (INAP) is a publicly traded, internet service
provider. According to WHOIS records, this net range
is allocated to private INAP customers.

206.191.130.0/24

Internap Corporation
50 NE 9™ Street
Miami, FL 33030

Internap (INAP) is a publicly.traded internet service
provider. According to WHOIS records, this net range
is allocated to private INAP customers.

63.251.151.0/24

Internap Corporation
50 NE 9™ Street
Miami, FL 33030

Internap (INAP) iss@ publicly traded internet service
provider. According to WHOIS records, this net range
is allocated to private”INAP customers.

69.25.15.0/24

Internap Corporation
50 NE 9t Street
Miami, FL 33030

Internap {INAP)is a publicly traded internet service
provider. According to WHOIS records, this net range
is alloeated to private INAP customers.

Figure 10: Ownership of IP ranges identified in TXT.record\for trump-email[.Jcom

Analysis discovered many of the domains pertain to large hetel or hospitality related companies. Please refer to
Appendix A for a list of domains found to be associated with the'IPs in Figure 10.

Contact-client[.]Jcom
The following MX DNS records for contact-cliént[.Jcom were examined by Ankura:

Source Mail Servers Organization First Seen Last Seen
PassiveTotal incoming.cdcservices[Jcom | Central Dynamics |2011-11-15 2020-02-27
SecurityTrails incoming.cdcservices[.Jcom | Central Dynamics |2011-11-14 2017-05-25
SecurityTrails incoming.cdeservices[.Jcom | Central Dynamics |2017-05-25 2020-02-27

These MX DNS records indicate that all incoming emails to the contact-client[.Jcom domain would be routed to
incoming.cdcservices[.Jcom, the same email server that handled incoming emails for trump-email[.Jcom. This type of
configuration adheres, to how a legitimate marketing organization would construct their infrastructure. Essentially,
any email sent back to *.contact-client.com would be routed through Cendyn infrastructure.

The following is the SPF TXT record for contact-client[.Jcom:

Zhttps://www.cendyn.com/company/

Zhttps://www.linkedin.com/company/broadband-one-inc.
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: . Duration
TXT Values: First Seen Last Seen Seen
v=spf1 include:spt contact-client.com ~all 2017-05-11{2  2020-02-26(19 2years:
google-site-vérification=6h{rh TYNB 1 2EL 883-)la9PsavgOMgminHAg AEF7FALS years ago) hours 696}’

‘v=spfl indude:spfedntoct-client.corm ~olf 2016-06-28{3 2017-05-11{(Z 10
‘google-site-verification=6h)rhTYNB 12EL884-]la8PsovgOMgmLnHAgAEF7FAbs years 0go). years ago) months:
y:_spflﬁip4:198.9142.01723 Ip4:64.135.26.0/24 mx includelistrak.com include;sendgrid.net includezspf.maropost.com ~all 2015-11-06(4° 2016-06-28(3 7
google-site-verification=6h|rhTYNB12EL88q-lo9PsavgOMgmLnH4gAEF7FALS years ago} years ago): months

Figure 11: Screenshot showing relevant SPF records for contact-client[.]Jcom extracted from SecurityTrails

The various records are detailed below for clarity:

"v=spf1”
o This identifies the TXT record as an SPF string. It also indicates the version of SPF being used.
“ip4:198.91.42.0/23,ip4:64.135.26.0/24”

o Thisidentifies the IP ranges that are authorized to send emails onbehalf of trump-email[.Jcom. When
an email from *.contact-client[.]Jcom is delivered to an emaikserver, that server will retrieve the TXT
record from contact-client[.Jcom to examine the SPF record. If the IP address used to send the email
from *.contact-client[.Jcomis in the SPF record, the email should be tagged as genuine and not SPAM.
Analysis of these IP address ranges indicate nothing'more than typical marketing activity. The two IP
ranges included in these SPF records overlap with,those’found in trump-email[.Jcom SPF record.

—

o Any domain that hosts email has at least one MX record. These MX records identify which email
servers should be used when relaying email. By including “mx” in the TXT record, the servers
identified in the MX DNS record fortcontact-client[.Jcom are automatically approved and avoids
having to re-list them in the TXT record.

“include”

o This includes the SPF record for these domains as valid sending sources. In this particular case, the
SPF records for listrakf:Jcom, sendgrid[.Jcom, and maropost[.Jcom are to be included in the SPF
record for contact-client[.Jcom. A breakdown of ownership for these domains is below.

“~all"

o This indicates'that emails sent from an IP address not included in the SPF record should be accepted

by the recipientsbut'marked as an SPF failure.
“google-site-verification”
o This‘identifies that the webmaster has verified ownership with Google.

The SPF records demonstrate that for the contact-client[.]Jcom domain, any email sent using the contact-client[.Jcom
domain and originating from one of the IP ranges or MX domains included above are to be considered legitimate by
the recipient of*the email. However, this SPF configuration also allows for a spoofed email to be masquerading as
contact-client[.Jcom from an IP address not approved by Cendyn. The “~all” flag, also known as a “soft fail”?*,
indicates that if a recipient receives an email from contact-client[.Jcom but it originates from an IP address not
included in the SPF record, the recipient should identify it as spam but allow it at their discretion. This option could
allow a marketing organization to keep sending legitimate marketing emails in case of a DNS configuration error. It
could also allow an attacker to bypass spam identification and deliver mail into an organization. That email could
then have links in the body of the message, that could also force DNS lookups if delivered.

2https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/how-office-365-uses-spf-to-prevent-
spoofing?view=0365-worldwide
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The following is a list of domains that were seen in the “include” section of the SPF record for contact-client[.]Jcom.
As explained above, these domains were approved to send emails on behalf of *.contact-client[.Jcom, to include
trumpl.contact-client[.Jcom.

Domain Ownership Purpose

Listrak[.]Jcom Jeff McDonald A retail digital marketing automation platform trusted by leading brands
529 E. Main Street for email marketing, mobile messaging, customer insights and cross-
Lititz, PA 17543 channel orchestration.

Sendgrid[.Jcom Sendgrid, Inc. Offers automated workflows that leverage automation triggers to set up
1401 Walnut Street automated, recurring emails or drip series/to customers.
Boulder, CO 80302

Maropost[.]Jcom Maropost, Inc. Offers an email marketing platform to create unique experiences for
200 University Avenue | customers. Allows for the segmentation,sscheduling, and development
Toronto, Ontario of dynamic content based on unified customer data.

Figure 12: Description of domains found in the SPF record for contact-client[.Jcom

CTAPT’s analysis of the domains included in the table above concluded, that all of them appear to be legitimate
entities utilized by numerous companies for marketing purposes.dt shouldvbe noted that Listrak also owns the IP
address (66.216.133[.]29) that hosted both maill.trump-email[.Jcom'and trump1.contact-client[.]Jcom. Figures 11-13
are screenshots copied from these platform websites highlighting Listrak customers:

MAROPOST ‘Platform v Customers. Resources . Book a Demo Q | signin

Join 10,000+ Marketers

Engage your audience wherever they are with personalized messages across every channel.,

; /7o)
BioTRUST" LYOIGITALMARKETER Hard Rock
e : @ [heynariet
e g
z LIVESTRONG @ Mercedes-Benz mindvalley
O MattierJones 1§44
RN M
G=carr SHOPCOM' (S yext

Read more about our customers

Figure 13: Screenshot from Maropost[.Jcom
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™0,
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We stress that the analysis performed by CTAPT did not find any support for allegations that either maill.trump-
email[.Jcom or trumpl.contact-client[.]Jcom were ever used as a covert communications channel. Newly identified
historical DNS data obtained from SecurityTrails as well as our review of DomainTools and PassiveTotal, clearly
strengthen the conclusion that these two domains were used for legitimate marketing purposes beginning as early
as 20069.

Moreover, the fact that the SPF records for both domains included "~all" made it possible for malicious actors to have
sent crafted SPAM emails, to both Alfa bank and Spectrum Health, spoofing either the maill.trump-email[.Jcom or
trumpl.contact-client[.Jcom domain as the source. This would likely force the receiving entity's infrastructure to send
a DNS record request to Cendyn nameservers to validate that the IP address used to send the email was verified, as
per the stored DNS records on the Cendyn servers. These spoofed emails could have been sefitiat anytime.

The passive DNS records specifically challenge the claim made in the New Yorker? that Alfa:Bank's servers found
trumpl.contact-client[.Jcom on September 27, 2016 as "evidence of direct contact between Alfa-Bank and Trump"
since the DNS record shows that the DNS process was working as intended; whén the maill.trump-email[.]Jcom did
not resolve, the DNS process resolved to trumpl.contact-client[.Jcom, which wasassigned the same IP address. There
are a number of scenarios that could be responsible for repeated DNS querigs in this case, speculation includes the
DNS activity could have been caused when Alfa-Bank blocked the IP address at their firewall and/or flagged that IP
address as a source of SPAM. Or if a threat actor, also noticing that/maill:trump-email[.Jcom no longer resolved to
an IP address, began sending spoofed emails masquerading as ttumplécontact-client[.Jcom to Alfa-Bank, these
spoofed emails would force Alfa-Bank's email servers to request SPRsrecords from contact-client[.]Jcom. Another
possible scenario is a threat actor redirected DNS queriesffor both maill.trump-email[.Jcom and trumpl.contact-
client[.Jcom through both Alfa-Bank and Spectrum Health DNS servers, to appear as if those DNS queries originated
from Alfa-Bank and Spectrum Health and not the actual sender. This is demonstrated in Appendix B.

ROOT CAUSE ANALYSIS

CTAPT analysis of available DNS recordsidentified the following potential causes for Alfa-Bank servers conducting
DNS lookups for Trump related domains:

SPAM Email

As mentioned previously, SPFréeords for both email-trump[.Jcom and contact-client[.]Jcom included the string “~all”.
This mechanism allows for spaofed emails received by an entity like Alfa-Bank, to compare validated IP addresses
from Cendyn and passithem through, since Cendyn servers were configured to respond with a “Softfail”?® instead of
a “Hardfail.” This Cendyniconfiguration forces the recipient of a marketing or spoof email (Alfa-Bank) to request the
SPF DNS record/for the alleged sending domain, essentially tricking a recipient of an email to perform a DNS query
for a domainyit never yisited or received a legitimate email from.

DNS Forgery

The CTAPT conducted a test that explored the idea that an outside entity could push a DNS request query to Alfa-
Bank’s DNS servers. Additionally, network traffic validation was achieved by capturing network traffic generated from
a test DNS server, to see the activity associated with execution of the DIG command.

Zhttps://www.newyorker.com/magazine/2018/10/15/was-there-a-connection-between-a-russian-bank-and-the-trump-
campaign
Zhttps://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/how-office-365-uses-spf-to-prevent-
spoofing?view=0365-worldwide
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To conduct the test, CTAPT used an open source tool named “Scapy” used by penetration testers to craft custom
packets. Scapy is often used to bypass restrictive firewalls and other security measures to gain access to targeted
networks. Using Scapy we crafted packets to manipulate our test server {mimicking Alfa-Bank’s DNS server} to
conduct DNS DIG requests for “Ankura.com.” Qur testing confirms it is possible to make an externally crafted request
to a DNS server belonging to an entity like Alfa-Bank, and then forcing that server to fulfill the request, making it
appear as if Alfa-Bank’s server requested it. Please review Appendix B for details.

Although media stories made numerous assumptions about how Alfa-Bank’s DNS servers were configured in 2016,
the findings above, the Stroz Friedberg Investigation Summary dated 07/19/2017,% and our testingjsupport the view
that Alfa-Bank’s systems may have been manipulated into sending the DNS requests noted by Tea Leaves, or others.

CONCGLUSION

OBSERVATIONS

CTAPT’s investigation relied on recently identified SecurityTrails DNS records, DomainTools passive DNS databases,
and PassiveTotal archives for inquiry into Cendyn, Internap, Listra, and/Trump related entities. When considered
together, the data affirms that the anonymous researchers who initially raised the covert Cyber connection allegation
against the Trump Organization and Alfa-Bank, missed, ignored, or didn't have access to a complete record of DNS
history. The multiple sources of DNS records the CTART reviewed demonstrate that the server alleged to be secret,
was in fact an overt email marketing system. Ankura's analysis does not support either maill.trump-email[.Jcom or
trumpl.contact-client[.Jcom being used as a covert communications channel. Newly identified historical DNS data
obtained from SecurityTrails, as well as ouf review of DomainTools and PassiveTotal, actually strengthen the
conclusion that these two domains were used for. marketing purposes beginning as early as 2009 through 2016.

Ankura's analysis doesn’t find any support forthe allegation of a "secret server” or covert "cyber links" between Alfa-
Bank and the Trump Organization and is consistent with the conclusions of the FBI, as reported in the 1G's report
concerning the FBI's "Crossfire Hurricane" investigation.? The three sources of DNS records indicate that servers
attributed to the Trump Organization were actually owned and operated by a hotel marketing related company
named "Central Dynamics" (Cendyn). DNS records show that Cendyn was engaged in legitimate marketing activity
for numerous global hetel chains, including Trump Hotels.

CTAPT's detailed review of DNS records demonstrates that the configuration of Cendyn servers may have enabled a
threat actor 4o send spoofed emails or inauthentic DNS queries that could have generated DNS requests to Trump
Organizatien.affiliated domains, from Alfa-Bank and Spectrum Health IP addresses.

Additionally, CTAPT's research did not find evidence of open source reporting from the Information Security
(INFOSEC) community, either before or after this allegation arose, that would suggest DNS lookup activity as
described by the anonymous researchers offers a means for covert or secret communications. The updated passive
DNS analysis coupled with the timing of the underlying allegations, suggest that Alfa-Bank servers may have been

27 http://i2.cdn.turner.com/cnn/2017/images/07/24/dinh.to.grassley.feinstein.pdf
28 https://www.justice.gov/storage/120919-examination.pdf
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unwitting sources of the DNS requests at the direction of some entity to create a connection between Alfa-Bank and
the Trump Organization. If true, this may constitute a violation of one or more U.S. federal criminal laws.
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APPEN D I XJA)

|DOMAINS HOSTED ON 198.91.42.0/23

IP Address Domain Whois Record URL

198.91.42.175 | 70parkhotelrewards.com https://whois.domaintools.com/70parkhotelreWards.com
198.91.42.8 95cordova.com https://whois.domaintools.com/95cordova.com

198.91.42.56 |accorproposal.com https://whois.domaintools.com/accoppropesalkcom
198.91.42.25 |acehotelandswimclubconcierge.com https://whois.domaintools.com/acehetelandswimclubconcierge.com
198.91.42.25 |acehotellondonconcierge.com https://whois.domaintools.com/acehetellondonconcierge.com
198.91.42.25 |acehotellosangelesconcierge.com https://whois.domaintools.com/acehotellosangelesconcierge.com
198.91.42.25 |acehotelnewyorkconcierge.com https://whois.domaintools.com/acehotelnewyorkconcierge.com
198.91.42.43 |acmehotelcompanychi.com https://whois.domaintools.com/acmehotelcompanychi.com
198.91.42.25 | affiniaconcierge.com https://whois.domaintaols.com/affiniaconcierge.com
198.91.42.26 |airliecenteremenus.com https://whois.domaintools.com/airliecenteremenus.com
198.91.42.30 |aloftemenus.com https://whois.domaintools.com/aloftemenus.com

198.91.42.56 |aloftproposal.com https://whois.domaintools.com/aloftproposal.com

198.91.42.25 |americantradehotelconcierge.com https://whois.domaintools.com/americantradehotelconcierge.com
198.91.42.165 | amesbostonconcierge.com https://whois.domaintools.com/amesbostonconcierge.com
198.91.42.43 |anantara.info https://whois.domaintools.com/anantara.info

198.91.42.26 |andazemenus.com https://whois.domaintools.com/andazemenus.com
198.91.42.76 |aocmetals.com https://whois.domaintools.com/aocmetals.com

198.91.42.43 |arlohotels.co https://whois.domaintools.com/arlohotels.co

198.91.42.24 | atlantisproposal.com https://whois.domaintools.com/atlantisproposal.com
198.91.42.43 |avanihotéls.info https://whois.domaintools.com/avanihotels.info

198.91.42.56 |avtebrochure.com https://whois.domaintools.com/avtebrochure.com
198.91.42.24 |avtproposal.com https://whois.domaintools.com/avtproposal.com

198.91.42.26 |bacaraemenus.com https://whois.domaintools.com/bacaraemenus.com
198.91.42.26, | bayviewcollection.international https://whois.domaintools.com/bayviewcollection.international
198.91.42.26 |bayviewhotels.international https://whois.domaintools.com/bayviewhotels.international
198.91.42.24 |benchmarkproposal.com https://whois.domaintools.com/benchmarkproposal.com
198.91.42.25 |bernarduslodgeeconcierge.com https://whois.domaintools.com/bernarduslodgeeconcierge.com
198.91.42.26 |bernssalongeremenus.com https://whois.domaintools.com/bernssalongeremenus.com
198.91.42.3 bestwesternebrochure.com https://whois.domaintools.com/bestwesternebrochure.com
198.91.42.26 |bestwesternemenus.com https://whois.domaintools.com/bestwesternemenus.com
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198.91.42.27 |bestwesterneplanner.com https://whois.domaintools.com/bestwesterneplanner.com
198.91.42.1 bestwesternnews.com https://whois.domaintools.com/bestwesternnews.com
198.91.42.26 |beverlyheritagehotelemenus.com https://whois.domaintools.com/beverlyheritagehotelemenus.com
198.91.42.26 |beverlyhillshotelmenus.com https://whois.domaintools.com/beverlyhillshotelmenus.com
198.91.42.24 | biltmoreproposal.com https://whois.domaintools.com/biltmoreproposal.com
198.91.42.26 |boarsheadinnemenus.com https://whois.domaintools.com/boarsheadinnemenus.com
198.91.42.8 bohemianhotelbiltmorevillage.com https://whois.domaintools.com/bohemianhotelbiltmorevillage.com
198.91.42.26 |bonnetcreekemenus.com https://whois.domaintools.com/bonnetcreekemenus.com
198.91.42.23 | bookmeeting.com https://whois.domaintools.com/bookmeeting.com
198.91.42.25 |borgataconcierge.com https://whois.domaintools.com/borgataconciérge.com
198.91.42.164 | brasstownvalleyconcierge.com https://whois.domaintools.com/brasstownvalleyconcierge.com
198.91.42.26 |broadmooremenus.com https://whois.domaintools.com/broadmeoremenus.com
198.91.42.24 |broadmoorproposal.com https://whois.domaintools.com/broadmoorproposal.com
198.91.42.43 | brushcreekluxurycollection.com https://whois.domaintools.com/brushcreekluxurycollection.com
198.91.42.43 | brushcreekluxurycollections.com https://whois.domaintools.com/brushcreekluxurycollections.com
198.91.42.26 |buenavistaemenus.com https://whois.domaintools.com/buenavistaemenus.com
198.91.42.56 |bwiproposal.com https://whois.demaintools.com/bwiproposal.com

198.91.42.24 | cafeproposal.com https://whois.domaintools.com/cafeproposal.com

198.91.42.8 casinoroyalehotel.com https://whois.domaintools.com/casinoroyalehotel.com
198.91.42.1 cdcservices.com https://whois.domaintools.com/cdcservices.com

198.91.42.24 | celebrationproposal.com https://whois.domaintools.com/celebrationproposal.com
198.91.42.2 cendyn-econcierge.com https://whois.domaintools.com/cendyn-econcierge.com
198.91.42.56 |cendynaccess.com https://whois.domaintools.com/cendynaccess.com

198.91.42.3 cendynadvertising.com https://whois.domaintools.com/cendynadvertising.com
198.91.42.43 | cendyncommunity.com https://whois.domaintools.com/cendyncommunity.com
198.91.42.24 |cendynebrochure.com https://whois.domaintools.com/cendynebrochure.com
198.91.42.1 cendynecard.com https://whois.domaintools.com/cendynecard.com
198.91.42.20 |cendyneconcierge.com https://whois.domaintools.com/cendyneconcierge.com
198.91.42.56 |cendyneproposal.com https://whois.domaintools.com/cendyneproposal.com
198.91.42.3 cendynesalessuite.com https://whois.domaintools.com/cendynesalessuite.com
198.91.423 cendynhotelga.com https://whois.domaintools.com/cendynhotelga.com
198.91.42.36 “cendynsource.com https://whois.domaintools.com/cendynsource.com
198.91.42.3 cendynvoice.com https://whois.domaintools.com/cendynvoice.com
198.91.42.26 |chateaurestaurantemenus.com https://whois.domaintools.com/chateaurestaurantemenus.com
198.91.42.24 |cheecalodgeebrochure.com https://whois.domaintools.com/cheecalodgeebrochure.com
198.91.42.158 | choctawcasinoconcierge.com https://whois.domaintools.com/choctawcasinoconcierge.com
198.91.42.2 chrco.ca https://whois.domaintools.com/chrco.ca

198.91.42.210 | chrco.com https://whois.domaintools.com/chrco.com
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198.91.42.156

client-ga-10.com

https://whois.domaintools.com/client-qa-10.com

198.91.42.236

clubproposal.com

https://whois.domaintools.com/clubproposal.com

198.91.42.43 |cme-alcronhotel.com https://whois.domaintools.com/cme-alcronhotel.com
198.91.42.43 |cme-revolutionhotel.com https://whois.domaintools.com/cme-revolutionhotel.com
198.91.42.43 |cmte-hotellora.com https://whois.domaintools.com/cmte-hotellora.com
198.91.42.43 |cmte-lorahotel.com https://whois.domaintools.com/cmte-lorahotel.com
198.91.42.43 | cmte-villaroyalehotel.com https://whois.domaintools.com/cmte-villaroyalehotel.com
198.91.42.43 |cmte-woodlarkhotel.com https://whois.domaintools.com/cmte-woodlarkhotel.com
198.91.42.24 |coastproposal.com https://whois.domaintools.com/coastproposal.com
198.91.42.20 |conferenceplanningresources.biz https://whois.domaintools.com/conferenceplanningresources.biz
198.91.42.20 |conferenceplanningresources.info https://whois.domaintools.com/conferenceplanningresources.info
198.91.42.20 |conferenceplanningresources.net https://whois.domaintools.com/conferenceplanningresources.net
198.91.42.20 |conferenceplanningresources.org https://whois.domaintools.com/conferenceplanningresources.org
198.91.42.26 |connecticutconventioncenteremenus.c | https://whois.domainteols.com/connecticutconventioncenteremenu
om s.com
198.91.42.26 |conrademenus.com https://whois.domaintoolsicom/conrademenus.com
198.91.42.136 | conradmenus.com https://whoisidomaintools.com/conradmenus.com
198.91.42.5 coral-hospitality.com https://whoiss«domaintools.com/coral-hospitality.com
198.91.42.5 coralbeachotelsandclubs.com https://whois.domaintools.com/coralbeachotelsandclubs.com
198.91.42.5 coralcollection.com https://whois.domaintools.com/coralcollection.com
198.91.42.5 coralhospitality.com https://whois.domaintools.com/coralhospitality.com
198.91.42.9 corporatecup.org https://whois.domaintools.com/corporatecup.org
198.91.42.5 courtyardmarriottpueblo.com https://whois.domaintools.com/courtyardmarriottpueblo.com
198.91.42.24 |coveproposal.com https://whois.domaintools.com/coveproposal.com
198.91.42.210 | crescenthotels.com https://whois.domaintools.com/crescenthotels.com
198.91.42.1 crescentintranet:com https://whois.domaintools.com/crescentintranet.com
198.91.42.26 |crowneplazaemenus.com https://whois.domaintools.com/crowneplazaemenus.com
198.91.42.56 |crowneplazaproposal.com https://whois.domaintools.com/crowneplazaproposal.com
198.91.42.26 |crowneventsemenus.com https://whois.domaintools.com/crowneventsemenus.com
198.91.42.43 |cte-alcronhotel.com https://whois.domaintools.com/cte-alcronhotel.com
198.91.42.43 |cte-revolutionhotel.com https://whois.domaintools.com/cte-revolutionhotel.com
198.91.42.26, | curioemenus.com https://whois.domaintools.com/curioemenus.com
198.91.42.43 |cwresorts.com https://whois.domaintools.com/cwresorts.com
198.91.42.24 |davidsonproposal.com https://whois.domaintools.com/davidsonproposal.com
198.91.42.8 delraysands.com https://whois.domaintools.com/delraysands.com
198.91.42.209 | delraysandsresort.com https://whois.domaintools.com/delraysandsresort.com
198.91.42.24 |destinationproposal.com https://whois.domaintools.com/destinationproposal.com
198.91.42.24 |disneyeproposal.com https://whois.domaintools.com/disneyeproposal.com
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198.91.42.24 |dolceproposal.com https://whois.domaintools.com/dolceproposal.com

198.91.42.26 |doralgolfresortemenus.com https://whois.domaintools.com/doralgolfresortemenus.com
198.91.42.24 |dorchestercollectionproposal.com https://whois.domaintools.com/dorchestercollectionproposal.com
198.91.42.26 |doubletreemenus.com https://whois.domaintools.com/doubletreemenus.com
198.91.42.24 |doubletreeproposal.com https://whois.domaintools.com/doubletreeproposal.com
198.91.42.26 |drakehotelemenus.com https://whois.domaintools.com/drakehotelemenus.com
198.91.42.24 |dtebrochure.com https://whois.domaintools.com/dtebrochure.com

198.91.42.20 |e-confirmations.com https://whois.domaintools.com/e-confirmations.com
198.91.42.25 |eaglemountainhouseconcierge.com https://whois.domaintools.com/eaglemountainhouseconcierge.com
198.91.42.20 |eagleresortandspa.com https://whois.domaintools.com/eagleresortandspa.com
198.91.42.20 |eagleridgeinnresort.com https://whois.domaintools.com/eagleridgeinnresort.com
198.91.42.20 |eagleridgeresortonline.com https://whois.domaintools.com/eagleridgéresortonline.com
198.91.42.26 |eaglewoodresortemenus.com https://whois.domaintools.com/eaglewoodresortemenus.com
198.91.42.25 |eattacheservice.com https://whois.domaintgols.com/eattacheservice.com
198.91.42.26 |ectcemenus.com https://whois.domaintools.com/ectcemenus.com

198.91.42.30 |elementemenus.com https://whois.domaintools.com/elementemenus.com
198.91.42.56 |elementproposal.com https://wheois.demaintools.com/elementproposal.com
198.91.42.43 |email-hotelmodera.com https://whois.domaintools.com/email-hotelmodera.com
198.91.42.43 | email-montagehotels.com https://whois.domaintools.com/email-montagehotels.com
198.91.42.43 | email-pendryhotels.com https://whois.domaintools.com/email-pendryhotels.com
198.91.42.43 |email-rlhc.com https://whois.domaintools.com/email-rlhc.com

198.91.42.43 | email-sagehotelscollection.com https://whois.domaintools.com/email-sagehotelscollection.com
198.91.42.26 |embassysuitesemenus.com https://whois.domaintools.com/embassysuitesemenus.com
198.91.42.26 |embassysuiteshotelsemenus.com https://whois.domaintools.com/embassysuiteshotelsemenus.com

198.91.42.136

embassysuitesmenus.com

https://whois.domaintools.com/embassysuitesmenus.com

198.91.42.201

emenusaccess.com

https://whois.domaintools.com/emenusaccess.com

198.91.42.43 |encoreatreunion.com https://whois.domaintools.com/encoreatreunion.com
198.91.42.43 |encoreatreunion.info https://whois.domaintools.com/encoreatreunion.info
198.91.42.19 |enrichingthespiritatsandpearl.com https://whois.domaintools.com/enrichingthespiritatsandpearl.com
198.91.42.81 4 eplanneraccess.com https://whois.domaintools.com/eplanneraccess.com
198.91.42.56"=|eproposalaccess.com https://whois.domaintools.com/eproposalaccess.com
198.91.42.3 eproposalsupport.com https://whois.domaintools.com/eproposalsupport.com
198.91.42.163 | essexhouseconcierge.com https://whois.domaintools.com/essexhouseconcierge.com
198.91.42.24 |eventeproposal.com https://whois.domaintools.com/eventeproposal.com
198.91.42.25 |exeterinnconcierge.com https://whois.domaintools.com/exeterinnconcierge.com
198.91.42.43 | experience-copamarina.com https://whois.domaintools.com/experience-copamarina.com
198.91.42.43 |experience-hoteljoaquin.com https://whois.domaintools.com/experience-hoteljoaquin.com
198.91.42.43 |experience-studyhotels.com https://whois.domaintools.com/experience-studyhotels.com
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198.91.42.43 |experience-theedwinhotel.com https://whois.domaintools.com/experience-theedwinhotel.com

198.91.42.43 | experiencehotelerwin.com https://whois.domaintools.com/experiencehotelerwin.com

198.91.42.43 |experienceinnatperrycabin.com https://whois.domaintools.com/experienceinnatperrycabin.com

198.91.42.43 |explorebrushcreekranch.com https://whois.domaintools.com/explorebrushcreekranch.com

198.91.42.43 |explorebrushcreekranchcollection.com | https://whois.domaintools.com/explorebrushcreekranchcollection.co

m

198.91.42.43 | explorefrenchcreeksportsmensclub.co |https://whois.domaintools.com/explorefrenchcreeksportsmensclub.c
m om

198.91.42.43 |exploremageehomestead.com https://whois.domaintools.com/exploremageehomestead.com

198.91.42.26 |fairmontemenus.com https://whois.domaintools.com/fairmontemenus.com

198.91.42.24 |fairmonthotelvancouverebrochure.co |https://whois.domaintools.com/fairmonthotelvancouverebrochure.c
m om

198.91.42.26 |fallsviewcasinoresortemenus.com https://whois.domaintools.com/fallsviewcasinoresortemenus.com

198.91.42.30 |fourpointsemenus.com https://whois.domaintools.com/fourpointsemenus.com

198.91.42.56 |fourpointsproposal.com https://whois.domaintoels:com/fourpointsproposal.com

198.91.42.26 |fourseasonsemenus.com https://whois.domainteols.com/fourseasonsemenus.com

198.91.42.136 | fourseasonsmenus.com https://whois.demaintoolsicom/fourseasonsmenus.com

198.91.42.20 |galenaresort.com https://whoisidomaintools.com/galenaresort.com

198.91.42.77 |getfinancebyhilton.com https://whoistdomaintools.com/getfinancebyhilton.com

198.91.42.78 | getfinancebyhiltonstaging.com https://whois.domaintools.com/getfinancebyhiltonstaging.com

198.91.42.26 |glencovemansionemenus.com https://whois.domaintools.com/glencovemansionemenus.com

198.91.42.1 globalgds.com httpsy//whois.domaintools.com/globalgds.com

198.91.42.1 goard.com https://whois.domaintools.com/goard.com

198.91.42.43 |gohotelvic.com https://whois.domaintools.com/gohotelvic.com

198.91.42.20 |golfgalena.com https://whois.domaintools.com/golfgalena.com

198.91.42.8 grandbohemiangalleries.com https://whois.domaintools.com/grandbohemiangalleries.com

198.91.42.24 |grandbrochure.com https://whois.domaintools.com/grandbrochure.com

198.91.42.19 |grandlucayanatyourservice.com https://whois.domaintools.com/grandlucayanatyourservice.com

198.91.42.8 grandthemehotels.com https://whois.domaintools.com/grandthemehotels.com

198.91.42.3 gravesresidences.com https://whois.domaintools.com/gravesresidences.com

198.91.42.43 _ | greystonehotelscme.com https://whois.domaintools.com/greystonehotelscme.com

198.91.42.43 |greystonehotelscte.com https://whois.domaintools.com/greystonehotelscte.com

198.91.42.5 %, | groupmeetingsnyc.com https://whois.domaintools.com/groupmeetingsnyc.com

198.91.42.5 |groupsnyc.com https://whois.domaintools.com/groupsnyc.com

198.91.42.24 |gwrproposal.com https://whois.domaintools.com/gwrproposal.com

198.91.42.26 |hamiltonparkemenus.com https://whois.domaintools.com/hamiltonparkemenus.com

198.91.42.26 |hamptonhotelsemenus.com https://whois.domaintools.com/hamptonhotelsemenus.com

198.91.42.26 |hamptoninnemenus.com https://whois.domaintools.com/hamptoninnemenus.com

198.91.42.24 |hamptoninnproposal.com https://whois.domaintools.com/hamptoninnproposal.com
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198.91.42.24 |hardrockcafesproposal.com https://whois.domaintools.com/hardrockcafesproposal.com
198.91.42.20 |hardrockebrochure.com https://whois.domaintools.com/hardrockebrochure.com
198.91.42.24 |hardrockproposal.com https://whois.domaintools.com/hardrockproposal.com
198.91.42.3 hgimagnificentmileebrochure.com https://whois.domaintools.com/hgimagnificentmileebrochure.com

198.91.42.189

hhotellosangeles.com

https://whois.domaintools.com/hhotellosangeles.com

198.91.42.211

hi-nyc.com

https://whois.domaintools.com/hi-nyc.com

198.91.42.20 | hiltonebrochure.com https://whois.domaintools.com/hiltonebrochure.com
198.91.42.26 | hiltonemenus.com https://whois.domaintools.com/hiltonemenus.com
198.91.42.26 | hiltongardeninnemenus.com https://whois.domaintools.com/hiltongardeninnemenus.com
198.91.42.136 | hiltongardeninnmenus.com https://whois.domaintools.com/hiltongardeninnmenus.com
198.91.42.24 | hiltonproposal.com https://whois.domaintools.com/hiltanproposal.com
198.91.42.26 | hiltonwwemenus.com https://whois.domaintools.com/hiltonwwémenus.com
198.91.42.26 |holidayinnemenus.com https://whois.domaintools.com/holidayinnemenus.com
198.91.42.24 | holidayinnproposal.com https://whois.domaintgols.cem/holidayinnproposal.com
198.91.42.5 holidaysatthedel.com https://whois.domaintools.com/holidaysatthedel.com
198.91.42.26 |homewoodsuitesemenus.com https://whois.domaintools.com/homewoodsuitesemenus.com
198.91.42.25 |hooterscasinohotelconcierge.com https://wheois.demaintools.com/hooterscasinohotelconcierge.com
198.91.42.194 | hospitalityupgrade.com https://whois.domaintools.com/hospitalityupgrade.com
198.91.42.26 |hotelbelairemenus.com https://whois.domaintools.com/hotelbelairemenus.com
198.91.42.26 |hotelchicagodowntownemenus.com https://whois.domaintools.com/hotelchicagodowntownemenus.com
198.91.42.24 |hotelemployee.com https://whois.domaintools.com/hotelemployee.com
198.91.42.26 | hotelirvinemenus.com https://whois.domaintools.com/hotelirvinemenus.com
198.91.42.58 |hotelmadisonalumni.com https://whois.domaintools.com/hotelmadisonalumni.com
198.91.42.43 | hotelmadisonva.com https://whois.domaintools.com/hotelmadisonva.com
198.91.42.26 |hotelmonteleoneemenus.com https://whois.domaintools.com/hotelmonteleoneemenus.com
198.91.42.26 |hotelnobuibizabay.com https://whois.domaintools.com/hotelnobuibizabay.com
198.91.42.1 | hotelorigami.com https://whois.domaintools.com/hotelorigami.com

198.91.42.140

hoteltfio.com

https://whois.domaintools.com/hoteltrio.com

198.91.42.141

hotelvicrewards.com

https://whois.domaintools.com/hotelvicrewards.com

198.91.42.162

hotelvikingeconcierge.com

https://whois.domaintools.com/hotelvikingeconcierge.com

198.91.4224*=houseofbluesproposal.com https://whois.domaintools.com/houseofbluesproposal.com
198.91.42.43 "\ huntleyexclusives.com https://whois.domaintools.com/huntleyexclusives.com
198.91.42.43 |huntleyexperience.com https://whois.domaintools.com/huntleyexperience.com
198.91.42.26 |huntvalleyinnemenus.com https://whois.domaintools.com/huntvalleyinnemenus.com
198.91.42.167 | hutchinsonshores.com https://whois.domaintools.com/hutchinsonshores.com
198.91.42.2 hyatt.gr https://whois.domaintools.com/hyatt.gr

198.91.42.2 hyattbrochure.com https://whois.domaintools.com/hyattbrochure.com

198.91.42.151

hyattcatering.de

https://whois.domaintools.com/hyattcatering.de
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198.91.42.154

hyattemenus.com

https://whois.domaintools.com/hyattemenus.com

198.91.42.3 hyattfortheholidays.com https://whois.domaintools.com/hyattfortheholidays.com
198.91.42.135 | hyattmenus.com https://whois.domaintools.com/hyattmenus.com
198.91.42.24 | hyattproposal.com https://whois.domaintools.com/hyattproposal.com
198.91.42.198 |iclocalrewards.com https://whois.domaintools.com/iclocalrewards.com
198.91.42.24 |icproposal.com https://whois.domaintools.com/icproposal.com
198.91.42.26 |ihgemenus.com https://whois.domaintools.com/ihgemenus.com
198.91.42.26 |indigoemenus.com https://whois.domaintools.com/indigoemenus.com
198.91.42.43 |info-hrhguadalajara.com https://whois.domaintools.com/info-hrhguadalajara.com
198.91.42.43 |info-hrhlondon.com https://whois.domaintools.com/info-hrhlonden.com
198.91.42.43 |innatperrycabinreservations.com https://whois.domaintools.com/innatperrycabinreservations.com
198.91.42.43 |islabellabeachresortfl.com https://whois.domaintools.com/islabellabeachresortfl.com
198.91.42.24 |jcresortsproposal.com https://whois.domaintools.com/jcresortsproposal.com
198.91.42.24 |jumeirahproposal.com https://whois.domaintgols.com/jumeirahproposal.com
198.91.42.207 | jupiterbeachresort.com https://whois.domaintools.com/jupiterbeachresort.com
198.91.42.56 |kempinskiproposal.com https://whois.domaintools.com/kempinskiproposal.com
198.91.42.25 |kesslerconcierge.com https://whois.demaintools.com/kesslerconcierge.com
198.91.42.24 |kesslerproposal.com https://whois.domaintools.com/kesslerproposal.com
198.91.42.24 | kimptonebrochure.com https://whois.domaintools.com/kimptonebrochure.com
198.91.42.56 |kimptonproposal.com https://whois.domaintools.com/kimptonproposal.com
198.91.42.25 | kittitianhillexperience.com https://whois.domaintools.com/kittitianhillexperience.com
198.91.42.24 | kslproposal.com https://whois.domaintools.com/kslproposal.com
198.91.42.26 |kyotogardenemenus.com https://whois.domaintools.com/kyotogardenemenus.com
198.91.42.26 |kyotograndemenus.com https://whois.domaintools.com/kyctograndemenus.com
198.91.42.197 | lakeplacidlodge.com https://whois.domaintools.com/lakeplacidlodge.com
198.91.42.24 |langhamproposal.com https://whois.domaintools.com/langhamproposal.com
198.91.42.26 |lansingcenteremenus.com https://whois.domaintools.com/lansingcenteremenus.com
198.91.42.24 |laquintapreposal.com https://whois.domaintools.com/laquintaproposal.com
198.91.42.8 lathamhotelphiladelphia.com https://whois.domaintools.com/lathamhotelphiladelphia.com
198.91.42.3 latorrettaebrochure.com https://whois.domaintools.com/latorrettaebrochure.com
198.91.42.26™=(laterrettalakeresortemenus.com https://whois.domaintools.com/latorrettalakeresortemenus.com
198.91.42.26 lecrystalhotelemenus.com https://whois.domaintools.com/lecrystalhotelemenus.com
198.91.42.30 |lemeridienemenus.com https://whois.domaintools.com/lemeridienemenus.com
198.91.42.56 |lemeridienproposal.com https://whois.domaintools.com/lemeridienproposal.com
198.91.42.26 |lexingtonhotelsemenus.com https://whois.domaintools.com/lexingtonhotelsemenus.com
198.91.42.1 Ifcdevelopment.com https://whois.domaintools.com/Ilfcdevelopment.com
198.91.42.200 |lidobeachresort.com https://whois.domaintools.com/lidobeachresort.com
198.91.42.24 |limevenueproposal.com https://whois.domaintools.com/limevenueproposal.com
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198.91.42.24

livenationproposal.com

https://whois.domaintools.com/livenationproposal.com

198.91.42.26

loewsemenus.com

https://whois.domaintools.com/loewsemenus.com

198.91.42.203

longboatkeyclub.com

https://whois.domaintools.com/longboatkeyclub.com

198.91.42.215

longreachhouse.com

https://whois.domaintools.com/longreachhouse.com

198.91.42.134

lostvalleyranch.com

https://whois.domaintools.com/lostvalleyranch.com

198.91.42.26 |lowesemenus.com https://whois.domaintools.com/lowesemenus.com
198.91.42.30 |luxurycollectionemenus.com https://whois.domaintools.com/luxurycollectionemenus.com
198.91.42.56 |luxurycollectionproposal.com https://whois.domaintools.com/luxurycollectionproposal.com
198.91.42.3 lynnfinancialcenter.com https://whois.domaintools.com/lynnfinancialcenter.com
198.91.42.1 madsearch.com https://whois.domaintools.com/madsearch.com

198.91.42.43 | makemyplaceyourplace.com https://whois.domaintools.com/makemyplaceyourplace.com
198.91.42.24 |mandarinorientalproposal.com https://whois.domaintools.com/mandarinorientalproposal.com
198.91.42.24 |mansionproposal.com https://whois.domaintools.com/mansionproposal.com
198.91.42.43 | margaritavilleres.com https://whois.domainteols.com/margaritavilleres.com
198.91.42.26 | marketingnobuhotelibizabay.com https://whois.domaintoels.com/marketingnobuhotelibizabay.com
198.91.42.24 | marriottebrochure.com https://whois.domaintools.com/marriottebrochure.com
198.91.42.1 marriottecard.com https://whois.demaintools.com/marriottecard.com

198.91.42.5 marriottmn.com https://whois.domaintools.com/marriottmn.com

198.91.42.24 | marriottproposal.com https://whois.domaintools.com/marriottproposal.com
198.91.42.26 | meadowoodnapavalleyemenus.com https://whois.domaintools.com/meadowoodnapavalleyemenus.com
198.91.42.26 | mebymeliaemenus.com https://whois.domaintools.com/mebymeliaemenus.com
198.91.42.14 |media-client.com https://whois.domaintools.com/media-client.com

198.91.42.8 meetinglouisville.com https://whois.domaintools.com/meetinglouisville.com
198.91.42.43 | mekongkingdoms.info https://whois.domaintools.com/mekongkingdoms.info
198.91.42.181 | menusaccess.com https://whois.domaintools.com/menusaccess.com
198.91.42.43 | mhm-news.com https://whois.domaintools.com/mhm-news.com

198.91.42.1 millenniumebrochure.com https://whois.domaintools.com/millenniumebrochure.com
198.91.42.43 | minorhotels.info https://whois.domaintools.com/minorhotels.info
198.91.42.205 | miravalspamonarchbeach.com https://whois.domaintools.com/miravalspamonarchbeach.com
198.91.42.43 4| montagereservations.com https://whois.domaintools.com/montagereservations.com
198.91.423 mountainlodgeebrochure.com https://whois.domaintools.com/mountainlodgeebrochure.com

198.91.42.216

mrccoconutgrove.com

https://whois.domaintools.com/mrccoconutgrove.com

198.91.42.216

mrchotels.com

https://whois.domaintools.com/mrchotels.com

198.91.42.216

mrcseaport.com

https://whois.domaintools.com/mrcseaport.com

198.91.42.25 |myaffiniaconcierge.com https://whois.domaintools.com/myaffiniaconcierge.com
198.91.42.179 | mybreakersstay.com https://whois.domaintools.com/mybreakersstay.com
198.91.42.25 | mybroadmoorconcierge.com https://whois.domaintools.com/mybroadmoorconcierge.com
198.91.42.43 | myhotelvic.com https://whois.domaintools.com/myhotelvic.com
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198.91.42.19 |myladeraexperience.com https://whois.domaintools.com/myladeraexperience.com
198.91.42.43 | mymiravalstay.com https://whois.domaintools.com/mymiravalstay.com
198.91.42.43 | myplacehotelsreservations.com https://whois.domaintools.com/myplacehotelsreservations.com
198.91.42.43 | myplacestayrewarded.com https://whois.domaintools.com/myplacestayrewarded.com
198.91.42.161 | myroundhillexperience.com https://whois.domaintools.com/myroundhillexperience.com
198.91.42.20 | myterracewedding.com https://whois.domaintools.com/myterracewedding.com
198.91.42.43 |naladhu.info https://whois.domaintools.com/naladhu.info

198.91.42.26 |newmarketemenusdemo.com https://whois.domaintools.com/newmarketemenusdemo.com
198.91.42.43 |news-belovedhotels.com https://whois.domaintools.com/news-belovédhotels.com
198.91.42.43 |news-excellenceresorts.com https://whois.domaintools.com/news-excellenceresorts.com
198.91.42.43 |news-finestresorts.com https://whois.domaintools.com/news-finestresorts.com
198.91.42.43 |news-theexcellencecollection.com https://whois.domaintools.com/news-theexcellencecollection.com
198.91.42.43 |newstunehotels.com https://whois.domaintools.com/newstunehotels.com
198.91.42.43 | niyama.info https://whois.domainteols.com/niyama.info

198.91.42.157 | noblehouseconcierge.com https://whois.domaintools.com/noblehouseconcierge.com
198.91.42.24 |noblehouseproposal.com https://whois.domaintools.com/noblehouseproposal.com

198.91.42.172

nyloloyals.com

https://wheois.demaintools.com/nyloloyals.com

198.91.42.172

nylomembers.com

https://whois.domaintools.com/nylomembers.com

198.91.42.43 |oakshotels.info https://whois.domaintools.com/oakshotels.info
198.91.42.43 |oceansedgehotelkw.com https://whois.domaintools.com/oceansedgehotelkw.com
198.91.42.43 |omnihotels-cme.com https://whois.domaintools.com/omnihotels-cme.com
198.91.42.43 |omnihotels-cte.com https://whois.domaintools.com/omnihotels-cte.com
198.91.42.26 |oneoceanresortemenus.com https://whois.domaintools.com/oneoceanresortemenus.com
198.91.42.193 | opalcollection.com https://whois.domaintools.com/opalcollection.com
198.91.42.57 |opalgrand.com https://whois.domaintools.com/opalgrand.com
198.91.42.38 |ovationsmanagement.com https://whois.domaintools.com/ovationsmanagement.com
198.91.42.38 |ovationssoelutions.com https://whois.domaintools.com/ovationssolutions.com
198.91.42.2 | ownkaanapali.com https://whois.domaintools.com/ownkaanapali.com
198.91.42.24 | palaceproposal.com https://whois.domaintools.com/palaceproposal.com
198.91.42.43 4| palazzoversace-mail.ae https://whois.domaintools.com/palazzoversace-mail.ae
198.91.42:26"=panpacificseattleemenus.com https://whois.domaintools.com/panpacificseattleemenus.com
198.91.42.26 W parkvistagatlinburgemenus.com https://whois.domaintools.com/parkvistagatlinburgemenus.com
198.91.42.26 |peabodyorlandoemenus.com https://whois.domaintools.com/peabodyorlandoemenus.com
198.91.42.24 |pebblebeachproposal.com https://whois.domaintools.com/pebblebeachproposal.com
198.91.42.26 | pelicangrandbeachresortemenus.com | https://whois.domaintools.com/pelicangrandbeachresortemenus.co
m
198.91.42.43 |pendryreservations.com https://whois.domaintools.com/pendryreservations.com
198.91.42.26 |peppermillemenus.com https://whois.domaintools.com/peppermillemenus.com
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198.91.42.3 pganationalebrochure.com https://whois.domaintools.com/pganationalebrochure.com
198.91.42.26 |pganationalemenus.com https://whois.domaintools.com/pganationalemenus.com
198.91.42.43 | platinumpinkclub.com https://whois.domaintools.com/platinumpinkclub.com
198.91.42.24 | projectionproposal.com https://whois.domaintools.com/projectionproposal.com
198.91.42.56 |proposalaccess.com https://whois.domaintools.com/proposalaccess.com
198.91.42.55 |proposalaccesssandbox.com https://whois.domaintools.com/proposalaccesssandbox.com
198.91.42.26 |radissonbluemenus.com https://whois.domaintools.com/radissonbluemenus.com
198.91.42.26 |radissonblumallofamericamenus.com | https://whois.domaintools.com/radissonblumallofamericamenus.co
m
198.91.42.26 |radissonbluroyalhelsinkiemenus.com | https://whois.domaintools.com/radissonbluroyalhelsinkiemenus.com
198.91.42.26 |radissonemenus.com https://whois.domaintools.com/radissonemenus.com
198.91.42.24 |radissonproposal.com https://whois.domaintools.com/radissonproposal.com
198.91.42.24 |ramadaebrochure.com https://whois.domaintools.com/ramadaebrochure.com
198.91.42.26 |redlionemenus.com https://whois.domaintools.com/redlionemenus.com
198.91.42.3 regentpalmsebrochure.com https://whois.domainteols.com/regentpalmsebrochure.com
198.91.42.48 |relaxandenjoyclub.com https://whois.domaintoolsicom/relaxandenjoyclub.com
198.91.42.24 |renaissanceproposal.com https://whoisidomaintools.com/renaissanceproposal.com
198.91.42.43 |res-hrhdesaru.com https://whoiss«domaintools.com/res-hrhdesaru.com
198.91.42.43 |res-hrhguadalajara.com https://whaois.domaintools.com/res-hrhguadalajara.com
198.91.42.43 |res-hrhlondon.com https://whois.domaintools.com/res-hrhlondon.com
198.91.42.43 |reservations-copamarina.com https://whois.domaintools.com/reservations-copamarina.com
198.91.42.43 |reservations-hoteljoaquin.com https://whois.domaintools.com/reservations-hoteljoaquin.com
198.91.42.43 |reservations-hotelmodera.com https://whois.domaintools.com/reservations-hotelmodera.com
198.91.42.43 |reservations-sagehotelscollection.com |https://whois.domaintools.com/reservations-
sagehotelscollection.com
198.91.42.1 resortecard.com https://whois.domaintools.com/resortecard.com
198.91.42.133 | revelationconsultancy:com https://whois.domaintools.com/revelationconsultancy.com
198.91.42.24 |reverehotelebrochure.com https://whois.domaintools.com/reverehotelebrochure.com
198.91.42.160 | rockstarhostconcierge.com https://whois.domaintools.com/rockstarhostconcierge.com
198.91.42.1 roktekservices.com https://whois.domaintools.com/roktekservices.com
198.91.42.24 | rosenproposal.com https://whois.domaintools.com/rosenproposal.com
198.91.42.:56 “rrasewoodproposal.com https://whois.domaintools.com/rosewoodproposal.com
198.91.42.172}roundhillselect.com https://whois.domaintools.com/roundhillselect.com
198.91.42.43 |rsvp-belovedhotels.com https://whois.domaintools.com/rsvp-belovedhotels.com
198.91.42.43 |rsvp-excellenceresorts.com https://whois.domaintools.com/rsvp-excellenceresorts.com
198.91.42.43 |rsvp-finestresorts.com https://whois.domaintools.com/rsvp-finestresorts.com
198.91.42.43 |rsvp-theexcellencecollection.com https://whois.domaintools.com/rsvp-theexcellencecollection.com

198.91.42.186

saddlebrooktennis.com

https://whois.domaintools.com/saddlebrooktennis.com

198.91.42.159

sagamoreconcierge.com

https://whois.domaintools.com/sagamoreconcierge.com
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198.91.42.43

sales-hrhdesaru.com

https://whois.domaintools.com/sales-hrhdesaru.com

198.91.42.188

samoset.com

https://whois.domaintools.com/samoset.com

198.91.42.188

samosetresort.com

https://whois.domaintools.com/samosetresort.com

198.91.42.24 |sandiaproposal.com https://whois.domaintools.com/sandiaproposal.com
198.91.42.26 |sandiaresortandcasinoemenus.com https://whois.domaintools.com/sandiaresortandcasinoemenus.com
198.91.42.25 |sandiaresortexperience.com https://whois.domaintools.com/sandiaresortexperience.com
198.91.42.24 |sanibelproposal.com https://whois.domaintools.com/sanibelproposal.com
198.91.42.20 |santuitinncapecod.com https://whois.domaintools.com/santuitinncapecod.com
198.91.42.3 seasidebrochure.com https://whois.domaintools.com/seasidebrochure.com
198.91.42.9 secretharborbeachfrontresort.com https://whois.domaintools.com/secretharbotbeachfrontresort.com
198.91.42.9 secretharborbeachfrontresortusvi.com | https://whois.domaintools.com/secretharborbeachfrontresortusvi.co
m
198.91.42.9 secretharborbeachresortusvi.com https://whois.domaintools.com/secretharborbeachresortusvi.com
198.91.42.9 secretharborusvi.com https://whois.domaintools.com/secretharborusvi.com
198.91.42.9 secretharbourbeachfrontresortusvi.co |https://whois.domainteols.com/secretharbourbeachfrontresortusvi.c
m om
198.91.42.9 secretharbourbeachresortusvi.com https://whois.domaintools.com/secretharbourbeachresortusvi.com
198.91.42.9 secretharbourbeachresortvi.com https://whois.demaintools.com/secretharbourbeachresortvi.com
198.91.42.9 secretharbourusvi.com https://whaeis.domaintools.com/secretharbourusvi.com
198.91.42.5 sedona-resorts.com https://whois.domaintools.com/sedona-resorts.com
198.91.42.26 |sequelresortsemenus.com https://whois.domaintools.com/sequelresortsemenus.com
198.91.42.26 |shangrilasrasasentosaemenus.com https://whois.domaintools.com/shangrilasrasasentosaemenus.com
198.91.42.30 |sheratonemenus.com https://whois.domaintools.com/sheratonemenus.com
198.91.42.56 |sheratonproposal.com https://whois.domaintools.com/sheratonproposal.com
198.91.42.24 |shirehotelproposal.com https://whois.domaintools.com/shirehotelproposal.com
198.91.42.26 |sonestabayfrontemenus.com https://whois.domaintools.com/sonestabayfrontemenus.com
198.91.42.26 |southseasemenus.com https://whois.domaintools.com/southseasemenus.com
198.91.42.26 |springhillémenus.com https://whois.domaintools.com/springhillemenus.com
198.91.42.29 |standarddewntownlaconcierge.com https://whois.domaintools.com/standarddowntownlaconcierge.com
198.91.42.29 |standardeastvillagenycconcierge.com | https://whois.domaintools.com/standardeastvillagenycconcierge.co
m
198.91.42.29 [standardhighlineconcierge.com https://whois.domaintools.com/standardhighlineconcierge.com
198.91.42.29,, | standardhollywoodconcierge.com https://whois.domaintools.com/standardhollywoodconcierge.com
198.91.42.29 |standardmiamibeachconcierge.com https://whois.domaintools.com/standardmiamibeachconcierge.com
198.91.42.30 |starwoodemenus.com https://whois.domaintools.com/starwoodemenus.com
198.91.42.23 |starwoodproposalaccess.com https://whois.domaintools.com/starwoodproposalaccess.com
198.91.42.20 |statability.com https://whois.domaintools.com/statability.com
198.91.42.26 |statlerhotelemenus.com https://whois.domaintools.com/statlerhotelemenus.com
198.91.42.43 |stay-hotelerwin.com https://whois.domaintools.com/stay-hotelerwin.com
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198.91.42.43 |stay-rlhc.com https://whois.domaintools.com/stay-rlhc.com

198.91.42.43 |stay-studyhotels.com https://whois.domaintools.com/stay-studyhotels.com
198.91.42.43 |stayatflemings-hotel.com https://whois.domaintools.com/stayatflemings-hotel.com
198.91.42.43 |stayatsavigny-hotel.com https://whois.domaintools.com/stayatsavigny-hotel.com
198.91.42.43 |staybrushcreekranch.com https://whois.domaintools.com/staybrushcreekranch.com
198.91.42.43 |staybrushcreekranchcollection.com https://whois.domaintools.com/staybrushcreekranchcollection.com
198.91.42.43 |stayfrenchcreeksportsmensclub.com https://whois.domaintools.com/stayfrenchcreeksportsmensclub.com
198.91.42.8 staygaybaltimore.com https://whois.domaintools.com/staygaybaltimore.com
198.91.42.43 |staymageehomestead.com https://whois.domaintools.com/staymageehomestead.com
198.91.42.43 |staytunehotels.com https://whois.domaintools.com/staytunehotels.com
198.91.42.26 |steinlodgeemenus.com https://whois.domaintools.com/steinlodgeemenus.com
198.91.42.20 |stonedriftspa.com https://whois.domaintools.com/stonedriftspa.com

198.91.42.26 |stpaulmeetingcenteremenus.com https://whois.domaintools.com/stpaulmeetingcenteremenus.com
198.91.42.30 |stregisemenus.com https://whois.domaintgols.com/stregisemenus.com
198.91.42.56 |stregisproposal.com https://whois.domaintools.com/stregisproposal.com
198.91.42.26 |stretisemenus.com https://whois.domaintools.com/stretisemenus.com

198.91.42.26 |sundyhouseemenus.com https://wheois.demaintools.com/sundyhouseemenus.com
198.91.42.26 |suninternationalemenus.com https://whois.domaintools.com/suninternationalemenus.com
198.91.42.176 | sunsetkeycottages.com https://whois.domaintools.com/sunsetkeycottages.com
198.91.42.24 |swissotelproposal.com https://whois.domaintools.com/swissotelproposal.com
198.91.42.26 |swissotelsydneyemenus.com https://whois.domaintools.com/swissotelsydneyemenus.com
198.91.42.24 |tajproposal.com https://whois.domaintools.com/tajproposal.com

198.91.42.20 |terracehotelweddings.com https://whois.domaintools.com/terracehotelweddings.com
198.91.42.26 |thayerhotelatwestpointemenus.com https://whois.domaintools.com/thayerhotelatwestpointemenus.com
198.91.42.25 |thebenjaminconcierge.com https://whois.domaintools.com/thebenjaminconcierge.com
198.91.42.1 thebluedolphins.com https://whois.domaintools.com/thebluedolphins.com
198.91.42.26 |thebreweryemenus.com https://whois.domaintools.com/thebreweryemenus.com
198.91.42.166 | thebrownpalaceconcierge.com https://whois.domaintools.com/thebrownpalaceconcierge.com
198.91.42.26 |thecharleshotelemenus.com https://whois.domaintools.com/thecharleshotelemenus.com
198.91.42.26 4| thecheshireemenus.com https://whois.domaintools.com/thecheshireemenus.com
198.91.42'43==thedominickhotelsoho.com https://whois.domaintools.com/thedominickhotelsoho.com
198.91.42.182% theharborsidehotel.com https://whois.domaintools.com/theharborsidehotel.com
198.91.42.26 |thekingedwardhotelemenus.com https://whois.domaintools.com/thekingedwardhotelemenus.com
198.91.42.43 |theparchotelny.com https://whois.domaintools.com/theparchotelny.com

198.91.42.1 |thepurpledolphins.com https://whois.domaintools.com/thepurpledolphins.com
198.91.42.43 |theredburyhotelny.com https://whois.domaintools.com/theredburyhotelny.com

198.91.42.196

thesagamore.biz

https://whois.domaintools.com/thesagamore.biz

198.91.42.196

thesagamore.com

https://whois.domaintools.com/thesagamore.com
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198.91.42.196

thesagamore.net

https://whois.domaintools.com/thesagamore.net

198.91.42.196

thesagamore.org

https://whois.domaintools.com/thesagamore.org

198.91.42.8 thesuitesatbeavercreeklodge.com https://whois.domaintools.com/thesuitesatbeavercreeklodge.com
198.91.42.183 |theweststreethotel.com https://whois.domaintools.com/theweststreethotel.com
198.91.42.43 |tivolihotels.info https://whois.domaintools.com/tivolihotels.info
198.91.42.26 |trubyhiltonemenus.com https://whois.domaintools.com/trubyhiltonemenus.com
198.91.42.26 |trubyhiltoneplanner.com https://whois.domaintools.com/trubyhiltoneplanner.com
198.91.42.136 | trubyhiltonmenus.com https://whois.domaintools.com/trubyhiltonmenus.com
198.91.42.24 |trumpproposal.com https://whois.domaintools.com/trumpproposalicom
198.91.42.43 |turnberryisleinfo.com https://whois.domaintools.com/turnberzyisleinfo.com
198.91.42.43 |turnberryislereservations.com https://whois.domaintools.com/turnberryislereservations.com
198.91.42.173 | universalhollywoodevents.com https://whois.domaintools.com/universalhollywoodevents.com
198.91.42.24 |universalproposal.com https://whois.domaintools.comfuniversalproposal.com
198.91.42.26 |universalstudioshollywoodemenus.co | https://whois.domainteols.cem/universalstudioshollywoodemenus.c
m om
198.91.42.26 |universityofwashingtonemenus.com https://whois.domaintoolsicom/universityofwashingtonemenus.com
198.91.42.8 ushgradventure.com https://whoisidomainteols.com/ushgradventure.com
198.91.42.56 |vfcasinoproposal.com https://whoiss«domaintools.com/vfcasinoproposal.com
198.91.42.43 |visitflemings-hotel.com https://whais.domaintools.com/visitflemings-hotel.com
198.91.42.43 |visitmohonk.com https://whois.domaintools.com/visitmohonk.com
198.91.42.43 |visitsavigny-hotel.com https://whois.domaintools.com/visitsavigny-hotel.com
198.91.42.26 |waldorfastoriaemenus.com https://whois.domaintools.com/waldorfastoriaemenus.com
198.91.42.30 |westinemenus.com https://whois.domaintools.com/westinemenus.com
198.91.42.3 westinlacanteraebrochure.com https://whois.domaintools.com/westinlacanteraebrochure.com
198.91.42.56 |westinproposal.com https://whois.domaintools.com/westinproposal.com
198.91.42.3 westintysonsebrechure.com https://whois.domaintools.com/westintysonsebrochure.com
198.91.42.26 |westwardlookemenus.com https://whois.domaintools.com/westwardlookemenus.com
198.91.42.3 wfortlauderdaleebrochure.com https://whois.domaintools.com/wfortlauderdaleebrochure.com
198.91.42.30 |whotelemenus.com https://whois.domaintools.com/whotelemenus.com
198.91.42.56 |whotelsproposal.com https://whois.domaintools.com/whotelsproposal.com
198.91.42.1 wigwamebrochure.com https://whois.domaintools.com/wigwamebrochure.com
198.91.42.25, | windjammerexperience.com https://whois.domaintools.com/windjammerexperience.com
198.91.42.144 | winwestindetox.com https://whois.domaintools.com/winwestindetox.com
198.91.42.24 |wviequesweddingsebrochure.com https://whois.domaintools.com/wviequesweddingsebrochure.com
198.91.42.43 | wybostonlakesmail.com https://whois.domaintools.com/wybostonlakesmail.com
198.91.42.26 |wyndhamemenus.com https://whois.domaintools.com/wyndhamemenus.com
198.91.42.24 |wyndhamproposal.com https://whois.domaintools.com/wyndhamproposal.com
198.91.42.24 |wynnproposal.com https://whois.domaintools.com/wynnproposal.com
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‘ 198.91.42.5

yayagroves.com

‘ https://whois.domaintools.com/yayagroves.com

|DOMAINS HOSTED ON 63.251.151.0/24

IP Address

Domain

Whois Record URL

63.251.151.29

casaclaridgeconcierge.com

https://whois.domaintools.com/casaclaridgeconcierge.com

63.251.151.121

cendynl6.com

https://whois.domaintools.com/cendyni6.com

63.251.151.121

cendyn18.com

https://whois.domaintools.com/cendyn18.com

63.251.151.121

cendyn20.com

https://whois.domaintools.com/cendyn20.com

63.251.151.245

cendynproposal.com

https://whois.domaintools.com/€endynproposal.com

63.251.151.231

dolce-meetings.com

https://whois.domaintools.com/dolcesmeetings.com

63.251.151.135

dolce-munich-ballhausforum.com

https://whois.domaintools.com/dolce-munich-
ballhausforum.com

63.251.151.135

dolceballhausforum.com

https://whois.domainteols.com/dolceballhausforum.com

63.251.151.231

dolceconferencedestinations.com

https://whoisiddomaintools.com/dolceconferencedestinations.co
m

63.251.151.231

dolceconferencedestinations.net

https://whois.domaintools.com/dolceconferencedestinations.n
et

63.251.151.231

dolcegolf.es

https://whois.domaintools.com/dolcegolf.es

63.251.151.231

dolcehotel.de

https://whois.domaintools.com/dolcehotel.de

63.251.151.231

dolcehotel.es

https://whois.domaintools.com/dolcehotel.es

63.251.151.231

dolcehotelmanagement.com

https://whois.domaintools.com/dolcehotelmanagement.com

63.251.151.231

dolceinternational.net

https://whois.domaintools.com/dolceinternational.net

63.251.151.231

dolceinternationalonline.com

https://whois.domaintools.com/dolceinternationalonline.com

63.251.151.231

dolceinternationalonline.net

https://whois.domaintools.com/dolceinternationalonline.net

63.251.151.231

dolceintl.net

https://whois.domaintools.com/dolceintl.net

63.251.151.231

dolcemeeting.es

https://whois.domaintools.com/dolcemeeting.es

63.251.151.231

dolcemeetings.es

https://whois.domaintools.com/dolcemeetings.es

63.251.151.135

dolcemunich-unterschleissheim.com

https://whois.domaintools.com/dolcemunich-
unterschleissheim.com

63.251.151.231

dolceonline.com

https://whois.domaintools.com/dolceonline.com

63.251.151.231

dolceonline.net

https://whois.domaintools.com/dolceonline.net

63.251.151.231

dolceresorts.es

https://whois.domaintools.com/dolceresorts.es

63.251.151.231

dolcespa.es

https://whois.domaintools.com/dolcespa.es

63.251.151.231

dolcevacation.es

https://whois.domaintools.com/dolcevacation.es

63.251.151.231

dolcevacation.it

https://whois.domaintools.com/dolcevacation.it

63.251.151.231

dolcevacations.es

https://whois.domaintools.com/dolcevacations.es

63.251.151.231

dolcewedding.es

https://whois.domaintools.com/dolcewedding.es

63.251.151.241

downtown-cc.com

https://whois.domaintools.com/downtown-cc.com
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63.251.151.231

e-dolceconferencedestinations.com

https://whois.domaintools.com/e-
dolceconferencedestinations.com

63.251.151.231

e-dolceconferencedestinations.net

https://whois.domaintools.com/e-
dolceconferencedestinations.net

63.251.151.231

e-dolceinternational.com

https://whois.domaintools.com/e-dolceinternational.com

63.251.151.231

e-dolceinternational.net

https://whois.domaintools.com/e-dolceinternational.net

63.251.151.231

e-dolceintl.com

https://whois.domaintools.com/e-dolceintl.com

63.251.151.229

ecardemployee.com

https://whois.domaintools.com/ecardemployee.com

63.251.151.235

hotelcontessagroups.com

https://whois.domaintools.com/hotelcontessagroups.com

63.251.151.235

hotelcontessameetings.com

https://whois.domaintools.com/hotelcontessameetings.com

63.251.151.50

marriottemenus.com

https://whois.domaintools.com/marxiottemenus.com

63.251.151.214

meetwithbedfordsprings.com

https://whois.domaintools.com/meetwithbedfordsprings.com

63.251.151.231

mydolceinternational.com

https://whois.domaintools.com/mydolceinternational.com

63.251.151.231

mydolceinternational.net

https://whois.domaintoolsicom/mydolceinternational.net

63.251.151.231

mydolceintl.com

https://whois.domaintools.com/mydolceintl.com

63.251.151.123

myproposal.com

https://whois{domainteols.com/myproposal.com

63.251.151.19

solvenhospitality.com

https://whois«domaintools.com/solvenhospitality.com

63.251.151.29

watercolorconcierge.com

https://wheis.domaintools.com/watercolorconcierge.com

DOMAINS HOSTED ON 64.135.26.0/24

IP Address Domain Whois Record URL

64.135.26.49 | acehotelreservations.com https://whois.domaintools.com/acehotelreservations.com
64.135.26.65 | amzak.com https://whois.domaintools.com/amzak.com
64.135.26.5 |arcaneo.com https://whois.domaintools.com/arcaneo.com
64.135.26.46 | bellemontfarm.com https://whois.domaintools.com/bellemontfarm.com
64.135.26.48 | clawards.com https://whois.domaintools.com/clawards.com
64.135.26.3 | cendyn-one.icom https://whois.domaintools.com/cendyn-one.com
64.135.26.49 | cendynlZ.com https://whois.domaintools.com/cendyn17.com
64.135.26.5 |‘cendynarcaneo.com https://whois.domaintools.com/cendynarcaneo.com
64.135.26.49 | cendynone.com https://whois.domaintools.com/cendynone.com
64.135.26.5 |cendynovations.org https://whois.domaintools.com/cendynovations.org
64.135.26.15 | client-ga.com https://whois.domaintools.com/client-qa.com
64.135.26.3 | clientga.com https://whois.domaintools.com/clientqa.com
64.135.26.49 | contact-client.com https://whois.domaintools.com/contact-client.com
64.135.26.49 | contact-client2.com https://whois.domaintools.com/contact-client2.com
64.135.26.56 | embassysuiteslax.com https://whois.domaintools.com/embassysuiteslax.com
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64.135.26.49 | esurvey-client.com https://whois.domaintools.com/esurvey-client.com
64.135.26.3 | halcyonhotelcherrycreek.co |https://whois.domaintools.com/halcyonhotelcherrycreek.com
m
64.135.26.14 | hyattrsvp.com https://whois.domaintools.com/hyattrsvp.com
64.135.26.50 | kittitianhill.com https://whois.domaintools.com/kittitianhill.com
64.135.26.52 | laxembassy.com https://whois.domaintools.com/laxembassy.com
64.135.26.56 | laxresidenceinn.com https://whois.domaintools.com/laxresidenceinn.com
64.135.26.56 | losangelesresidenceinn.com | https://whois.domaintools.com/losangelesresidenceinn.com
64.135.26.38 | lottenypalacemeetings.com | https://whois.domaintools.com/Iottenypalacemeetings.com
64.135.26.56 | marriottlax.com https://whois.domaintools.com/marriottlax.com
64.135.26.59 | muliabali.com https://whois.domaintools.com/muliabali.com
64.135.26.59 | muliaresort.com https://whois.domaintools.com/muliaresort.com
64.135.26.59 | muliaresortbali.com https://whois.domaintools.com/muliaresortbali.dom
64.135.26.59 | muliavillabali.com https://whois.domaintools.com/muliavillabali.com
64.135.26.59 | muliavillasbali.com https://whois.domaintools.com/muliavillasbali.com
64.135.26.5 | ovationstechnologies.com https://whois.domaintools.com/ovationstechnologies.com
64.135.26.66 | paseocaribe.com https://whois.domaintols.com/paseocaribe.com
64.135.26.49 | reservations-client.com https://whois.domaintools.com/reservations-client.com
64.135.26.56 | residenceinnlax.com https://whois.démainteols.com/residenceinnlax.com
64.135.26.57 | saddlebrook.com https://whois.domaintools.com/saddlebrook.com
64.135.26.58 | saddlebrookprep.com https://whois.domaintools.com/saddlebrookprep.com
64.135.26.59 | themulia.com https://whois:domaintools.com/themulia.com

DOMAINS HOSTED ON 64.95.241.0/34

IP Address

Domain

Whois Record URL

64.95.241.129

cendynhelp.com

https://whois.domaintools.com/cendynhelp.com

64.95.241.120

cendynhotelresort.com

https://whois.domaintools.com/cendynhotelresort.com

64.95.241.129

cendynresortga.com

https://whois.domaintools.com/cendynresortga.com

64.95.241.231

feeltheenergyathyatt.com

https://whois.domaintools.com/feeltheenergyathyatt.com

64.95.241.24

fourpointseplanner.com

https://whois.domaintools.com/fourpointseplanner.com

64.95.241.122

glbthyattthreeforfree.com

https://whois.domaintools.com/glbthyattthreeforfree.com

64.95.241.231

hssgrilling.com

https://whois.domaintools.com/hssgrilling.com

64.95.241.231

hyatt24hoursale.com

https://whois.domaintools.com/hyatt24hoursale.com

64.95.241.24

hyatteplanner.com

https://whois.domaintools.com/hyatteplanner.com

64.95.241.131

hyattfall08tv.com

https://whois.domaintools.com/hyattfall08tv.com

64.95.241.131

hyattfall2008.com

https://whois.domaintools.com/hyattfall2008.com

64.95.241.19

hyatthotdates.com

https://whois.domaintools.com/hyatthotdates.com
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64.95.241.124

hyattsofsanantonio.com

https://whois.domaintools.com/hyattsofsanantonio.com

64.95.241.231

hybenefits.com

https://whois.domaintools.com/hybenefits.com

64.95.241.24

latorrettalakeresorteplanner.com

https://whois.domaintools.com/latorrettalakeresorteplanner.com

64.95.241.243

oceanahotelgroup.com

https://whois.domaintools.com/oceanahotelgroup.com

64.95.241.112

residenceinnfernandinabeach.com

https://whois.domaintools.com/residenceinnfernandinabeach.com

64.95.241.147

returntohyatt.com

https://whois.domaintools.com/returntohyatt.com

64.95.241.108

riverterraceinnebrochures.com

https://whois.domaintools.com/riverterraceinnebrochures.com

64.95.241.130

riviera-blackhawk.com

https://whois.domaintools.com/riviera-blackhawk.com

64.95.241.215

spalagunacliffs.com

https://whois.domaintools.com/spalagunacliffs.com

DOMAINS HOSTED ON 69.25.15.0/24

IP Address Domain Whois Record URL

69.25.15.114 | 1tierprocessing.com https://whois.domaintools.com/1tierprocessing.com

69.25.15.101 | 4efi.com https://whois.domaintoolsicom/4efi.com

69.25.15.100 | 4npa.com https://whois.domaintools.com/4npa.com

69.25.15.104 | aarmiami.com https://whoisidomaintools.com/aarmiami.com

69.25.15.112 | affordableautorepairmiami.com https://wheis.domaintools.com/affordableautorepairmiami.com

69.25.15.113 | eliteclient.capital https://whois.domaintools.com/eliteclient.capital

69.25.15.117 | eq.financial https://whois.domaintools.com/eq.financial

69.25.15.107 | equfi.com https://whois.domaintools.com/equfi.com

69.25.15.20 |fibercall.com https://whois.domaintools.com/fibercall.com

69.25.15.20 |i3adc.com https://whois.domaintools.com/i3adc.com

69.25.15.20 |i3computing.com https://whois.domaintools.com/i3computing.com

69.25.15.20 |i3medical.com https://whois.domaintools.com/i3medical.com

69.25.15.20 |i3servers«€om https://whois.domaintools.com/i3servers.com

69.25.15.20 |i3soutions.cem https://whois.domaintools.com/i3soutions.com

69.25.15.20 |innovativmed.com https://whois.domaintools.com/innovativmed.com

69.25.15.13 |kayecommunications.com https://whois.domaintools.com/kayecommunications.com

69.25.15.111 | nationalprocessingalliance.com https://whois.domaintools.com/nationalprocessingalliance.com

69.25.15.166 |palmbeachhistory.org https://whois.domaintools.com/palmbeachhistory.org

69.25.15.166 | pbhistory.com https://whois.domaintools.com/pbhistory.com

69.25.15.166 | pbhistory.org https://whois.domaintools.com/pbhistory.org

69.25.15.102 | sfeah.com https://whois.domaintools.com/sfeah.com

69.25.15.122 | stfrancisemergencyanimalhospital.co | https://whois.domaintools.com/stfrancisemergencyanimalhospital.com
m

69.25.15.103 | wbaperformance.com https://whois.domaintools.com/wbaperformance.com
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69.25.15.123 | wbapro.com https://whois.domaintools.com/wbapro.com
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APPENDIX{B!

| DNS TESTING FOR EXTERNAL QUERY ACTIVITY (DNS FORGERY)

Ankura conducted a test that explored the idea that an outside party could push a DNS request query to Alfa-Bank’s
DNS servers. Additionally, we wanted to capture the traffic being generated from a test DNS server, to validate the
activity associated with the DIG command being executed.

To synthesize the network environment CTAPT set up a Virtual Private Server (VPS), purchased from Linode. Using
best practice, that VPS was setup and configured as a Ubuntu DNS server. A single Virtual Machine (VM) running Kali
Linux was also part of the testing process. The VPS was designed to simulate the Alfa’sDNS server. While the VM was
to simulate an outside third party attempting to push DIG request through the VPS. Fortesting purposes, Ankura.com
was the intended target for all DIG request. Wireshark was also running on both/V/PS and VM in order to capture and
further analyze all traffic data.

CTAPT used a common python module called Scapy. Scapy is frequently‘used by penetration testers to craft custom
packets in order to bypass restrictive firewalls and other security medsures togain access to targeted networks. Using
Scapy we forged packets to manipulate our test server (mimickingfAlfasBank’s DNS server) to conduct DNS DIG
requests for “Ankura.com.” To generate the request, we set*the ,nameéserver we're querying, "50.116.57.58", the
name we're querying, "Ankura.com”, and the type of query, 255 for’ANY records or "A" for A records. Then the sr{)
function sends the request and waits for a response. Thé,commands used:

>>> any_dns=1P(dst="50.116.57.58")/UDP(}/DNS{rd=1,'gdcount=1, gd=DNSQR(gname="ankura.com", qtype=255))
>>> A_dns=IP(dst="50.116.57.58")/UDP()/DNS{rd=1, qd=DNSQR(gname="ankura.com",qtype="A"))
>>> sr{any_dns)

>>> sr(A_dns)
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CTAPT testing confirms it is possible to execute an externally crafted request to a DNS server belonging to and entity
like Alfa-Bank, and then that server responding to the crafted request, with a DNS query for the domain in the
manipulated request (such as trump-email.com).
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MANAGEMENT SUMARY

Intrusion Timeline

Skadden, Arps, Slate, Meagher & Flom LLP retained Mandiant on behalf of Alfa-Bank to support an investigation
into unexplained DNS requests. The New York Times approached Alfa-Bank and alleged that Alfa-Bank was
maintaining contact with the Trump Organization via the server “mail1.trump-email.com” from their. DNS (domain
name service) servers. They indicated they had evidence to support that allegation.

The New York Times provided a scan of several pages of what appeared to be passive DNS logs showing DNS
requests for the host “mail1.trump-email.com”. This domain was registered to an online marketing platform called
“Cendyn”, who promotes hotels owned by the Trump Organization.

The New York Times alleges that these communications were not merely DNS*requests, but some form of
communication channel between Donald Trump and Alfa-Bank’s DMZ (demilitarized zone) DNS servers. According
to Alfa-Bank, The New York Times further alleges that Alfa-Bank communicates trading information using the DNS
connection mentioned above.

When Mandiant was engaged, a Russian security firm, GroupdB, had already drafted a report that outlines the DNS
environment in question and “whois” registrations (i.e., information to register a domain name including contact
information such as name, email address, mailing address, andimore).

Mandiant reviewed the report and initiated a detailed analysis of the DNS logs, email logs, Deep Discovery Inspector
(DDI) logs, proxy logs, and email archives in coordinationwith the Alfa-Bank Team.

Log retention periods for DNS logs were set to 24 hours. Neither Alfa-Bank nor Mandiant could recover historical
data beyond that period of time.

Tests were conducted that indicated using the domain in question would spark many DNS requests from different
security appliances over the course of two days after mail entry. This was verified by sending a test email containing
a test domain name to a specific internal account, and in parallel scanning the DNS and Deep Discovery Inspector
logs for that domain name. However, there is no evidence indicating that scenario occurred for the requests between
May and September 2016.

Findings

The evidénce.that The New York Times provided is consistent with passive DNS logs These types of logs are
generated when a sensor on the network path between the requestor and the resolving server generate a DNS
request. In the case of “mail1.trump-email.com” and “trump1.contact-client.com”, the responsible DNS servers are
“ns1.cdcservices.com”, “ns2.cdcservices.com”, and “ns3.cdcservices.com” as depicted in Figure 6. This means that
when DNS requests from any computer on the Internet try to resolve the IP address for the domains above, the
actual traffic goes to one of the three responsible DNS servers. The DNS servers belong to GoDaddy, a major

network hosting provider.

Alfa-Bank has rules in place that only allow outbound traffic on port 25 (mail communication) to their mail servers.
This indicated that direct communication on mail ports between Alfa-Bank DNS servers and “mail1.trump-
email.com” and “trump1.contact-client.com” would have been blocked by the firewall.
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In addition, on September 30, 2016, Alfa-Bank began blocking outgoing traffic to the two domains.

As GoDaddy hosts many more websites and domains, it is not possible for Alfa-Bank to block communication to
the three mentioned DNS servers without interfering with normal usage of the Internet for their employees.
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INVESTIGATION DETAILS

Domain Name Service

The Domain Name Service (DNS) is defined in “Request for Comment” 1035 (RFC1035).

“The goal of domain names is to provide a mechanism for naming resources in such a way thatsthe names are
usable in different hosts, networks, protoco! families, internets, and administrative organizations.? (RFC1035)

Communication on the Internet is based on numerical IP addresses. As those are hard to remember for humans,
the global Domain Name System acts like a phonebook and resolves textual domain names to IP addresses.

Thirteen logical root servers are the main authority for resolution. However, authority for actual domain names is
typically delegated to so-called authoritative domain name servers responsible for atop-level domain. Examples of
top-level domains (TLD) would include: .gov, .com or .mil.

Those authoritative domain name servers then point at a domain name server responsible for a certain domain,
such as “trump-email.com”. The client that attempts to resolve the domainsname contacts this domain name server
to get the IP address currently assigned to the host deliverings/services under “trump-email.com”.

There are different types of requests. Two of those are important, in order to understand the technical details in this
report:
»  Type A requests: Requests to resolve the/lP address for a specific domain name

» Type MX requests: Request domain pameor IP address of the mail servers responsible to deliver email to all
users with @<domain name> addresses’

At this point, the DNS resolution stage, there has not been any communication to the target host. The only
communication that has occurred at'this stage is communication to the responsible domain name server.

Evidence Provided.by The New York Times

The New York Times provided Alfa-Bank with 61 pages of what appear to be passive DNS logs indicating requests
from two serverssimythe Autonomous System zone (AS) AS15632 registered to “Alfa-Bank Moscow Russia” as
shown in Figure 1.

Announced By

Origin AS | Announcement Description
AS15632 |217.12.96.0/23 | Alfa-Bank Moscow Russia

Figure 1: Details to AS15632
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The files that The New York Times provided show events between May 4, 2016 and September 21, 2016. Figure 2
shows an example of the log entries provided by The New York Times. Every entry contains a timestamp, an IP
address of one out of two Alfa-Bank servers, and the hostname mail1.trump-email.com.

There is no information showing the type or the content of the communication. However, “email look-ups” suggest
only DNS MX lookups in technical terms.

2016-05-04T10:48:06.000Z|217.12.97.15|mail1l.trump-emaileom
2016-05-06T11:46:32.000Z|217.12.97.15|maill.trump-emailicom
2016-05-06T20:27:30.000Z|217.12.96.15|maill.trump-<email.com
2016- 05 10T02 31:32.000Z]217.12.96. 15|ma111 trumpsemail.com

PRSP U i I S P - L} I

Figure 2: Excerpt of Logs Provided by NYT

Relevant Domains and Hosts

This paragraph describes hosts, domain-names, and systemsirelevant to this investigation.

“trump-email.com”

This is the parent domain for “mail1.trump-email.com” and holds the registrar information. The domain was
registered in the name of “Trump Orgainzation” (sic). The administrative contact information is an organization
called “Cendyn”, as shown in Figure 3. “Cendyn’ is a company offering hospitality marketing. A 2007 news article
indicates that “Cendyn has been selected ‘as Fhe Trump Organization’s exclusive interactive marketing agency”
(http://www.prnewswire.com/news-releases/cendyn-is-tapped-for-interactive-marketing-services-by-the-trump-
organization-58251682.html). It is notwnusual for marketing companies to register domains in the name of their
customers.

After September 22, 2016 the\“whois” entry was changed, and reference to Cendyn no longer exists in the
registration.

The domain name is still hosted by GoDaddy and was first registered in August 14, 2009, as depicted in Figure 4.
The following\DNS servers are responsible to resolve resources in the “trump-email” domain.

» nsi.cdeservices.com

» ns2.cdcservices.com

» ns3.cdcservices.com

Those DNS servers host thousands of domain names for different customers.
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Domain Name: TRUMP-EMAIL.COM

Registry Domain ID: 1565681481_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.godaddy.com

Update Date: 2016-06-29T14:27:44Z

Creation Date: 2009-08-14T20:06:37Z

Registrar Registration Expiration Date: 2017-07-01T03:59:592

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited http://www.icann.org/epp#clientUpdateProhibited
Domain Status: dientRenewProhibited http://www.icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited http://www.icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Trump Orgainzation

Registrant Organization: Trump Orgainzation

Registrant Street: 725 Fifth Avenue

Registrant City: New York

Registrant State/Province: New York

Registrant Postal Code: 10022

Registrant Country: US

Registrant Phone: +1.2128322000

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: emcmullin@cendyn.com

Registry Admin ID: Not Available From Registry

Admin Name: Emily McMullin

Admin Organization: Cendyn

Admin Street: 1515 N Federal Highway

Admin Street: Suite 419

Admin City: Boca Raton

Figure 3: Whois Data for trump-email.com
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Domain Name: TRUMP-EMAIL.COM

Registrar: GODADDY.COM, LLC

Sponsoring Registrar IANA ID: 146

Whois Server: whois.godaddy.com

Referral URL: http://www.godaddy.com

Name Server: NS1.CDCSERVICES.COM

Name Server: NS2.CDCSERVICES.COM

Name Server: NS3.CDCSERVICES.COM

Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Status: clientRenewProhibited https://icanh.org/epp#clientRenewProhibited
Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Status: dlientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Updated Date: 29-jun-2016

Creation Date: 14-aug-2009

Expiration Date: 01-jul-2017

Figure 4: DNS Servers for trump-email.com

“mail1.trump-email.com”

This is the server shown in the logs provided by ThéwWew\York Times. At the time Mandiant initiated their
investigation, none of the three responsible DNS server resolved the domain name “mail1.trump-email.com”.
However, Alfa-Bank provided a report done by Group IBythat indicated that the “mail1.trump-email.com” previously
resolved to the IP address “66.216.133.29".

“217.12.96.15” and “217.12.9715”

These IP addresses belong to Linux'DNS servers located in Alfa-Bank’s DMZ. At the time Mandiant initiated their
investigation, Alfa-Bank’s log retention period was set to 24 hours. Alfa-Bank indicated this was due to normal
operations generating a high volume of requests; therefore, physical space for log storage was not economically
feasible.

“trump1.contact-client.com”

The FQDN (Fully Qualified’'Domain Name) “trump1.contact-client.com” was another domain that pointed to the IP
66.216.133.29, which was formerly used by “mail1.trump-email.com”.

Mandiant verified that “trump1.contact-client.com” still resolves to the IP address “66.216.133.29”, as shown in
Figure 5.
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&m

Figure 5: Nslookup for trump1.contact-client.com

“contact-client.com”

This is the parent domain for “trump1.contact-client.com”. According to.“whois™ information, the domain was
registered to “Charles Deyo”. “Charles Deyo” was the name of the Cendyn CEO, as depicted in Figure 6. The
webpage hosted at “contact-client.com” redirects to the “Cendyn” webpage:

Figure 6: whois information for contact-client.com
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Investigated Evidence

Alfa-Bank provided access to the following evidence on site in Moscow. The files are too large to effectively transfer
them electronically.

Lype | Notes
DNS logs for 217.12.96.15 and 24 hours DN_S logs gre now stored in ArcSight and
217.12.97.15 available since October 7, 2016
Mail Server Logs ‘ 6 Months timestamp, source, target;"verdict
Proxy Server Logs ‘ 6 Months timestamp, source, target, verdict
Deep Discovery Inspector ‘ 6 Months
Mail archives ‘ 12 Months

Table 1: Logs and Retention Periods

All logs have been analyzed. The analyst searched specifically for the general name “trump” and the IP addresses
listed in the “Relevant domains and hosts” section. Furthermore, Mandiant conducted time based proximity analysis
on randomly selected days where The New York Times logs show events.

Findings

Emails from “contact client.com”

Examining the mail logs indicated that emails fromvarious hosts of the “contact-client.com” domain are incoming.
Figure 7 shows an example of the incoming, email'request from “contact-client.com”. Queries for “trump1.contact-
client.com” in the mail logs provided no results.

01¥2282016¥23713T31%Spam T BLOCKEDT66Y216¥1 79F229%)38ICIDUCI19FRATOT 14BDI5SDRHHSBBIKIHDSE953@b Y contact=c 1TentYcomyekautmandal f abankYcom; Noyviruskfound

Figure 7: Example for Incoming contact-client.com email

Emails from trump-email.com

The mail logs did not show mails from or to trump-email.com addresses in the available timeframes (Figure 8).
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% Event conditions

..

&-{}
=-& AND

-Q, MatchesFilter("/all Filters/Public/Infosec Filters/PineApp/Mail-SeCurejPinet

E]llll OR
i~Q Source Address = 66.216.133.29
0 Source User Name Contains trump-email.com
’O Source User Name Contains trump1.contact-client.com
O Destination User Name Contains trump-email.com
i..Q Destination User Name Contains trump1.contact-client.com

Figure 8: ArcSight Queries for Mail Log

DNS Lookup Peaks Caused by Deep Discovery Inspector

During the investigation, Mandiant, in conjunction with Alfa-Bank, observed thatsTrend Micro Deep Discovery
Inspector resolves all domain names mentioned in email bodies multiplestimes,, This is to not only to determine if
the domain name itself is flagged malicious, but also to determine if the currently assigned IP address shows up in
a blacklist.

Further tests with other domain names indicated that Deep Discovery Inspector would try to resolve the domain
name again, irregularly over the course of two days.

To test that, Alfa-Bank added the domain name “dns-servertrump-email.com” to an email message body. The
domain "dns-servertrump-email.com” was fictitious € 1t was an attempt by Alfa-Bank to ensure, that any other source
resolving that domain name did not exist on the Alfa-Bank'network. This caused 11 automated DNS requests within
the first 14 seconds of the mail coming in. In particular; the requests were A and AAAA requests, meaning simple
DNS lookups for IPv4 and IPv6 addresses!

The investigation at Alfa-Bank generated mail traffic internally in Alfa-Bank, and between Alfa-bank and their
security vendors containing the investigated domain names. These emails automatically lead to the generation of
additional DNS requests for those domains originating from Deep Discovery Inspector.

Additional requests were generated by Alfa-Bank when they used “nslookup” to resolve the hosts’ IP address for
further log file investigations.

trump-email.com Used for Promotion

Mandiant alsovinvestigated how the “trump-email.com” domain was used in the past. Figure 9 shows that the domain
formerly offered.hotel promotion deals for a Trump hotel.

© 2016 Mandiant, a FireEye Company. Proprietary and Confidential 11
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Call for even better deals!
888-663-5671

l GET,THIS DEAL!

rom $234 $295mignt - 21 Yoot how you save v

Details

book by: Aug 12, 2015

trave! dates: Through Apr 30, 2011
minimum nights required: 1
source: trump-email.com

Description
This offer includes accommodations plus

» 40-minute muscle soothing massage

e 40-minute deep cleansing facial

» pedicure or blow out in the Trump Salon

« $10 donation to the American Heart Association
» gift from the hotel’s retail boutique

Editor's Note: This deal was found via an email promotion and
may not be listed on the hotel’s regular promotions page.

tags: Casino Unadvertised Spa Charitable Donation

This deal was published on trump-email.com with a starting price,
which means that rates begin at the price listed but may be higher
depending on your dates of travel.

Figure 9: Hotel Promotion Using trump-email.com

Related Emails in Mail Archive

Analysis of the Alfa-Bank mail archives indicated threé emails with hits for “mail1.trump-email.com domains”. Two
hits were the same promotion mail to two different users as shown in Figure 10. The third email was a different

promotion email and is listed in Figure 11.

Two of the three emails were delivered via the “mail1.trump-email.com” server. The email sender, and links in the

mail body, point to contact-client.com.

© 2016 Mandiant, a FireEye Company. Proprietary and Confidential
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Inspirational Travel & Exciting Savings

Trump Hotel Collection <TrumpHotelCollection@contact-client.com>
Thursday 4 February 2016 at 17:23
An: smizenin@alfabank.ru

View this email with images

TRUMP

HOTELS"™
February 2016
LIVE THE LIFE, ISSUE 76
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Figure 10: Promotion Mail in Feb. 2016
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Trump Hotel Collection < TrumpHotelCollection@contact-client.com>
Thursday 3 December 2015 at 16:43
An: smizenin@alfabank.ru

View this email with images

TRUM?P
HOTEL

COLLECTION™

December 2015

LIVE THE LIFE. ISSUE 74

teaniee

YOUR INVITATION
FOR EXHILARATING

TRAVEL THIS WINTER

This Winter, consider taking advantage of our
endless options for an exciting trip. Our destinations
in New York; Chicago, Las Vegas, Panamaj Toronto,
Waikiki, Miami and Ireland are each renowned for

their locations, one-of-a-kind experiences, luxurious
;ﬁ"ﬂi accommodations and unsurpassed/service.

Akd

=2

b

I
L/ *";w,-.»wm-.—«h —3=R

TRAVEL}
LEISURE |

Trump Hotel Collection is proud to/be nominated for Travel & Leisure

Figure 11: Promotion Mail in Dec£2015
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Errata Security

Advanced persistent cybersecurity

Sunday, March 19, 2017

Pranksters gonna prank

So Alfa Bank (the bank whose DNS traffic link it to trump-email.com) is back in the
news with this press release about how in the last month, hackers have spoofed traffic
trying to make it look like there's a tie with Trump. In other words, Alfa claims these
packets are trying to frame them for a tie with Trump now, and thus (by extension) it
must've been a frame last October.

There is no conspiracy here: it's just merry pranksters doing pranks (as this CNN
article quotes me).

Indeed, among the people pranking has been me (not the pranks mentioned by, Alfa,
but different pranks). | ran a scan sending packets from IP address to almostieveryone
one the Internet, and set the reverse lookup to "mail1.trumpemail.com".

$ dlg +short intermetsurvey-§.erratasec.con
209.126.230.75
$ dlg ssbert -x 209.126.230.75

;llu.trmmu.cm.

Sadly, my ISP doesn't allow me to put hyphens in the name, so it's not "trump-
email.com" as it should be in order to'prank well.

Geeks gonna geek and pranksters gonna‘prank. | can imagine all sorts of other fun

pranks somebody might do inwerder to stir the pot. Since the original news reports of
the AlfaBank/trump-email.com connection last year, we have to assume any further
data is tainted by goefballs like)me goofing off.

By the way, in my particular case, there's a good lesson to be had here about the
arbitrariness of IP_addresses and names. There is no server located at my IP address
of 209:216.230.75. No such machine exists. Instead, | run my scans from a nearby
machingion the same network, and "spoof" that address with masscan:

$ masscan 0.0.0.0/0 -p80 --banners --spoof-ip 209.216.230.75

This sends a web request to every machine on the Internet from that IP address,
despite no machine anywhere being configured with that IP address.

| point this out because people are confused by the meaning of an "IP address", or a
"server”, "domain", and "domain name". | can imagine the FBI looking into this and
getting a FISA warrant for the server located at my IP address, and my ISP coming
back and telling them that no such server exists, nor has a server existed at that IP
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address for many years.

In the case of last years story, there's little reason to believe IP spoofing was
happening, but the conspiracy theory still breaks down for the same reason: the
association between these concepts is not what you think it is. Listrak, the owner of the
server at the center of the conspiracy, still reverse resolves the IP address
66.216.133.29 as "mail1.trump-email.com”, either because they are lazy, or because
they enjoy the lulz.

$ dig +short -x 66,216.133,29
;aul-tnlv-mtl.con.

It's absurd thinking anything sent by the server is related to the Trump Orgainzation
today, and it's equally plausible that nothing the server sent was related to Trump last
year as well, especially since (as CNN reports), Trump had severed their ties with
Cendyn (the marketing company that uses Listrak servers for email).

Also, as mentioned in a previous blog post, | set my home network's demain to be
"moscow.alfaintra.net", which means that some of my DNS lockups at home are
actually being sent to Alfa Bank. | should probably turn this off before the FBI comes
knocking at my door.
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Anonymous said...

Two comments:

(1) EVAN MCMULLIN is the rogue CIA agent behind the Russian-Trump
Towers mythology.

Emily McMullin was originally the trump-email.com Registrant with an email
address emily@cendyn.com.

It has since been scrubbed, but here is someone's earlier screenshot that
still shows cendyn but now shows removed@cendyn:
http://femptylighthouse.com/who-tea-leaves-what-trump-emailcom-who-
cedyn-528639029

Now have a "way back" look at before any of it got scrubbed:
https://web.archive.org/web/20170306183141/http://www.whois.com/whois/tr

ump-email.com

(2) How funny, my name is Robert David Graham too!
5:27 AM
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a Russian Bank and the Trump
Campaign?

A team of computer scientists siﬁed through records af unusual Web z‘nﬁic n
search of answers.

By Dexter Filkins
October 8, 2018
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A set of cryptic data has inspired aYears-long argument over its meaning. lllustration by Jarek

Waszul

I n June, 2016, after news broke that the Democratic National Committee had been
hacked, a group of prominent computer scientists went on alert. Reports said that the
infiltrators were probably Russian, which suggested to most members of the group that one
of the country’s intelligence agencies had been involved. They speculated that if the

Russians were hacking the Democrats they must be hacking the Republicans, too. “We
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thought there was no way in the world the Russians would just attack the Democrats,” one

of the computer scientists, who asked to be identified only as Max, told me.

The group was small—a handful of scientists, scattered across the country—and politically
diverse. (Max described himself as “a John McCain Republican.”) Its members sometimes
worked with law enforcement or for private clients, but mostly they acted as self-appointed
guardians of the Internet, trying to thwart hackers and to keep the system clean of
malware—software that hackers use to control a computer remotely, or to extract data.
“People think the Internet runs on its own,” Max told me. “It doesn’t. We do,this to keep
the Internet safe.” The hack of the D.N.C. seemed like a pernicious attack’on the integrity
of the Web, as well as on the American political system. The scientists"decided to
investigate whether any Republicans had been hacked, toe. “We were trying to protect

them,” Max said.

Max’s group began combing the Domain Name System, a worldwide network that acts as a
sort of phone book for the Internet, translating easy-to-remember domain names into I.P.
addresses, the strings of numbers that computers use to identify one another. Whenever
someone goes online—to send afl e>Mail; to visit a Web site—her device contacts the
Domain Name System to locate the’computer that it is trying to connect with. Each query,
known as a D.N.S. lookup, can be logged, leaving records in a constellation of servers that
extends through privatecompanies, public institutions, and universities. Max and his group
are part of a community that has unusual access to these records, which are especially useful

to cybersecurity experts who work to protect clients from attacks.

Max and the other computer scientists asked me to withhold their names, out of concern
for their privacy and their security. I met with Max and his lawyer repeatedly, and
interviewed other prominent computer experts. (Among them were Jean Camp, of Indiana
University; Steven Bellovin, of Columbia University; Daniel Kahn Gillmor, of the
A.C.L.U.; Richard Clayton, of the University of Cambridge; Matt Blaze, of the University

of Pennsylvania; and Paul Vixie, of Farsight Security.) Several of them independently
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reviewed the records that Max’s group had discovered and confirmed that they would be
difficult to fake. A senior aide on Capitol Hill, who works in national security, said that

Max’s research is widely respected among experts in computer science and cybersecurity.

As Max and his colleagues searched D.N.S. logs for domains associated with Republican
candidates, they were perplexed by what they encountered. “We went looking for
fingerprints similar to what was on the D.N.C. computers, but we didn’t find what\we were
looking for,” Max told me. “We found something totally different—somethifig unique.” In
the small town of Lititz, Pennsylvania, a domain linked to the Trump Qrganization
(maill.trump-email.com) seemed to be behaving in a peculiar wayThe setver that housed
the domain belonged to a company called Listrak, which mostly helped deliver mass-
marketing e-mails: blasts of messages advertising spa treatments, Las Vegas weekends, and
other enticements. Some Trump Organization domains séntsnass e-mail blasts, but the one
that Max and his colleagues spotted appeared not tobe sending anything. At the same time,

though, a very small group of companies seemed, to be trying to communicate with it.

Examining records for the Trump demain, Max’s group discovered D.N.S. lookups from a
pair of servers owned by Alfa Bank,6ne of the largest banks in Russia. Alfa Bank’s
computers were looking up the address of the Trump server nearly every day. There were
dozens of lookups on some days and far fewer on others, but the total number was notable:
between May and September, Alfa Bank looked up the Trump Organization’s domain
more than two thousand times. “We were watching this happen in real time—it was like
watching an airplane fly by,” Max said. “And we thought, Why the hell is a Russian bank

communicating with a server that belongs to the Trump Organization, and at such a rate?”

Only one other entity seemed to be reaching out to the Trump Organization’s domain with
any frequency: Spectrum Health, of Grand Rapids, Michigan. Spectrum Health is closely
linked to the DeVos family; Richard DeVos, Jr., is the chairman of the board, and one of its
hospitals is named after his mother. His wife, Betsy DeVos, was appointed Secretary of

Education by Donald Trump. Her brother, Erik Prince, is a Trump associate who has
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attracted the scrutiny of Robert Mueller, the special counsel investigating Trump’s ties to
Russia. Mueller has been looking into Prince’s meeting, following the election, with a
Russian official in the Seychelles, at which he reportedly discussed setting up a back channel
between Trump and the Russian President, Vladimir Putin. (Prince maintains that the

meeting was “incidental.”) In the summer of 2016, Max and the others weren’t aware of any

of this. “We didn’t know who DeVos was,” Max said.

The D.N.S. records raised vexing questions. Why was the Trump Organization’s domain,
set up to send mass-marketing e-mails, conducting such meagre activity? And why were
computers at Alfa Bank and Spectrum Health trying to reach a seryer that'didn’t seem to be
doing anything? After analyzing the data, Max said, “We decided this"was a covert

communication channel.”

The Trump Organization, Alfa Bank, and Spectrum Health have repeatedly denied any
contact. But the question of whether Max’s conclusion was correct remains enormously
consequential. Was this evidence of an illicit connection between Russia and the Trump

campaign? Or was it merely a coincidence, cyber trash, that fed suspicions in a dark time?

n August, 2016, Max decided/to reveal the data that he and his colleagues had
I assembled. “If the €overt communications were real, this potential threat to our country
needed to be known before the election,” he said. After some discussion, he and his lawyer
decided to hand over the findings to Eric Lichtblau, of the Times. Lichtblau met with Max,

and began to look at the data.

Lichtblau had done breakthrough reporting on National Security Agency surveillance, and
he knew that Max’s findings would require sophisticated analysis. D.N.S. lookups are
metadata—records that indicate computer interactions but don’t necessarily demonstrate
human communication. Lichtblau shared the data with three leading computer scientists,
and, like Max, they were struck by the unusual traffic on the server. As Lichtblau talked to

experts, he became increasingly convinced that the data suggested a substantive connection.
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“Not only is there clearly something there but there’s clearly something that someone has
gone to great lengths to conceal,” he told me. Jean Camp, of Indiana University, had also
vetted some of the data. “These people who should not be communicating are clearly
communicating,” she said. In order to encourage discussion among analysts, Camp posted a

portion of the raw data on her Web site.

As Lichtblau wrote a draft of an article for the Times, Max’s lawyer contacted the F.B.I. to
alert agents that a story about Trump would be running in a national publication, and to
pass along the data. A few days later, an F.B.I. official called Lichtblau and asked him to

come to the Bureau’s headquarters, in Washington, D.C.

At the meeting, in late September, 2016, a roomful of officials told Lichtblau that they
were looking into potential Russian interference in the€leetion.” According to a source who
was briefed on the investigation, the Bureau had intelligence from informants suggesting a
possible connection between the Trump Organization and Russian banks, but no data. The
information from Max’s group could be a’significant advance. “The F.B.I. was looking for
people in the United States who wer€ helping Russia to influence the election,” the source

said. “It was very important to the Bureau. It was urgent.”

The F.B.I. officials asked Lichtblau to delay publishing his story, saying that releasing the
news could jeopardize theirinvestigation. As the story sat, Dean Baquet, the 7imes
executive editor;decided that it would not suffice to report the existence of computer
contacts without knowing their purpose. Lichtblau disagreed, arguing that his story
contained\important news: that the F.B.I. had opened a counterintelligence investigation
into Russian contacts with Trump’s aides. “It was a really tense debate,” Baquet told me. “If
I were the reporter, I would have wanted to run it, too. It felt like there was something
there.” But, with the election looming, Baquet thought that he could not publish the story

without being more confident in its conclusions.
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Over time, the F.B.Is interest in the possibility of an Alfa Bank connection seemed to
wane. An agency official told Lichtblau that there could be an innocuous explanation for
the computer traffic. Then, on October 30th, Senate Minority Leader Harry Reid wrote a
letter to James Comey, the director of the F.B.1., charging that the Bureau was withholding
information about “close ties and coordination” between the Trump campaign and Russia.
“We had a window,” Lichtblau said. His story about Alfa Bank ran the next day. But it bore
only a modest resemblance to what he had filed. The headline— “INVESTIGATING
DONALD TRUMP, F.B.I. SEES NO CLEAR LINK TO RUSSIA”—seemed to.exomerate the
Trump campaign. And, though the article mentioned the server, it omitted any reference to
the computer scientists who had told Lichtblau that the Trump Organization and Alfa
Bank might have been communicating. “We were saying that thejinvestigation was basically

over—and it was just beginning,” Lichtblau told me.

That same day, Slate ran a story, by Franklin Foer, that'made a detailed case for the
possibility of a covert link between Alfa Bapk and Trump. Foer’s report was based largely
on information from a colleague of Max’s whe,called himself Tea Leaves. Foer quoted
several outside experts; most said that'there appeared to be no other plausible explanation

for the data.

One remarkable aspect of Foer’s story involved the way that the Trump domain had
stopped working.,On Seéptember 21st, he wrote, the Times had delivered potential evidence
of communications to B.G.R., a Washington lobbying firm that worked for Alfa Bank.
Two days later, the Trump domain vanished from the Internet. (Technically, its “A record,”
whichitranslates the domain name to an I.P. address, was deleted. If the D.N.S. is a phone
book, the domain name was effectively decoupled from its number.) For four days, the
servers at Alfa Bank kept trying to look up the Trump domain. Then, ten minutes after the
last attempt, one of them looked up another domain, which had been configured to lead to

the same Trump Organization server.
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Max’s group was surprised. The Trump domain had been shut down after the Zimes
contacted Alfa Bank’s representatives—but before the newspaper contacted Trump. “That
shows a human interaction,” Max concluded. “Certain actions leave fingerprints.” He
reasoned that someone representing Alfa Bank had alerted the Trump Organization, which
shut down the domain, set up another one, and then informed Alfa Bank of the new

address.

A week after the Times story appeared, Trump won the election. On Inaugufation Day, Liz

Spayd, the Times’ ombudsman, published a column criticizing the paper’s handling of

stories related to Trump and Russia, including the Alfa Bank connéction.“The Times was
too timid in its decisions not to publish the material it had,” she wroter"Spayd’s article did
not sit well with Baquet. “It was a bad column,” he told the Washington Posz. Spayd argued
that Slate had acted correctly by publishing a more aggressive/story, which Baquet dismissed
as a “fairly ridiculous conclusion.” That June, Spayd’s/job-was eliminated, as the paper’s
publisher said that the position of ombudspranhad become outdated in the digital age.
When I talked to Baquet recently, he still feltithat he had been right to resist discussing the
server in greater depth, but he acknmowlédged that the Times had been too quick to disclaim
the possibility of Trump’s connections’to Russia. “T'he story was written too knowingly,” he

said. “The headline was flawed. We didn’t know then what we know now.”

In April, 2017, Lichtblat left the Times, after fifteen years—in part, he said, because of the
way that the Alfa'Bank story was handled. He went to work for CNN, but resigned less
than two months later, amid controversy over another story that he had worked on, about
the Trompiaide Anthony Scaramucci. This April, Lichtblau returned to the Times
newsroom for a celebration: he had been part of a team of Times reporters that was awarded

a Pulitzer Prize for its work on other aspects of the Trump campaign. “It was quite a year,”

he said.

Meanwhile, the Trump-Alfa Bank story seemed to fade. The Trump campaign dismissed

any connection, saying, “The only covert server is the one Hillary Clinton recklessly
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established in her basement.” Bloggers and tech journalists assailed the Slate piece online.
The cybersecurity researcher Robert Graham called the analysis “nonsense,” and
complained, “This is why we can’t have nice things on the Internet.” He pointed out several
problems. For instance, Foer’s sources had found that the Trump domain was blocking
incoming e-mail, and argued that this was evidence that Trump and Alfa Bank were
maintaining a private communications network; in fact, Listrak routinely configured its
marketing servers to send e-mail but not to receive it. Graham also noted that the"domain
was administered not by Trump but by Cendyn, a company in Boca Raton that'handled his

> - .
company’s marketing e-mail.

Alfa Bank hired two cybersecurity firms, Mandiant and Stroz Eriedberg, to review the data.
Both firms reported that they had found no evidence of communications with the Trump
Organization. The bank also began trying to uncover the@nofiymous sources in the Slate
piece. Attorneys representing Alfa contacted Jead Campy telling her that they were
considering legal action and asking her to identify the researchers who had assembled the

data. She declined to reveal their namess, ‘This, is what tenure is for,” she told me.

A Ifa Bank was founded by Mikhail Fridman, in the last years of the Soviet Union.
Fridman was born in/western Ukraine and studied metallurgy in college. Like many
others of his generation, he was introduced to the market economy through hustle. He sold
theatre tickets, washed windows, and ran a student discothéque. After the Soviet Union
collapsed, in 1991 \Fridman joined the scramble to befriend members of the new
government and ‘amass a fortune with help from the state. Along with an economist named
Petr ‘Avenywho had previously served as the country’s minister for foreign economic
relations, Fridman built Alfa Bank into one of the most successful businesses in the new
Russia. Its parent company, Alfa Group, now controls the country’s largest private bank,

along with financial institutions in several European nations.

Fridman and Aven acquired reputations as brilliant, relentless businessmen. Describing the

lawless post-Soviet years to the journalist Chrystia Freeland, who is now the foreign
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minister of Canada, Fridman said, “We were absolute savages.” In a notorious episode in
2008, a group of Russian companies, including Alfa Group, tried to gain control of a joint
venture they'd formed with British Petroleum. The power struggle was so fierce that the
C.E.O. of the joint venture, Robert Dudley, felt compelled to leave Russia. The oligarchs
kept pushing for control of the BP venture until it was sold to a state-owned petroleum

company, for fifty-five billion dollars; Alfa Group’s cut was almost fourteen billion,

Alfa Bank prospered during the Yeltsin years and has continued to do so under Putin.
Though Fridman and Aven are not part of Putin’s innermost circle, they have managed to
avoid the fate of some other oligarchs, who have had assets seized and, in‘@few cases, been
imprisoned, after falling out of favor. Michael McFaul, a former U.S*Ambassador to
Russia, told me he was impressed that Fridman and Avenrhad “navigated the very difficult

world of maintaining their private business interests and'not erossing the Kremlin.”

One reason the server story alarmed Alfa Bank was(that it threatened the bank’s standing in
Washington. Members of Russia’s government and many of its businessmen have been
under American economic sanctions@ingce 2014, when Russia annexed Crimea, but Alfa’s
principals and representatives have enjoyed access to U.S. politicians at the highest levels.
Fridman and Aven met several times with officials at the Obama White House, discussing
such issues as Russia’s effort to gain entrance to the World Trade Organization. (Alfa Bank
maintains that it has “never advocated for political or trade issues on behalf of the Russian
government.”) “Fridman and Aven were seen as people that Washington could talk to about
U.S.-Russia, because they checked two boxes—they were ‘polite company’ oligarchs, and
they€ould shed light on Putin’s intentions and perspective,” a senior official in the Obama
Administration told me. “They got meetings at State and on the Hill and at the White
House. And they were understood to be operating with the consent and guidance of

Vladimir Putin.”

Alfa is still closely tied to the Russian system, but Fridman and Aven live much of the time

in the United Kingdom. If there was a communications link with the Trump Organization,
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it might have been created without their knowledge. According to experts I spoke to, large
Russian companies typically have a member of the intelligence services, either active or
retired, working at a senior level. If a company’s services are required in some way, the
officer—called a kurator—coérdinates them. “A company couldn’t say no,” a Washington-
based Russia expert told me. (When asked about this, an Alfa Bank spokesperson said, “T'o

our knowledge there are no senior intelligence officials at senior levels at Alfa Bank.”)

This past May, I saw Petr Aven in New York, at the Four Seasons Hotel. He had just come
from a dinner in Washington, at which he had met a group of prominent Americans,
including officials from the White House, to discuss Russia’s econgic sitwation. Aven
seemed worried about surveillance; before we sat down, he brought hisphone to the other
side of the lobby and hid it behind a plant. He wouldn’t say much for the record, but he

told me that his bank didn’t have “any connection atall with Trump—nothing.”

Aven and Fridman have visited Washington less often since Trump took office. But
Trump’s victory appeared to elevate AlfaBank’s connections there—at least by association.
Don McGahn, the White House counsel, came from Jones Day, one of the law firms that
represent Alfa Bank in the United States: McGahn brought five Jones Day lawyers with
him into the White House; six mere were appointed to senior posts in the Administration.
Jones Day has done work for businesses belonging to a long list of Russian oligarchs,
including Oleg Deripaska, Viktor Vekselberg, and Alexander Mashkevich. The firm has
also representéd the Trump campaign in its dealings with Robert Mueller. For this reason,
McGahn secured an ethics waiver that allows him to talk to his old firm when its clients

have®business before the U.S. government.

In June, 2017, Trump nominated Brian Benczkowski, a lawyer who had overseen the Stroz
Friedberg report for Alfa Bank, to lead the criminal division of the Justice Department. At
his confirmation hearing, Benczkowski said emphatically that Stroz Friedberg, like

Mandiant, had rejected the possibility of complicity. The investigation, he said, found that

“there was no communications link between the Trump Organization and Alfa Bank.”
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Democratic senators expressed concern that Benczkowski had taken on work for Alfa Bank;
he had been a senior member of Trump’s transition team and had good reason to expect
that he would be appointed to a job in the Administration. “The client was a Russian bank
that is under suspicion of having a direct connection with the Trump campaign,” Senator

Richard Durbin said, during the hearing.

He and the other Democratic senators were especially troubled that Benczkowski would not
commit to recusing himself from dealing with Mueller’s investigation, even though he had
worked for two of Russia’s leading oligarchs. “Why did you refuse to recuse yourself?”

Senator Dianne Feinstein asked.

“I don’t know what’s in Special Prosecutor Mueller’s investigation,” Benczkowski said. “I'm
a lawyer in private practice. I have no idea what he’s updo, éthef than what I read in the

papers.”

Despite these questions, the Republican-led’committee approved Benczkowski. This past

July, the Senate confirmed him.

‘ N ’ hile Republicans in"Congtess have rejected the possibility of collusion, with some
joining Trump in callifig the Mueller inquiry a politically motivated “witch hunt,”
a few Democrats have continued to pursue the matter. After Trump’s Inauguration, two
Democratic senators who had reviewed the data assembled by Max’s group—Mark Warner
and a collgague who requested anonymity—asked the F.B.IL. for an assessment of any
potential contacts between Alfa Bank and the Trump Organization. The material was also
brought'to the attention of the C.I.A., which found it substantial enough to suggest that
the F.B.I. investigate. In March, 2017, a Pennsylvania news outlet called Lancaster Online
reported that F.B.I. agents had visited the offices of Listrak, the company that housed the
Trump server. Ross Kramer, Listrak’s C.E.O., told me, “I gave them everything they asked

»

for.
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Around the same time, the second Democratic senator approached a former Senate staffer
named Daniel Jones and asked him to give the data a closer look. Jones had served as a
counterterrorism investigator for the F.B.I. and then spent ten years working for the Senate
Intelligence Committee, where he led the inquiry into the use of torture under the

George W. Bush Administration. Now he was running an investigations firm, the Penn
Quarter Group, and a nonprofit initiative called the Democracy Integrity Project, which

was intended to help keep elections free from foreign interference.

To assess the Alfa Bank data, Jones assembled a team of computer scientists, divided into
two groups, one on each coast. (They also consulted with Jean Camp, who agreed to
cooperate despite the possibility that Alfa Bank might take legal actioni.) All these experts
have national reputations in the field. Some have held senior eybersecurity jobs in the
Pentagon, the White House, and the intelligence services; as/well as in leading American
technology companies. In order to encourage anunbiased outcome, Jones never introduced

the East Coast group to the West Coast greup.

I met several times with the two members.of the East Coast group and spoke with them
repeatedly. They used pseudonymsyPaul’and Leto, in part because they had been alarmed
by encounters with Russia while they were working at high levels of government. Leto said
that, in 2016, as he was.investigating cyber intrusions that seemed to originate in Russia, he
became convinced that he was being followed. Both he and Paul believed that their phones
had been hacked. These incursions coincided with a period of intense Russian activity in the

U.S., including the hacking of the D.N.C., a pro-Trump social-media blitz, and the arrival

of Magia-Butina, who is accused of being a Russian agent sent to ingratiate herself with

American conservative leaders. (Butina has denied the accusations.)

As Paul and Leto began working, they needed to verify that Max’s data presented an
accurate picture of the traffic. After the Slate story appeared, skeptics pointed out that no
one has a comprehensive view of the Domain Name System. They speculated that other

entities, besides Alfa Bank and Spectrum Health, had looked up the Trump domain, and
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that Max had failed to see them. The D.N.S. company Dyn told a reporter that it had seen
lookups from other computers around the world. But Dyn turned out to have registered

only two additional lookups, both from the same address in the Netherlands.

Max and his colleagues maintain that they are able to see nearly all the D.N.S. lookups on a
given domain; the senior Capitol Hill aide I spoke to affirmed that Max’s group is widely
understood to have this capability. Paul Vixie, one of the original architects of the ID.N.S.
network, examined the data and told me, “If this is a forgery, it’s better than@ny forgery I've
seen.” Jones’s team also ran analyses and real-time tests to check Max’s dccess torD.IN.S.

records. “It’s completely implausible that he could have fooled us,” Paul said.

Max had provided the Jones team with thirty-seven milliondD.N.S. records, enough to fill
thousands of screens with time stamps and I.P. address¢s—long’strings of numbers and
letters in green type. Over the course of several months, Patl and Leto examined the data
for patterns and anomalies. “We stared at a lot,of gteen screens,” Paul said. They regarded
their inquiry as a statistical enterprise, capturing each Alfa Bank D.N.S. query from the
ocean of data that they had been given and plotting it over a four-month period. Both said
that they began their work as sképties. “T'started from an assumption that this is a bunch of

nonsense,” Leto told me.

Much of the information’that was publicly available might well have supported that
assumption. Foer’s article in Slate had prompted online discussions, in which commentators
offered explanations ranging from the benign to the sinister. The timing of the lookups,
which came‘inthe summer just before the election, invited speculation. Foer claimed that
the biggest flurries of traffic coincided with major campaign events, including the party
conventions. Paul and Leto were dubious. If anything, the traffic coincided with Paul
Manafort’s time as Trump’s campaign manager—but the D.N.S. queries continued after

Manafort stepped down. “A lot of people are seeing faces in clouds,” Leto said.
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The Trump Organization had done little to clarify the matter. In October, 2016, it released
a statement denying interactions with Alfa Bank “or any Russian entity.” Instead, it offered
a peculiar explanation for the D.N.S. traffic: it had been triggered when “an existing
banking customer of Cendyn”—the marketing firm—had used the company’s systems to
send communications to Alfa Bank. Such a scenario would be highly irregular; it was as if
Gmail had allowed a user to send e-mail from another user’s account. “It makes nosense,”

Paul told me.

Trump’s advocates claimed that the investigations sponsored by Alfa Bank had proved that
Alfa and the Trump Organization were not communicating. In fact, theysidestepped the
question. Mandiant, one of the cybersecurity firms, said that it.was unable to inspect the
bank’s D.N.S. logs from 2016, because Alfa retained suchrrecerds for only twenty-four
hours. The other firm, Stroz Friedberg, gave the same explandtion for why it, too, was

“unable to verify” the data.

As Jones’s team vetted the data, they examined vatious possible explanations. One was
malware, which had played a role in ¢he hack of the D.N.C.’s computers. Most malware has
“distinctive patterns of behaviory? Camp‘told me. It is typically sent out in a blast, aimed
simultaneously at multiple domains. There is a “payload”—a mechanism that activates the
malicious activity—and a “recruitment mechanism,” which enables the malware to take over
parts of a vulnerable computer. None of the experts whom Jones assembled found any

evidence of this behavior on the Trump server. “Malware doesn’t keep banging on the door

like that,” Paul said.

A second possibility was marketing e-mail. After the Slate article appeared, some
commentators suggested that Trump’s server had innocently sent promotional e-mails to
Alfa Bank, and that a computer there had responded with queries designed to verify the
identity of the sender. This became a catchall answer for anyone who couldn’t explain what
had happened. “Either this is something innocuous, like spam,” Rachel Cohen, a press

secretary for Senator Warner, told me, “or it’s completely nefarious.”
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Alfa Bank had received Trump marketing e-mails in the past. But Cendyn had told CNN
that it stopped sending e-mails for the Trump Organization in March, 2016, before the
peculiar activity began; Trump had transferred his online marketing to another company,
called Serenata. Jones’s team investigated, and found additional evidence that the server
wasn’t sending marketing e-mails at the time. One indicator was the unusually limited
traffic. Kramer, of Listrak, told me that a typical client sends “tens of thousands of e-mails a
day” to huge numbers of recipients. If the Trump server was following that pattersy; it would
have generated significant D.N.S. traffic. To establish a kind of control group;Jones’s team
asked Max to capture the D.N.S. logs for the Denihan Hospitality Group—a hotel chain,
similar in size to Trump’s, which was using Cendyn and Listrak to send marketing e-mails.
In a sample spanning August and September, 2016, a Deniban demain received more than
twenty thousand D.N.S. queries, from more than a thousand I'P. addresses. In the same
period, the Trump domain had twenty-five hundred leokups, nearly all of them from Alfa
Bank and Spectrum Health.

The timing and the frequency of the DaN.S. lookups also did not suggest spam, Paul and
Leto believed. Mass-marketing e-mails(are typically sent by an automated process, one after
another, in an unbroken rhythm. The/Alfa queries seemed to fall into two categories. Some
came in a steady pulse, whilewothers arrived irregularly—sometimes many in a day,
sometimes a few. “The, timing of the communication was not random, and it wasn’t regular-

periodic,” Paul said. “It was a better match for human activity.”

But, if the T'rump server wasn’t sending or receiving e-mail, what could explain the traffic?
Therewas-the possibility of “spoofing”—essentially, faking an identity. Did someone try to
make it appear, falsely, that Alfa Bank was reaching out to the Trump Organization?
Jones’s team concluded that such an attack would have been unlikely to produce thousands
of D.N.S. lookups, over such a long time. “Maybe for a few days, but not four months,”
Leto said. There was also a question of motive. In the spring of 2016, very few people knew

that Max and his colleagues were able to monitor D.N.S. traffic so comprehensively, so any
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spoofers would have been impersonating Alfa Bank with little expectation of being
detected. News stories investigating the links between Trump and Russia were months
away. “Why would someone do that?” Steven Bellovin, of Columbia, said. “And why would

they pick those organizations?”

‘ N J ben I saw Petr Aven at the Four Seasons, he argued that the connections{with the
Trump Organization had been fabricated in order to frame his company. “Fhis is
a conspiracy against us,” he told me. “It is really much bigger than the comiputers.” Aven did
not elaborate, but Jeftrey Birnbaum, a spokesperson for Alfa Bank, sepplied.more detail.
The bank, he said, suspected that “we are victims of classic Russian‘&ompromar—a well-
known scam in which Russian competitors pay analysts to write false reports to damage
reputations.” Birnbaum described the press inquiries inte the matter as an extended
affliction. “This has been a terrible ordeal for Alfa'Bank, like living through a Kafka novel,”
he said. (Max rejected the idea that his group had fabricated data. “If we were going to lie,

then we would have made up a much better'story than this!” he said.)

Because Alfa Bank did not retaindts DIN.S. logs (many large companies don’t), its
assessments of what produced the lookups in early 2016 are necessarily speculative. “We are
as mystified as anybody about'thése false allegations,” Birnbaum told me this September. In
a series of exchanges over three weeks, he offered a range of possibilities. He suggested that
the data had been faked, but also that they had been stolen from the bank’s logs. He
attributed the traffic to kompromat, but also expounded a scenario in which it had been
caused by'a technical glitch: Trump e-mails “hidden” in the system were intermittently
processed by the bank’s security software, an application called Trend Micro Deep
Discovery Inspector. In this explanation, Trump marketing e-mails from before March,
2016, had made it through the spam filter and been stored in a permanent archive, where
the bank backs up all its e-mail. Periodically, the bank re-scanned that archive, as updates to
the security software provided new information about which senders might be unsafe.

During scans, the system performed D.N.S. lookups for every domain name contained in
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every e-mail. In the course of several months, the bank said, this could account for the

traffic.

The experts I spoke to confirmed that this was a technically plausible, if highly inefficient,
way to configure security software. But the explanation raised questions of its own. Alfa
Bank said that its scans ran for two days after each update. But Max’s data don’t show a
consistent pattern of two-day spikes. Another concern lay in the chronology. The bank had
received e-mails from the Trump domain in late 2015 and early 2016, which/should have
triggered lookups. But, according to the data, the lookups didn’t begin until May, 2016. In
response to a question about this discrepancy, Birnbaum said that the Trend Micro software
had not been “fully integrated” until March—but that wouldn’t.account for the time

between March and May.

A third problem was that, if Alfa Bank wasn’t receiving new e-mails from the Trump
Organization after March, 2016, then the number'of Trump e-mails in the archive—and
thus the number of lookups—should have'remained steady through the summer. But Max’s
data showed a different pattern: no léokups. in the spring, a small number in May, and then
a slow increase starting in June, With'spikes that lasted until the system went offline. When
asked about the increase, Bitnbaum offered another refinement of the explanation. The bank
had previously said that the software had performed checks of old e-mails “multiple times
over the six-month period.” Now he said that a security update “around August” had caused

old e-mails to be re-scanned.

In any case, for an explanation of this kind to work, it would require the servers at Spectrum
Health'to be simultaneously experiencing the same glitch, or another one with similar
effects. (Spectrum declined to answer questions about its computer systems.) Trend Micro
has thousands of users, most of them businesses, but in the sample that Max and his

colleagues could see, only Alfa Bank and Spectrum Health exhibited this peculiar behavior.
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For some, the most baffling part of the puzzle was the way that the lookups stopped. The
Trump domain vanished from the Web on the morning of Friday, September 23rd, two
days after the Times presented its data to B.G.R., Alfa Bank’s lobbyists in Washington, but
before it called Trump or Cendyn. In Max’s view, this was evidence of direct contact
between Alfa Bank and Trump. One researcher whom Foer interviewed put it vividly: “The
knee was hit in Moscow, the leg kicked in New York.” There is, however, at least one
possibility that doesn’t involve Moscow: the lobbyists in Washington could haye passed
along a warning to Trump, as a courtesy. But B.G.R. denies doing this, calling/the idea

“ridiculous on its face.”

Whatever the reason that the Trump domain vanished, Alfa Bank’s servers continued trying
to look it up: Max’s group observed fifteen failed attempts that Friday, twenty-eight on
Saturday, none on Sunday, ninety on Monday, twenty on{Tuésday. Spectrum Health’s
machine kept trying, too, in a weeklong spasm of activity that entailed thousands of
seemingly automated lookups. Spectrum never succeeded in relocating the Trump
server—but Alfa did. On the night of Tuesday, September 27th, ten minutes after the bank
made its last failed attempt, it looked up the domain name trumpl.contact-

client.com—which was, it turmed Gutyanother route to the same Trump server.

The alternative domain name does not appear to have been previously active; no one has
produced an e-mail sentfrom it. So how did Alfa find it? The easiest method would have
been by consulting,a PTR record, which shows what domain names are associated with a
given 1.P. address. But the PTR record for the Trump address did not include the alternative

names,

Birnbaum said that Alfa Bank’s researchers, investigating the traffic, found the new name
in other public records and then performed a test lookup. Vixie said that such a lookup
would be unusual, and questioned why the bank would feel that it was necessary: “Why did

Alfa look up either name? And especially the second name?”
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According to Max’s data, Alfa Bank looked up the new domain name only once. In the
following months, he and his group stopped collecting data on the Trump Organization
domains. After the Slate story came out, curious readers looked up the address thousands of
times, and the D.N.S. traffic devolved into statistical noise. The Trump Organization now
controls the original domain; in March, 2017, Cendyn told CNN that it had been
“transferred back.” Records show that Cendyn handed over the domain only a few days
before the CNN story ran—a year after the last e-mail was sent from it. Jones’s.téam
believed that Cendyn had continued its relationship with the Trump Organization in 2016.
“There were thousands of e-mails between Trump and Cendyn through,the entire period
that Alfa Bank was looking up the Trump server,” Max told me. Cendyn said that this was
“regular business correspondence,” related to transferring back the domain. When I called
the company’s C.E.O., Richard Deyo, to ask more broadly,about the situation, he said,
“This is old news—that’s just Internet traffic,” andsthen hung up. A spokesperson for
Serenata, which took over Trump’s hotel marketing, told me that the company had nothing

to say. “Don’t call again,” she said.

A s Jones’s team sifted through explanations for the traffic, they began constructing
their own theory. “What you have here is a minimally viable technical footprint of a
small number of people who areusing what I suspect is an ad-hoc system to communicate,”
Paul said. “Anytime the F'B.1. or anyone else pulls apart a cyber-crime organization, there
is always some gommunication structure that’s used for command and control. That's where
the high-value'communications happen.” (Max and his colleagues did not see any D.N.S.
evidence ‘thatthe Trump Organization was attempting to access the server; they speculated
that the\organization was using a virtual private network, or V.P.N., a common security

measure that obscures users’ digital footprints.)

If this was a communications mechanism, it appeared to have been relatively simple,
suggesting that it had been set up spontaneously and refined over time. Because the Trump

Organization did not have administrative control of the server, Paul and Leto theorized that
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any such system would have incorporated software that one of the parties was already using.
“The likely scenario is not that the people using the server were incredibly sophisticated
networking geniuses doing something obscure and special,” Max said. “The likely scenario
is that they adapted a server and vender already available to them, which they felt was away
from prying eyes.” Leto told me that he envisioned “something like a bulletin-board
system.” Or it could have been an instant-messaging system that was part of software

already in use on the server.

Kramer, of Listrak, insisted that his company’s servers were used exclusively for'mass
marketing. “We only do one thing here,” he told me. But Listrak’s Services€an be
integrated with numerous Cendyn software packages, some of which*allow instant
messaging. One possibility is Metron, used to manage eventsiat hotels. In fact, the Trump
Organization’s October, 2016, statement, blaming the untisual traffic on a “banking
customer” of Cendyn, suggested that the communications had gone through Metron, which

supports both messaging and e-mail.

The parties might also have been usiig Webmail—e-mail that leaves few digital traces,
other than D.N.S. lookups. Or,Paul and Leto said, they could have been communicating
through software used to compose marketing e-mails. They might have used a method
called foldering, in which messages are written but not sent; instead, they are saved in a
drafts folder, where an accomplice who also has access to the account can read them. “This
is a very common way for people to communicate with each other who don’t want to be
detected,” Leto told me. David Petracus, when he was the director of the C.I.A., used this
methed-te.exchange intimacies—and to share classified information—with his lover, Paula
Broadwell. In June, an attorney for the Mueller investigation accused Paul Manafort of

using foldering to facilitate secret communications.

Given the limitations of D.N.S. data, none of the independent experts I spoke to could be
certain of what Alfa Bank and the Trump Organization were doing. Some of them

cautioned that it was impossible even to guess at every way that an e-mail system might
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malfunction. A senior analyst at a D.N.S.-service provider said, “T'hings can get messed up
in unexpected ways.” But Paul and Leto maintained that they had considered and rejected
every scenario that they had encountered in decades of cybersecurity work. “Is it possible
there is an innocuous explanation for all this?” Paul said. “Yes, of course. And it’s also

possible that space aliens did this. It’s possible—just not very likely.”

aul and Leto periodically went back to Max in the course of their researehy
P interrogating his assumptions and asking for more information. In.ofie,tranche of data
that he gave them, they noticed that a third entity, in addition to Alfa-Bankand Spectrum
Health, had been looking up the Trump domain: Heartland Payment Systems, a payments
processor based in Princeton. Of the thirty-five hundred DN.S. queries seen for the Trump
domain, Heartland made only seventy-six—but no otheg visible entity made more than two.
Heartland had a link to Alfa Bank, but a tenuouss6ne. It had recently been acquired by
Global Payments, which, in 2009, had paid séventysfive million dollars for United Card
Services, Russia’s leading credit-card-processing company; two years later, United Card
Services bought Alfa Bank’s credit-card<precessing unit. (A spokesperson for Global
Payments said that her companyhad never had any relationship with the Trump
Organization or with Alfa Bank, and that its U.S. and Russia operations functioned entirely

independently.)

Spectrum Healthhhas a similarly indirect business tie to Alfa Bank. Richard DeVos’ father
co-founded Amway, and his brother, Doug, has served as the company’s president since
2002.In 2014, Amway joined with Alfa Bank to create an “Alfa-Amway” loyalty-card
programivin Russia. But such connections are circumstantial at best; the DeVos family seems

far more clearly linked to Trump than to Russia.

If Trump and Alfa Bank—as well as Spectrum Health and Heartland Payment
Systems—were communicating, what might they have been talking about? Max and some

of the other scientists I spoke to theorized that they may have been using the system to
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signal one another about events or tasks that had to be performed: money to be transferred,
for instance, or data to be copied. “My guess is that, whenever someone wanted to talk, they
would do a D.N.S. lookup and then route the traffic somewhere else,” Richard Clayton, of
the University of Cambridge, said. Camp also speculated that the system may have been
used to codrdinate the movement of data. She noted that Cambridge Analytica, which was
working for the Trump campaign, took millions of personal records from Facebook. In
Camp’s scenario, these could have been transferred to the Russian government,.t6help

guide its targeting of American voters before the election.

The researchers I spoke with were careful to point out that the limits of D:N.S. data
prevent them from going beyond speculation. If employees of the companies were talking,
the traffic reveals nothing about who they were or what they'were saying; it is difficult to
rule out something as banal as a protracted game of videefpoker. “If I'm a cop, I'm not
going to take this to the D.A. and say we’re ready toprosecute,” Leto said. “I'm going to say
we have enough to ask for a search warrant.” Mere complete information could be difficult
to obtain. This March, after Republicans on the House Intelligence Committee announced
that it had found no evidence of collusion between the Trump campaign and Russia, the
committee’s Democrats filed asdisSent;y arguing that there were many matters still to be
investigated, including the Trump Organization’s connections to Alfa Bank. The
Democrats implored the majority to force Cendyn to turn over computer data that would
help determine aghat had happened. Those records could show who in the Trump
Organizatiofi sed the server. There would probably also be a record of who shut down the
Trump demain‘after the 7imes contacted Alfa Bank. Cendyn might have records of any
outgoing communications sent by the Trump Organization. But the request for further
investigation is unlikely to proceed as long as Republicans hold the majority. “We've all
looked at the data, and it doesn’t look right,” a congressional stafter told me. “But how do

you get to the truth?”
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The enigma, for now, remains an enigma. The only people likely to finally resolve the
question of Alfa Bank and the Trump Organization are federal investigators. Max told me
that no one in his group had been contacted. But, he said, it wasn’t necessary for anyone in
the F.B.L. to talk to him, if the agents gathered the right information from other sources,

like Listrak and Cendyn. “I hope Mueller has all of it,” he said. ¢

Published in the print edition of the October 15, 2018, issue, with the héadline
“Enigma Machines.”

Dexter Filkins is a staff writer at The New Yorker and the author of “Lhe
Forever War,” which won a National Book Critics Girele Award.
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Was a Trump Server Communicating With Russia?

slate.com/articles/news _and_politics/cover_story/2016/10/was_a_server reqistered to _the trump_organization _commu
nicating_with_russia.html

Franklin Foer

Donald Trump givessa fist-pump to the ground crew as he arrives on his plane in St. Augustine, Florida,
on Oct. 24.
Jonathan Ernst/Reuters

Read Franklin“Foer's follow-up story for new statements from the Trump campaign and

-------

Alfa Bank and analysis of the competing theories about the server and its activity.w«;

The greatest miracle of the internet is that it exists—the second greatest is that it persists.
Every so often we’re reminded that bad actors wield great skill and have little conscience
about the harm they inflict on the world’s digital nervous system. They invent viruses,
botnets, and sundry species of malware. There’s good money to be made deflecting these
incursions. But a small, tightly knit community of computer scientists who pursue such work
—some at cybersecurity firms, some in academia, some with close ties to three-letter
federal agencies—is also spurred by a sense of shared idealism and considers itself the
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benevolent posse that chases off the rogues and rogue states that try to purloin sensitive
data and infect the internet with their bugs. “We’re the Union of Concerned Nerds,” in the
wry formulation of the Indiana University computer scientist L. Jean Camp.

Advertisement

In late spring, this community of malware hunters placed itself in a high state of alarm.
Word arrived that Russian hackers had infiltrated the servers of the Democratic National
Committee, an attack persuasively detailed by the respected cybersecurity firm
CrowdStrike. The computer scientists posited a logical hypothesis, which they set out to
rigorously test: If the Russians were worming their way into the DNC, they might very well
be attacking other entities central to the presidential campaign, including Denald Trump’s
many servers. “We wanted to help defend both campaigns, because we wanted to
preserve the integrity of the election,” says one of the academics,.who werks at a
university that asked him not to speak with reporters because of the sensitive nature of his
work.

Hunting for malware requires highly specialized knowledge of‘the intricacies of the domain
name system—the protocol that allows us to type email addresses and website names to
initiate communication. DNS enables our wordsdo set in motion a chain of connections
between servers, which in turn delivers the resulis'we desire. Before a mail server can
deliver a message to another mail server it has to look up its IP address using the DNS.
Computer scientists have built a set ofsmassive DNS databases, which provide
fragmentary histories of communications flows, in part to create an archive of malware: a
kind of catalog of the tricks bad actors have tried to pull, which often involve masquerading
as legitimate actors. These databases can give a useful, though far from comprehensive,
snapshot of traffic across thetinternet. Some of the most trusted DNS specialists—an elite
group of malware hunters, who work for private contractors—have access to nearly
comprehensive logs of cemmunication between servers. They work in close concert with
internet service providers, the networks through which most of us connect to the internet,
and the ones.that are most vulnerable to massive attacks. To extend the traffic metaphor,
these scientists have cameras posted on the internet’s stoplights and overpasses. They
are entrusted with something close to a complete record of all the servers of the world
connecting with one another.

In late July, one of these scientists—who asked to be referred to as Tea Leaves, a
pseudonym that would protect his relationship with the networks and banks that employ
him to sift their data—found what looked like malware emanating from Russia. The
destination domain had Trump in its name, which of course attracted Tea Leaves’
attention. But his discovery of the data was pure happenstance—a surprising needle in a
large haystack of DNS lookups on his screen. “I have an outlier here that connects to
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Russia in a strange way,” he wrote in his notes. He couldn’t quite figure it out at first. But
what he saw was a bank in Moscow that kept irregularly pinging a server registered to the
Trump Organization on Fifth Avenue.

More data was needed, so he began carefully keeping logs of the Trump server's DNS
activity. As he collected the logs, he would circulate them in periodic batches to colleagues
in the cybersecurity world. Six of them began scrutinizing them for clues.

Advertisement

(I communicated extensively with Tea Leaves and two of his closest
collaborators, who also spoke with me on the condition of anonymity,
since they work for firms trusted by corporations and law enforcementito
analyze sensitive data. They persuasively demonstrated some of their

Trump Tower.

Ullstein
analytical methods to me—and showed me two white papers, which Bild/Getty
they had circulated so that colleagues could check their analysis. | also Images

spoke with academics who vouched for Tea Leaves’ integrity and his

unusual access to information. “This is someone | know well and is very well-known in the
networking community,” said Camp. “When they sayz.something about DNS, you believe
them. This person has technical authority and agcess to data.”)

The researchers quickly dismissed their initial fear that the logs represented a malware
attack. The communication wasn’t the work of bots. The irregular pattern of server lookups
actually resembled the pattern of human/conversation—conversations that began during
office hours in New York and continued'during office hours in Moscow. It dawned on the
researchers that this wasn’t ap-attackybut a sustained relationship between a server
registered to the Trump Organization and two servers registered to an entity called Alfa
Bank.

The researchers had initially stumbled in their diagnosis because of the odd configuration
of Trump’s server.“I've never seen a server set up like that,” says Christopher Davis, who
runs the cybeérseeurity firm HYAS InfoSec Inc. and won a FBI Director Award for
Excellence for his work tracking down the authors of one of the world’s nastiest botnet
attacks“lilooked weird, and it didn't pass the sniff test.” The server was first registered to
Trump’s business in 2009 and was set up to run consumer marketing campaigns. It had a
history of sending mass emails on behalf of Trump-branded properties and products.
Researchers were ultimately convinced that the server indeed belonged to Trump. (Click
here to see the server’s registration record.) But now this capacious server handled a
strangely small load of traffic, such a small load that it would be hard for a company to
justify the expense and trouble it would take to maintain it. “| get more mail in a day than
the server handled,” Davis says.

“'ve never seen a server set up like that.”
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Christopher Davis of the cybersecurity firm HYAS InfoSec Inc.

That wasn’t the only oddity. When the researchers pinged the server, they received error
messages. They concluded that the server was set to accept only incoming
communication from a very small handful of IP addresses. A small portion of the logs
showed communication with a server belonging to Michigan-based Spectrum Health. (The
company said in a statement: “Spectrum Health does not have a relationship with Alfa
Bank or any of the Trump organizations. We have concluded a rigorous investigation with
both our internal IT security specialists and expert cyber security firms. Our experts have
conducted a detailed analysis of the alleged internet traffic and did not find any evidence
that it included any actual communications (no emails, chat, text, etc.) between-Spectrum
Health and Alfa Bank or any of the Trump organizations. While we did find.a small number
of incoming spam marketing emails, they originated from a digital marketing eompany,
Cendyn, advertising Trump Hotels.”)
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Spectrum accounted for a relatively trivial portion of the traffic. Eighty-seven percent of the
DNS lookups involved the two Alfa Bank servers. “It’s pretty clear that it’s not an open mail
server,” Camp told me. “These organizations are gommunicating in a way designed to
block other people out.”

Earlier this month, the group of computer scientists passed the logs toPaul Vixie. In the
world of DNS experts, there’s no higher-authority. Vixie wrote central strands of the DNS
code that makes the internet work. After’'studying the logs, he concluded, “The parties
were communicating in a secretive fashion. The operative word is secretive. This is more
akin to what criminal syndicates dotifthey are putting together a project.” Put differently,
the logs suggested that Trump and Alfa had configured something like a digital hotline
connecting the two entities, shutting out the rest of the world, and designed to obscure its
own existence. Over the.summer, the scientists observed the communications trail from a
distance.

* % %

While thesresearchers went about their work, the conventional wisdom about Russian
interferencee in the campaign began to shift. There were reports that the Trump campaign
had ordered the Republican Party to rewrite its platform position on Ukraine, maneuvering
the GOP toward a policy preferred by Russia, though the Trump campaign denied having a
hand in the change. Then Trump announced in an interview with the New York Times his
unwillingness to spring to the defense of NATO allies in the face of a Russian invasion.
Trump even invited Russian hackers to go hunting for Clinton’s emails, then passed the
comment off as a joke. (I wrote about Trump’s relationship with Russia in early July.)

Advertisement
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In the face of accusations that he is somehow backed by Putin or in business with Russian
investors, Trump has issued categorical statements. “I mean | have nothing to do with
Russia,” he told one reporter, a flat denial that he repeatedover and over. Of course, it's
possible that these statements are sincere and even correct. The sweeping nature of
Trump’s claim, however, prodded the scientists to dig deeper. They were increasingly
confident that they were observing data that contradicted Trump’s claims.

Donald Trump speaks at a rally at in Springfield, Ohio, on Thursday.
Paul Vernon/Getty Images

In the parlance that has become familiar since the Edward Snowden revelations, the DNS
logs reside in the realm of metadata. We can see a trail of transmissions, but we can’t see
the actual,substance of the communications. And we can’t even say with complete
certitude that the servers exchanged email. One scientist, who wasn’t involved in the effort
to compile and analyze the logs, ticked off a list of other possibilities: an errant piece of
spam caroming between servers, a misdirected email that kept trying to reach its
destination, which created the impression of sustained communication. “'m seeing a
preponderance of the evidence, but not a smoking gun,” he said. Richard Clayton, a
cybersecurity researcher at Cambridge University who was sent one of the white papers
laying out the evidence, acknowledges those objections and the alternative theories but
considers them improbable. “| think mail is more likely, because it’s going to a machine
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running a mail server and [the host] is called mail. Dr. Occam says you should rule out mail
before pulling out the more exotic explanations.” After Tea Leaves posted his analysis on
Reddit, a security blogger who goes by Krypt3ia expressed initial doubts—but his analysis
was tarnished by several incorrect assumptions, and as he examined the matter, his
skepticism of Tea Leaves softened somewhat.

| put the question of what kind of activity the logs recorded to the University of California’s
Nicholas Weaver, another computer scientist not involved in compiling the logs. “l can't
attest to the logs themselves,” he told me, “but assuming they are legitimate they do
indicate effectively human-level communication.”

Weaver’s statement raises another uncertainty: Are the logs authentic? Computer
scientists are careful about vouching for evidence that emerges from unknown sources—
especially since the logs were pasted in a text file, where they could coneeivably have
been edited. | asked nine computer scientists—some who agreed\to speak on the record,
some who asked for anonymity—if the DNS logs that Tea Leaves and his collaborators
discovered could be forged or manipulated. They considered it nearly impossible. It would
be easy enough to fake one or maybe even a dozen records,of DNS lookups. But in the
aggregate, the logs contained thousands of records, with'nuances and patterns that not
even the most skilled programmers would be able to recreate on this scale. “The data has
got the right kind of fuzz growing on it,” Vixie told me. “It's the interpacket gap, the spacing
between the conversations, the total volume, If you look at those time stamps, they are not
simulated. This bears every indication/that it was collected from a live link.” | asked him if
there was a chance that he was wrongé@bout their authenticity. “This passes the
reasonable person test,” he told me: “No reasonable person would come to the conclusion
other than the one I've come(to.” Othiers were equally emphatic. “It would be really, really
hard to fake these,” Davis said.ACcording to Camp, “When the technical community
examined the data, the 'Conclusion was pretty obvious.”

Advertisement

It's possible‘to impute political motives to the computer scientists, some of whom have
criticized Trump-On social media. But many of the scientists who talked to me for this story
are Republicans. And almost all have strong incentives for steering clear of controversy.
Some work at public institutions, where they are vulnerable to political pressure. Others
work for firms that rely on government contracts—a relationship that tends to squash
positions that could be misinterpreted as outspoken.

* k k

The researchers were seeing patterns in the data—and the Trump Organization’s potential
interlocutor was itself suggestive. Alfa Bank emerged in the messy post-Soviet scramble to
create a private Russian economy. Its founder was a Ukrainian called Mikhail Fridman. He
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erected his empire in a frenetic rush—in a matter of years, he rose from operating a
window washing company to the purchase of the Bolshevik Biscuit Factory to the co-
founding of his bank with some friends from university. Fridman could be charmingly open
when describing this era. In 2003, he told the Financial Times, “Of course we benefitted
from events in the country over the past 10 years. Of course we understand that the
distribution of state property was not very objective. ... | don’t want to lie and play this
game. To say one can be completely clean and transparent is not realistic.”

To build out the bank, Fridman recruited a skilled economist and shrewd operator called
Pyotr Aven. In the early '90s, Aven worked with Vladimir Putin in the St. Petersburg
government—and according to several accounts, helped Putin wiggle out of accusations of
corruption that might have derailed his ascent. (Karen Dawisha recounissthis history in her
book Putin’s Kleptocracy.) Over time, Alfa built one of the world’s most lucrative
enterprises. Fridman became the second richest man in Russia, yalued by Forbes at $15.3
billion.

Alfa’s oligarchs occupied an unusual position in Putin’s firmament. They were insiders but
not in the closest ring of power. “It's like they were hisjudo pals,” one former U.S.
government official who knows Fridman told me. “They were always worried about where
they stood in the pecking order and always feared gxpropriation.” Fridman and Aven,
however, are adept at staying close to power. As the U.S. District Court for the District of
Columbia once ruled, in the course of dismissing a libel suit the bankers filed, “Aven and
Fridman have assumed an unforeseen level of prominence and influence in the economic
and political affairs of their nation.”

Unlike other Russian firms, Alfa has,eperated smoothly and effortlessly in the West. It has
never been slapped with sanctions. Fridman and Aven have cultivated a reputation as
beneficent philanthropists. They endowed a prestigious fellowship. The Woodrow Wilson
International Center for Scholars, the American-government funded think tank, gave Aven
its award for “Corporate Citizenship” in 2015. To protect its interests in Washington, Alfa
hired as its lobbyist former Reagan administration official Ed Rogers. Richard Burt, who
helped Trump write the speech in which he first laid out his foreign policy, previously
served.on Alfa’s senior advisory board.” The branding campaign has worked well. During
the first @bama term, Fridman and Aven met with officials in the White House on two
occasions, according to visitor logs.

Fridman and Aven have significant business interests to promote in the West. One of their
holding companies, LetterOne, has vowed to invest as much as $3 billion in U.S. health
care. This year, it sank $200 million into Uber. This is, of course, money that might
otherwise be invested in Russia. According to a former U.S. official, Putin tolerates this
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condition because Alfa advances Russian interests. It promotes itself as an avatar of
Russian prowess. “It's our moral duty to become a global player, to prove a Russian can
transform into an international businessman,” Fridman told the Financial Times.

* k %

Tea Leaves and his colleagues plotted the data from the logs on a timeline. What it
illustrated was suggestive: The conversation between the Trump and Alfa servers
appeared to follow the contours of political happenings in the United States. “At election-
related moments, the traffic peaked,” according to Camp. There were considerably more

DNS lookups, for instance, during the two conventions.

In September, the scientists tried to get the public to pay
attention to their data. One of them posted a link to the logs in
a Reddit thread. Around the same time, the New York

Times’ Eric Lichtblau and Steven Lee Myers began chasing
the story.” (They are still pursuing it.) Lichtblau met with a
Washington representative of Alfa Bank on Sept. 21, and_the
bank denied having any connection to Trump. (Lichtblau‘told
me that Times policy prevents him from commenting on his
reporting.)

The Times hadn'’t yet been in touch with,the Trump campaign
—Lichtblau spoke with the campaignia week later—but shortly
after it reached out to Alfa, the Trdmp demain name in
question seemed to suddenly,stop'working. When the
scientists looked up the host, the DNS server returned a falil
message, evidence that it no longer functioned. Or as it is
technically diagnosed, it had*"SERVFAILed.” (On the timeline
above, this is thegnoment at the end of the chronology when
the traffic abruptly spikes, as servers frantically attempt to
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Trump-Email.com deleted
from Trump authoritative
name server zone.

resend rejected messages.) The computer scientists believe there was one logical
conclusiomio'be’drawn: The Trump Organization shut down the server after Alfa was told
that then/imes might expose the connection. Weaver told me the Trump domain was “very
sloppily removed.” Or as another of the researchers put it, it looked like “the knee was hit in

Moscow, the leg kicked in New York.”

As one of the researchers put it, it looked like “the knee was hit in Moscow, the leg kicked

in New York.”

Four days later, on Sept. 27, the Trump Organization created a new host name,
trump1.contact-client.com, which enabled communication to the very same server via a
different route. When a new host name is created, the first communication with it is never



random. To reach the server after the resetting of the host name, the sender of the first
inbound mail has to first learn of the name somehow. It's simply impossible to randomly
reach a renamed server. “That party had to have some kind of outbound message through
SMS, phone, or some noninternet channel they used to communicate [the new
configuration],” Paul Vixie told me. The first attempt to look up the revised host name came
from Alfa Bank. “If this was a public server, we would have seen other traces,” Vixie says.
“The only look-ups came from this particular source.”

According to Vixie and others, the new host name may have represented an attempt to
establish a new channel of communication. But media inquiries into the nature.of Trump’s
relationship with Alfa Bank, which suggested that their communications were being
monitored, may have deterred the parties from using it. Soon after the New York Times
began to ask questions, the traffic between the servers stopped cold.

* k k

Last week, | wrote to Alfa Bank asking if it could explain why its servers attempted to
connect with the Trump Organization on such a regulaf basis.ts Washington
representative, Jeffrey Birnbaum of the public relations firm"BGR, provided me the
following response:

Alfa hired Mandiant, one of the world's foremost cyber security experts, to
investigate and it has found nothing, to the allegations. | hope the below answers
respond clearly to your questions. Neither Alfa Bank nor its principals, including
Mikhail Fridman and Petr Aven,have or have had any contact with Mr. Trump or his
organizations. Fridman and Avep‘have never met Mr. Trump nor have they or Alfa
Bank had any business'dealings with him. Neither Alfa nor its officers have sent Mr.
Trump or his organizations any emails, information or money. Alfa Bank does not
have and has never had any special or exclusive internet connection with Mr. Trump
or his entities’ The assertion of a special or private link is patently false.

| asked Birnbaum if he would connect me with Mandiant to elaborate on its findings. He
told me:

Mandiant is still doing its deep dive into the Alfa Bank systems. Its leading theory is
that Alfa Bank's servers may have been responding with common DNS look ups to
spam sent to it by a marketing server. But it doesn't want to speak on the record until
it's finished its investigation.

It's hard to evaluate the findings of an investigation that hasn’t ended. And of course, even
the most reputable firm in the world isn’t likely to loudly broadcast an opinion that bites the
hand of its client.
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| posed the same basic questions to the Trump campaign. Trump spokeswoman Hope
Hicks sent me this in response to my questions by email:

The email server, set up for marketing purposes and operated by a third-party, has
not been used since 2010. The current traffic on the server from Alphabank's [sic] IP
address is regular DNS server traffic—not email traffic. To be clear, The Trump
Organization is not sending or receiving any communications from this email server.
The Trump Organization has no communication or relationship with this entity or any
Russian entity.

| asked Hicks to explain what caused the Trump Organization to rename itsshast after the
New York Times called Alfa. | also asked how the Trump Organization arrived at its
judgment that there was no email traffic. (Furthermore, there’s no such thing as “regular”
DNS server traffic, at least not according to the computer scientisis' I constlied. The very
reason DNS exists is to enable email and other means of communication.) She never
provided me with a response.

What the scientists amassed wasn’t a smoking gun. It's a,suggestive body of evidence that

doesn’t absolutely preclude alternative explanationsyButihis evidence arrives in the
broader context of the campaign and everythingélse that has come to light: The efforts of
Donald Trump’s former campaign manager tobring, Ukraine into Vladimir Putin’s orbit; the
other Trump adviser whose communications withvsenior Russian officials have worried
intelligence officials; the Russian hacking, of the DNC and John Podesta’s email.

We don’t yet know what this server wasior, but it deserves further explanation.

Update, Oct. 31, 2016: The article has been updated to make clear that the New York
Times reporters learned of thevogs independently, not from the Reddit thread. Return.)

Correction, Nov. 1, 2016: The article originally stated that Richard Burt serves on Alfa’s
senior advisory board. He no longer sits on that board. (Return.)

Read Franklin Foer's follow-up story for new statements from the Trump campaign and

r=—r-—

See more of Slate’s election coverage.
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. SUMMARY OF INVESTIGATION

Kirkland & Ellis LLP, on behalf of its client Alfa Bank JSC (“Alfa-Bank”), engaged Stroz Friedberg, LLC (“Stroz
Friedberg”) on March 14, 2017, to provide technical and digital forensics services in support of Alfa-Bank’s
investigation of claims that the bank purportedly communicated with The Trump Organization. This document
provides a high-level summary of Stroz Friedberg’s work on this matter.

In February 2017, Alfa-Bank observed suspicious entries in its DNS' logs showing that AlfasBank servers
received 16 queries, such as “mail.trump-email.com.MOSCow.AL FaintRa.nEt” (an invalid*hostname), from

external IP addresses.? These DNS requests were identical to the unverified DNS queries that were previously
highlighted by security researcher Professor L. Jean Camp in 2016. Then, in March 2017, Alfa-Bank servers
received more than 20,000 additional suspicious DNS queries for the same host name.

Kirkland & Ellis and Alfa-Bank asked Stroz Friedberg to conduct an independent investigation into the
suspicious 2017 DNS queries to determine, to the extent possible, ifithey resulted from communications
between Alfa-Bank and The Trump Organization. Kirkland & Ellis‘also informed Stroz Friedberg that Alfa-Bank
received similar DNS queries in 2016, but those queries were outside our scope. Another incident response
company, Mandiant, has already investigated and reported,on the 2016 activity. The only aspect of the 2016
information Stroz Friedberg was asked to examine ' was, the information posted online by Professor Camp. Stroz
Friedberg was asked to determine, to the extent possible, whether the information might have originated from
Alfa-Bank servers, and if so, whether there was any indication of how this information was obtained from Alfa-
Bank systems.

A. ANALYSIS OF LOG AND.EMAIL DATA

Stroz Friedberg searched Alfa-Bank’s available aggregated log data and email archives for information related
to bank communications to determine, to the extent possible, whether any communications occurred between
Alfa-Bank and The Trump Organization. Specifically, Stroz Friedberg searched, among other data sources:

+ DNS logs from all DNS servers in use at Alfa-Bank from February 18, 2017 to March 23, 2017
+ Firewalllogs from all firewalls at Alfa-Bank from February 20, 2017 to March 23, 2017

+ The email archive containing all messages sent or received by email servers at Alfa-Bank from January
29, 2017 to April 6, 2017

1 DNS, or the Domain Name System, is the system on the internet for converting easier to use alphanumeric names into
numeric |P addresses computers need to connect to one another.

2 |P addresses are the unique numbers assigned to computers to facilitate communication on the internet or across other
computer networks.

© 2017 Stroz Friedberg. All rights reserved. 1
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These sets of information incorporated all available log and email data available at the time our searches were
executed. We searched the available data using a broad set of search terms designed to return any
communications between Alfa-Bank and The Trump Organization. For example, we searched the DNS logs for
the word “trump” as well as any email message where the word “trump” appears in the sender, recipients,
subject, or body of the email message. In total, we searched the available data using more than 20 broad
keywords. Stroz Friedberg then analyzed the results of those searches to determine the nature of those search
hits and to formulate follow-up searches.

From this data, Stroz Friedberg identified 321 unique IP addresses from across the world (many associated with
Amazon Web Services) that sent the suspicious DNS queries containing the word “trump” to)Alfa-Bank. We then
searched the available log data to identify all other log entries containing those IP-addresses to determine, to
the extent possible, how those devices from those suspicious IP addresses interacted with Alfa-Bank systems.
The combined efforts of the broad search, followed by specific follow-up searches, returned hundreds of
thousands of DNS log entries, almost two million entries from the firewalllogs, and several thousand email
messages, all of which Stroz Friedberg analyzed and reviewed as partsof its investigation.

Based on our analysis of the available 2017 email and log data, Strez Friedberg found no evidence of any
connections or communications between Alfa-Bank and¢I he Trump Organization occurring in 2017. Nor did our
analysis of the suspicious DNS requests made against the DNS servers at Alfa-Bank for “mail.trump-
email.com.moscow.alfaintra.net” reveal any evidence toisupport claims that Alfa-Bank was exchanging email

messages or other communications with The Trump=©rganization in 2017. Specifically, Stroz Friedberg
observed:

+ All mentions of “Trump” in émail messages were false-positive results, i.e., were not communications
with President Trump or anyonesin The Trump Organization. The vast majority of the email messages
mentioning “Trump” were news alert emails or market research emails from web sites such as
Bloomberg.net, Barclays.com, Factiva.com, The Wall Street Journal (wsj.com), and
WashingtonPost.com.

+ None of the messages we reviewed contained any US government email addresses. Nor did they
contain@anyrump-related email addresses in the address fields of the messages.

+ Wefdentified no DNS queries for any host at trump.com, which should have existed if there were
actually,any email or other type of communication with The Trump Organization.

+ All queries relating to trump-email.com were made by outside parties querying Alfa-Bank’s DNS servers.
These queries appear to have originated from multiple outside parties from a variety of source IP
addresses. Further, the high volume of queries requesting IP addresses for a wide variety of host
names other than “mail.trump-email.com.moscow.alfaintra.net” is consistent with the type of traffic often
seen coming from security researchers or attackers checking or testing a company’s security. While
some of these queries appear random, the vast majority of the queries relate to actual systems at Alfa-
Bank, which could have been uncovered by researching domain names with similar domain registration
information.

© 2017 Stroz Friedberg. All rights reserved. 2
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B. ANALYSIS OF DATA POSTED BY PROFESSOR CAMP

Stroz Friedberg analyzed data posted to Professor Camp’s website that appears to originate from Alfa-Bank
systems. That data included certain DNS requests dated September 2016 that are substantively identical to
DNS requests identified in 2017. As seen in the chart below, the only difference between several 2016 requests
and some of the 2017 requests is capitalization:

September 2016 | mail.trump-email.com.moscow.alfaintra.net

February 2017 mail.trump-email.com.MOSCow.ALFaintRa.nEt

March 2017 mail.trump-email.com.moscow.alfaintra.net

Multiple news articles and blog posts speculated that these 2016 and 2017 DNS queries are indicative of
communication between Alfa-Bank and The Trump Organization. These articles and posts generally cited the

invalid hostname “mail.trump-email.com.moscow.alfaintra.net,” which.s aiconcatenation of two separate names

(“mail.trump-email.com” and “moscow.alfaintra.net”), as evidence of communication. Our analysis of the

available 2017 data, however, does not support the supposition that communication occurred in 2017. Rather,
our analysis revealed that a broad group of people simply sent.queries for the term “mail.trump-
email.com.moscow.alfaintra.net” to Alfa-Bank DNS servers.

Further, we found no evidence of unauthorized access 1o, the Alfa-Bank’s DNS servers in any of the 2017 data
we reviewed. We examined the DNS logs, firewall'logs, and network packet captures for any evidence of an
outside party interacting with Alfa-Bank’s'systemsiin a suspicious way beyond the DNS queries. None of the
data we reviewed revealed any suspicious traffic or connections other than the already identified DNS queries.

The information posted online by Professor Camp appears to include DNS log data from Alfa-Bank. However,
because the information is from 2046 (when Alfa-Bank’s practice was to preserve DNS log data only for 24
hours), log data at thesbank nojlonger exists for that timeframe. As such, we were unable to verify whether or
not the information is valid. Additionally, the format of the data does not match the format of actual logs at Alfa-
Bank. If the DNS log data posted by Professor Camp is actual DNS log data from Alfa-Bank, it has been edited
and placed into audifferent format. It is unknown how or from whom Professor Camp obtained this unverified
data, seeminglyfrom Alfa-Bank systems.

C. CONCLUSIONS

Our investigation revealed no actual connections or communications between Alfa-Bank and President Trump
or The Trump Organization in any of the 2017 data we analyzed and no evidence of a compromise of the Alfa-
Bank DNS servers in 2017. Because the concatenated name “mail.trump-email.com.moscow.alfaintra.net” has

been widely published, it is likely that the suspicious queries came from researchers and/or would-be attackers
who learned of this name from online sources and then issued queries to Alfa-Bank’s DNS servers.

© 2017 Stroz Friedberg. All rights reserved. 3
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Press Statement: Alfa Bank confirms it has sought help from
U.S. authorities, and discloses new cyberattacks linked to

_ﬁl alfabank.com/news/press-statement-alfa-bank-confirms-it-has-sought-help-from-u-s-authorities-and-discloses-new-
cyberattacks-linked-to-trump-hoax/

Alfa Bank, a privately owned Russian bank, confirmed today that it has contacted U.S. law
enforcement authorities for assistance and offered U.S. agencies its complete co-operation
in finding the people behind attempted cyberattacks on its servers that have made

it appear falsely that it has been communicating with the Trump Organization.

Alfa Bank confirmed a story in Circa News that it had been subjecied to.three new
attempted domain name server (DNS) cyberattacks of increasing intensity over the last few
weeks. In the attacks, multiple DNS requests were made by.unidentified individuals,

mostly using U.S. server providers, to a Trump Organizatioh server. The DNS requests
were made to appear as if they originated from Alfa Banks/The DNS responses from the
Trump server were then erroneously returned to AlfaiBank{ activating Alfa Bank’s
automated security systems on February 18 and again‘on March 11 and 13. Alfa Bank has
engaged the U.S.-based cyber forensics firm ‘Stroz\Friedberg to investigate these new
attacks.

Alfa Bank believes that these malicious attacks are designed to create the false
impression that Alfa Bank has a secretive relationship with the Trump Organization. In fact,
there is not and never has been suchsa relationship.

New February 2017 attack on“Alfa Bank server

On February 18, 2017, Alia Bank experienced suspicious cyber-activity from

an unidentified third-party. Specifically, the unidentified third-party repeatedly sent
suspicious DNS'gueries from servers in the U.S. to a Trump Organization server. The
unidentified individuals made it look as though these queries originated from variants

of MOSCow:ALFAIntRa.nET. As a result, the DNS responses from the Trump server were
returned incorrectly to Alfa Bank’s server, which triggered Alfa Bank’s automated security
system.

Alfa Bank believes that unknown individuals — using an identified U.S.-based service
provider — are behind this recent attack, and that they are attempting to trigger verification
signals between Alfa Bank and a server associated with the Trump Organization.
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It believes that someone or some group manufactured this deceit by «spoofing»

or falsifying DNS lookups to create the impression of communication between Alfa Bank
and the Trump Organization. However, Alfa Bank’s DNS servers neither send nor receive
email. Instead, they react when contacted by unwanted and unsolicited messages

by sending out DNS verification signals asking, in effect, who is the server contacting Alfa
Bank.

An Alfa Bank spokesperson said:

"The cyberattacks are an attempt by unknown parties to manufacture the illusion of contact
between Alfa Bank’s DNS servers and "Trump servers’.

«A simple analogy would be someone in the U.S. sending an empty envelope (in this case
a DNS signal) to a Trump office (server) addressed to Trump, but on the back of the
envelope the return address is Russia (Alfa Bank) instead of its own real address. The
Trump office, recognizing there is nothing in the empty envelope to deal with, returns

it as undelivered to Russia instead of to the U.S.-based sender. So, on cursory
examination, Alfa Bank appears to have been receiving responses to queries it never
actually sent.

«We have gone to the U.S. Justice Department and offered our complete co-operation
to get to the bottom of this sham and fraudé

Other indications of human intervention include the fact that the queries occurring in these
logs included mixed uppercased and lowercased letters. The majority of DNS queries are
machine based queries (for example, browsers and email clients), which would send
lowercased queries to the DNS servers.

A few days after the February 18 DNS attack, Alfa Bank again started to receive inquiries
from U.S. media outlets,iincluding CNN, about allegations of cyber links with Donald
Trump. No suchdink exists or, in fact, has ever existed between Alfa Bank and Mr. Trump
or his organizatien.

An anonymous-group has been trying for months to persuade news organizations
to publish stories that such a link is real. Alfa Bank has asked reporters who have
contacted it about the traffic to assist by letting the bank know if someone is trying
to create the false impression that Alfa Bank has business or other dealings with Mr.
Trump.

Two new confirmed March 2017 attacks on Alfa Bank server

On March 11 and 13, Alfa Bank was subjected to two new DNS attacks using similar
methods. These attacks appear to have been orchestrated from multiple servers primarily
in the U.S.
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Between 02:00 and 07:00 (Moscow Time) on March 11 and at 21:00 on March 13, Alfa

Bank experienced suspicious cyber activity from an unidentified third party or parties. The
unidentified third parties or party repeatedly sent unusual DNS queries to a Trump server,
the responses to which again ultimately triggered Alfa Bank’s automated security system.

Over a five-hour period on Saturday — and again on Monday — Alfa Bank received more
than 1,340 DNS responses containing mail.trump-email.com.moscow.alfaintra.net.

These malicious and seemingly co-ordinated DNS attacks are coming from unidentified
users using a variety of predominantly U.S. servers, including Google and Amazon web
services. These IP service providers are inadvertently allowing their infrastructure

to be used to attack Alfa Bank.

Alfa Bank suspects the unidentified parties are attempting to covertheir tracks by using
cloud services from these providers.

Given the frequency of the attacks and the variety of Internét setvice providers used in the
attacks, Alfa Bank’s working hypothesis is that these new attacks are being launched from
a botnet.

Possible third new attack In March 2017

Alfa Bank has now started to monitor all incoming messages to its servers containing the
word «trump.» This monitoring has revealed that Alfa Bank also is receiving unsolicited
marketing emails from «marketing@trumphotels.com.» These incoming spam marketing
emails also trigger Alfa Bank’s sécufity,system, which automatically sends multiple DNS
verification requests back to the originating server — here, the Trump server — in order
to ascertain the identity of thexsender.

Alfa Bank does not knowwhether these marketing emails are legitimate, or whether
a third-party is or¢hestrating the campaign in another attempt to create the false
impression of.inappropriate communications between Alfa Bank and the Trump
Organization.

In responseto media questions that started last September, Alfa Bank asked Mandiant,
one of the'world’s leading cyber experts, to investigate allegations suggested

by an anonymous cyber group of a link between Alfa Bank and Trump, based on unverified
DNS logs.

Mandiant completed its independent investigation late last year. After examining Alfa
Bank’s system both remotely and on the ground in Moscow, and the unverified DNS data
presented to the media by the anonymous cyber group, Mandiant concluded that there

is no evidence of substantive contact, such as emails or financial links, between Alfa Bank

and the Trump Campaign or the Trump Organization.
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Mandiant investigated (1) the DNS data given to the media, which journalists had shared
with independent DNS experts, and (2) Alfa Bank servers for any evidence of links.

Mandiant concluded:

DNS data — There is no information that indicates where the list (obtained by reporters)
has come from. The list contains approximately 2,800 look ups of a Domain Name over
a period of 90 days. The information is inconclusive and is not evidence of substantive
contact or a direct email or financial link between Alfa Bank and the Trump Campaign
or Organization.

Alfa Bank servers — Nothing we have or have found alters our view as desgribed above
that there is no evidence of substantive contact or a direct email or financial link between
Alfa Bank and the Trump Campaign or Organization.

Mandiant’s working hypothesis is that the activity the reporters’ sourees alleged last year
was caused by an email marketing/spam campaign possibly targeted at Alfa Bank
employees by a marketing server, which triggered secufrity, software.

Earlier this year, Alfa Bank launched another investigation'to find out who was — and
maybe still is — behind this elaborate hoax.

Access to other's DNS data is highly privileged and is usually independently examined for
academic purposes and cyber security’research. Therefore, the examination and sharing
of DNS data by the people involved inthese fraudulent activities brings into question
whether these data were acquired lawfully and whether it was ethical to misuse privileged
access in order to manufacture a deceit.

Alfa Bank’s working hypothesis is that an individual — possibly well known in internet
research circles — may'have fed selected DNS data to an anonymous cyber group

to ensure they reached a'specific (and erroneous) conclusion. Alternatively, the cyber
group may have been complicit in the deceit. In the most recent cases, unknown
individuals demonstrably attempted to insert falsified records onto Alfa Bank’s computer
systems designed to create the same impression.

An Alfa Bank spokesperson said: «The anonymous cyber group, which is led according

to news accounts by ‘Tea Leaves,’ cannot produce evidence of a link because there never
has been one. Alfa Bank believes that it is under attack and has pledged its complete
cooperation to U.S. authorities to find out who is behind these malicious attacks and false
stories.»
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INTRA NET DNS LEAKAGE

Page 1 of 2

Intra Net DNS Leakage

An “intranet” is a company's internal network, intra or inside the
boundaries of the company. Intranets are not
intended to be accessible or visible from the outside except
via special access. These private networks are
for business; these are not public accessible. Even regular checking
account holders of Alfa Bank don't get access. Such networks run off a

green list or white list of approved parties. DNS leakage does occur occasionally between
a company internal network and the Internet, especially during
times of errors and configuration because of human factors.

Here we see clear indication that the Moscow division of the INTERNAL
Alfa Bank network most definitely has purposeful communications

with a hostname registered by the Trump Organization. The
concatenation below is a DNS leak of an internal configuration.

If a machine were spamming a company, you would block it. You be would
be highly unlikely to change your internal intranet records to make

sure the connection continued.

Here we see a change to the

Trump-Email.com zone from DNS by CenDyn. (CenDyn has stated that
the host was indeed in use for "a bank" that wanted to have
"meetings" with Alfa Bank - read those details here).

SCROLL DOWN TO CONTINUE READING

TIMESTAMFP | HOSTNAME | QUERY ORIGINATOR IP

The QUERY ORIGINATOR IP is typically a recursive DNS resolver

2016-09-01T19:
2016-609-01T19:
2016-69-02T06:
2016-09-02707:
2016-09-02707:
2016-09-02T707:
2016-09-02T707:
2016-09-05T19:
2016-09-06T11:
2016-09-06T19:
2016-09-06T20:
2016-09-909T720:
2016-09-18T18:
2016-09-23T13:
2016-09-23T13:
2016-69-23T13:
2016-09-23T13:
2016-09-23T13:
2016-09-23T13:
2016-09-23T13:
2016-09-23T13:
2016-09-23T13:
2016-09-23T13:
2016-16-11T708:
2016-10-26T17:
2016-10-30T13:
2016-16-30T21:
2016-10-30T21:

.000Z|Mail.alfaintra.net|217.12.96.15
.000Z|_1dap._tcp.dc._msdcs.WORKGROUP.alfaintra.net}217.12.9¢
.000Z|relayl.alfaintra.net|173.37.137.68

.000Z| _ldap._tcp.dc._msdcs.WORKGROUP.moscow.alfaintra.net|2]
.000Z|Mail2.moscow.alfaintra.net|217.12.97.15
.000Z|Mail.moscow.alfaintra.net|217.12.97.15
.000Z|MailApp.moscow.alfaintra.net|217.12.97.15
.000Z|maild.moscow.alfaintra.net}216.66.80.30
.000Z|_kerberos._tcp.Central-Office._sites.dc._msdcs.moscow.
.000Z|_1dap._tcp.Central-Office._sites.moscow.alfaintra.net|
.000Z| _ldap._tcp.Central-Office._sites.dc._msdcs.moscow.alf
.000Z|mail.moscow.alfaintra.net|90.154.74.27
.000Z|vhipchatft.regions.alfaintra.net|95.143.192.211
.000Z|mail. trump-email.com.moscow.alfaintra.net|217.12.97.
.000Z |mail.trump-email.com.moscow.alfaintra.net|217.12.97.
.000Z|mail.trump-email.com.moscow.alfaintra.net|217.12.97.
.000Z|mail.trump-email.com.moscow.alfaintra.net|217.12.97.13
.000Z |mail.trump-email.com.moscow.alfaintra.net|217.12.97.1:
.000Z|mail.trump-email.com.moscow.alfaintra.net|217.12.97.
.000Z | trump-email.com.moscow.alfaintra.net|217.12.97.137
.000Z|mail.trump-email.com.moscow.alfaintra.net|217.12.97.
.000Z)trump-email.com.moscow.alfaintra.net|217.12,.97.137
.000Z| trump-email.com.moscow.alfaintra.net|217.12.97.137
.000Z|_1ldap._tcp.Default-First-Site-Name._sites.alfaintra.ng
.000Z|_ldap._tcp.gc._msdcs.alfaintra.net|62.140.253.2

.000Z | _kerberos._tcp.dc._msdcs.moscow.alfaintra.net|62.140.%
.000Z|_1dap._tcp.dc._msdcs.moscow.alfaintra.net}62.140.253.]
.000Z|)_1dap._tcp.moscow.alfaintra.net|62.140.253.2

This query is unusual in that is merges two hostnames into
one. It makes the most sense as a human error in inserting a new hostname in some
dialog window, but neglected to hit the backspace to delete the

old hostname.

Of course, this runon hostname doesn't exist; it's just

two hostnames run together.

Some 90 seconds later, the networks

stopped talking about this host (at 2016-09-23T13:56:29.000Z), and
further queries were not seen. But the brief minute life of the
query associates the trump-email server to a new zone: the Alfa

Bank intranet network.
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The moscow.alfaintra.net is

the internal LAN of AlfaBank. Like most careful organizations, the
bank intranet is only resolved and reachable

via a VPN (or by being inside the Bank's network of course). The
internal LAN network contains ldap servers, a Microsoft Active
Directory server, a HipChat server, a few Apple Caching Servers,
some Microsoft Key Management Service (KMS) systems, etc.

The hyrbid hostname suggests that Alfa was attempting to accomodate
the Trump host in its network. After the 90-second "fat finger”
event, the queries ceased as the record was corrected, and the
targeted domain entered correctly.
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Sources: FBI investigation continues into 'odd' computer link

ﬂ cnn.com/2017/03/09/politics/tbi-investigation-continues-into-odd-computer-link-between-russian-bank-and-trump-
organization/index.html

March 9, 2017
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(CNN)Federal investigators and computer scientists continue to examine whether there
was a computer server.connection between the Trump Organization and a Russian bank,
sources close to the investigation tell CNN.

Questions about the possible connection were widely dismissed four months ago. But the
FBI's investigation remains open, the sources said, and is in the hands of the FBl's
counterintelligence team -- the same one looking into Russia's suspected interference in
the 2016 election.

One U.S. official said investigators find the server relationship "odd" and are not ignoring it.
But the official said there is still more work for the FBI to do. Investigators have not yet
determined whether a connection would be significant.

Read More

The server issue surfaced again this weekend, mentioned in a Breitbart article that,
according to a White House official, sparked President Trump's series of tweets accusing
investigators of tapping his phone.

CNN is told there was no Foreign Intelligence Surveillance Act warrant on the server.
The FBI declined to comment. The White House did not respond to a request for
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comment.

In addition, companies involved have provided CNN with new explanations that at times
conflict with each other and still don't fully explain what happened.

The story -- of a possible connection between computer servers -- is a strange tale
because there are no specific allegations of wrongdoing and only vague technical
evidence.

Internet data shows that last summer, a computer server owned by Russia-based Alfa
Bank repeatedly looked up the contact information for a computer server being used by the
Trump Organization -- far more than other companies did, representing 80% of all lookups
to the Trump server.

It's unclear if the Trump Organization server itself did anything in return. NG one has
produced evidence that the servers actually communicated.

Slate and The New York Times were first to report the unusual server‘activity.

The Times said the FBI had concluded there could be an "innocuous explanation." And
cybersecurity experts told CNN this isn't how two entities would communicate if they
wanted to keep things secret.

But for those who have studied the data, the activity cotld,suggest an intent to
communicate by email during a period of time whenyties'between the Trump Organization
and Russia are being closely scrutinized because of Russia's alleged involvement in
hacking the emails of the Democratic National Committee and Hillary Clinton campaign
chief John Podesta.

This issue intrigued a dozen computer researchers at a recent business conference in
Washington, D.C. that pulled together the-world's top network operators, the ones who
help run the internet. To them, it's"a strange coincidence that merits further scrutiny.
Another computer researcheryRichard Clayton of Cambridge University, said it's just plain
weird.

"It's not so much a smaoking gun as a faint whiff of smoke a long way away. Maybe there's
something else going on./t's"hard to tell," said Clayton, who has independently examined
the scant evidengé available.

What is known:

Last year,"a=small group of computer scientists obtained internet traffic records from the
complex system that serves as the internet's phone book. Access to these records is
reserved for highly trusted cybersecurity firms and companies that provide this lookup
service.

These signals were captured as they fraveled along the internet's Domain Name System
(DNS).

These leaked records show that Alfa Bank servers repeatedly looked up the unique
internet address of a particular Trump Organization computer server in the United States.
In the computer world, it's the equivalent of looking up someone's phone number -- over
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and over again. While there isn't necessarily a phone call, it usually indicates an intention
to communicate, according to several computer scientists.

What puzzled them was why a Russian bank was repeatedly looking up the contact
information for mail1.trump-email.com.

Publicly available internet records show that address, which was registered to the Trump
Organization, points to an IP address that lives on an otherwise dull machine operated by a
company in the tiny rural town of Lititz, Pennsylvania.

From May 4 until September 23, the Russian bank looked up the address to this Trump
corporate server 2,820 times -- more lookups than the Trump server received from any
other source.

As noted, Alfa Bank alone represents 80% of the lookups, according to these leaked
internet records.

Far back in second place, with 714 such lookups, was a company called Spectrum Health.
Spectrum is a medical facility chain led by Dick DeVos, the husband of,Betsy DeVos, who
was appointed by Trump as U.S. education secretary.

Together, Alfa and Spectrum accounted for 99% of the lookups.

This server behavior alarmed one computer expert whe had privileged access to this
technical information last year. That person, who remains anonymous and goes by the
moniker "Tea Leaves," obtained this information{rom internet traffic meant to remain
private. It is unclear where Tea Leaves worked orthow Tea Leaves obtained access to the
information.

Tea Leaves gave that data to a small band ofi\computer scientists who joined forces to
examine it, several members of that group-told CNN, which has also reviewed the data.

Possible explanations

The corporations involved havedifferent theories to explain the server activity. But they
haven't provided proof - and they don't agree.

Alfa Bank has maintained that the most likely explanation is that the server communication
was the result of spam marketing. Bank executives have stayed at Trump hotels, so it's
possible they gotisubsequent spam marketing emails from the Trump Organization. Those
emails might‘have set off defensive cybersecurity measures at the bank, whose servers
would respond with a cautious DNS lookup. Alfa Bank said it used antispam software from
Trend Micro, whose tools would do a DNS lookup to know the source of the spam.

Alfa Bank said it brought U.S. cybersecurity firm Mandiant to Moscow to investigate.
Mandiant had a "working hypothesis" that the activity was "caused by email
marketing/spam" on the Trump server's end, according to representatives for Alfa Bank
and Mandiant. The private investigation is now over, Alfa Bank said.

Computer scientists agree that such an explanation is possible in theory. But they want to
see evidence.

Alfa Bank and Mandiant could not point to marketing emails from the time period in
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guestion. "Mandiant has found evidence of an old marketing campaign, which... is too old
to be relevant," Alfa Bank said in a statement.

CNN reached out to the Trump Organization with detailed technical questions but has not
received answers.

Cendyn is the contractor that once operated marketing software on that Trump email
domain. In February, it provided CNN a Trump Organization statement that called the
internet records "incomplete" and stressed that they do not show any signs of "two-way
email communication." That statement lends credibility to the spam marketing theory,
because it says the Trump server was set up in 2010 to deliver promotional marketing
emails for Trump Hotels. But Cendyn acknowledged that the last marketing efmail,it
delivered for Trump's corporation was sent in March 2016, "well before the date range in
question."

Spectrum Health told CNN it "did find a small number of incoming spam marketing emails”
from "Cendyn, advertising Trump Hotels." But it pointed to emails sentjin 2015, long before
the May-through-September 2016 time period examined by scientists. Spectrum Health
said that it "has not been contacted by the FBI or any government agency on this matter."
Having the Trump Organization server set up for marketing alsé doesn't explain why Alfa
Bank and Spectrum would stand out so much.

"If it were spam, then a lot of other organizationswould,be doing DNS lookups. There
would be evidence of widespread connectivity, with. devices," said L. Jean Camp, a
computer scientist at Indiana University who has\studied the data.

Cendyn has also provided another possible explanation, suggesting a highly technical
case of mistaken identity.

Cendyn routinely repurposes computer servers -- like the one used by the Trump
Organization.

Cendyn's software, like its event planning tool Metron, sends email and thus relies on the
20 different email servers rented by the company. After "a thorough network analysis,"
Cendyn has said that it found a bank client had used Metron to communicate with
AlfaBank.com.

But Alfa Bank starkly, denies "any dealings with Cendyn." And, it says, it's unlikely that it
received any emails from that server. "Mandiant investigated 12 months of email archives
and it found ne-emails to or from any of the IP addresses given to us by the media."

On Wednesday, Cendyn provided another explanation to CNN. Cendyn claims the Trump
Hotel Collection ditched Cendyn and went with another email marketing company, the
German firm Serenata, in March 2016. Cendyn said it "transferred back to" Trump's
company the maili.trump-email.com domain.

Serenata this week told CNN it was indeed hired by Trump Hotels, but it "never has
operated or made use of" the domain in question: mail1.trump-email.com.

Upon hearing that Cendyn gave up control of the Trump email domain, Camp, said: "That
does not make any sense to me at all. The more confusing this is, the more | think we
need an investigation."
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Other computer experts said there could be additional lookups that weren't captured by the
original leak. That could mean that Alfa's presence isn't as dominant as it seems. But Dyn,
which has a major presence on the internet's domain name system, spotted only two such
lookups — from the Netherlands on August 15.

Alfa Bank insists that it has no connections to Trump. In a statement to CNN, Alfa Bank
said neither it, bank cofounder Mikhail Fridman and bank president Petr Aven "have had
any contact with Mr. Trump or his organizations. Fridman and Aven have never met Mr.
Trump nor have they or Alfa Bank had any business dealings with him. Neither Alfa Bank
nor its officers have sent Mr. Trump or his organization any emails, information or money.
Alfa Bank does not have and has never had any special or exclusive internet €onnection
with Mr. Trump or his entities."

Scientists now silent

The bank told CNN it is now trying to identify the person or entity who/disseminated this
internet traffic. "We believe that DNS traffic in mainland Europe‘'was deliberately captured -
in a manner that is unethical and possibly illegal -- in order toymanufacture the deceit," it
said.

Fear has now silenced several of the computer seientists who first analyzed the data.

Tea Leaves refused to be interviewed by CNN and’is now "hiding under a rock," according
to an intermediary contact.

Paul Vixie, who helped design the very DNSwsystem the internet uses today, was quoted in
the Slate story saying that Alfa Bank@nd'the Trump Organization "were communicating in
a secretive fashion." Vixie declined to ge on the record with CNN.

Even the skeptics have unanswered questions.

Robert Graham is a cybersecurityjexpert who wrote a widely circulated blog post in
November that criticized computer scientists for premature conclusions connecting the
Trump Organization and Alfa Bank.

But he's still wondering why Alfa Bank and Spectrum Health alone dominated links to this
Trump server.

"It's indicative of communication between Trump, the health organization and the bank
outside theseiservers," he told CNN. "There is some sort of connection | can't explain, and
only they are'doing it. It could be completely innocent.”
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HERE’S THE PROBLEM WITH THE
STORY CONNECTING RUSSIA TO
DONALD TRUMP’S EMAIL SERVER

Sam Biddle, Lee Fang, Micah Lee, Morgan Marquis-Boire

November 1 2016, 3:51 p.m.
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On Monday night, Slate’s Franklin Foer published a story that’s been
circulating through the dark web and various newsrooms since
summertime; an,enormous, eyebrow-raising claim that Donald Trump
uses a secrétserver to communicate with Russia. That claim resulted in
an explosivenight of Twitter confusion and misinformation.

The gist of the Slate article is dramatic — incredible, even: Cybersecurity
researchers found that the Trump Organization used a secret box
configured to communicate exclusively with Alfa Bank, Russia’s largest
privately-held commercial bank. This is a story that any reporter in our
election cycle would drool over, and drool Foer did:

The researchers quickly dismissed their initial fear that the logs
represented a malware attack. The communication wasn’t the
work of bots. The irregular pattern of server look-ups actually

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 1/9
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resembled the pattern of human conversation — conversations
that began during office hours in New York and continued during
office hours in Moscow. It dawned on the researchers that this
wasn’t an attack, but a sustained relationship between a server
registered to the Trump Organization and two servers registered
to an entity called Alfa Bank.

These claims are based entirely on “DNS logs,” digital records of when
one server looks up how to contact another across the internet. The logs,
first gathered by an anonymous researcher going by the moniker “Tea
Leaves” (an irony that should be lost on no one) and shared with a small
group of academics, were provided to The Intercept and a handful of
other news organizations. The New York Times, the Washington Post,
Reuters, the Daily Beast, and Vice all examined these materials to at least
some extent and did not publish the claims.

You can think of DNS like a phone book that maps people’s names to
their phone numbers. For example, every time Alice wants to call Bob;
she first looks up Bob’s phone number in the phone book, and then she
dials the number into her phone. However, it’s possible that Alice might
look up Bob’s phone number and not call him on the phone’It’s even
possible that she might look up Bob’s phone number ovér and over on a
regular basis, over the course of months, without actually ealling him.
The DNS look-ups that The Intercept and others{including Slate)
reviewed are similar to records of Alice looking up Beb’s phone number
in the phone book, but to call that evidence of sinister collusion between
the two is, politely, a stretch. These DNS records alone simply cannot
prove that any specific messages were sent at those times. In fact, they
can’t really prove anything at all, and certainly not “communication”
between Trump and Alfa. This cannét’be overstated: No one, not Tea
Leaves, not his academic peerspand not Franklin Foer, can show that a
single message was exehanged between Trump and Alfa.

Inconsistencies

Putting aside how little there actually is to read in these tea leaves, the
information we reviewed was filled with inconsistencies and vagaries.
The Intercept (and other outlets) were presented with three documents:
an academia-style white paper about the server, an analysis of that white
paper, and a sprawling dossier on Alfa Bank. The author of the analysis
paper refused to comment on the record or allow his name to be
published. Both Tea Leaves and the analysis author said they did not
know who wrote the other documents, and would not say how they
obtained them. Professor L. Jean Camp, an esteemed computer scientist
quoted at length in the Slate piece and also interviewed by The Intercept,

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 2/9
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said she knew the author of the Alfa Bank document — compiled with the
exhaustive detail of a political oppo team, not a university researcher —
but would not reveal who it was. Tea Leaves himself told The Intercept
that he had to keep his identity and methods secret because “I run a
cybersecurity company and I do not want DDOS and never have we been
DDOS, nor do I want other attention.”

Looking at the documents themselves provided further oddities and
errors. The white paper contends the following:

The Spectrum Health IP address is a TOR exit node used
exclusively by Alfa Bank, i.e., Alfa Bank communications enter a
Tor node somewhere in the world and those communications exit,
presumably untraceable, at Spectrum Health. There is absolutely
no reason why Spectrum would want a Tor exit node on its

system.

This is simply untrue and easy to disprove using publicly available
information: The Intercept confirmed that the IP address in question,
and all other IP addresses on Spectrum Health’s network, did not hest
a Tor node during the time period.

On Tea Leaves’ WordPress site, he claimed that “only twe networks
resolved the mail1.trump-email.com host.” This is contradieted by

the very works of analysis furnished by Tea Leaves’ collaborators: The
author of the white paper found that at least/79)IP addresses, all
belonging to different networks except for thetwo 'that belong to Alfa
Bank, had looked up Trump’s server. Andsthese are only the 19 the
author was able to observe in a short time,period — it can’t be ruled out
that there were many more, which,quickly deflates the portrait of a
shady Russian backchannel.

The white paper included DNS look-up data, but not nearly enough to
reproduce the resultsiRather than the 19 IP addresses we expected to
see, the data only ingcluded three, and the DNS look-ups were not for the
same time peried that the paper described. Tea Leaves published

a different.set of data on the dark web, which we also looked at, but this
set of data only included a total of four IP addresses. When we pressed
Tea Leaves for the complete set of data so we could attempt to reproduce
the analysis, he gave us a new, more comprehensive set of data, but still
that included a total of only eight IP addresses, and it was missing an IP
address belonging to a VPN service in Utah that accounted for a
significant portion of the DNS look-ups described in the paper.

What percentage of DNS look-ups for Trump’s email server could Tea
Leaves and his colleagues observe, out of all DNS look-ups for that server
on the whole internet? How can they be sure that the majority of DNS
look-ups for Trump’s email server originated from Alfa Bank, when

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 3/9
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much of the data they collected didn’t even include DNS look-ups from
IPs described in their own paper? What’s their margin of error? None of
the analysis that we (and other journalists) obtained answered these
questions.

The Simplest Explanation

Although the Slate article mentions Occam’s Razor, Foer never actually
takes seriously the simplest plausible explanation for all of this: The
Trump Organization owns a bunch of expensive, obnoxious spam servers
that churn out marketing emails for its expensive, obnoxious hotels.
Spectrum Health, an entity in this story whose presence never made any
sense, provided the following statement:

Our experts have conducted a detailed analysis of the alleged
internet traffic and did not find any evidence that it included any
actual communications (no emails, chat, text, etc.) between
Spectrum Health and Alfa Bank or any of the Trump
organizations. While we did find a small number of incoming
spam marketing emails, they originated from a digital marketing

company, Cendyn, advertising Trump Hotels.

Spectrum also provided us with something not even Teal.eaves could: a
copy of an email sent from the mail1.trump-email.com server. Did it
contain a Cyrillic cipher? Not quite:

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/
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From: Trump Hotels <TrumpHotelCollection@contact-client.com>
Sent: ‘Wednesday, November 25, 2015 11:49 AM '

To: !

Subject: Black Friday through Cyber Tuesday Suite Savings

pASENL Laat IA Shishiei i |

&

We invite you to experience signature
Trump luxury at a substantial savings.

Enjoy a 30% savings on all suite accommodations booked
November 27th through December 1st only, for all Trump Hotels
destinations.

In addition, for every reservation made during this time, Tramp

Spectrum was kind enough to include the email’s header data, which

shows its origin:

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 5/9
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Recelved from bl-mail2. spectrumhealth .0rg (167 73 114 24) by:

'DVMSHTS03. Spectrum -Health. org (10 200.26.36) with Microsoft SMTP Server (TLS)
‘Id 14.3.266.1; Wed, 25.Nov 2015 12:01:00 -0500:

Received: from 512p02m073 .mxlogic.net (unknown [208.65.145.246)) by"
'bl-na-mail-dc-3 spectrum -health: org w1th smtp (TLS

*TLSv1/SSLv3 256b|ts,DHE-RSA-AESZSG GCM-SHA384)

'091a_ f27c. 24aee326 2891 463c a716 6052ff08b7fe, Wed 25 Nov 2015 12 00: 58
<0500

Authentication-Results: 512p02m073 .mxlogic.net; spf—pass
Received: from Unknown 66.216.133:29] (EHLO GRILEITUMp-En
512p02m073 mxloglc net(mxl mta-8 5.0~ 3) wnth ESMTP id.

:949e5565.0,5617971.00-2266:11108474. 512p02m073 mxloglc net (envelope-from
1<20qOnp1u8535af2t0b59cko453bdicb5ve1r30qv0]oocfquOovSZgnItkOZld@b .contact-client: com>),

~ ‘Wed, 25 Nov-201510:00:57 -0700 (MST).

,DKIM-Slgnature v-1 a= rsa-shal c-relaxed/relaxed s-keyl d= contact—cllent com;

h= Llst-Unsubscribe MlME-VersIon From To:Date:Subject: Content-Type ContentTransfer—Encodmg Message lD
i-TrumpHotelCollectton@contact client. com;

bh=HA1FqVes2qzZ5anIKZbcwIHRtZk=;:

b= hKdlngUhGXAZuyEth3+SuExstKdpHYFauGAVnsooxSleJKOZZ/OfZ/f3tpHujAguW3jogw65

8EanmTR12derHUchfBKprIkQSOyPshh4ldGQLthGO.erjS4Ykloc582RfOu4HMnquNBDqR
yOfeoTGng?qualQTM-

Received: bymmémiid hanl161n70kr for

'ed, 25 Nov 2015 11:52:12.40500

:
(énvelopesfrom

Alfa Bank provided the same:

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 6/9
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Inspirational Travel & Exciting Savings
Trump Hotel Collection <TrumpHotelCollection@contact-client.com>

Thursday 4 February 2016 at 17:23
An: @REBQaltabank.ri

6/11/2020

View this email with Images -
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Now, these emails are from outside the time period observed by Tea
Leaves et al. and only represents one data point. On the other hand, we

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 7/9
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now have one checkmark in the “this is just some dumb spam server”
column, and zero in the “this is a hotline to Putin’s bedroom” column.
Mandiant, a cybersecurity firm Alfa Bank hired to investigate the DNS
logs once reporters came knocking, provided another deeply plausible
explanation: All of the look-ups were the result of Alfa’s mail servers
trying to figure out who was spamming them so much.

The information presented is inconclusive and is not evidence of
substantive contact or a direct email or financial link between Alfa
Bank and the Trump Campaign or Organization. The list
presented does not contain enough information to show that there
has been any actual activity opposed to simple DNS look-ups
which can come from a variety of sources including anti-spam and

other security software.

Security researcher Rob Graham points out that it’s a stretch to even

3.7,

claim that this server is truly “Trump’s”:

The evidence available on the internet is that Trump neither
(directly) controls the domain “trump-email.com,” nor has access
to the server. Instead, the domain was setup and controlled by
Cendyn, a company that does marketing/promotions fér hotels,
including many of Trump’s hotels. Cendyn outsourcesthe email
portions of its campaigns to a company called Listrak, which
actually owns/operates the physical server i a data center in
Philadelphia. ...

... When you view this “secret” server in/context, surrounded by
the other email servers operated’by Listeak on behalf of Cendyn, it
becomes more obvious what’s going on. In the same internet
address range of Trump’s.servers you see a bunch of similar
servers, many named [client]-email.com. In other words, trump-
email.com is not intended as a normal email server you and I are
familiar with, but as‘a server used for marketing/promotional

campaigns.

Paul Vixies.quoted throughout the Slate story, is a legendary figure in the
history of the internet whose expertise is near unparalleled when it
comes to DNS. But even Vixie conceded to The Intercept that Tea Leaves’
evidence was conclusive of nothing: “It’s a perfect he-said, she-said
situation. ... Mandiant is guessing no. I am guessing yes. Neither of us
has direct evidence.”

There are other, non-technical issues with the Foer piece. For one, the
political connections between Trump and Alfa Bank are presented to the
reader by highlighting the relationship between Trump and Richard
Burt, a consultant who drafted a Trump campaign speech. Burt, Foer
charges, “serves on Alfa’s senior advisory board.” Burt has indeed

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 8/9
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worked for years as an adviser to Alfa Bank and its founder, Mikhail
Fridman. But he no longer serves on the board of Alfa Capital Partners,
the Moscow-based fund associated with Alfa Bank. That company closed
shop over a year ago. Foer made the same allegation in another

piece published by Slate in July.

Could it be that Donald Trump used one of his shoddy empire’s spam
marketing machines, one with his last name built right into the domain
name, to secretly collaborate with a Moscow bank? Sure. At this moment,
there’s literally no way to disprove that. But there’s also literally no way
to prove it, and such a grand claim carries a high burden of proof.

Without more evidence it would be safer (and saner) to assume that this
is exactly what it looks like: A company that Trump has used since 2007
to outsource his hotel spam is doing exactly that. Otherwise, we’re all
making the exact same speculation about the unknown that’s caused
untold millions of voters to believe Hillary’s deleted emails might
havecontained Benghazi cover-up PDFs.

Given equal evidence for both, go with the less wacky story.

Top photo: The logo of Alfa Bank is visible on a building in Minsk, Belarus, on June 19, 2016.

Update: November 1, 2016 This article has been updatedito clarify Alfa
Bank’s status as the largest private commercial bank.

https://theintercept.com/2016/11/01/heres-the-problem-with-the-story-connecting-russia-to-donald-trumps-email-server/ 9/9
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Trump’s Russian Bank Account

leavestea October 5, 2016

Trump and Russia’s largest private bank communicated via a hidden server
since at least 2016 May. The RData for this host were served
by the Central Dynamics (CC-801) authority resolvers ns {1, 2, 3} .cdcservices.com:

SORIGIN trump-email.com.
STTL 3600
trump-email.com. IN TXT "Internet Solution from Cendynscom."

trump-email.com. IN TXT "v=spfl ip4:198.91.42.0/23
ip4:64.135.26.0/24 ip4:64.95.241.0/24 ip4:206.191.130.0/24
ip4:63.251.151.0/24 ip4:69.25.15.0/24 mx/~all™

trump-email.com. IN SOA nsl.cdcservigesycom.
postmaster.centralservices.local. (2042062509 1200 120 1209600
3600) ;

maill IN A 66.216.133.29 ;

Trump’s hostmaill.trump-emaild’. com operated a Listrak virtual mail transfer agent
outside the SPF sending rangg, configured for outbound delivery. Hosts receiving mail
from Trump’s host would validate the forward and reverse, causing DNS lookups.

Since May of 2016 only two networks resolved the maill. trump-email.com host,
AS15632 (JSC Alfa-Bank) and As30710 (Spectrum Health).

Alfa Bank is Russia’s largest bank and Spectrum Health is a integrated, managed care
health care organization in Michigan.

1/3
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These forward lookups come from Tea’s eepsite http://gdd.iop’and match the reverse
resolutions.

SIPKUU

When a reporter called Alfa Bank for comment on September 21, the zone for
maill.trump-email.comwas removedsfrom nsl and ns3.cdcservices.com
causing RCODE=2 (Server Fad lure), and ns2 returned empty referrals. Sincemaill
was unresolvable, Trump renafiedthé host to trumpl.contact-client.com on

October 27. The first host itexating for this domain was Alfa Bank on 2016-09-27 at 19:48
hours:

"ts": "1475005735",

"src ip": M217.12.97.15",

"gname": ("trumpl.contact-client.com",
"node_id": "™ams-ix23",

"gdcount": 1,

"gtype": 1,

"rd": O

But the hostname trumpl.contact-client.com appeared in the first passive DNS
database three days later, and still has not appeared in some passive collections.
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RRset results for trumpl.contact-client.com./ANY &2

Rétuurned 1 RRssfs in 0,07 sacends.

bailiwick coitactclient.com.

count; 2

fifst-seen 2016209-30112434.-0000
last seen- 2016-09-30"11:24:34(-0000
txumplicontact~client.com.| B | 66,216:133.29 ]
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Alfa Bank knew that Trump renamed his host threugh, ongoing email delivery and
HELO/EHLO resolutions, or another channel. Teump and Alfa Bank have since
coordinated their move to an office communications channel.

Only Trump, Spectrum and AlfaBank used the mail server.

All other Trump messages went throtigh normal delivery.

When Alfa Bank was asked; Trump immediately changed his server name...
¢ ... and Alfa Bank knew the newshostname immediately, before anyone.

Trump has active business with a Russian bank. More on Tea’s site.

NATO fought the €old War and kept Europe free. Does this
account explain'why the US now debates whether to
surrender a/war it has already won?
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Republican presidential nominee Donald Trump at a campaign rally at Macomb Community College South
Campus in Warren, Michigan, on Monday.

Chip Somodevilla/Getty Images

On Monday, | published a reported piece that raised questions about a
server owned by the Trump Organization. The server appeared to be
unusually configured, and to communicate almost exclusively with two
servers registered to Alfa Bank in Mostow! The piece followed a group
of computer scientists who had stumbled upon the Trump server in July,
and it told the story of how they‘deployed their expertise to make sense
of their discovery.

The story required voyaging deep into the arcana of the internet. The
key piece of evidence for the server’s strange behavior was a set of logs
of Domain Name Server, or DNS, look-ups. These are the
communications between servers that enable an email to reach its
destination. The computer scientists had no actual examples of email
exchanged between Trump and Alfa—only inferences about that
prospect, based on their close reading of the logs. | spoke with many
DNS-experts. They found the evidence strongly suggestive of a
relationship between the Trump Organization and the bank but not
conclusive. It was a subject that | believed deserved public airing and
further exploration.

Publication of my article was quickly followed by responses from the
Trump campaign and Alfa Bank, both of which offered more detailed
accounts of the server activity than they had provided when I'd asked
them for comment. My piece also elicited a series of valuable objections
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and credible alternate theories from technology reporters and other
computer scientists. | take these seriously and believe they also deserve
public airing and exploration. Several of the critiques of the hypothesis
offered by the experts in my piece offer simpler, more benign
explanations for the server activity. I'll describe them here.

1) Does Trump control the server in question?

In a detailed post critiquing my piece, cybersecurity expert Rob Graham
wrote, “The evidence available on the Internet is that Trump neither
(directly) controls the domain trump-email.com, nor has accessto,the
server.” This echoes the point raised by Vox, the Intercept, and others
that the server was not operated by the Trump Organization directly.
Rather, it was run and managed by Cendyn, a vendor that'erganizes
email marketing campaigns for hotels and resorts., This suggests that
most of the emails that emanated from this address were mass emails,
related to loyalty programs, discount offersjandithe like. At first, Trump
spokeswoman Hope Hicks told me theserver“has not been used since
2010.” She continued, “To be clear, The Trump Organization is not
sending or receiving any commaunications from this email server.” The
Intercept has since turned up at least two examples of a Trump email,
promoting hotels, being sentfrom that server in 2015 and 2016.
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Critics were right to focus on the relationship with Cendyn as a weak
point in the theory. None of the computer scientists in my original story
has an evidence-based explanation for why anyone at the Trump
Organization would have used this server for the purposes of
communicating with Alfa. The contention was that Cendyn is an
organization trusted by the Trump Organization to host email. But clearly
there would be easier ways to go about maintaining a quiet channel of
communications than to work through a server operated by a vendor.

One of the intriguing facts in my original piece was that the Trump
server was shut down on Sept. 23, two days after the New York Times
made inquiries to Alfa Bank (and a week before the Times.reached out
to Trump). Was Cendyn acting on Trump’s behalf when it shut down
mail1.trump-email.com? | can’t say for sure. (Cendyn.didn’t reply to my
request for comment.) This may all be pure coincidence. Perhaps
Cendyn shut down the server for bureaucrati¢ reasons, such as Trump’s
failure to renew it, or perhaps Cendyn shut downithe domain for very
good technical reasons. “They may have shut it down to do a forensic
analysis. Or they may have thought, in response to the inquiry, that the
server was infected. It may actually,have been infected,” Cornell
University’s Emin Gun Sirertold me on Wednesday. Neither the Trump
campaign nor Cendyn has offered an explanation for the shutting down
of mail1.trump-email.com.
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2) Could the communication with Alfa have been spam or
marketing email?

In the statements they released after the publication of my piece, the
Trump campaign and Alfa Bank provide different explanations for the
DNS look-ups. According to Alfa, they were likely the result of its
security systems furiously swatting away spam being sent by the Trump
server. According to Trump, another Cendyn client, a bank, was using
its servers to operate a “meeting management” application that allowed
it to coordinate meetings with Alfa. The Trump campaign statement
doesn’t name the bank. It's strange that Cendyn would allow another.
client to use the Trump-owned servers, though it’s certainly.possible. It's
also strange that investigators from Mandiant, the cybersecurity firm
hired by Alfa to investigate, wouldn’'t have easily found evidence of the
meeting application and declared the case closed:

Was the server sending spam—unsolicitedymail~as opposed to
legitimate commercial marketing? There are databases that assiduously
and comprehensively catalog spam. hentered the internet protocal
address for mail1.trump-email.com to check if it ever showed up in
Spamhaus and DNSBL.infosThere were no traces of the IP address
ever delivering spam. Perhaps the spam went uncataloged because it
was being sent to a single bank in Russia, but L. Jean Camp, an Indiana
University computer scientist and a source in my original story, thought
that possibility unlikely=“It’'s highly implausible that spam would continue
for so many months, that it would never be reported to spam blocker, or
that nobody else in the world would see the spam during that time
frame,” she told me.
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More likely, the Trump server was sending marketing material, like the
emails the Intercept found from 2015 and 2016. Again, Hope Hicks says
the Trump Organization no longer uses that server—and she denied the
existence of any email sent to Alfa. It's certainly possible that the
campaign isn’t fully aware of every piece of internet marketing being
dispersed by the Trump Organization. Or perhaps Cendyn sent mail on
Trump’s behalf by mistake.

Still, the marketing email theory has a few holes. Adtypical marketing
campaign would involve the wide distribution of.emails, spreading word
of discounted prices and hotel openings far andwide. It seems unlikely
that a campaign would so exclusively focus'its efforts on a bank in
Russia and a health care company in Michigan (which received a small
batch of DNS look-ups), even if, as one critic has claimed, executives
from Alfa Bank had a penchantfor'staying in Trump hotels. Again, there
may be some perfectly innaCuous explanation for this strange behavior.
Naadir Jeewa, a consultant.who works with systems similar to the ones
discussed in the piece, has suggested, “One of the main reasons |
discounted malfeasance'is that email systems are terrible. ... [T]he fact
that it still works is because of decades of workarounds and hacks to
make it marginally secure. And they go wrong, all the time.”
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3) Was it a closed server?

Another reason the computer scientists in my piece found the server
unusual is that it appeared to be configured in such a way to restrict
access to all but a few communicants. Several reporters and news
outlets have countered by saying, in essence, that the server was “not
quite as shut off from the rest of the web as it seems.” But we know.of
only three parties that received messages from the server, the vast bulk
going to Alfa Bank. (The Intercept correctly notes that 1941P addresses
had looked up the Trump address. This is an unusually small/number,
and most of the look-ups consisted of IP addresses registered as
purveyors of malware. The Intercept also contends that the 19 look-ups
might not be a complete list; more on that below.) Jhe scientists
theorized that the Trump and Alfa Bank.servers had a secretive
relationship after testing the behavior of'mail1.trump-email.com using
sites like Pingability. When they attempted to ping the site, they received
the message “521 Ivpmta14.Isttk.net,does not accept mail from you.” It's
possible to impose restrictions<=or, in the case of Cendyn’s system,
create an access contrgl list—to carefully regulate the number of
communicants. We/€an't be’sure that any of these restrictions were

deployed.
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And as the Verge’s Russell Brandom pointed out, this approach to
communication would hardly remain secret forever: “If the servers were
only meant to talk to each other, why not connect directly, storing the IP-
domain link locally and skipping public domain registration entirely?
Failing that, why not use a shared email account or any of dozens of
private messaging services that leave less of a metadata trail? There
are plenty of hard problems in building untraceable chat systems; but
avoiding incriminating DNS records isn’t one of them.”

4) Does the conversation spike around political events?

Vox's Timothy Lee and others have questioned the contention of the
computer scientists that traffic between the servers correlated with
political happenings in the U.S. “There’s a much,smaller spike during the
Democratic convention and no apparent increase before or during the
Republican convention,” he noted.,“In short, this chart seems to be
totally unrelated to the political ealendar.” He wonders why the largest
spike occurs in August, afterthe party conventions. This happened to be
a moment of potential interestin Russia, since those weeks were the
denouement of the PauhManafort era in the Trump campaign, with the
exposure of logs showing he received $12.7 million in off-the-book
payments from the Putin-backed Party of Regions. But Lee’s
fundamental response is understandable: The chart shows possible
correlations, not proven causation.
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5) Are the DNS logs complete?

The Intercept also looked into this story and decided not to pursue it.
One reason was that it doubted my source possessed an unabridged
set of DNS logs: “What percentage of DNS look-ups for Trump’s email
server could Tea Leaves and his colleagues observe, out of all DNS
look-ups for that server on the whole internet? How can they be sure
that the majority of DNS look-ups for Trump’s email server-originated
from Alfa Bank, when much of the data they collected didn’t even
include DNS look-ups from IPs described in their ownypaper? What's
their margin of error? None of the analysis that we(and other
journalists) obtained answered these questions.””As,| noted in my piece,
there’s no foolproof way to verify that theselogs‘are complete and
unedited. | believe in their authenticity, because of the credibility of the
academics and programmers whowvouched for them by
name—specifically, Paul Vixie andiJean Camp. They took a meaningful
risk in attaching their names to the data. Jean Camp has posted the full
set of logs. Now that they are easily available, others can form their own
opinion as to their validity,and what they demonstrate about the servers.
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| pursued this story because | was impressed by the emphatic belief of
the experts | consulted, my suspicions were raised by the evidence they
presented, and | thought | would be remiss if | sat on data that | believed
deserves to be evaluated and understood before we elect the next
president. The underlying context for the piece is that Donald Trump has
cultivated a troubling relationship with Russia, and the U.S. government
has identified Russia as trying to meddle in this election. Not every
nexus between the candidate and Russia is nefarious. This one might
well be entirely innocent or even accidental. As the New York Times
reported on Tuesday, after my story published, the FBI looked into,the
server activity but “ultimately concluded that there could be an
innocuous explanation, like a marketing email or spam, forthexcomputer
contacts.” Or maybe it's less than innocent, as the computer scientists
suggested and still believe. (I've checked back withrgight of the nine
computer scientists and engineers | consulted for my original story, and
they all stood by their fundamental analysis. One ofithem couldn’t be
reached.) | concluded my account of these seientists’ search for
answers by arguing that the servers and,their activity deserved further
explanation. Hopefully my story and the debate that has followed will
move us closer to a fuller understanding.

Tweet Share Comment

2016 Campaign Donald Trump
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Some Network Data

The first round of letters
Alfa Bank Threat Letter
Jean Response

The second round of letters
Alfa Bank Second Letter
Second Legal Response

After these letters Alfa Bank sent a third letter, which asked, “..we should be most grateful if you would provide
specific answers to the following questions:”. The only answer would have been an unequivocal refusal."As we did not
answer privately, I did not post publicly until now. I thought this might be the end of the matter.In case there is
confusion, my answer is, "No”".

However, at the same time Alfa Bank was sending the letter above, they also were pursuing a public records request
with Indiana University. Please note that Indiana University does not have access.to allithe email accounts they
request. The other parties in this letter come not from any investigations or factual requests, but rather from
unsubstantiated assertions by people with zero knowledge of matter. As far as I can tell, Alfa Bank selected these
names from random stangers on Twitter and Reddit. Here is the Alfa FOIA request

This is an ongoing investigation within Alfa Bank according to Alfa Bank. They,are requested data and assistance. It
is true that there was inconsistent self-contradictory documentation ofia facile investigation. The letters above clearly
state that the Alfa Bank investigation is continuing.

Here for a special engagement is data that consists of DNS look-ups,and public information about Trump email server
and Alfa bank. I believe it indicates a nexus of communication ‘worthy of further investigation. It also appears to be
human interaction, based on timing.

Initial Text Files

Text Files

Here are data files for you toéxamine. DNS Lookups For maill.trump email.com
Log Of DNS Lookups For maill.trump email

PTR Contains Trump

Trump And Mail MTA Relay Ete

Trump Domains Registered

Trump Owned And MailiSystem
Trump Owned And Mail Systems WHOIS

Five Months of Text Files

README.txt

nsl cdcservices com.log
ns2 cdcservices com.log
ns3 cdcservices com.log
167.73.110.8.whois
198.91.42.242.whois
217.12.96.15.whois
217.12.97.137.whois
217.12.97.15.whois
66.216.133.29.whois
contact-client.com.whois

trump-email.com.whois
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Secret Connection?

Here is an explanation of the use of the word secret.

Here is an explanation of the use of the word connection.
I hope these prove clarifying.

This sentence is my warrant canary.

Graph

Here is a partial graph of the data.

Ethical Considerations

It is almost always reasonable to demand that someone who has made a decision that affects another explain their
underlying decision process. Since an article by Sam Biddle, and comments by Chris on twitter, I decided that being
closed about the data but disclosing opinions is the worst possible outcome. So I'posted the data after the first
discussions in October. There has since then been no reason to remove._its

In this case, the first task was to look for anomalies. Given the reportsiof Russian engagement in the election looking
at the interaction between campaign sites and Russia is unquestionably ethical. (The decision by the majority of
journalists to refuse to report on this connection until after the‘election should also be evaluated and explained by
those journalists.)

However, once these data are found, what then? I am generallyia fan of risk-based disclosure. What is the potential
harm of the data? What is the value of transparency? Ifithe’servers were infected in any way, then the disclosure
(one that inherently includes the vendor) resolved«he issue. If not, and this was purposeful communication, then the
ethical challenge becomes difficult. In general, researchers are responsible NOT to identify criminal activity unless a
person is at risk (e.g., child abuse must be reported, substance abuse cannot). In contrast, network operators are
responsible specifically TO identify criminal and malicious activity. In security, disclosure is the default. In medicine,
disclosure is the anomaly. The law is cleariiDecisions are primarily driven by contractual considerations. Individual
responsibility is less clear.

The release by Trump of either sefver data, or financial/tax data could mitigate any concerns and be very much in line
with democratic processes. When I initially saw this, it was September, and there was not the October surprise issue
there was at initial publicationwSince the election there has been a consistent concern.

In summary, this release is ethical based on these standards: 1) The data were collected during normal network
operations, this was not a targeted hostile search nor research. 2) Any people I brought in this discussion were given
full context and all.the data in my possession. 3) Any harm by the release could be easily mitigated by the party at
potential risk. 4) Nonewof the data were in any way classified nor secret. And, finally, 5) there is a value to openness
and to the disclosure.Jn this case, not disclosing would be to self-censor.

Since that'time I have been under non-trivial pressure to self-censor. Thus, it is critical that these data remain
available.
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COMMITTEE SENSITIVE

EXECUTIVE SESSION

COMMITTEE ON THE JUDICIARY,

JOINT WITH THE

COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT,
U.S. HOUSE OF REPRESENTATIVES,

WASHINGTON, D.C.

INTERVIEW OF: JAMES A./BAKER (DAY 2)

Thursday, October 18, 2018

Washington, D.C.

The interview in the above matter was held in Room 2141, Rayburn

House Office Building, commencing at 10:01 a.m.

Present: Representatives Meadows, Jordan, Ratcliffe, and

Gaetz.
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did I -- oh, right here they are.

This is a footnote from the House Intelligence Committee's
report. I just want to walk you through it.

Mr. Baker. Could I get one?

Thank you.

Mr. Jordan. I'm looking at footnote 43.

Mr. Baker. Okay. 1I've read through it.

Mr. Jordan. Okay. So in September 2016, redacted, shared
similar information, whatever's abovesthe large block of redacted
information -- shared similar infopmation/in a one-on-one meeting with
FBI General Counsel James Baker:

Is the redacted name,there, is that Mr. Sussmann?

Mr. Baker. I don"t know what's behind the redactions. I'm
sorry.

Oh, in this? ¥ would -- I'm sorry. In that September 2016?

Mr. Jordan. Yeah.

Mr. Baker. Yeah. I was talking about all the blackout above
that.

Mr. Jordan. Yeah. No, I'm not asking about that.

Mr. Baker. I would guess, from -- my assumption is, from the
context, that that's Sussmann.

Mr. Jordan. VYeah. That's what I think too.

And then as conveyed in an executive session December 18 of,
blank, around the same time as the meeting with the FBI, blank shared

the information with journalists, including a name at Slate Magazine.

COMMITTEE SENSITIVE
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Follow all that? And, again, this is -- the redaction is
Mr. Sussmann -- the two smaller redactions.

Mr. Baker. It seems like that, yes.

Mr. Jordan. Okay. First of all, why was it redacted? Did
you -- the FBI do this?

Mr. Baker. You have to ask the Bureau. I don”t know. I didn't
participate in that process, to my recollectiogn.

Mr. Jordan. Yeah, I don't know why that would be redacted.

Okay. And then it says Slate, who"published at a Trump service
communication with Russia, publisheéd_amarticle that was titled, Was
a Trump Service Communicating with RuSsia, on Slate Magazine October
31st, 2016.

I'm just curiouss did you happen to read that article?

Mr. Baker. _No,/T=did not.

Mr. Jordanas Okay. Do you know anything about what the article
said? Have 'you jread it since then?

Mr. Baker. I have not read the Slate article, no.

Mr." Jordan. It talks about some bank in Russia, Alfa-Bank,
communicating with some Trump financial institutions in the server
there.

None of that kind of conversation was related to you by
Mr. Sussmann when you met?

Mr. Baker. Oh, yes. I mean, that is what he told me about.
Yeah, absolutely.

Mr. Jordan. Okay. So -- well, tell me more about that.

COMMITTEE SENSITIVE
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Mp. Baker: I didn't read the ‘Slate.article, but Sussmann told
me that that's, in essence, what this was all -about.

Mr. Jordan. Okay. We'll gointo more detail about that, because
I think the last ‘time:we talked, you just said it was something about
'some- hacking. We didn't :get into what it was hacking about.

So what ‘did ‘Mr., Sussmann tell .you?

Mr. Baker. So now.I'm nervous'that maybelthe\last time the' FBI
interposed ‘an ‘objection, so --

Mr. _ May we consult vepy=quickly?

I know you're on a tight clock,

Mr. Jordan. Yep.

[Discussion off the record.]

Mr. Baker. -So if the question is what. did Sussmann tell me?

Mr. Jordan.  Yeahs

Mr:. Baker. \:Okay. -And given the guidance I justgot from the FBI,.
's0 I'11 ‘answer this at: a somewhat. high level.

So, hewwas describing: a --1Whatfappéared-to‘be-afsunreptitiouS
channel of communications -- communication between 'some part of
President "Trump’s, I'1l say organization, but it could be his
Businesses. I.don't mean like The:Trump Organization, perise. I mean
his enterprises ‘with which he was :associated. Some part of that and
‘a --"an organization associated with ---- a Russian organization
associated with the Russian Government -- a pEiVéte’bﬁgahi2étidﬁ
‘associated with, the Russian --

Mr. Jordan. Private organization in Russia associated with:the

COMMITTEE; SENSITIVE.
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government had some kind of electronic communication with some
organization, some business associated with the Trump family or the
Trump organization?

Mr. Baker. Yes, sir. And there was some effort -- there was
some belief that this was a -- being conducted in a way so as to make
it a covert communications channel.

Mr. Jordan. Okay. And my first question/would be how'd you get
this? Did you ask that question?

Mr. Baker. I did ask that question,at a high level, yes. And
he explained that he had obtained/it,from, again, cyber experts who
had -- who had obtained the information, and he said that the details
of it would explain themselves. That's my recollection.

Mr. Jordan. Andwas,he representing a client when he brought this
information to you?', Or=just out of the goodness of his heart, someone
gave it to him_and he brought it to you?

Mr. Baker./ In that first interaction, I don't remember him
specifically saying that he was acting on behalf of a particular client.

Mr. "Jordan. Did you know at the time that he was representing
the DNC in the Clinton campaign?

Mr. Baker. I can't remember. I have learned that at some point.
I don't -- as I think I said last time, I don't specifically remember
when I learned that. So I don't know that I had that in my head when
he showed up in my office. I just can't remember.

Mr. Jordan. Did you learn that shortly thereafter if you didn't

know it at the time?
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Mr. Baker. IwishI could give you a better answer. I justdon't
remember.

Mr. Jordan. I mean, I just find that unbelievable that the guy
representing the Clinton campaign, the Democrat National Committee,
shows up with information that says we got this, and you don't ask where
he got it, you didn't know how he got it. But hesgot it from some,
you know, quote, expert.

Mr. Baker. Well, if I could respond/ to that.

Mr. Jordan. Sure.

Mr. Baker. I mean, so I was/uncomfortable with being in the
position of having too much factual information conveyed to me, because
I'm not an agent. And so I wanted to get this -- get the information
into the hands of the agents as quickly as possible and let them deal
with it. If they wanted«to go interview Sussmann and ask him all those
kind of questions, fine with me.

Mr. Jordan. Did that happen?

Mr. Baker. I don't know that. But I -- I mean, I -- well, A,
I did hand it off to the -- to the investigators.

Mr. Jordan. I think you told us you handed it off to Mr. Strzok
and Mr. Priestap?

Mr. Baker. My recollection is Mr. Priestap.

Mr. Jordan. Okay. Andyou don't know if they followed up or not?

Mr. Baker. Bill Priestap told me that they did follow up
extensively.

Mr. Jordan. And back to a question I asked earlier. This was

COMMITTEE SENSITIVE
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EXECUTIVE SESSION

PERMANENT SELECT COMMITTEE ON INTELLIGENCE;
U.S. HOUSE OF REPRESENTATIVES,

WASHINGTON, D.C.

INTERVIEW OF: MICHAEL SUSSMANN

Monday, December18; 2017
Washington, D.C.

The interview in the above matter was held in Room HVC-304, the Capitol,
commencing at10:06 a.m.

. Present: Representatives Conaway, Schiff, and Heck:.
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different clients, and since we've just spoken -

MS. RUEMMLER: As long as you don't reveél identity of them, which
‘you're not permitted to do under the rules, or any content.

MR. SUSSMANN: Can we step outside and talk about how to deal with
the range of clients?

MS. RUEMMLER: Yes.

[Discussion off the record.]

MR.'SUSSMANN: Thank you.

B o rroblem.

[The reporter read the record as requested.]

MR. SUSSMANN: So'I'n ri6t cléar as to the scopé of what yoti're askifg
'your question, but 'm going to be sort,of more expansive in my answer, because

‘there's nothing - you said'in relation-to the things that we discussed today, and
this is not something welvediscussed today.
~ 'But| did Hav€'-- b'don't believe | had -- so two things. | don't believe |
had -- | didn't have direct contact with D, but I can relate to you some indirect
contaétswith[___] And | had a meeting [:] as well.
o I

‘Q  Okay.

A The[ _]contact related to specifically my representation of the DNC,
and my contact[_____] did not relate to'my specific representation-of the DNC, or
the Clinton campaign, or the Democratic Party. And | also - I'm not -- | will do the
best that | can with you. | think there are limits to what | can discuss in an
unclassified setting..

Q  Okay, fair enough. 'Whatwas your contact[_______]about?

UNCLASSIFIED, COMMITTEE SENSITIVE.
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A Sothecontact[ _ ]was about reporting to them information
that was reported to me about_possible_ contacts,.covert or at least nonpublic,
between Russian entities and various entities in the United States associated with
the. == or. potentially associated with the Trump Organization:

Q -And when did that contact[ ] occur, monith and year?
February 2017.

‘Where did you.‘get that information from to relayto[ /T ]?

From'a client of mine..

Why did you goto[___]?

l'initially reached out to [:::]-—

MS. RUEMMLER:: Just to be'very,careful here to make sure that you don't

> 0 » DO

disclose any altorney-client or werk product privilege information.. 1 think you can
taik.gen.era’l”ly about your general purpose in seeking the meeting, but just be
careful not to disclose@ny.communications between you-and your client.

A Okays I'm'sorry,.so_ was the question why?-

v I

Q. Ves.

A Well, so the purpose of the meeting was to share - you may need to
repeat your last question. | feel like I'm repeating myself. ' The purpose was to
share information that --

Q Right:

A - we had that might be —

Q. You did say, right, that you had -- you'd received information from a
‘client - I_'m not asking who -- that may be germane to the 2016 election and

‘associates of the Trump campaign or people affiliated with the Trump campaign.
UNCLASSIFIED, COMMITTEE SENSITIVE
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So my follow-up question was, why did you go to [ Jwith this
information?
A O"h‘.yl'm'sorry. And | apologize. | remember what 'l was going to say.
It was — it was; in large part; in response to President Obama's post-glection:IC
review of potential Russian involvement in the election. And in that regard; | had
made outreach prior to ihe,Chahge in administration’in 2016#~And for reasons
known:and unknown to me, it took a long.time to -- or ittook -- you know, it took a
while to have a'meeting, and so it ended up being after the change in
administration. But --
‘Q  When did you first reach outfo[7__ ] in this regard?
A Probably early Decembér, onsometime in December.
Q 20167
A 2016.
I ©urtime is up. ‘Welll pick up there when we get off.
Mr. Ranking Member.
MR. SUSSMANN: Okay, thark you..
Congressman Schiff, | apologize that for the length of the questioning, | was
showing you my ear and my shoulder --
MR: SCHIFF:" No worries.
MR. SUSSMANN:. -- and wasn't paying attention to you.. Thank you, Mr.
‘Conaway.:
MR..MCQUAID: It's his better side, so you're wel'i:positi'oned‘
MR. SCHIFF: Mr. Sussmann, | want to go back over the timeline a bit.-
'So you're first brought into this by a partner at the very end of April of 2016.
MR. SUSSMANN: Yes, sir.

UNCLASSIFIED, COMMITTEE SENSITIVE
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A Well, I remember -

Q. Do you remember the specific names of the agents you.spoke with?

A No. |mightbe able to find that, but | reached.out to [ EERGEGEGNG
which was the — | mentioned earlier, was the WFO 'cyvber crime guy who the:

DNC -sort of the DNC's main contact. And he would be my main,contact.

Earlier this morning, | talked about threats. | was a_central point for
physical threats, and all sorts of threats would come in=1Would sort of feed things
through him.. And | remember reaching out to him and saying There's a report,
Gan you connect me with someone. He said{Oh, yeah, | know the Russia guys at.
'WFO who've been doing this.. I'll put yotin‘touch..

I think one of the gentlemanyhis last name was [JJJj But! may be able
to find a record of my communications and send that, if tﬁa’t would be helpful.

I Okay. Mr. Schiff, 'm - we're almost done with-our
15 _min’ut_e’é‘.-- I've got‘sonte-more questions,-so ['ll just defer to you for the next 15.
The riext quéstion:lim going to ask is'going to probably have a lengthy response
and-follow up.

MR. SCHIFF: Why don't you continue.

I Okay. VYes,sir.

o I

Q Iwanttonowshiftto[___J. So you also now had a conversation
with representatives of[__J.

‘A Uh-huh.

Q Canyou explain when that conversation.occurred exactly? What was.
the timeframe?-

A So | had a conversation with th’e’[:] current general counsel in
UNCLASSIFIED, COMMITTEE SENSITIVE
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December 2016. And then in February, | believe, |-had ameetingat[—___|

Q Do 'you remember what time in February? -Was it early or mid or late
February?

A; Ithinkitwas early.

Q Early February. And the -- let's go back to the conversation that you

‘hadwith[___] OGC = or general counsel, I'guess: You had ameeting with the

general counsel?.

A Justaphone call.
‘Q Phone call. And what was the phone call about?
A Vinitiated the phone call. And1 said, in'some manner, | understand

that the President h'as'ordered areview of allintelligence relating to the election,

-and | have some information that may be germane to the subject matter of the_
investigation, and offered:te’ceme meet with her or, | don't know, you know,
'someone at[ g, if they were interested, to hear about this information.

And that was really thé — that was the nature of the call.

Q. 'What was the response from the general counsel?
A_  Well, it was an expression of interest, but in fairness, this was a cold
call. ‘Sol'wasn't expecting any, like, thank you for calling, something along the

lines of thank you for calling, and Il speak to some people here and someone will

'get'back to you.

Q  And she —did she indicate that she would get back to you in another.
point regarding your offer?
A Uh-huh,

Q  And what was the information that you had in December of '16 that:

prompted the phone call?. -What was it that you wanted to share with[ ]

UNCLASSIFIED, ‘COMMITTEE SENSITIVE
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A | wanted to share information showing possible contacts between, you
know, people unknown to me in Russia and.the Trump Organization — | know.
that's a broad statement -- the Trump Organization and others in the United
States.

Q And where did this information come ffom?

A It came from a client.

Q Can you mention who that client is?.

MS. RUEMMLER: F'm going to instruct you not to answer.

‘MR- SUSSMANN: | cannot.

o I
Q Was that-é client that you had represented prior to representing the
DNC?
' MS. RUEMMLER: I'think you can answer that question..
MR. SUSSMANN:“Prior to representing the DNC ‘on this matter?
o

Q Ves.

A, Yes.

Q Did the‘information thatv"yo_u_ received from this client come into your
possession or knowledge after the election, after the presidential election in
November 20167?

A No.

Q. So the information that you had that you discussed with the general
counsel off_____Jin December was information you knew about prior to the
election, presidential election in 20167

A Yes.
UNCLASSIFIED, COMMITTEE. SENSITIVE
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Q  And when did you know - when did your client; without giving me:
obviously the name of the client, when did your client tell you about this new
information or information that you had known about, that p'r'om‘pt'e,d your call'in
.December?

MS. RUEMMLER:. I'm going to instruct him not to answer that=\l think that
calls for information that's covered by privilege..

I V! 'm not asking -- and | understand your point.. I'm
not asking — I'm only trying to get an understanding of whep the information was
conveyed to your client.

He's indicated that he had a phoneallwiththe general counsel at[ ]
[ ‘SoI'mjust tiying to undérstandwhef he became aware. of this specific
information that he then notified the GC about,

Can you just give me’atimeframe as to -

MS. RUEMMLER:. /Can you.g‘ive the general timeframe?’

MR. SUSSMANN:, "How.general?

MS. RUEMMLER: Season.

MR. MCQUAID: Season.

MR..SUSSMANN:: Sure. Probablythe summer of 2016.

o I

Q  Okay. This information that you had that prompted — and | guess,
what prompted — so | guess | should ask, what prompted you to make a ca'll.to[:]
[Jin December if you had known about this information:for, say, 6 months or.
longer?

A Because the -- as | - | apologize; because | can't clearly recall which

information |'only departed to your colleague -- or not..

UNCLASSIFIED, COMMITTEE' SENSITIVE
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Q Yeah. And--

A So.lapologize if 'm repeating something or |.haven't said it before, but
the President was -- President Obama had ordered a review of all intelligence:
regarding'— | don't remember specifically what the executive order said, but
anything involving Russian interference or activity regardir)g the election,

And this information seemed to fall roughly within thatrand.so | thought that
might be -- or my client thought that that might be something that was relevant for.
those that were gathering 'informatibn-regarding-foreign-based‘actors.

Q Okay. |mean, so just for the record, you were not part of the:
administration. ‘You were a private attorney at the time?.

A Yes,sir.

Q And.you'd heard about the — this call?

A Yes,sir.

Q Okay. ;So whydidn't you then -- if you felt that it was necessary to
convey the information you had been aware of to-appropriate sources, if you will,
appropiiate entities, in this case you'd thought[__] was appropriate, why didn't
you cenvey this information earlier to the FBI, or had you?

A lhad.

Q- Soyouhadhada private - you had had a separate conversation with
‘a representative of the FBI regarding this same information?

A Yes.

-And who in the FBI did you speak with?

Q

A It's general counsel.

Q. ‘Okay. -And that would be?
A

“Jim Baker..
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A ldon'tthink- I'm not going to say anything about my clients.

MS. RUEMMLER: 1| think you can answer the question if -1 think you can
-answer that question. Do you want to confer about this just to make sure you

:don't trip-any wires?

Andriot to be difficult, it's just that we only have authorizatien ffom two'
specific clients from the Clinton campaign and from the DNGrand he doesn't have
authorization from any other client.

'So should we :-'do you want to step outside fora second?

'MR..SUSSMANN: 1 feel like you're warried about me, so we should.

'MS. RUEMMLER: No, I just want to/make sure you're clear.

‘MR, SUSSMANN: 1 don't want to,say anything | shouldn't, so -

'MS..RUEMMLER: Thisiwill just be 30 seconds.

[Discussion off-the fecord.]

I Ve can go ahead and go back.on the record.

MR. SUSSMANN: Yes, sir. To answer your question, | have never
represented Glend Simipson. :

Y I

@ Okay. Sothe informiation that wais conveyed to you was not from
Glenn Simpson? |

A Yes.

.Q  Wasit from Peter Fritsch (ph)?

MS. RUEMMLER:. You can answer that:

MR..SUSSMANN:" No; it was not;

o I

Q .Or Thomas Kattan (ph)?

UNCLASSIFIED, COMMITTEE: SENSITIVE
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‘A | don't know who that personis.

Q Okay. The information, and-you mentioned it just before we broke,
you said it was communications between persons -- can you just describe it again;
what the information was that you cjo_nVegj_e_d_ to the two principals? Itwas.
‘communications between U.S. persons and unknown folks in Russia?

A  Itwas information that could.’demons_t_rate’ contacts on€ommunications
‘between unknown persons in Russia and unknown persons associated, or
‘potentially associated with the Trump Organization.

Q lwanttogobackto[ ]. -Soy6u had -- after you had the phone.

call with the general counsel, you then had'a meeting in early February?

Okay.. ‘Where was the meeting located?

A Yes.
Q And who was in theimeeting?
. A Arepresentative from the Office of General Counsel.
Q. And who was that individual?
A-  ldon'tknoW.
Q Okay.
A. And another--| 1.
Q
A

]

Q  Okay. Wasitin the Office of General Counisel or just -- do you
remember where you had the meeting?

A. ldon't think it was in OGC, but, you know, | followed:someone upstairs
and we walk around, walk around, walk around, go in a conference room, so —

Q So'the --and the other person who was not a lawyer was —did they.

identify where they work?

UNCLASSIFIED, -COMMITTEE SENSITIVE
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Breauiive SUmmery

RevienlorEoudEISAYApplicationstanalOthedAspectorthele Bl IGossfire)

Background

The.Department of Justice.(Department) Office
of-the Inspector'General .(OIG) undertook this review to
examine-certain actions by 'the Federal Bureau of
Investigation (FBI) and.the. Department during an FBI
dnvestigation‘opened on July 31, 2016, known as'
“Crossfire -Hurricane,” into whether |nd|vnduals
assouated with the Donald 1. Trump for President
Campalgn were. coordmatmg, wittingly or unwittingly,
with the Russian government'’s efforts to interfere in the
'2016 U.S. presidential election. .Our review included
examining:

e The decision to open Crossfire Hurricane and four
‘individual: cases on current and former members
of the Trump.campaign, George Papadopoulos,
'Carter Page; Paul Manafort, and Michael Flynn;
the early mvestlgatlve steps taken; and whether
the opemngs and early steps comphed with
Department and FBI policies;

. The FBI's relationship with Christopher Steele,
whom the EBI considered to be a confidential
'human source (CHS), its recelpt use, and
evaluatlon of election reports from Steele; and its
demsnon to close.Steele as an FBI CHS;

o Four EBI applications filed with the Fofeign
Intelllgence Surveillance Court (FISC) in 2016 and
2017 to conduct Foreign Intelligefice Surveillance
Act (FISA) survelllance targeting Carter'Page; and
whether these’ appllcatlons complied with
Department ‘and'FBI policies ‘and satisfied the
government’s obligations toithe FISC;

s The interactions of Department attorney Bruce
.Ohr with. Steeie the FBI, Glenn Simpson of Fusion
'GPS, and'the Stat&\Department; whether work
Ohr’s spouse performed for Fusion GPS implicated
ethical rutes applicable to Ohr; and Ohr's
interactions with Department attorneys regardlng
‘thé Manafort criminal. case; and

-« The FBI's.use of Undercover Employees (UCEs)
anc[vCHSs other than Steele in.the Crossfire
'Hurrlcane mvestlgatlon whether the FBI placed
any: .CHSs within the Trump campaign or tasked
-any CHSs to report on'the Trump campaign;
whether the use of CHSs and UCEs complied with
Department .and FBI policies; and the attendance
of a'Crossfire. Hurricane: :supervisory agent at
countermtelltgence briefings given to the 2016
presidential c_andldates and certain campaign
advisors: :

OIG Methodology

The OIG examined more than one million
documents that were in the Department’s and FBI's
possession and conducted over 170 interviews involving
more than 100 witnesses. These witnesses included
former FBI Director Comey, formet Attorney General
(AG) Loretta Lynch, former Deputy Attorney General
(DAG) Sally Yates, former DAG Rod Rosenstein, former
Acting AG and Acting DAG and curtent FBI General
Counsel Dana Boente,former FEBI Deputy Director
Andrew McCabe, former FBI General Counsel James
Baker, and Department attorney Bruce Ohr and his
wife. The OIG also interviewed Christopher Steele and
current and former employees of other U.S.
government agencies. Two witnesses, Glenn Simpson
and Jonathan Winer (a former Department of State
official),\déclined our requests for voluntary interviews,
and ‘we were'unable to compel their testimony.

We were given broad access to relevant
materials by the Department and the FBI. In addition,
we reviewed relevant information that other U.S.
government agencies provided the FBI in the course of
the Crossfire Hurricane investigation. However,

‘because the activities of other agencies are outside our

jurisdiction, we did not seek to obtain records from
them.that the FBI never received or reviewed, except
for a limited amount of State Department records
relating to Steele; we also did not seek to assess any
actions other agencies may have taken. Additionally,
our review did not independently seek to determine
whether corroboration existed for the Steele election
reporting; rather, our review was focused on
information that was available to the FBI concerning
Steele’s reports prior to and during the pendency of the
Carter Page FISA authority.

Our role in this review was not to second-quess
discretionary judgments by Department personnel ’
about whether to open an investigation, or specific
judgment calls made during the course of an
investigation, where those decisions complied with or
were authorized by Department rules, policies, or
procedures. We do not criticize particular decisions
merely because we might have recommended a
different investigative strategy or tactic based on the.
facts learned during our investigation. The question we
considered was not whether a particular investigative
decision was ideal or could have been handled more
effectively, but rather whether the Department and the
FBI complied with applicable legal requirements,
policies, and procedures in taking the actions we
reviewed or, alternatively, whether the circumstances
surrounding the decision indicated that it was based on
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inaccurate or incomplete information, or considerations
:other than the merits.of:.the investigation. If the
\explanations we Were . given for a particular decision
iwere consistent with legal requirements, policies,.
procedures, and not unreasonable; we did not conclude
that the decnsxon was based'on improper considerations
‘in:the ‘absence. of documentary or testlmomal evndence
to the contrary.

‘The:Opening of Crossfire Hurricane and
'Four Related Investigations, and Early
Investigative Steps

‘The Opening of Crossfire Hurricane and Four Individual
‘Cases. '

As we describe;in Chapter Three, the FBI
‘opened CrossFre Hurricane on July 31, 2016, just days
after its receipt of information from:a Frrendly Foreign
‘Government (FFG) reporting that, in May: 2016, during
a'meeting with the FFG, then Trump campaign forergn
policy-'advisor George' Papa’dopoUIos ‘suggested the
Trump team had received some kind of. :suggestion from
Russia that it could assist this process with the
‘anonymous: release of- information during the campaign
‘that would be damaging to Mrs. Cllnton (and President
Obama) ““The FBI Electronic:.Communication(EC)
opening the Crossfire Hurricane.investigation stated
that, baséd on the FFG information, “this'investigation
is being’ opened to/determine; whether mdrv:dual(s)
.associated with. the Trump campaign are'witting of
and/or coordmatlng activities with, the Government of
Russia.” We-did not:find information’in.FBI or
Department ECs, emails, or,other'documents, or
‘through witness testimony, indicating thatany’
‘information:other than the FEG!information was ielied

upon to' predrcate theopeningof the Crossfire, Hurricane

investigation;. Although not mentxoned in the EC; at the
time, FBI officials invelved in openmg the mvestlgatlon
‘had reason togbelieve that Russia may have been
.connected:to the WikiLeaks disclosures that occurred.
earlier in-July: 2016, and were aware of information.
regarding Russia’s efforts to interfere with the: 2016
'U.S. elections. These. oft"cnals though dld not become
.aware of Steele’s election reporting until’ ‘weeks later
;and we therefore.deteérmined.that Steele’s:reports
played no role in the Crossfire Hurricane opening.

The FBI assembled a Headquarters -based
mvestlgatlve team. of specral agents, analysts, ‘and
;supervisory.special:agents (reférred to'throughout this
report as “the Crossfire ‘Hurricane team”) who
‘conducted ‘an’ |n|t1al analysis of links between Trump
.campaign: members and Russia. Based ‘upon:this:

analysns, the: Crossf“re Hurricane team opened | mleldual
cases in August 2016 0n four U. S. persons—:
Papadopoulos, Carter.Page, Paul Manafort;.and Michael
Flynn—all .of whom Were affiliated with the Trump
'campfaig‘n;at’ the time.the cases were ‘'opened.

As.detailed in'Chapter Two; the Attorney.
General’s Guidelines for Domestic Operatlons (AG
Guidelines) and the FBI's Domestic: Investrgatlons
Operations'Guide (DIOG)/both tequire that FBI
investigations be undertaken for. an “althorized
purpose”~—that is, “to detect;"obtain information about,
or-preVent or'protect against: federal crimes or’ threats”
to the national. securitysorto collect forergn
intelligence. “/Additionally, both the'AG Guidelines and.
the;DIOG permit the FBI to conduct an mvestlgatlon,
even if if'mightiimpact First Amendment or other
constitutionally protected:activity; so long as'there is
some,legitimate law enforcement purpose associated
with the investigation.

In addition to requiring an authorized purpose;.

FBI investigations. must have.adequatefactual
predication before being initiated. The predication:
requirement isinot:a legal réquirement but rather a
prudential one imposed, by. Department and FBI policy:,
The DIOG provides:for two types:of mvestlgatlons, )
Prehmmary Investlgatlons and Full Investlgatrons A
Prellmmary Investrgatlon may, be opened based upon

“any-allegation or information” indicative of possible
criminal activity or threats to'the national security.. ‘A
Full Investigation may:be opened based upon an
“artlculable factual ba5|s" that “reasonably indicates”
any one of three defined circumstances exists;
including:

.An activity-constituting:a:federal.crime
or a threat to thé national security has
'OF may have occurred, is'or may be
-occurring;.or will-or may. occur and: the
investigation may obtaln lnformatlon
relating to the activity orthe
involvement or role of an individual,
group, or,organlzatlon in such_ac_:trv:ty.

In Full Investigations'stich as:Crossfire:
Hurrlcane, all lawful investigative methods are; allowed.;
In‘Preliminary: Investlgatlons, all lawful/investigative
methods (including:the Use of CHSs and UCEs) are.

permitted-except for mail opening, physical.searches
requurlng ‘a:search warrant; electronic surveillance

requiring'a Judaaal order‘or warrant: (Tltle I wiretap or.
a FISA order), or requests under Tltle VII of FISA An

-----

be converted subsequently toa Full Investrgatlon if
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information becomes available that: meetsithe.
predication,standard.. ;As'we describe:in the report, all
of the investigative actlons taken by the: Crossfire:
Hurncane team, from the date the. case'was opened on
July 31 until October 21 (the date of the first FISA:
order) would have been permitted whether the case:
was opened.as a Preliminary or Full Investigation.

The AG Gundellnes and the DIOG do not provide
helghtened predlcatlon standards for sensitive matters;:
orallegations potentially |mpactmg constntutnonally
protected activity;.such as First: Amendment rights.
Rather, the:approval and notification requirements
contained in the AG Guidelines:and the.DIOG ‘are;. in.
part,.intended to. provide: the means by which such.
concerns can:be considered by senior officials.
However, we were concerned to. find that neither the AG
Guidelines nor the DIOG contaln a prowsnon requiring
Department consultatlon before opening an 7
investigation such as the one here involving'the. alleged
conduct of individuals associated: with:-a:major party
presidential campaign.. ' " a

Crossf're Hurncane was openedias a FulI
Investlgatcon and all of the senior FBI' off‘cxals who
participated in discussions about-whether to'open‘a.
case told us-the information warranted opening it.\For
example, then.Cotinterintelligence Division (CD).
Assistant Director (AD) E:W.™Bill”Priestap; wio
approved the case opening; told us:that the
combination of the FFG information and the FBI's
ongoing cyber intrusion mvestlgatlon of the: July 2016
hacks of the Democratic National Committee’s (DNC)
emalls, created a counterintelligence concern that the
FBI was “obligated” to investigate,, Priestap:stated that
he conisidered whether the,FBI should conduct,
defensive brlefngs for the Trump campaign but
ultlmately decided that providing such brleflngs created
the risk that “if someone an the campaign'was engaged
with the Russnans, he/shé would very likely change
his/her tactic§tand/or otherwise seek to cover-up
his/her activities, thereby preventing.us from finding’
the truth.” ‘We did not identify any Department or FBI
pollcy that applled to this decision and therefore
determlned that the: decrsaon was'a Judgment call that
Department and FBI pollcy leaves to-the discretion of
FBI officials. We also.concluded that, Uhderthe AG:
Guidelines and the DIOG; the FBI had:an aluthorized.
purpose:when xt opened Crossf“re Hurrlcane to. obtaln
information about or protect agalnst ‘a-nationat
security threat or federal crime, even though the:
investigation alsa:had the.potential to impact;
constitutionally protected activity:

e

‘Additionally, given the low/threshold for
predication in the AG Guidelines and the DIOG, we
.concluded ‘that the FFG information, provided by a
‘government the Umted States Intelhgence Community:
(USIC) deems trustworthy, and describing a first- hand
account from-an-FFG employee of:a:.conversation with
Papadopoulos, was sufficient-tospredicate the
iinvestigation. This information provided the FBI with-an
.articulable factual basis that;if tfue, reasonably
mdlcated activity constityting, either a fedéral crime orF a
threat to’ national security, or both, may have occurred
‘or may be occurringd’ For snmllar reasons;.as we detall
‘in.Chapter Three, we condluded that the quantum of
‘information articulateédsby the FBI'to open the individual.
investigations on‘Rapadopoulos, Page, Flynn,:and
‘Manafort.in’/August 2016 was sufficient to satisfy:the.
low threshold established by the Department.and the:
FBI:

As part-of our review, we also sought to
detérmine whether there was'évidence thatpolitical’
.bias or-othér improper.considerations,affected.decision
imaking in Crossfire Hurricane, including the decision’to
open.the mvestlgatnon We:discussed the issue. of
pohtlcal bias in a prior 01G report, Rewew of Various
Actions in Advance of the 2016 Electlon, where we;
descrlbed text and mstant messages between then
then Section: Chlef Peter Strzok among others, that
mcluded statements. of hOStlllty toward then candjdate;
Trump and statements of support’ for then candldate
Hillary. Clinton. In:this:review; we found that; while Lisa
.Page attended some of the. dlscusswns‘regardlng the
‘opening of. the mvest;gatlons she dld not play arole. in
‘individual cases We further found that whlle Strzok
‘was directly’ mvolved in the demsmns to open Crossfire
Hurncane and the four: mdxvndual cases, he was not the
‘sole; or'even the. hlghest-level deC|s:on makeras to
.any-of those matters. As noted above then CD AD
'Priestap,:Strzok’s supervisor, was:the: ofﬂcnal who
titimately-made the decision to open the investigation,.
:and’evidence reflected that this decision by Priestap
‘was reached: by consensus after mult|ple days of -
dlscussmns and meetings that mcluded Strzok: ‘and
other leadershipin.CD, the FBI Deputy Director, thé FBI
‘General Colnsel,;and:a FBI Deputy General Counsel
‘We: concluded: that Priestap’s exercise of discretion:in
‘opening the. Jinvestigation was in compliance- with
Department and.FBI pohcnes, and we did"not find
:documentary-or testimonial. evidence that political bias
.or improper motivation:influenced his:decision.. We.
similarly found that, 'while the formal:documentation:
‘opening each of the four individual investigations was
‘approved by Strzok (as required by the:DIOG), the
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decisions.to.do‘so were reached by-‘a-consensus among
the Crossfire Hurricane agents and analysts who:
identified individuals ‘associated with'the Trump
campaign who’ had recently traveled to Russia or had
other alleged ties to Russia. Prlestap was mvolved in
these.decisions. We did not find'documentary or
testimonial evidence that political bias.or improper
motivation influenced the decisions:to open the four
individual investigations.

Sensitive Investigative Matter Designation

The Crossfire Hurricane‘investigation was
properly designated as a “sensitive investigative:
matter,” or:SIM, by the FBI because it‘involved the
activities of @ domestic political organization or
individuals'prominent in such an organization. The _
DIOG requiresithat SIMs be reviewed in advance by the
FBI Office of the:General Counsel' (OGC) and approved
by, the approprlate FBI.Headquarters operatlonal section
chief,‘and that an “approprlate [National Secunty
Division] official” recéive notification:after the case.has
‘been opened.

We: concluded that the FBI satlsfled the DIOG's
approval: and notlﬂcatlon requrrements for:SIMs. AAs we
describe in Chapter Three, the Crossfire Hurricanet
opening was:reviewed by an:0GC Unit Chieffand:
approved by AD Priestap (two levels ‘above Settions
Chief). The team also orally briefed National Security
Division (NSD) officials within'the first few days of the
investigations.being mntnated We were-‘concerned,
however, that Department and FBI polxues do not
require that.a:senior: Department official:be:notified
pnor to-the:opening of a partlcularly sensitive case:such'
as'this one, nor do.they place any additional
requirements for SIMs beyond the approval and
notification requirenfentsiat the time of opening; and
.therefore we include a recommendatlon to address: this.
issue.

Early.Investigative Steps dand Adherence to the Least
Intrusive Method

The AG Guidelines and the. DIOG require: that
the “least intrusive” means or method be “cons:dered”
when selecting lnvestlgatlve techniques.and,.if
reasonable based upon the:circumstances of the:
investigation,” be.used to obtain information instead of
a more intrusive method The DIOG:states that the
degreeiof procedural. protectlon the law and Department
and FBI policy provide for the use ofa particular
investigative method helps to determine its
intrusiveness. :As'described in'Chapter Three,.
|mmed|ately after opening the:investigation, the-

‘Crossfire Hurricane team submitted name/trace
requests to other U:S. government:agencies and a
foreign intelligence agency, and conducted law
-enforcement database and open source searches, to
ldentlfy lndlwduals associated with the:Trump campaign
ina posmon to have received’ the alleged offer of
.assistance from Russia. The FBl-also sent Strzok: anda
Superwsory Special Agent:(SSA) abroad totinterview
the source of the information,the FBI received:from the
FFG, and also searched the FBY's database of CHSs to:
ldentlfy sources who:potentially could provide .
mformatnon about connections between individuals’
.associated with the! Trump campalgn and Russia. Each'
of these:steps is autherized under the DIOG and was a
less intrusivefinvestigative technique..

Thereafter, the Crossfire;Hurricane team used
‘more mtruswe technlques, mcludmg 'CHSs to interact
‘and consensually record multiple conversations with
‘Page-and Papadopoulos, both durmg and after the time
they were. workmg for'the Trump campaign, as' welI as
‘omone.occasion with a high-level Trump campaign
wofficial who was not a suibject of the investigation.. We
‘found. that; under Department anid FBI policy, altholigh
thlS CHS activity implicated First Amendment protected
actlwty, the ‘operations were permitted because their

‘use was not:for the sole purpose of monltormg actnvntles%
protected by:the First Amendment or the lawful exercise

10f.other rights:secured by the Constitution.or laws of
the United States. Additionally, we found that under
.FBI policy, the'use of 'a CHS to conduct consenstal
monitoring is‘a matter of investigative Judgment that;
-absent certain cnrcumstances can be authorized by.a
first-line supervusor (an SSA). We determined that:the
‘CHS operatlons conducted during Crossfire Hurricane:
ireceived the necessary FBIL.approvals and that, while
:AD Priestap knew:about and:approved of alliof the
‘operations, review beyond & first-level FBI:supervisor
‘was not requnred by Department or FBI pollcy

We found it.concerning that.Department and
FBI policy did not.require the FBI!to consult:with any.
‘Department official in advance of co’nduc'tlng' CHS
-operations involving advisors to ‘@ ' major party
:candidate’s’ presudentlal campaign;and we found.no:
.evidence ‘that the FBI. consulted with any Department
‘officials:before conducting these CHS operations. As we
.describe in Chapter'Two, consultation, at a minimum, is
-required by Department and FBI policies in numerous
.other, sensitive circumstances, and we: include a
recommendatlon to address this issue,

Shortly after opening the Carter Page
‘investigation in. August 2016, the:Crossfire Hurricane.
team discussed the possible use of FISA-authorized
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‘electronic surveillance:-targeting Page, which'is:among
‘the most sensitive and intrusive investigative:
techniques.. As'we describe in.Chapter Five, the FBI
ultimately dld not'seek a FISA order at that, time
because OGC NSD’s Offce of Intelhgence (OI), or both
‘determined: that more information was needed to:
:support: probable cause:that Page was an agent of a
‘foreign power. However;.immediately after the
Crossfire:Hurricane team received Steele’s election
reporting on September:19; the team reinitiated their
discussions with OI and their efforts:to obtain FISA,
surveillance authorlty for Page; which they recelved
‘from the FISC on:October 21.

The decision:to seek to:use this highly intrusive
Jnvestigative technigue was known‘and:approved at
multlple levels of the'Department, including by then
DAG Yates for the initial FISA application and first’
renewal and by then Actmg Attorney General Boente
iand then DAG:Rosenstein for the second and third
renewals, respectively. However, as we explain later,
‘the:Crossfire Hurricane team failed:to inform
.Department officials of significant’information that was,
‘available to'the'team at the time that the FISA
apphcatlons were drafted and f"led Much ‘of that
‘information:was inconsistent thh ‘or undercut, the
:assertions contained in the FISA: appllcatlons that were.
.used to support probable cause and, in someg’instances,
‘resulted in inaccurate information being includéd infthe
‘applications: While we:do not speculatg whether
Department’ offcnals would have authorized the FBI t6
:seek to use FISA authorlty had they been'made aware
of all relevant mformatlon, it was clearly the
responstblllty of-Crossfire Hurricane.team members to
‘advise them-of .such criticalsinformation so'that they
:could make a fully informeéd decision.

The FBI's Relationship with Christopher

‘Steele; and Its Receipt 'and Evaluation of

His Election, Reporting before the First
FISA Application

.As'we describe in Chater Four, Steele is a
former lntelllence officer

,2009,..
formed,a consulting firm speCIallzmg in corporate;
mtelllgence and mvestlgatnve services: In'2010, Steele
was introduced by Ohr to an FBI- agent and for several
years provnded information to the FBI ‘about various
‘matters, such as’corruption in‘the International
Federation of Association. Football (FIFA). .Steele also,
provided the FBI agentiwith reporting abott Russian
oligarchs.

In 2013, the FBI completed the paperwork.
allowing the.FBI to designate Steele as:a CHS..
However, as described in Chaptet Folr, we- folind that
the'FBI and Steele held significantly dlffermg views
about: the nature of their relationshipy 'Steele’s: handling
agent’ viewed: Steele'as a former mtelllgence ofﬂcer
colleague and FBI CHS, with: obllgatlons to the FBL.
Steele, on the:other hand_ told.us that he was a
businessperson whose firms(not'Steele) had a
contractual agreement ‘with theiFBI and whose
obligations:were to his_paying clients, not the FBI. 'We:
concluded that thlS disagreement affected the FBI's.
control over Steele durlng the Crossfre Hurrlcane
Steele's. conduct in connection with his election
reportmg, and ultlmately resulted in the FBI formally
closing Steele as,& CHS in November 2016 (although,

as discussed below, the FBI:continued its relatlonshlp

with Steele through Ohr);

In Junei2016, Steele and his’ consultmg Frm
were hired by Fusion GPS a Washmgton, D.C.,
investigative firm, to obtam information about whether
Russla,was: trying to ‘achieve a particular outcome in the
2016 U, S. elections, what personal and business'ties
then candldate Trump had in Russia; and whether there
were any’ ties: between the Russian' government and
Trump.or his campaign. Steele’s work for Fusion: GPS
resulted in his:producing:numerous election- related
reports, ‘which have been.referred.to collectively as the
“Steele:Dossier.” Steele himself was not:the originating:
source of.any.of the factiial information in his feporting..
Steele instead, relied on'a Primary Sub-source:for
lnformatlon ‘who used hls/her network of sub-sources:
to gather information that'was then passed to’ Steele.
With-Fusion-GPS'’s authonzatlon, Steele dlrectly
provided more than-a:dozen of his reports to the FBI
betweén July and October 2016, and several others to
the FBI.through Ohrand other third parties. The:
Crossfire Hurricane.team received the: first six election
reports an September 19 2016—more than two months
after:Steele:first gave h|s handllng agent two of the six
reports.. We describe the:reasons it took two months
for the.reports to‘reach the:team in Chapter Four.

FBI’s Efforts to Evaluate the Steele Reporting

Steele’s handling agent told us that.when Steele
provided him with.the first election reports.in July 2016
and described his engagement with .Fusion GPS, it was
obvious to him. that the request for the research was
polltlcally motlvated The supervisory: intelligence
analyst who supervnsed the. analytical: efforts for the
Crossfire Hurricane team:(Supervisory Intel Analyst)
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explained that he also was aware of the potential for
political influences.on.the Steelé reporting.

The fact that. the FBI beheved Steele had been
retamed ‘to conduct poI1t|caI opposition research ‘did not
require the FBI, under either. DOJ or FBI pohcy, to
ignore.his. reportmg ‘The EBI regularly receives .
information from individuals with potentially'significant
biases and motivations; including drug’ trafflckers,
convicted: felons; . and even terrorists. The:FBI is'not
requlred to set asnde such lnformatlon rather, FBI
policy requires: that it cntlcally assess the information.
We found that after receiving Steele's reporting, the:

-Crossfire: Hurrlcane team began ‘those.efforts in- -earnest..

We determined that the FBI's decision to
receive Steele’s information:for Crossfire Hurricane; was
based on multlple factors,‘including: (1) Steele s prior
‘work as an intelligence professional for- ]

1 (2)

his expertise -on-Russia; (3) his record as.an FBI CHS;
(4)-the.assessment of Steele’s handling ‘agent:that
.Steele wasreliable and had provided helpful information
‘to the FBI in the ‘past; ‘and (5).the themes of Steele’s
reporting were consistent with the FBI" S knowledge at
‘the time of Ru55|an efforts to mterfere in'the:2016 U, S
‘elections..

However, as:we describe:later, as;theyFBI
-obtained additional information raising.significant
questions: about’ the rehabllxty .of the Steele election
reporting; t he FBI:failed to'reassess the Steele reporting
relied upon in the FISA apphcatlons, and did not fully
.advise NSD.or OI officials. We alsofolind:that the FBI
did.not aggressively seek to obtain.certain potentially:
important information from. Steele.” For'example, the
FBI did not press:Steele for information about the.actual
funding: source for h|s election reporting work Agents
also did not questlon Steele about his role’ina
September.23, 2016 Yahoo News:article’ entltled “U.S.
.intel officials probe ties between Trump advisor and
Kremlin,” that described efforts by U.S. intelligence to-
determine ‘whether Carter Page had opened
‘communication:channels.with Kremlin officials. As we
‘dlSCUSS in Chapters Flve and Eight; the FBI assessed in
‘the Carter Page FISA appllcatlons, -without any: support
that Steele had not “directly provxded" the information
‘to Yahoo' News.

The First Application for FISA Authority
on Carter Page

At the request of the FBI the Department Fledr
four apphcatlons with the FISC seekmg FISA authonty

vi

targeting Carter Page: the first application on October

21,:2016, and three renewal a'ppllcatlo'ris on January
12, April 7, and June 29, 2017, ‘A'different FISC judge

'consndered each apphcat:on and issued the requested
orders, collectnvely resulting in approxnmately 11
months of FISA coverage: targetlng Carter Page from.

‘October 21, 2016, to. Septemberi22,. 2017. We discuss.
the first FISA application in this. SECtIOl"l and in Chapter

Five:
Decision: to Seek FISA.Authority’

'We determined that the Crossfire Hurricane

team'’s receipt of Steele’s’election reporting on
September 19, 2016 played a central and essential role

in the FBI's and Department’s decision-to seek the FISA.
order. As noted above, when.the team first sought.to:
pursuea FISA orderfor Page in-August 2016; a decision
was‘made: by OGC, OI, or both'that more information
was: needed to- support a probable cause finding that:
Page was an agentof:a foreign power. Asa result, FBI.
OGC.ceased discussions with:OI ‘about:a.Page.FISA

order at that time.

On: September 19, 2016; the same: day: that the

"'Crossr" ire Hurricane team F rst- recexved Steele s: elect:on

reportmg, the team.contacted FBI.OGC again.about

I:seeklng a FISA order for Page and specnflcally focused

fdays Iater on September 21; the FBI OGC Unit Chlef
‘contacted the NSD OI Unit. Chsef to advise him that the
FBI beheved it was: ready to submlt a formal FISA

request to OI relating to- Page. Almost lmmedlately
thereafter; OI assigned an attorney. (OI Attorney).to

begin preparatlon of the applrcatlon

Although the'team:also was interested in

seeklng FISA survelllance targeting. Papadopoulos, the

FBI:OGC attorneys were not:supportive. FBI and NSD
officials told us that'the Crossfire Hurricane:team

ultimately did not:seek FISA surveillance of
‘Papadopolilos, and .we are aware of'no information
indicating that theiteam requested or-seriously:
‘considered FISA surveillance of Manafort or Flynn.,

We did notfind documentary or-testimonial

:evidence:that pohtlcal bias or improper motivation

influenced the FBI's decision to seek FISA authonty on:

Carter Page

Preparation and Review Process

As we detail in Chapter. Two, the FISC.Rules of

‘Procedure ‘and FBI policy required that the Carter-Page

FISA applications contain all ‘material facts. Although
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the FISC Rules do not define or otherwise explain what
constitutes a "material” fact, FBI policy guidance states
that a fact is "material” if it is relevant to the court’s
probable cause determination. Additionally, FBI policy.
mandates that the case.agent ensure that all factual
statements in a FISA application are “scrupulously
accurate.”

On or about September 23, the OI Attorney
began work on the FISA application. Over the next
several weeks, the OI Attorney prepared and edited a
draft application using information principally provided
by the FBI case agent assigned to the Carter Page
investigation at the.time.and, in a few instances, by an
OGC attorney (OGC Attorney) or other Crossfire.
Hurricane team members. ‘The drafting. process
culminated in an application that asserted that the
Russian government was attempting to undermine and
influence the upcoming U.S. presidential electlon -and
that the FBI believed Carter Page was acting in
conjunction with the Russians in-those efforts. The
application‘s statement of facts supporting probable
cause to believe that Page was an agent of Russia was
broken down into five main elements:

» The efforts.of Russian Intelligence Services (RIS)
to influence the upcoming U.S. presidential
election;

+ The Russian government’s attempted
coordination with members of the Trump
campaign, based on the FFG information
reporting-the suggestion of assistance from the
Russians'to someone associated, with the' Trump
campaign;

« Page’s historical cénnections to Russia and RIS;

+ Page’s allegedrcoordination with the Russian
government/on 2016 U.S. presidential election
activities,‘based on Steele’s reporting; and

* Page's'statements to an FBI CHS in October
2016 thatthat he had an “open checkbook” from
certain Russians to fund a think tank project.

In addition, the statement of facts described
Page’s denials of coordination with the Russian
government, as reported in two news articles and
asserted by Page in a September. 25 letter to then FBI
Director Comey.

The application received the necessary
Department approvals and certifications as. required by
law. As we fully describe-in Chapter Five, this.
application received more attention.and scrutiny than a
typical FISA application in terms of the additional layers

of review and number of high-level officials who read
the-application before it was signed: These officials
included NSD’s Acting Assistant Attorney General,
NSD’s Deputy Assistant Attorney General with oversight
over OI,.OI's Operations Section Chief and Deputy"
Section Chief, the DAG, Principal Assoaate Deputy
Attorney General, and the Assogiate Deputy Attorney
General responsible for ODAG’s national security
portfolio. However, as we_explain below, the
Department decision-makers who supported and
approved the application'were not given all relevant
information.

Role of Steele ElectioneRéeporting in the First Application

In,support of the fourth element in the FISA
applicatibn—=Cartér Page's alleged coordination with the
Russiamgoverpment-on 2016 U.S. presidential election
activities—thé application relied entirely on the following
information from Steele Reports 80, 94, 95, and 102:

» Compromising information about Hillary Clinton
had been compiled for many years, was
controlled by the - Kremlin, and had been fed by
the Kremlin to the Trump campaign for an
extended period of time (Report 80);

» During a July 2016 trip to Moscow, Page met
secretly with Igor Sechin, Chairman of Russian
energy conglomerate Rosneft and.close associate
of Putin, to discuss future cooperation and the:
lifting of Ukraine-related sanctions against
Russia; and with Igor Divyekin, a highly-placed
Russian official, to discuss sharing with the
Trump campaign derogatory information about
Clinton (Report 94);

* Page was an intermediary between Russia and
the Trump campaign’s then manager (Manafort)
in a “weli-developed conspiracy” of cooperation,
which led to Russia’s disclosure of hacked DNC
emails to WikilLeaks in exchange for the Trump
campaign‘s agreement to sideline: Russian
intervention in Ukraine as a campaign issue
(Report 95); and

¢ Russia released the DNC emails to WikilLeaks in
an attempt to swing voters to Trump, an
objective conceived and promoted by Page and
others (Report 102).

‘We determined that the FBI’s decision to rely
upon Steele’s election reporting to help establish
probable cause that Page was an agent of Russia was a
judgment reached initially by the case agents on the
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Crossfire Hurricane team. We further determined that
FBI officials at every level concurred with this
judgment, from the OGC attorneys assigned to the
investigation to senior CD officials, then General
Counsel James Baker, then Deputy Director Andrew
McCabe, and then Director James Comey. FBI
leadership supported relying on Steele’s reporting to
seek a FISA. order on Page after being advised of,.and
giving consideration to, concerns expressed by Stuart:
Evans, then NSD‘s Deputy Assistant-Attorney General-
with.oversight responsibility over. OI, that Steele. may
have been hired by someone associated with
presidential candidate Clinton‘or the DNC, and that the
foreign intelligence to be collected through the FISA
order would probably not be worth the “risk” of being
criticized later for collecting communications of.
someone (Carter Page) who was “politically sensitive.”
According to McCabe, the FBI “felt strongly” that the
FISA application should move forward because the team
believed they had to get to the bottom of what they
considered to be a potentially serious threat to national
security, even if the FBI would later be criticized for
taking such action. McCabe and others discussed the
FBI's position with NSD and ODAG officials, and these
officials accepted the FBI's decision to move forward
with the application, based substantially on the Steele
information.

We found that the FBI did not have information
corroborating the specific allegations against Carter
Page.in Steele’s reporting when it relied upon his
reports in the first FISA application or subsequent
renewal applications. OGC and NSD, attorneys told us
that, while the FBI's “Woods Procedures” (described in
Chapter Two) require that every factual assertionin a
FISA application be “verified,” when information is
attributed to a FBI CHS, the'Woods Procedures require
only that the agent yerify, with supporting
documentation, that the application accurately refiects
what the CHS toldythe,EBI. The procedures do not
require that thesagent corroborate, through a second,
independent source, that what the CHS told the FBI is
true. We did not identify anything in the Woods
Procedures that is inconsistent with. these officials’
description of the procedures.

However, absent corroboration for the factual
assertions in-the election reporting, it was particularly.
important for the FISA applications to articulate the
FBI's knowledge of Steele’s background and its
assessment of his reliability. On these points, the
applications advised the court that Steele was believed
to be a reliable source for three reasons: his
professional background; his history of work as an FBI
CHS since:2013; and his_prior non-election reporting,

viii

which the FBI described as “corroborated and used in
criminal proceedings.” As discussed below, the
representations about Steele’s prior reporting were
overstated.and had not been approved by Steele’s
handling agent, as required by the Woods Procedures.

Due to Evans’s persistent inquiries, the FISA
application also included.a footnote, developed by OI
based on information' provided by the Crossfire
Hurricane team, to address Evans’s concern about the
potential political bias_of Steele’s research. The
footnote stated that/Steele Was hired by an identified
U.S. person (Glenn 'Simpson) to conduct: research
regarding “"Candidate #1s"” (Donald Trump) ties to
Russia and that the FBI “speculates” that this U.S.
person was likely looking for information that could be
used todiscredit;the Trump campaign.

Relevantidnformation Inaccurately Stated, Omitted, or
Undocumented in the First Application

Our review found that FBI personnel fell far
short of the requirement in FBI policy that they ensure
that all factual statements in a FISA application are
“scrupulously accurate.” We identified multiple
instances'in which factual assertions relied upon in, the
first FISA application were'inaccurate, incomplete, or
unsupported by appropriate documentation, based upon
information the EBI had in its possession at the time the
application was filed. We found that the problems we
identified were primarily caused by the Crossfire
Hurricane team failing to share all relevant information
with OI and, consequently, the information was not
considered by the Department decision makers who
ultimately decided to support the applications.

As more fully described in Chapter Five, based
upon the information known to the FBI in October 2016,

‘the first application contained the following seven

significant inaccuracies and omissions:

1. Omitted information the FBI had obtained from
another U.S. government agency detailing its
prior relationship with Page, including that Page
had 'been approved as an “operational contact”
.for the other agency from 2008 to 2013, and
that Page had provided information to the other
agency concerning his prior contacts with certain
Russian intelligence officers, one of which
overlapped with facts asserted in the FISA
application;

2. Included a source characterization statement
asserting that Steele’s prior reporting had been
“corroborated and’used in criminal proceedings,”




‘which’overstated: the'S|gn|Fcanc'e of Steele’s past
‘reporting and was not'approved by Steele S
handllng agent, as required by the Woods
Procedures;

.. ‘Omitted information.relevantito the reliability of
.Person 1, a key Steele sub-source (Who‘wa's’
attrlbuted with providing the information in
Report 95 and some:of the mformatlon in
Reports 80 and 102 relied upon inthe
‘application), namely that (1) Steele himself told
:members-of.the Crossfire Hurricane team that
'Person 1 was'a “boaster”‘and ‘an “egoist” and
“may engage:in some embellishment” and. (2).
‘the FBI had opened.a countermtelllgence
‘investigation' on Person: 1 a‘few days before the
:FISA application was Fled

.. ‘Asserted that the FBI had assessed;that Steele

.did ‘not directly provide to.the pressiinformation
.in.the September 23 Yahoo News article based
on'the premise:that Steele had told the FBI'that
he only shared hlS election- related research W|th'
tthe EBI and Fusion GPS, his:client; this: premise
was’incorrect:and contradlcted by documentatlon
‘in-the’Woods File—Steéle had told the FBLIithat
he:also gave his information to the State:
Department;.

.. :Omitted Papadopoulos S consensually monltored
statements to-an FBI CHS in‘September 2016
denying that: anyone associated withithe Trump
‘campaign was collaboratifigswith Russia or with
:outside groups like:WikiLeaks inthe release of
‘emails;

. Omitted Page’s:consensually: monitored
statements tofan FBI' CHS’in.August: 2016 that
‘Page had "literally pever met” or“said one word
to” Paul Manafort-and that'Manafort'had not
responded to'any of Page’s emails; 1f true; those:
statements were in tension with claims in Report
‘95 that Page was partrcnpatlng ina: conspiracy
with Russia by acting as‘an’intermediary for
‘Manafort on behalf 'of the. Trump campaign;:and.

Included Page's consensually ‘monitored
statements to an FBI CHS'in October 2016 that
the FBI believed supported its theory that Page
was an ‘agent of'Russia but omitted other
statements.Page made:that were inconsistent
with its theory, mcludmg denying having met
with Sechin:and’ Divyekin; or even knowung who
Dlvyekm was; if true, those statements
contradicted the claims in Report 94 that.Page

had met:secretly with Sechm and. Dlvyekm about
future cooperation Wlth Russia and shared
derogatory mformatlon about candldate Clmton

None of these inaccuracies and ‘omissions - were
brotight to the attention of OI before the.last FISA
application ‘was filed in June 2017, Consequently, these
failures were repeated in all three. renewal applications:

Further, as we'discuss later, we ldentlfed 10 additional
'significant-errors in the:renewal appllcatlons

"The failure té provide“accurate and complete:
information.to the OI ‘Attorney concerning Page’s prior:

relationship with' another'U.S. government:agency (item
1 ‘above) wag’ particularly. concerning because the: Ol
'Attorney had specifically asked the case ‘agent:in late

September 2016 whether Carter Page had a currentor

prior relatlonshlp .with the other ‘agency.. In response: to

thathinquiry«the case-agent advised the OI Attorney
that Page's relationship was “dated” (claiming it was

when Page.lived in Moscow in 2004- 2007) and “outside
scope:” This representation; however, was contrary'to
rlnformatlon that the 'other agency had provided to the

FBLin August 2016 Wthh stated’ that Page was

'approved as an “operational contact” of: the other
‘agency from 2008 to 2013 (after Page had left

Moscow). Moreover, rather than being “outside. scope,"
Page's status with the:other agency overlapped in time-

. with some of the interactions betwéen Page and known

Russian’ mtellugence officers that were relied upon in the
FISA appllcatlons to establish probable cause, Indeed
Page had provided information to the other agency

-abolit his past contacts with a Russian' Intelllgence

Officer (Intelligence Officer.1), which were among the:
historical connectionsito Russian intelligence; officers

that the FBI relied upon in the first FISA application
L(and subsequent renewal appllcatlons) According to
the.information from the other agency, an employee of

the other agency had assessed that Page “candldly

‘described his contact with” Intelllgence Officer:1.to the

other-agency. Thus, the FBI relied upon Page’s

‘contacts:with Intelligence Officer'1, among others, in

support ofits: probablecause: statement in the FISA
appllcatlon, ‘while failing’ to dlsclose to OI-or the:FISC
that (1).Page had been approved as an operatlonal
contact by:the other agency durmg a five-year period

that overlapped with allegations’in the: FISA appllcatlon,

(2) Page had dlsclosed to'the other agency contacts
that he:had ‘with Intelllgence Off“cer 1 and certain other
lndlwduals, and (3) the other agency’s employee had
given a positive assessment of Page’s candor.

Further, we were concerned by the FBI'S
inaccurate assertion in the appllcatlon that Steele S prior
reporting had been“corroborated’ and: used in criminal
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proceedings,” which we were told was primarily a
reference to Steele’s role in the FIFA corruption
mvestlgatlon We found that the team had speculated
that Steele’s prior reportlng had ‘been corroborated and
used in criminal proceedings without clearing the
representation with Steele’s handling agent, as required
by the Woods Procedures. According to the handling
agent, he would not have approved the representation
in the application because only “some” of Steele’s prior
reporting had been corroborated—most of it:had not—
and.because Steele’s information was never used in a
criminal proceeding. We concluded that these failures
created the inaccurate impression in the applications
that at'least some of Steele’s past reporting had been
deemed sufficiently reliable by prosecutors to use in
court, and that more of his.information had been
corroborated than was actually the case.

We found no evidence that the OI Attorney,
NSD supervisors, ODAG officials, or Yates were made
aware of these issues before the first application was
submitted to:the court. Although we also found no
evidence that Comey had been made aware of these
issues at.the time he certified the application, as
discussed in our analysis in Chapter Eleven, multiple
factors made it difficult for'us to precisely determine the
extent of FBI leadership’s knowledge as to each fact
that was not shared with OI and not included,. or
inaccurately stated in the FISA appllcat|ons These
factors mcluded among other things, limited
recollections, the inability to question Comey or refresh
his recollection with relevant, classified déeumentation
because of his lack of a security €learance, and the ~
absence of meeting minutes that:would*show the
specific details shared with €omey'and McCabe during
briefings they received, béyond the more general’
investigative updates that we,know they were provided.

FBI Activities After/the First FISA
Application and FBI Efforts to Assess
Steele’s Election Reporting

On October 31, 2016, shortly after the first FISA
application was signed, an article entitled “A Veteran
Spy Has Given the FBI Information Alleging a Russian
Operation to Cultivate Donald Trump,” was published by
Mother Jones. Steele admitted to the FBI that he was a
source for the articleé, and the FBI closed him as a CHS
for cause in November-2016. However, as .we describe
below, despite having been closed for cause, the
Crossfire Hurricane team continued to obtain
information from Steele through Ohr, who met with the
FBI on 13 occasions to pass along information he had
been provided by Steele.

In Chapter Six, we describe the events that
followed Steele’s closing as a CHS, including the FBI's
receipt of information from several third parties who
had acquired copies of the Steele election reports, use
of information from the-Steele reports in an interagency
assessment of Russian interference in'the U.S. 2016
elections, and continuing efforts«to, learn about Steele
and his source network and taefverify information from
the reports following Steele’s clasure.

Starting in December 2016, FBI staff
participated in an interageney’effort to assess the

‘Russian government’s intentions and actions concerning

the 2016 U.S. electionss*We learned that whether and
how to present Steele’s reporting in the Intelligence
Community ‘Assessment (ICA) was a topic of significant
discussion between the FBI and the other agencies,
participating in,it. According to FBI staff, as the
intefagency editing  process for-the ICA progressed, the
CentralIntelligence Agency (CIA) expressed concern
about the lack of vetting for the Steele.election
reportlng and asserted it did not merit inclusion in the
body of the report. An FBI Inte! Section Chief told us
the .CIA viewed'it as “internet rumor.” In contrast, as
we describe in Chapter Six, the FBI, including Comey
and McCabe, sought to include the reporting in the ICA.
Limited information from the Steele reporting ultimately
was presented in an appendix to the ICA.

FBI efforts to verify information in the Steele
election reports, and to learn about Steele.and his
source network continued after Steele’s closure as a
CHS. In November and December 2016, FBI officials
travelled abroad and met with persons who previously
had professional contacts with Steele or had knowledge
of his work. Information these FBI officials obtained
about ‘Steele was both positive and negative. We
found, however, that the information about Steele was
not:placed in his FBI CHS file.

We further learned that the FBI’s Validation
Management Unit (VMU) completed a human source
validation review of Steele in early 2017. The VMU
review found that Steele’s past criminal reporting was
“minimally corroborated,” and included-this finding in its
report that'was provided to-the Crossfire Hurricane
team. This determination by the VMU was in tension
with the source characterization statement included in
the initial FISA application, which represented that
Steele’s prior reporting had been “corroborated and
used.in criminal proceedings.” The VMU review also did
not identify any corroboration for Steele’s election
reporting among the information that the Crossfire
Hurricane team had collected. However, the VMU did
not include this f"ndlng in its written validation report




:and therefore members of the Crossfire Hurricane:team
-and FBI executives were unaware of it.

We also found that the FBI's interviews of
‘-‘Steele, his anary Sub-source;’a second sub- =source;
.and other investigative act|v1ty, revealed potentially
;serious problems.with Steele’s descriptions of
information in"his reports. For example;.as detailed in
‘Chapters ‘Six:and Eight, the Primary Sub-source made
‘statements durmg ‘his/her January 2017 FBI interview
‘that were mconsnstent wnth multiple sections of the:
.Steele: reports, including some that were relied upon in
the FISA applications. Among other things, regarding
the allegations attributed 'to Person 1,.the Primary Stb-
;source’s.account-of these:commuinications, if.true, was.
not consistent with:and, ;in fact, contradicted the
xallegatuons ofa “well developed conspiracy” in Reports
*95 and 102: attrlbuted to.Person 1.

We further determined that-the Crossfire
Hurricane team was unable to corroborate.any of the
-specific substantive: allegations. regarding Carter Page
‘contalned in Steele’s election reporting which the FBI
relled onin the FISA appllcatlons We were told by thé
Supervnsory Intel. Analyst that, as:of September 2017
‘the FBI had corroborated llmlted information in:the:
Steele election reporting, and much of that was publicly
:available.information. Most relevant to the Carter Page
FISA applications, the allegatlons contained iniRéports
'80, 94, 95, and 102; which were relied dpon in‘all four:
‘apphcatlons, remamed uncorroborated ‘and,. in several
instances, were inconsistent with mformatuon gathered
by the Crossfire'Hurricane team.

The Three Renewal Applications for
‘Continued FISA Authority on Carter Page

As noted:above, the FBI filed three renewal
-appllcatlons with the FISC; on January 12, April 7, and
June: 29, 2017 In addltlon to.repeating’ the seven
sxgmf“cant errors contained in the:first FISA- apphcatlon
:and outlmed above, we identified 10 additional.

Xi

significant errors in the three renewal applications;.

based upon information known to the FBI'after the first
appllcatlon and before one‘or more of the renewals: We
describe the cwcumstances surroundmg these: 10:errors

in Chapter Eight, and provide a chartlisting additional

errors in. Appendix One. '‘As more:fully.described in

Chapter Eight, the:renewal applicationss,

‘8. Omitted the fact that: Steele 's Primary: Sub-
source;’ who the FBI found credible; had made
statements in January 2017 raising s:gmf“cant
questlons about thewreliability of: allegatlons
included in the:FISA applications, including; for
example, thatsthe/she did notrecall any
disclission,with Person 1 concerning WikiLeaks.
and there was “nothing bad”-about the
commumcatlons between the Kremlln and the
Trump team and that he/she did not: report to
Steele in July 2016 that Page had met with
Sechin;

9. Omitted Page’s prior relatlonshlp ‘with another
U.S.'government agency, desplte being
reminded by the other agency in June 2017,
prior'to the filing of the final renewal
application, about Page’s past status'with that
other agency; instead of including: thlS
information in the:final renewal appllcatlon ithe.
OGC Attorney altered an email from:the other
agency so that the 'email stated:that Page was
“not asource” for the other agency, which'the
FBI afflant relled 'upon'in:signing the final
renewal apphcatlon,

10: Omitted information from persons who
prewously had professnonal contacts with Steele
or-had direct: knowledge:of. his work-related
performance, incliding’statements’that Steele
‘had no history of reporting in bad ‘faith buit.

“[d]emonstrates lack of self-awareness;. poor
_Judgment "“pursued people with' political risk
but no mtelllgence value," “dldn’t always
exercise great: Judgment “and it was “not clear
‘what'he-would have done to validate” his
reporting;:

11, Omitted information obtained from Ohr about
Steele and his: elect|on reporting; including that
(1) Steele’s reportlng was going to'Clinton’ s
presndent|al campaign and others, (2) Slmpson
'Wwas paying:Steéle:to discuss his reporting with:
'the media, and (3) Steele was “desperate. that
Donald Trump-not get elected ‘and:was
‘passuonate about him not being the U.S.
:PreSIdent"




12, Failedito update the description of Steele:after.
information became known to the:Crossfire
Hurricane team, from Ohr'and others, that
provided greater’ clarity’ on. the polltlcal onglns
and connections of Steele sireporting, mcludlng
that Simpson was:hired by:someone associated;
with the Democratic Party and/or the DNC;.

Failed:to correct the assertion‘in;the first FISA.
application that:the FBI did not:believe that.
Steele directly provided information to the;
reporter who wrote the September 23 Yahoo
News.article, ‘even though there was no
information in the' Woods File to support this.
claim.and:even after certain Crossfire Hurricane
officials learned in, 2017, before the third

13..

renewal:application, of an admission that.Steele.

made in a court filing about his interactions with
the'news media in the:late:summer and early
fall of 2016;

Omitted the finding from a’FBI source:validation
report that.Steele was suitable for continued.
operation but-that his_past contributions to the
FBI's criminal program had been “minimally
corroborated,” and instead continued to assert
in the:source characterization statementdthat
Steele’s: prior reportmg had been “corréborated
and used.in’ cnmlnal proceedmgs

14,

15. Omitted Papadopoulos’s statemegfts to'an'FBI
CHS in late Octoberi2016'denying that the
Trump:campaign was involved inithe

‘circumstances.of the DNC email hack;:

Omitted Joseph Mifsud’s denials to the FBI-that
he supplied Papadopoulos with the information.
Papadopoulos shared with: the FFG (suggestmg
that the campalgn received an offer or
suggestlon of assistance: from Russia); -and

16..

:17.. Omitted fnformation indicating that Page played
no role.in the Republican: platform change on

Russia‘s,annexation of Ukraine as alleged in the
Report 95; which was jnconsistent:with a factual
assertion relled upon: to' support probable cause

in all four FISA apphcatlons

Among the most serioiis of the 10 additional
errors we found in the renewal applications wasthe:
FBI's failure to advuse Ol or the courtof the
inconsistences, described in:detail in Chapter Six,
between Steele and his Primary Sub-source on the

reporting relied upon in the FISA applications:. Although

"the Primary Sub-source’s account of these
commumcatlons, if true; was not consistent’with ard; in,
‘fact, contradicted the allegations:ofa: “well= developed

xii

conspiracy”in Reports 95 and 102 attributed to:Person
'1,.the FBI did not:share this information with'OI. The
FBI also failed to share other inconsistencies’ wuth Ol,.
lmcludlng the Prlmary Sub-source’s account: of the
alleged meetlng between Page and Sechm in Steele s
‘Report 94 and hls/her descriptions.of the source
inetwork: The.fact that the Primary Sub=source’s
‘account contradicted key’assembng attributedto
‘his/her own sub-sources in.Steelé’s Reports 94, 95, and
102 should have generated significant’ dlscussions
‘between the Crossfire: Hurricane team and OI prior'to
.submitting the next FISA renewal application..

‘According to Evans, had OI been made aware.of the
Jinformation, such discussions ‘might have‘included:the
‘possibility of foregoing'the renewal request altogether,
;at least untilithe FBI feconciled the differences between.

‘Steele'sqaccountand: the Prlmary Sub =source’s account’

to the satlsfactlon of OI. However, we found no
ewdence that the Crossfire’ Humcane team ever
.considered whether any. of the inconsistencies
‘warranted reconsideration of the FBI's assessment:of
‘the reliability of the Steele réports or noticé.to OI
ibefore the subsequentirenewal applications were filed..

Instead; the'second and third renewal
‘applications provnded no-substantive mformatlon
.concerning the Primary’ 'Sub-source’s mtervxew and
offered only:a.brief conclusory statement:that the FBI
‘met with:the Primary Sub-source;“[i]n an effort to,

further'corroborate Steele’s reporting” and found the

Primary. Sub- -source to beé “truthful;and cooperative.”
We:believe that mcludlng thxs statement without also

:mformmg o1 and the court that the anary Sub-
‘'source’s.account of events contradicted key assertions’
‘in'Steele’s reporting, left a misimpression that the

Primary. Sub-source had corroborated’the Steele

reporting. Indeed,.in-a letter-to'the FISC in July 2018,
lbefore learning of. these’inconsistencies from us dunng
this. review; the Department defended the reliability of
Steele’s reportmg and'the FISA. appllcatlons by-citing; in
»part to'the:Primary Sub-source s interview’as

“additional information corroborating [Steele’ s]

‘reporting”and noting the FBI's détermination that
he/she was:™truthful 'and cooperative.”

The rénewal’ appllcatlons ‘also contmued to fail
to include information regarding. Carter Page 's past

‘relationship with another:U.S. government: agency,
‘even though both’OI and ‘'members of. the Crossfire
1Hurr|cane expressed concern-about the possibility of a
‘prior relatlonshlp following mtervnews that Page.gave to

news:outlets:in April and May 2017 statmg that he had

‘assisted other U.S. government agencies in the past.
As we - describe in Chapter Eight, in June 2017, SSA; 2,.

who was to: be the affiant for Renewal Appllcatlon No. 3
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and had been:the affiant for the:first two renewals, told
us that he wanted:a.definitive answer to whether Page:
had ever been a:solirce for another, U:S. government
agency | before he: sugned the final renewal .application,,
This led to: interactions between the OGC Attorney.
aSS|gned to Crossfire Hurncane and a.liaison‘from the
other'U.S. government agency. In'anemail from:the
liaison to the OGC Attorney,.the liaison provided written
guidance, including'that it was the liaison’s recollection
that'Page had or continued to have a relationship;with
the ‘other.agency, and dlrected the OGC:Attorney to
review the information that. the other-agency had
provnded to the'FBI in-August 2016. As noted above,
that August 2016 information stated that Page did, in
fact, have a priorrelationship with'that other.agency.
The next morning, immediately following a 28 minute
telephone call between the ' OGC Attorney and’‘the OI
‘Attorney, the 0GC Attorney forwarded to the 0)§
Attorney the ligison’s email (but not the. ongunal email
from the OGC Attorney to the liaison setting out:the
questions he was asking). The OI Attorney responded:
to the . OGC Attorney;. “thanks'I think we.are good and
no need to carry it'any further,” However, when'the
0GC Attorney subsequently sent the liaison’ s:email tos
SSA 2, the OGC Attorney altered the liaison’s emailiby:
lnsertlng the words™not a source” into |t thus making it:
appear that:the liaison had.said that. Page was*nota
source” for-the other agency Relying upon.this,altered
email, SSA 2'signed the third; ‘renewal application that
‘again falled to'disclose Page’s past relationship With the:
other:agency. Con5|stent w1th the Inspector General
Act of 1978,-following'the OIG's' dlscovery that the 0GC
Attorney. had altered and:sent'th€'email to SSA 2, :who
thereafter relied:on it to swear.out the third FISA
application, the OIG promptly informed the. Attorney
General 'and the FBI Director and.provided them with:
the relevant lnformatlon about the OGC Attorney (5
actlons

None of the inacetiracies -and omissions that-we
identified in'tHerenewal applications were brought.to:
the attention;of ©I;before the applications'were filed.
As a result sumllar to the first application; the
Department officials who reviewed oneor more of the:
renewal appllcatlons, mcludmg Yates, Boente, and
Rosenstein, did not have accurate and complete
information at the'time’ they. approved them.

We do not: speculate whether or how havmg
accurate and complete information might-have
inflienced the decisions of senior:Department leaders
who'supported the four FISA:applications, or the court;.
if they had known all of the relevant.information.
Nevertheless, it was the obllgatlon of the FBI agents
and supervisors who were aware of the information to

ensure;that the.FISA applications were “scrupulously
accurate” and that.Ol, the Department’s’decision
makers; and ultimately; the court’had the:opportunity
to consider the: additional’ lnformatlon and the
|nformat|on omitted from the first. apphcatlon The-
individuals involved did not:meet: this obligation.

Conclusions Concerning All Four FISA
Applications:

We:concludedsthatithefailures described:above
and in this'report:represent serious performance
failures by the supérvisory‘and non-supervisory agents
With'responsibility. over the FISA applications. These:
failures prevénted OI from fully performing its
gatekeeper function and.deprived'the decision makers
the opportunitytc make fully informed decisions:.
Although gome of the factual misstatements and’
omissions we found in this review were.arguably more
significant than others; . we believe that:all of them.
taken together restiltediin ‘FISA applications that made,
it appear that the information supportingiprobable.
cause was stronger than was actually-the case.

‘We identified at least 17 sxgmr“cant errors or
omissions.in-the Carter Page FISA applications, and
many additional:errors in the Woods Procedures. These
errors’and omissions resultéd from case agents
providing'wrong or mcomplete information to Ol and
failing'to flag importantiissues for dlscussxon ‘While we
did not find documentary or testlmomal evxdence of
intentional misconduct on the part of the case agents
who assisted OI in preparing-the applications, or: the.
agents-and supervisors who; performed the:Woods
Procedures, we also. did: not receive: satlsfactory
‘explanatlons for the. errors:oF problems We identified.

In most instances, the: ‘agents'and supervisors told us;
that they either did not know or recall'why the
information was not:shared:with OI, that the fallure to
-do so may have been an oversight, that they did not
recognize at.the:time the relevance of the information
to the FISA application, orthat they did not believe the
missing information to be;significant. On’this last’ point,.
we believe that case; agents may have improperly
‘substltuted ‘their own'judgments in place of the -
_judgment of OI, orin.place of the:court, to welgh the
probative value of.the information. ;Further; the failure
'to update OI on aIl .significant case developments
relevant to the FISA apphcatlons led us:to conclude that’
‘the agents and. 'supervisors did not give approprlate
attention or treatment:to the facts that cut against
probable: cause, or reassess the:information supporting
probable: cause as, the investigation progressed The
-agents and SSAs-also did not follow; OF @ppear to even
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know, the reqmrements in the ' Woods Procedures-to re-
vernfy the factual assertions from previous:applications
‘that are repeated in renewal-applications: and verify'
‘source characterization statements with the CHS
handlmg agent and document the venf‘catuon in the
‘Woods File.

That so many: basic and:fundamental errors.
‘were ‘made by three separate, hand-picked teams.on
one of the most sensitive 'FBI investigations that.was:
brlefed to'the highest: levels within the FBI, and that’ FBI
.officials expected would eventually be: subjected to
close: scrutiny, raised significant questions regarding; the
FBI chain of command’s:management and supervision’
.of the FISA.process. [FBI Headquarters established a
chain of command’for. Crossfire Hlirricane that included
close:supervision' by senior CD managers; who then:
bnefed FBI Ieadershnp throughout the investigation., )
Although we do not'expect managers and- supervnsors to
know every ‘fact about an investigation, or: senior’
-officials to know all the details of cases:about:which:
‘they are briefed, in a sensitive, high-priority. matter like
this ong, itiis reasonable ‘to expect that they will take
‘the necessary'steps to ensure that’ ‘they.are sufficiently
famlllar with the facts and cnrcumstances supportmg
.and: potentlally undermmlng a FISA appllcatlon inforder
to provide effective oversight; consistent with theirfevel
‘of supervisory responsibility. We concludeddthatthe
information that was, known to the managers,
supervisors; and'senior-officials;should have resulted.in
.questions being. ralsed regardlng the. reliability of the'
‘Steele reporting and the probable cause supporting the
FISA applications, but did not.

In our view, this was a failure of not.only the:
-operational team, but alséiof the:managers:and
isupervisors;; including senioriefficials; in the chain of
command. Forthesé reasons, we recommend that the
FBI review the performance:of the employees who-had
responsibility for-the preparation, Woods review, or
‘approval of the*FISA\applications, as well as:the
managers and supervisors in thé:chain of command:of
the Carter Page investigation; mcludlng seniorofficials,.
.and take. any action:deemed appropriate. In’addition,
‘given the extensive comphance failures we identified in
‘this: rewew, we believe that additiona! OIG oversight
‘work is required to assess the FBI's.compliance with
Department and FBI FISA-related policies that seek to
iprotect the civil hbertles of U.S: persons, Accordlngly,
we havetoday:initiated an OIG audit that will further:
.examine the FBI's compliance with theWoods

Proceduires in FISA applications that target U.S. persons:

.in.both.counterintelligence and counterterrorism
lnvestlgations This audit will be informed by the:

findings in‘this review, as weII as:by our priorwork over
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the:past:15'years on the:Department’s and FBI's use:of
national security.and;surveillance: authorities, including
‘authorities under.FISA, as detailed in Chapter One.

Issues Relating to Department Attorney

Bruce Ohr

In Chapter, Nine, we describe:the interactions:

Department attorney Bruce Ohr had with Christopher
Steele, the FBI; Glenn’ Simpson/(the owner. of Fusion,
GPS), :and the:State Department during the Crossﬂre

Hurricane investigation. ‘At the time of these:

interactions, which teok-place from-about July 2016 to

May. 2017, Ohr-was an Associate Deputy Attorney

General in“tife Office of the Deputy Attorney General
(ODAG) and the Director of the Organized Crime and
Drug Eniforcement Task Force (OCDETF)..

‘Ohr'sinteractions with: Steele, the FBI, Simpson, .and.
‘the State Department

Beginning in’ July 2016, at. about the same’ tlme
that Steele was engaging with: the FBI on h|s electlon

reporting, Steele contacted Ohr, who.he had:known

since’at least:2007,.to discuss.information from Steele’s

election reports. At Steele’s’stiggestion, Ohr also mét
in August 2016 ‘with Simpson to. discuss Steele’s’

reports. At the time; Ohr's:wife; Nellie Ohr; worked .at.
Fusion:GPS as an mdependent contractor Ohr also met

with Slmpson in December 2016, at which tlme
Simpson gaveé Ohr a:thumb dfive containing numerous

Steele election reports that Ohr thereafter provided to
the EBI.

On October: 18 2016, after speakmg with: Steele
that morning, Ohr met with McCabe to-share Steele s:

-and Simpson‘s‘information with him. Thereafter; Ohr

met'with members of the Crossfire Hurricane:team 13
times betweeniNovember 21, 2016, and May 15;.2017,
concerning his contacts’with,.Steele and: Slmpson All

13 'meetings occurred after the FBI had closed Steele as

a CHS and, except for the. November 21 meeting; each
meeting was initiated:at Ohr's request; ‘Ohr told us that

he did not-recall the FBI asking him to take: any’ action
-regarding Steele:or Simpson, but Ohralso stated that

“the general instruction was to let [the FBI]
know...when I got. mformatlon from Steele.” The

Crossfire Hurricane team memorlahzed each of the

meetings with Ohr as an “interview” using an:FBI FD=
302 form. Separately, in November 2016, Ohr-met:with
senior State Department officials: regardmg Steele’s:
electlon reporting.



Department leadership,.including Ohr's
supervisors'in.ODAG and the ODAG officials who:
reviewed and approved, the Carter Page’ FISA
applications; were unaware of Ohr's: meetlngs Wlth FBI
officials, Steele, - Simpson, ‘and the State Department
until after Congress requested:information from the
Department regarding Ohr’s activities in late November
2017.

We did not'identify a specnf'c Department policy
prohlbltlng Ohr from meeting with Steele, Simpson; or
‘the State Department'and provndmg the information:he:
‘learned from those meetings to.the FBI. However; Ohr:
was clearly cognizant of his résponsibility to inform his:
supervisors of theseinteractions, and acknowledged to
the OIG that the possibility:that he would have been
told by his supervisors to:stop" havmg such’ contact may
have factored into his decision not to. tell them about'it.

We concluded that-Ohr.committed.
consequential .errors in_judgment by (1) failing'to advise
his direct 'supervisors or the DAG that heiwas~
communlcatmg with' Steele and-: Simpson and then
requesting meetlngs with’ the FBI's Deputy Dlrector and
Crossfire Hurricane team on matters.that were outside
of his:areas of responsibility, and (2) making himself a
witnessiin:.the:investigation by, meeting with:Steele;and.
providing’Steele’s information to the!FBI. As we:
describe in Chapter Eight; the late discovery of Ohrs
meetings with the FBL: prompted NSD to'notify the. FISC
in July 2018, over a year after the f|nal FISA renewal
order was lssued of information that Ohrthad provided
to the FBI but that the FBI had. failed to inform NSD and
OlI:about:(and therefore was not included in the: FISA
applications), including that'Steele was “desperate that.
Donald Trump not'get’ elected and was passionate about
him not being’ the U.S. President.”

FBI Compliance with Policies

The FBI’s*CHS: Policy: GU|de (CHSPG) provrdes
guxdance to agents concerning contacts with CHSs: after
‘they have been closed for cause, as'was the case with
Steele as of November.2016. Accordmg to the CHSPG,;
a’handling agent must notinitiate:contact with or
respond to contacts from a former CHS who: has been
.closed for cause absent exceptional circumstances that
-are approved by'an SSA. The CHSPG also requires
reopenmg of the CHS'if the relationship between the
FBI and a closed CHS:is expected to continue: beyond
‘the initial contact or debriefing. ;Reopening requires
hlgh levels of ‘supervisory. approval; including a finding
that the benefits of reopening the CHS.outweigh the
risks.

We found that, while the Crossfire Hurricane
team:did hot initiate direct contact with. Steele:after his
closure, it responded to numerous contacts'made: by
Steele: through Ohr. Ohr hlmself was not'a dnrect
‘witness in the: Crossfire Hurricane mvestlgatlon rather,
his purpose in:communicating with the FBI was to pass:
-along information from Steele. While.the FBI’s .CHS
policy does not explicitly:addréss indirect contact
between an FBI agent and :a:closéd CHS; we concluded
that the repeated contacts thh \Steele'should have
tnggered the CHS pohcy requnrmg that such contacts
occur only after'an 'SSA determines that- exceptional
‘circumistances exist.. Whilgé an SSA was present for the:
‘meetings with Ohr, weifelind no evidence that the.SSAs
made considefed’judgments’that exceptional.
‘circumstances existed for the repeated contacts. We
also found that;. given- that there:were 13 dlfferent
‘meetings with Ohr over a period of months, the use of'
‘Ohréas a cenduit between the: FBI and Steele created a
‘relationiship by proxy that should have triggered,
purstiant'to FBI policy, a supervisory'decision about’
‘whetherto: reopen Steele as'a CHS. or discontinue
:accepting information mdlrectly from him through Ohr

Ethics Issues Raised by-Nellie:Ohr’s Former-Employment
‘with Fusion. GPS'

Fusion GPS employed Nellie Ohras an
‘independent:contractor-from October 2015 to
September 2016. 'On his-annual financial disclosure
forms:covering calendar years 2015 and 2016, Ohr:
listed Nellie' Ohr as-an.“indepéendent CO'ntFactor” and,
reported her income from’that work on the form. We
determlned that fmancnal dlsclosure -rules;; 5+ C.F.R. Part
2634,:did not require: Ohr to Ilst on‘the’ form the ‘specific
organlzatlons, such as Fusion GPS, that pald Nellle Ohr:
asan mdependent contractor durlng the reporting:
period..

In addltlon for reasons'we explain’in.Chapter’
Eleven we: concluded that the federal ethics rules did
‘not requure ohr to obtaln Department ethlcs counsel
‘approval before engaging with the FBI in ‘connection
‘with the:Crossfire:Hurricane matter because of Nellie
‘Ohr’s priorwork for Fusion GPS. However, we found
that; given the factual circumstances:that existed, and
the -appearance that they created; Ohr displayed a lapse
in Judgment by-not availing hlmself of the process
‘described in‘the ethics.rules to:consult with the
‘Department ethics official about his involvement in the
Investigation:

'Meetzngs Involving Ohr, CRM officials, and the FBI
'Regard/ng the.MLARS. Invest/gat/on




-Ohr's:supervisors.in ODAG also were unaware
‘that Ohr, shortly after the U.S. elections’in Novemiber
2016, and.again in early 2017, participated in
discussions:aboutia.money Iaunderung investigation of
Manafort that was then being led by prosecutors:from
‘the Money Laundermg and:Asset: Recovery Section
(MLARS), :which:is located in'the Criminal Division
(CRM)-at the Department’s-headquarters.

As described in more’detail in Chapter Nine; in
November, 2016; Ohr told CRM Deputy Assistant
Attorney’ General Bruce Swartz.and Counsel to: the CRM
Assistant Attorney.General Zainab Ahmad about
information he was gettlng from'Steele.and:Simpson
about Manafort. Between November 16,.2016 and
December 15, 2016, Ohr participated in several
meetings that:were attended,.at variousitimes, by some
or'all of the following individuals: :Swartz,-Ahmad,
Andrew Weissmann (then Section Chief' of CRM’s Fraud
Sectlon), Strzok, and Lisa:Page. The meetings mvolvmg
Ohr,.Swartz,. Ahmad, and Weissmann focused on their
s'hared”c'o'ncer'n that MLARS was’not moving:quickly:
enough.on.the Manafort criminal investigation.and.
whether’ there were steps they could take to-move the
investigation forward. The meetings | with Strzok and
Pagefocused: pnmarlly onwhether the FBI could assess
the case’s relevance, if any, to the FBI’s.Russian:
interference ln_vestxgatlon MLARS was not répresented
at any’of these.meetings or told abotit them,anhd néne
of atteridees'had supervisory responsibility oventhe
MLARS' |nvest|gat|on

There were no meetingsfabout the Manafort
case involving Ohr, Swartz, Ahmadsafd Weissmann.
from December:16,:2016:to January 30,;2017. On:
January 31, 2017, one.day, after Yates was renioved.as
DAG, Ahmad, by then an Acting CRM Deputy Assistant
Attorney’ General after consulting’ with Swartz and’
Weissmann, sent an email to-Lisa Page, copying
Welssmann, Swartz, and Ohr, requesting. a meeting the
next-day to discuss “a:few Criminal Division related
developments.”\The next.day, February 1, Swartz, Ohr,
.Ahmad, and Weissmann met with Strzok, Lxsa Page,
and an FBI _Acting-Section, Chief. None of the attendees
at the meeting could explain'to us what the’ “Criminal
Division related developments" were;. and we did not-

find any. ‘Meeting notes reflect, among other thmgs,
that the group discussed the Manafort criminal )
mvestlgatlon and efforts that the Department.could
undertake to mvesbgate attempts by -Russia to
influence the 2016 elections. MLARS was not
represented at, or told about; the meeting.

We are not'aware of mformatxon mdlcatmg that
.any of the: dlscussmns mvolvmg Ohr, Swartz,
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Weéissmann, Ahmad, Strzok,:and Lisa Pageé resulted in

-any actionstakeén.or not taken in the: MLARS:

investigation, and ultimately the investigation remained

‘with MLARS untrl it'was transferred to the Office of the
.SpeC|aI Counsel in May 2017. Wevalso did not ldentlfy
any Department polucues prohlbltmg lnternal discussions;

:aSS|gned to'the matter, or-between those officials and.
‘senior’officials from the FBLa,HoWever, asidescribed in
Chapter. Nine, we were told that: ‘there was a decision
‘not to inform the: Ieadershlp of CRM both before and
‘after the change in pres:dentlal admlnlstratlons, of
these discussions in order to insulate the MLARS

investigation-from becoiming politicized.” We

.concluded. that this decision, made in the absence of’
.concerns:of potential wrongdomg or. mlsconduct and for:
the purpose;of: avondmg the: appearance that:an:
investigation is pohtICIzed fundamentally
‘miséanstrued’ who'is ultimately responsible and

afcountable for the Department’s work. We agree wnth

‘thesoncerns expressed to us by then'DAG Yates and
then CRM Assistant :Attorney General Leslie Caldwell.
:Department’leaders cannot fulfill their management
responsibilities; and be held accountable forthe
.Department’s actions;. |f subordinates mtentlonally
‘withhold information from them in suchr cnrcumstances

The Use of Confidential Sources (Other
Than Steele) and Undercover Employees

As discussed in Chapter Ten, we. determmed

ithat, during the: 2016 presidential campaign, the
‘Crossfire Hurricane team tasked several .CHSs, which
feslilted in multiple interactions with Carter Page:and’
.George Papadopoiilos, both during and:after the time
they were affiliated with the Trump campaign, ‘and one
with a hlgh -level Trump campaign official who was not'a
~subject of the mvestlgatlon All of these CHS
interactions were consensually momtored and recorded
by the;FBI. As noted above, under: Department and.FBI

policy, the Use of a-CHS'to conduct: consensual

‘monitoring’is ‘a matter of investigative judgment that;.
‘absent certain circumstances; can be authorized: by:a.
Trst-llne 'supervisor (a supervisory” ‘'special’ agent). We
.determmed that the: CHS operatlons conducted’ during
Crossfire. Hurrlcane received.the necessary FBI
-approvals, and that'AD Priestap knew about, and
:approved of; all ‘of the Crossfire Hurricane.CHS

operat|ons even in circumstances where a f‘rst—level

supervisory specnal agent could have approved the:
ooperations. We;found:no evidence that the FBI-used
CHSs. or UCEs to mteract wrth members of the Trump

‘lnvestlgatlon After the openlng of the mvestlgatlon ‘we.




mmwmme@\awmma@m@mem@

found no evidence that the FBI placed any:CHSs or

{UCEs within the Trump campaign or tasked any: CHSs or

UCEs: to report.on the Trifmp campaign.. Finally, we
‘also found: no;documentary or testimonial evidence that
polltlcal blas or improper motivations lnfluenced the
.FBI's decmon to use CHSs or UCEs to interact:with
Trump campaign officials in the Crossfire Hurricane:
.investigation..

~ Although the Crossfre Hurricane: team’, s use of
'CHSs and UCEs complied wuth apphcable polucxes, we
‘are concerned that, under these. pohcnes, it'was:

‘sufficient for a ﬁrst-level FBI.supervisor to-authorize the

:domestic'CHS operations that:were undertaken in
‘Crossfire Hurricane, and-that there'was no applicable.
Departmentor, FBI'pohcy' requiring‘the FBI to notify
Department officials of the: ‘investigative team's decision
to task CHSs to consensually | monitor-conversations’
‘with members of a presndentlal ‘campaign. We found no
‘evidence that the FBI consulted:with- any Department
officials before conducting these' CHS operations. We
believe that current.Department.and FBI policies are
‘not sufficient to ensure appropriate oversight and
‘accountability when'such operations potentlally
implicate: sensmve, constltutlonally protected actnvnty,
:and that they should require; at minimum, Department
consultation.. As:noted above; we include a
‘recommendation in this report:to address this issue.

Consistent with current Department andFBI
pohcy, we learned that decisions about the use of CHSs
‘and UCEs'were made by the case: agents and the
‘supervisory special agents assigned,to.Crossfire:
Hurricane. 'These agents told the!OIG that they focused

the'CHS operations on the FFG information:and:the four:

linvestigative subjects,.andithat they viewed CHS
operations as‘one.of the bestimethods: avallable to
quickly ‘obtain lnformatlon about the predlcatmg
allegations, while preventing information about the:
‘nature and existence of.the investigation from
.becoming publicand potentlally lmpactmg the:
presidential election.

Durlng the meeting’ between a CHS and the
high-level Trump ‘campaign official who was not a
subject of the investigation, the: CHS. asked about the
role of three Crossfire Hurricane subjects— Page,
Papadopoulos, and Manafort—in the Trump_campaign.
The CHS also asked about: allegatlons in, public reports’
concermng Russian interference in‘the 2016 electlons,
the:campaign’s response.toideas featured’in'Page’s.
‘Moscow:speech,:and:the possibility .of an “October
Surprise.” Inresponse; the campaign:official made no
comments of note about those topics, The CHS and the
high-level campaign official also discussed
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found that the Crossfire Hurrlcane team made no use of
any information collected from the high=level Trump
campatgn official, because thefteam:determined that.
none of the lnformatlon gathered was “germane” to the
allegations under investigation:, However, we were

-concerned that the Crossfire Hurrlcane team dld not’

recall having in place a plany prlor to the operatlon

involving the high-level:campaign official,-to address.

the pOSSIble collectionref’politically sensitive:

information..

MAs dISCUSSEd in Chapter Ten, through the use of

LCHSs, thednvestigative team ‘obtained ‘statements from
Carter Page and Papadopoulos that: raised questions:

about the validity of- allegatlons under investigation.

‘Forsexample, when: queshoned in August 2016 about

other individials:who were subjects.in the.investigation,
Page told @ CHS that he had “literally: never met” or
“'said one word to” Manafort and that Manafort had.not
responded to any of Page s emalls As another
example; Papadopoulos denied to a CHS that’ anyone
associated with the Trump campaign was collaboratmg
with Russia or with outside groups like WikiLeaks in'the
release of emails, Papadopotilos:stated:that the
“campaign, of course, [does not] advocate for this'type
of ‘activity because at the end. of the day it's...illegal”
and that™our campaign is'not.. engag[mg] or'reaching
out to Wlleeaks or to the: whoever it'is to tell them
please:work w1th us, collaborate. because we don't, no
one does:that....” Papadopoulos also said.that “as far as
I:understandi..no one’s;collaborating, there's been no
collusion and it's going to remain that'way.” “In another
interaction; Papadopoulos told.a;CHS that he knew “for
a fact”:that no one from'the Trump: ‘campaign had
anythlng to do with releasmg emails fromithe DNC as:a
result of Papadopoulos’s involvement in the Trump
campaign.. ‘Despite the relévance of this: material, as
described in Chapters Five @nd Seven, none of
Papadopoulos sistatements:were provided by the.
Crossfire Hurncane team to the: o) Attorney and Page's
statements were. not provuded to the OI ‘attorney until
June’2017; approximately-ten months after:the initial
Carter Page FISA. application was granted by the FISC.

Through ourreview; we also determined that
there:were other CHSs tasked by the FBI:to attemptito
contact Papadopoulos, but that those attempted
contacts did not’lead to-any operational‘activity. We:
also identified several individuals' who had either a’.
connection to‘candidate Trump or a role in the Trump'




‘campaign,’and were: also. FBI CHSs, but:who were not;
‘tasked. as part of .the Crossfire: Hurricanelinvestigation..
‘One.such CHS dld ‘provide the Crossr re. Hurncane team:
wrth general informatlon about Crossf‘ ire. Humcane

‘‘‘‘‘‘‘‘

‘Hurricane: team f“rst learned about in 2017 after: the
:CHS Voluntarily provided. hls/her handln aqent withan

.agent forwarded-the: matenal through hlS supervrsor
rand FBL.Headquarters, to: the Cross ire: Hurrrcane team.:

sa Crosst" re Hurrlcane ‘team:
‘intelligence analyst, asked the' handling agent to:collect
ﬁ from the CHS wh|ch the handllng agent dld
th

‘fotind that no’action was ‘taken. by the’ Crossf‘ re
Hurricane téam in response’to receiving = ,:
‘We nevertheless were concerned to: learn. that. the /s "~

lnto the FBI s'files; and: we
“promptly notified. the FBI upon Iearnmg that they were
:still belng malntalned in the FBI'S files.. We further
:concluded that, because the CHS's handlmg agent did
not’ understand the.CHS's polltlcal involvement no
.assessment was’ performed by'the solirce’s handlmg
-agent or his'sipervisors (none:of whom:wefe mémbers:
.of the:Crossfire Hurricane team) to determine whether’
‘the:CHS required resdesignation as a ““sensitive source”
or should have been ¢loséd’ durmg the pendency of the
campaign.

While we concluded that the’ lnvestlgatlve
-activities'undertaken by the Crossfire Hurricane team
mvolvmg CHSs and UCEs. complled ‘with’ appllcable
Department: and FBI policies; we:believe that in certain
circumstances, Department and' FBI policies do'not:
provide: suff'cnent oversight: ‘and accountablllty for’
investigative: activities that have the: potentlal to gather
-sensitive lnformatlon mvolvmg protected First
Amendment actlwty, and therefore include:
recommendations to.address these issues

Fmally, as we also: descrlbe |n Chapter Ten,.we
learned during: the ‘course of our, review. that:in August-

»2016 the supervrsor of the Crossflre Humcane
-lnvestlgatlon, SSA1, partlcupated on behalf of .the FBI in
‘a strateglc mtelhgence briefing given. by Offlce of the
‘Director of Natlonal Intellngence (ODNI) to. candldate
Trump and"hls natlonal security: adwsors, mcludlng
‘Michael Flynn, 'and in'a separate strategic intelligence
‘briefing given té candidate Clinton.and her national
{security. advisors.  The'stated{urpose of the FBI portion
iof the:briefing:was'to provide the’ recipients “a baseline
‘on:the presence: .and‘threét posed by. foreign mtelllgence
services to.the Natlonal Securlty of:the:U.S.” However,

‘we found that SSA ¥'was seletted to provide the FBI

brlangs, in part; because Flyan, who was a- subJect in
the, .ongoing: Crossf‘re Hurrlcane lnvestugatlon, would be

_attendmg the’ Trump campaign’ brlef'ng

Following‘his: participation in the briefing of
‘candidate;Trump; Flynn; and another Trump advisor;

.SSAN drafted an EC documenting: his participation‘in
‘the! briefing, and-added the EC to:the Crossfire

: Hurncane lnvestigatlve fi le We were:told that the
;declsnon to:select-SSA 1 to partuc:pate in the ODNI

briefing: was reached by consensus among a group of’

:senior FBI offcuals, including McCabe and Baker: We'
noted that no one at the Department or ODNI'was -

informed that the FBI‘was using thé ODNI’ brlef‘ng of a
presidential.candidate for investigative purposes; and.

‘found:no applicable FBI:or'Department policies
addressmg this'issue. We concluded‘that the FBI's use
‘of this briefing" for lnvestlgatlve reasons-could:

potentlally interfere: with the expectatlon of. trust and.

‘good faith:among. part|c1pants in:strategic lntelllgence

briefings,’ thereby frustrating their purpose. ‘We:

"therefore lnclude a recommendatlon to. address thls

ISSUE

Recommendations

Ourireport makes nine. recommendatlons to'the:
FBI-and the Department to. ass:st them in-addressing

'the |ssues that we identified in this: review:

». The.Department‘and the FBI should ensure that
adequate procedires are in place for OI to obtain
all relevant and-accurate’information needed to
prepare FISA applications:and renewal )
applications, including: CHS: mformatxon ‘In
Chapter Twelve, we identify:a few 'specific steps:
to assist in this effort
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The Department and FBI'should evaluate which
types of SIMs require’ advance: notification to a.
.senior Department official; such-as the DAG, in
‘addition to theAh'otiﬁ’catioﬁs currently req'uixjed for
'SIMs, especially for case openings that implicate
‘core First: Amendment activity and raise policy,
considerations or heighten enterpnse risk; and:
establish implementing policies and gundance, as
‘necessary.

The FBI'should develop protocols and guidelines
for staffing:and-administrating any future
sensitive investigative matters from FBI
Headquarters.

The FBI:should address.the problems:with the:
administration and assessment of CHSs .identified
iin this report, including, at-a minimum, revising
‘the'FBI's'standard CHS admonishments; '
improving the documentation of CHS
mformatlon, revising FBI pollcy to address the
‘acceptance of information from a closed CHS
indirectly through a. third party;:and taklng other;
'steps we identify in Chapter Twelve.

‘The Department and FBI: should clarify the'terms
(1) “sensntlve monltormg cnrcumstance" in the
AG Gundellnes and the DIOG: to deterine
whether to'expand its scope to.include
consensual monitoring of a domestic political
candidate or-an individual prominent within a
domestic political organization, or @subset of
these persons, so that consensual monitoring of
such individuals'would require-consultation: with
or advance notification to a'senior. Department
official, such as the:DAG, and (2) *prominent in a
domestic political Orgahizatibnf’ so that agents’
‘understand which'campaign officials fall within
that definition as it relates to- “sensutlve
lnvestlgatlve matters," “sensntlve UDP “the
designatien:of,"sensitive sources,’ and ‘sensitive
monitoring;circumstance.”

The FBI:should ensure that appropriate training
on DIOG § 4 is provided to emphasize the
constitutional implications of certain monitoring
situations.and to ensure.that agents account for
these concerns, both in the tasking of CHSs.and
in the way they document interactions. with and
tasking of CHSs.

XiX

The FBI should establish a policy regarding the
use of defensive and transition briefings for
investigative purposes, including the factors to
be considered and’ -approval by ‘senior leaders at
the FBI with notice to a seniorDepartment
off"mal -such as the DAG,

The Department’s Office of Professional
Responsibility shouldsreview our findings related
to:the conduct of Department attorney Brucé Ohr
for any:action it.deems appropriate. Ohr’s
current supervisors In"CRM should also.review
our findings related to Ohrs performance for any
act,upn_ they deem appropriate.

The FBI should review the performance of all
employees’who had responsibility for the
preparation, Woods review, or approval of the
FISAapplications, as well as the managers,
supervisors;.and'senior ofﬂcnals in‘the chain of’
command of the Carter Page lnvestlgatlon for
any action it deems appropriate:



Trump and was an “open secret” in Putin’s government; (2) sex videos existed of
Trump; and (3) the FSB funneled payments to Trump through an Azerbaijani
family. According to Steele’s notation to the report, Steele did not have a way to
verify the source(s) or the information but noted that, even though the reporting
originated from a different source network, some of it was “remarkably similar” to
Steele’s reporting, especially with regard to the alleged 2013 Ritz Carlton incident
involving Trump and prostitutes, Trump’s compromise by the FSB, and the
Kremlin’s funding of the Trump campaign by way of the Azerbaijani family. The
Supervisory Intel Analyst characterized the report as “yet another report that would
need to be evaluated.”

In addition to continuing to provide reporting to the FBI, Steele‘also was,
unbeknownst to the FBI at the time, continuing his outreach to thesmedia
concerning alleged contacts between the Trump campaign and the Russian
government. According to information from the foreign litigation noted above,
Steele returned to Washington, D.C., in mid-October and provided additional
briefings to The New York Times, The Washington Post, and Yahoo News. We
asked Steele why he did not advise the FBI of his engagements with the media. He
stated that he did not alert the FBI because the media briefings were part of his
contract with Fusion GPS and were set up and attended by Simpson. As noted
above, Steele did not believe that the FBI had raised the issue of media contacts
with him at the early October meeting, and hi§ contemporaneous notes from that
meeting do not mention the issue.

Further, Steele met on October 11, at the State Department with Winer and
Deputy Assistant Secretary Kathleep-Kavalec, who was a deputy to then Assistant
Secretary Victoria Nuland. Steele‘told-us that Winer had originally contacted him to
request that he meet with Nuland, who ultimately did not attend.?>> Notes of the
meeting taken by State Departmentsstaff reflect that Steele addressed a wide array
of topics during the meeting, including:

e Derogatory information on Trump;

e Manafort/s'role as a “go-between” with the campaign and Kremlin;

e The role of Alfa Bank, one of Russia’s largest privately owned banks,
as a‘conduit for secret communications between Manafort and the
Kremlin;

o “.Manafort’s debts to the Russians;
e Carter Page’s meeting with Sechin;

e The Russian Embassy’s management of a network of Russian émigrés
in the United States who carry out hacking and recruiting operations;
and

255 gteele told us that he was delayed from the airport and arrived late for the meeting, by
which time Nuland had departed.
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e The Russian cyber penetration of the DNC,256

The notes also indicate that Steele explained that the information his firm collected
on the connection between Trump and Russia came from

According to the notes, Steele stated
that
The notes also state that
Steele’s firm had

We asked Kavalec about the meeting with Steele. She stated that Nuland did
not ask to meet with Steele and that Nuland requested she attend the meeting
because Nuland did not want to devote time to it. It was Kavalec’s understanding
that Steele sought the meeting with Nuland as part of a wider effort to/disseminate
his election report findings to persons in Washington, D.C. She stated that during
the meeting Steele expressed frustration that the FBI had not'acted on his
reporting and explained that when he first offered information to the FBI he found a
lack of interest.

Kavalec told us that shortly after the meeting\with/Steele, she encountered
the FBI's liaison to the State Department and mentioned the meeting to him.
According to Kavalec, she explained to the liaison that she was willing to be
interviewed by the FBI regarding her meeting with Steele, though Steele had
informed her that he had already been_in contact with the FBI to share his
reporting. The FBI liaison told us that Kavalec also informed him that a particular
piece of information in Steele’s reporting appeared to be incorrect. She explained
to the FBI liaison that Russia did'not’have a consulate in Miami as indicated by
Steele’s reporting, which claimed,that a cyber-hacking operation was being run, in
part, out of the Russian copsulate in Miami.?>’” The FBI liaison informed SSA 1 and
Case Agent 1 via email on November 18 that Kavalec had met with Steele, she had
taken notes of their meeting,-the liaison could obtain information from Kavalec
about the meeting, and, according to Kavalec, the information from Steele’s
reporting about a Russian’consulate being located in Miami was inaccurate.?’® The

256 Much_of the information presented by Steele at the State Department briefing can be
found.in Reports 130 and 132, both of which Steele provided to the FBI in October.

257 Kavalec’s typed notes from Steele’s October 11, 2016 briefing stated that Steele told her
that a Russian cyber hacking operation targeting the 2016 U.S. elections was making payments to
involved persons from “the Russian [c]Jonsulate in Miami.” Steele’s election Report 95 contained
similar, but not fully consistent, information. Report 95 did not explicitly state that there was a
Russian consulate in Miami. Instead, Report 95 stated that Russian consular officials and diplomatic
staff in Miami were making payments in order to facilitate a secret exchange of intelligence between
persons affiliated with Trump and the Russian government.

258 After reviewing a portion of our draft report and his November 18, 2016 email to SSA 1
and Case Agent 1, the FBI liaison told us that he believes that he first learned about Kavalec’s meeting
with Steele on or about November 18, 2016.
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FBI liaison told us that he received no directives from the Crossfire Hurricane team
to gather information from Kavalec regarding her contact with Steele.

In anticipation of an FBI interview, Kavalec said she prepared a typewritten
summary of the meeting within 1 to 2 weeks after talking with the liaison. The
typed summary began by noting that Steele said at the meeting that he had
undertaken the investigation “at the behest of an institution he declined to identify
that had been hacked.” The summary also noted that Steele told the attendees
that the “institution...is keen to see this information come to light prior to November
8.” However, the FBI did not interview Kavalec nor did they seek her notes.

Two days after the meeting with Steele, Kavalec emailed an FBI.CD Section
Chief a document that Kavalec received from Winer discussing allegations about a
linkage between Alfa Bank and the Trump campaign, a topic that was discussed at
the October 11 meeting.?>® Kavalec advised the FBI Section Chief in.the email that
the information related to an investigation that Steele’s firm had been conducting.
The Section Chief forwarded the document to SSA 1 the same day.

We asked Steele why he did not inform the FBF ofithe'meeting at the State
Department and why he did not abide by the FBI'stequest for exclusivity. He said
he did not think it was appropriate to turn downa meeting request from an
Assistant Secretary of State, which he said he‘received on short notice. He also
stated that, at the time he received the meeting request, the meeting agenda was
unclear, and he was uncertain what topics he would be asked to discuss. He said it
was his understanding that the FBI did'not object to his discussing general themes
with other agencies as opposed to “details about his intelligence and source
network.

Handling Agent 1 told us that he believed Steele should have alerted him to
both his media contacts in/September and October and his meeting with State
Department staff in October. As noted above, the Crossfire Hurricane team first
learned of Steele’s October meeting with the State Department from the FBI liaison
on November 18, by 'which date the FBI had already closed Steele as a CHS
because of his MotherJones disclosure, which we discuss in Chapter Six. Handling
Agent 1 explained that Steele should have recognized the need to provide this
notice to the FBI,\especially given the discussions that took place with the Crossfire
Hurricane/team in early October.

259 steele separately wrote in Report 112, dated September 14, 2016, that Alfa Bank
allegedly had close ties to Putin. The Crossfire Hurricane team received Report 112 on or about
November 6, 2016, from a Mother Jones journalist through then FBI General Counsel James Baker.
Additionally, Ohr advised the FBI on November 21, 2016, according to an FBI FD-302, that Steele had
told Ohr that the Alfa Bank server was a link to the Trump campaign and that Person 1’s
Russia/American organization in the U.S. had used the Alfa Bank server two weeks prior. Steele told
us that the information about Alfa Bank was not generated by Orbis. The FBI investigated whether
there were cyber links between the Trump Organization and Alfa Bank, but had concluded by early
February 2017 that there were no such links. The Supervisory Intel Analyst told us that he factored
the Alfa Bank/Trump server allegations into his assessment of Steele’s reporting.
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2. Ohr’'s August 22, 2016 Meeting with Simpson

On August 22, 2016, Simpson emailed Ohr requesting that Ohr call him.
Later that same day, at Simpson’s request, Ohr met with Simpson, and Simpson
provided Ohr with the names of three individuals who Simpson thought were
potential intermediaries between Russia and the Trump campaign.4'* The three
names are included in notes that Ohr told us he wrote on the same day as his
meeting with Simpson. According to these notes, one of the three names provided
by Simpson was one of the sub-sources in Steele’s election reports, who we
reference as Person 1 in previous chapters. Another of the names was Carter
Page’s “[b]usiness partner” who was an “[a]lleged” Russian intelligence-officer,and
“the ‘brains’ behind [Carter] Page’s company—Global Energy Capital.”\Ohr stated
that he was uncomfortable receiving this information from Simpson“and did not
recall Simpson asking him to do anything with it.

Ohr told the OIG that he was troubled by Simpson’s information. He stated
that he could not remember when or how he provided Simpson‘s‘information to the
FBI, but would have likely contacted Handling Agent 1 or the FBI’'s Transnational
Organized Crime-East (TOC-East) Section Chief. Emails indicate that Ohr and
Handling Agent 1 spoke on August 24, 2016, but neither of them could recall what
they discussed.!>

On September 12, 2016, Ohr and Handling Agent 1 exchanged emails
referencing Steele. In one email, Handling'Agent 1 informed Ohr that an FBI team
was looking into Steele’s information. /In response, Ohr asked Handling Agent 1 to
let him know who to contact with additional information. Handling Agent 1 told us
that he did not reply to Ohr’s question,.and we did not find a response.

3. Ohr’s September 23, 2016 Meeting with Steele

On September 23, 2016,/at Steele’s request, Steele met with Ohr in
Washington, D.C. Ohr told us‘they spoke about various topics related to Russia,
including information regarding Russian Oligarch 1’s willingness to talk with the
U.S. government about Manafort. Ohr said that Steele identified the person who
was funding Fusion GPS’s opposition research; however, according to Ohr, he did
not recognize the,name and could not remember it long enough to write it down
after the meeting. Ohr also said that he and Steele also discussed allegations that
an Alfa Bank server in the United States was a link between Russia and the Trump
campaigny, that Person 1’s Russian/American organization in the United States had

414 On November 14, 2017, Simpson testified before the House Permanent Select Committee
on Intelligence. During his testimony, Simpson told the Committee that he did not meet with Ohr
prior to the November 2016 presidential election. He stated further that he met with Ohr one time
after Thanksgiving 2016. See Interview of Glenn Simpson Before the Executive Session of the H.
Perm. Select Comm. On Intelligence, 115th Cong. 78 (November 14, 2017) (hereinafter HPSCI
Interview of Glenn Simpson).

415 Department emails indicate that Ohr first spoke with the TOC-East Section Chief regarding
Steele and Simpson’s information in October 2016, which we discuss below.
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used the Alfa Bank server earlier in September; and that an individual working with
Carter Page was a Russian intelligence officer.

According to Steele, he and Ohr also discussed Steele’s concerns that if
Trump won the election, Steele’s source network may be in jeopardy. Steele said
that a new FBI Director and new agency heads appointed by Trump would have a
higher degree of loyalty to the new President, and could decide to take action
against Steele and his source network. Steele told us that Ohr explained that the
FBI Director had a 10-year term and could not be removed from the position by the
President, so information about Steele’s source network should be protected.*16
According to Steele, he also asked Ohr about why it appeared from the.news that
the U.S. government was not addressing his election reporting. Steele,said that
Ohr told him that the Hatch Act made it a criminal offense for a fedéral official to
make a public statement to the detriment or benefit of a candidate within 90 days
of an election.**” When we asked Ohr about this, he told us he did ‘net recall talking
to Steele about either of these concerns.

Ohr did not recall whether he provided anyone with the information he
received from Steele at this meeting, but stated thatshe might have spoken to
Swartz and Handling Agent 1 about it. Swartz toldius/that Ohr provided him with
specific information at the time regarding Steele’s reporting, but he could not recall
the specific information when interviewed by the OIG. Handling Agent 1 told us he
did not recall discussing these topics with Ohr:

4. Ohr’s Early October 2016 Activities Regarding Steele’s
Information

Sometime prior to October 13, 2016, Ohr talked to the FBI's TOC-East
Section Chief about Steele’s information, but Ohr could not recall what he told him.
The TOC-East Section Chiefrecalled Ohr mentioning Steele to him starting in mid-
2016, but stated that he could hot specifically recall the information Ohr relayed
concerning Steele’s election‘reéporting.4!8

In an October 13, 2016 email, the TOC-East Section Chief told Ohr that
counterintelligence agents had traveled to a European city and spoken with
Handling Agent 1. Ohr responded that he had additional information to share,

916 This statement concerning the FBI Director’s term is incorrect. The President has the
authority tosremove the FBI Director prior to the expiration of the 10-year term. See Pub. L. No. 94-
503, §'203,790 Stat. 2407 (1976); 5 U.S.C. § 532 notes.

417 The Hatch Act does not address this issue. Rather, among other things, it prohibits federal
employees from participating in certain political activities on and off duty. Section 7323(a)(1)
provides that “an employee may not use his official authority or influence for the purpose of
interfering with or affecting the result of an election.” 5 U.S.C. § 7323(a)(1); 5 C.F.R. §§ 734,
734.401(a)(2), 734.407, 734.411.

418 The TOC-East Section Chief noted that while it was odd to have a high-level Department
official in contact with Russian oligarchs, it did not surprise him that Ohr would be approached by
individuals, such as Steele, who wanted to talk to the U.S. government. The TOC-East Section Chief
said that it would be “outside [of Ohr's] lane” to continue the relationship with these potential sources
after their introduction to the FBI.
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The interview 1n this matter was held at the
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but you're saying whatever information you had was
not generated by Fusion GPS?

A. That's right. I know they're a big player
and they have long, deep ties to Vladimir Putin.
One of the founders, Pyotr Aven, P-Y-O-T-R, second
word Aven, A-V-E-N, was an associate of Vladimid
Putin when he was in the mayor's office in\Saint
Petersburg around the time same that Bill Browder
was doing business with the mayorls office.

They're very powerful politicadly’and economically
in Russia and they have --_4n%the tens of billions
are the assets of the founders and they have all
sorts of interests. #They have epic disputes with
western corporati@nsye.including BP. So people in
my business tendsto, Just have a lot of
institutional knowledge about them and, you know, I
shared my institutional knowledge about them.

Q.. You mentioned other founders. Are those
othen, founders Mikhail Fridman and German Khan?

A. Yes.

Q. Do you have any information there have
been reports about potential communications between
a server at Alpha Bank and potentially servers that
belong to the Trump organization or Trump -- some

entity associated with Donald Trump? Do you have

Alderson Court Reporting
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any information about those particular reports?

A. That's kind of an open-ended question. I
think what I said is we were asked about that and
it wasn't -- that information wasn't generated by
us and I'm happy to say it's beyond our competence
to have generated, but in the course of being asked
about it, you know, people gave us information. I
don't know what else to say.

Q. And what information were you given?

A. A bunch of data. I means; we were shown
like do you know what this would mean, does this
mean, and it's beyond --= it%s really -- it's
certainly beyond my €ompetence.

Q. So the dataithat you were shown, you could
not draw any condlusions from it?

A. I did not draw any conclusions from the
data.

Q.0 Another individual that there's been a lot
of press reporting on is Sergei Millian. Other
than what -- what, if anything, can you tell us
about did you conduct any research into
Mr. Millian? And, if so, what conclusions did you
reach with regard to Russian interference in the
2016 election?

A. We learned from sources that he had

Alderson Court Reporting
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Christopher Steele, Trump dossier author, rebuts IG report in statement - Washington Tim... Page 1 of 8

Dossier author Christopher Steele
breaks silence with’lG report
rebuttal

Christopher Steele, former British intelligence officer, said the law firm Perkin Coie wanted to be in a position to contest the 2016 election results.
(Associated Press) ** FILE ** more >




Christopher Steele, Trump dossier author, rebuts IG report in statement - Washington Tim... Page 2 of 8

By Rowan Scarborough - The Washington Times - Monday, December 16, 2019

Christopher Steele has released his first on-the-record statement on how he
investigated Donald Trump, but he does not specifically defend his dossier’s list of

disproved felony allegations against the then-candidate.

Mr. Steele, a former British intelligence officer financed by Democrats, issued his
statement through Washington attorneys and focused much of his ire at thejustice

Department inspector general's Dec. 9 report.

With the release of special counsel Robert Mueller's report infMareh and the IG’s
findings, Mr. Steele’s dossier and its central allegation of-ashuge Trump-Russia

election conspiracy have been largely discredited.

TOP STORIES

Bill de Blasio flips, now vows to defund/New Yerk police

Lincoln Memorial, WWII Memorial defaced by vandals in rioting

'‘Bigger than life": George Floydknown,for big heart, good works, struggles with drugs,

crime

Inspector General Michael'E. Horowitz found that the Steele dossier was “essential”
for the FBI to abtain wiretaps on Trump campaign volunteer Carter Page under the

Foreign Intelligence Surveillance Act (FISA).

The 1G drew a negative profile of Mr. Steele’s main contact, identified as “Primary
Sub-Source.” Based in Moscow, the sub-source told the FBI that his information flow
was “just talk” and hearsay and that he never imagined that Mr. Steele would put it

into a report sent to America to influence the 2016 election.




Christopher Steele, Trump dossier author, rebuts IG report in statement - Washington Tim... Page 3 of 8

Here are Mr. Steele’s observations about the FBI and Mr. Horowitz;

« Mr. Steele, a former MI6 officer ance posted to Moscow, objected to the label of
“confidential human source,” or CHS,"as listed by the FBI and the Horowitz report. He
previously had been paid $94,000.for other investigative projects, including a FIFA

soccer scandal.

“Orbis and Christopher'Steele repeatedly told the FBI that he could not be a CHS
because his/obligations to his former government employer [M16] prohibited his

acting in‘'such.a/capacity,” the statement says.

He told the FBI that the relationship could only be a contract between the bureau

and his business, Orbis Business Intelligence in London.

« Mr. Steele was never given a chance to respond to the primary sub-source’s

allegations that the dossier relied on gossip.



Christopher Steele, Trump dossier author, rebuts IG report in statement - Washington Tim... Page 4 of 8

“Had Orbis been given the opportunity to respond in a private session, the
statements by the ‘Primary Sub-Source’ would be put in a very different light,” the
statement says. “The ‘Primary Sub-Source’s’' debriefings by Orbis were meticulously

documented and recorded.”

« The FBI never admonished Mr. Steele not to provide information to the news
media. The IG report said that agents warned him during a huddle in Romelin
October 2016 as the FBI was preparing to ask a federal judge to apprave the first

electronic surveillance on Mr. Page.

Mr. Steele’s paymaster, the Washington investigative firm Fusien.GPS, required him
to brief reporters on his anti-Trump package so news stories would appear during

the election.

“The Report shows that the FBI agents whaq attended the meeting have very different

recollections of what was and was not discussed at the meeting,” Mr. Steele said.

He said the IG reviewed his megtings,notes and they confirm that he told the FBI he

could not fire Fusion in favorof the/bureau.

Later in October 2016, the FBI closed its CHS relationship with Mr. Steele after he
leaked an anti-Tramp story to Mother Jones magazine. But, in 2017 the FBI continued

to receive hisslrump packages as the candidate became the president.

Concerningthe FISA warrant, the FBI attested to judges that Mr. Steele told agents
that a September 2016 Yahoo News story didn't come from the dossier writer. The
implication was that it corroborated Mr. Steele’s reporting that Mr. Page met with
Kremlin figures in Moscow in July and discussed bribes. (The Mueller report found no

such wrongdoing.)



Christopher Steele, Trump dossier author, rebuts IG report in statement - Washington Tim... Page 5 of 8

“Christopher Steele would have had no reason to deny these media contacts if asked
about them by the FBI, as they related to intellectual property that belonged to

Fusion,” the statement said.

« Mr. Steele denied he pushed the oft-repeated conspiracy theory that the Trump
Organization in New York maintained a secret direct computer server hook-up with
Alfa, Russia’s largest commercial bank whose owners are close to PresidentVladimir

Putin.

“In fact, Orbis did not investigate or report on that issue,” Mr. Steele.said, adding that

he merely passed along public information.

The IG report said he did. It also said the FBI debunked the'theory in early 2017.

Mr. Steele’s denial is contradicted by notes taken by Kathleen Kavalec, a deputy

assistance secretary of state with whomthe met in Washington in October 2016.

She memorialized the meeting: “Peter [sic] Aven of Alfa Bank has been the conduit
for secret communications between'the Kremlin and Manafort; messages are
encrypted via TOR software,and run between a hidden server managed by Alfa
Bank.”

There was ng.evidence of this in the Mueller report.

Ms. KavaleGisaid Mr. Steele told her he wrote an Alfa server report.

Fusion GPS co-founder Glenn Simpson pushed the Alfa story to reporters and also to

Bruce Ohr, then the No. 4 ranking official at the Justice Department.



Christopher Steele, Trump dossier author, rebuts IG report in statement - Washington Tim... Page 6 of 8

Mr. Ohr met with Mr. Simpson in December 2016. His notes from the meeting: “The
New York Times story on Oct. 31 downplaying the connection between Alfa servers
and the Trump campaign was incorrect. There was communication and it wasn't

spam.”

“Alfa server in US is link to campaign,” Mr. Ohr quoted Mr. Simpson as saying.

Mr. Steele didn't push the server conspiracy in the dossier, but he diddink Alfa’s
partners to Russian election interference. They are suing him for defamation in
London, as is another Russian businessman whom Mr. Steelessaidiactually did the

computer hacking into Democratic Party computers.

« Mr. Steele did address his own work — the dossier —onva single issue.

In the dossier, Mr. Steele alleges that Mr. Page,while in Moscow to deliver a public
university commencement address, met withhlgor Sechin, head of the giant energy
firm Rosneft. The two discussed a bribe in exchange for ending economic sanctions.

Mr. Page has always denied ever meeting Mr. Sechin, a close Putin adviser.

Mr. Steele argued that Mr. Rage confirmed this in his 2017 testimony before the

House Permanent Seleet,Committee on Intelligence.

Here is what Mr. Page, an energy investor who worked in Moscow from 2004 to 2007
with Merrill Lynch, said: An “old friend” from his Moscow days, Andrey Baranov, and
he metat-a-bank-sponsored event to watch a soccer match at a bar. Since Mr. Page

left Moscow, Mr. Baranov had become director of investor relations at Rosneft.

Mr. Page testified that they may have talked about sanctions since the issue was in
the news. He recalled no discussion of a private sale of a 19% stake in Rosneft, which

had been announced in mid-july.



Christopher Steele, Trump dossier author, rebuts IG report in statement - Washington Tim... Page 7 of 8

“I can tell you for sure is | have never had any discussions with him about changing

any sanctions policy or things | could even conceivably do in that regard,” he testified.

After the election, Mr. Page returned to Moscow in December and had lunch with Mr.
Baranov. He said they may have discussed the Rosneft private sale since it was in the

news. He said he had no financial interest.

Mr. Page was exonerated by the Muller report.

It does not appear Mr. Steele has given any on-the-record news-media interviews
since his identity was revealed in January 2017. But his views on certain events have

come through in generally sympathetic books and articles.

Before Mr. Steele’s Dec. 10 press statement, his only on-the-record remarks came in

libel lawsuits filed in Florida and London.

Sen. Lindsey Graham, South Carolina*Republican, unleashed scathing criticism of Mr.

Steele during the Senate Judiciary Committee’s hearing on the IG report on Dec. 12.

“If you had spent 30 minutes looking at Christopher Steele, you would understand
this guy is biased. He's'got an ax to grind. He's on the payroll of the opposing party.

Take anything hessays with a grain of salt,” Mr. Graham said.
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Of all the wild tales that Christopher Steele spun about Russia-Trump
collusion during a visit to the State Department shortly before the 2016
election, only one was deemed worth forwarding to his FBI handlers.

Long hidden, the now-disclosed email speaks volumes about both the
quality of Steele’s so-called intelligence gathering and the FBI's
willingness to vet an informant who was openly biased against Donald
Trump, paid by Trump’s Democratic opponent, and motivated by an
Election Day deadline.

Multiple sources confirm to me that the attachment that Deputy Assistant
Secretary of State Kathleen Kavalec sent to then-FB! section chief
Stephen Laycock on Oct. 13, 2016, was a summary from Steele’s company
alleging Trump and Russia might be communicating through a computer
server at Russia’s Alfa Bank.

This long-debunked allegation has floated around Washington since the
summer of 2016, compliments of Hillary Clinton backers ranging from a
university computer science professor who spread it across the internet
to a lawyer for Clinton’s campaign who delivered it to the FB! in summer
2016.

The theory — worthy of a spy novel — was that a series of data pings
between a computer in Trump Tower and Alfa Bank in Moscow actually
was a secret beacon alerting the Putin and Trump teams that it was time
to talk about colluding on hijacking the American presidential election.
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The story eventually made its way to mainstream media such as The New
York Times, Slate, CNN and, just last fall, The New Yorker. It has been
debunked by the FBI, and it was not mentioned as a reliable allegation in
special counsel Robert Mueller’s report.

Steele’s version of the allegation was uploaded to a private internet
storage service, then downloaded by Kavalec and sent on Oct. 13, 2016,
to Laycock, who immediately forwarded it to the FB! team investigating
Trump-Russia collusion, according to people who have seen it.

The email arrived eight days before the FBI choose to use allegations in
Steele’s so-called dossier to secure an extraordinary Foreign Intelligence
Surveillance Act (FISA) warrant to spy on the Trump campaign in the final
days of the 2016 election.

In other words, it was a clear signal for the FB! to check Steele’s credibility
before offering him to the judges as a reliable informant. The reason? It
was clear, convincing evidence that the FBI informant had broken
protocol and was leaking to entities outside his chain of command,
experts say.

Had the FB! done due diligence — and there’s no evidenceiitsdid — then
its agents would have followed up with Kavalegito see what else Steele
had blabbed to State. And they would have learned that he admitted he
had an Election Day deadline to get his information public, was leaking to
the news media and had provided demonstrably false information to State
officials, according to Kavalec’s own hotes.

All of that, FB! intelligence experts tell me, would be enough to question
Steele’s credibility and reliability asan informant and to push a “pause”
button on the FISA request.

But even absent checking with State, the very piece of Steele intelligence
that Kavalec tramsmitted to FBI — the alleged back-door computer
channel at Alfa Bank — already was deemed unreliable by the bureau.

The FBI received similar information in summer of 2016 from the
Democratic Pasty’s and Clinton campaign’s lawyer, who forwarded it to
then-FBI chief counsel James Baker.

| first heard about the allegation in late September 2016 and, by the first
week of October, | reached multiple U.S. officials — including one inside
the FB! — who told me the allegation had been investigated and the pings
were determined to be “innocuous” contacts, most likely related to errant
spam emails. Alfa Bank hired two experts who reached similar
conclusions.

Every time the story surfaced over the next two years, | got the same
answer from U.S. officials. And | wasn't alone. The New York Times
published a similar answer before the 2016 election: “The F.B.I. ultimately
concluded that there could be an innocuous explanation, like a marketing
email or spam, for the computer contacts,” it reported on Oct. 31, 2016.

In the end, Kavalec's email to the bureau about Steele was a perfect test
of Steele’s credibility and of the FBI's willingness to question the
credibility of its star informant in one of the most controversial FISA
applications in American history.

Both failed. Steele passed along easily debunked intelligence, and the FBI
failed to ask hard questions about his credibility or to alert FISA judges to
the concerns that Steele’s behavior raised before the warrant was
secured.
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In other words, before the FBI and its then-director, James Comey, swore
to the FISA court on Oct. 21, 2016, that they had verified the FISA warrant
application and deemed Steele a credible informant with no known
derogatory information, the government knew:

« Steele had told senior Justice official Bruce Ohr he was “desperate” to
defeat Trump and was working in some capacity for the Clinton
campaign;

« he leaked his dossier to the news media;

« he offered demonstrably false intelligence, such as the Alfa pings and
an allegation given to Kavalec that Russian hackers were being paid by
a nonexistent Russian Consulate in Miami.

Rep. Mark Meadows (R-N.C.), a leader of the FISA abuse investigation,isaid
the discovery two weeks ago of the State documents further heightens
his concerns about the "problematic genesis" of the FBI's probe of Trump.
"Each day we receive additional confirmation that thosesat the highest
levels of the FBI were fully aware of the bias and lack of credibility that the
whole investigation was initiated upon,” he told me.

Far worse revelations for the FB! likely lie aheads

Most Americans now support an investigation into,whether the FBI abused
FISA to smear Trump.

Man arrested, charged with threateningto attack Muslims in Germany

Markets continue upward trend with eye to recovery

President Trump isspreparing,to declassify the first tranche of documents
in the Russia cage, and they are expected to show the FB! possessed —
but did not alert thé court to — damning evidence of the Trump
campaign’s innocence, including recorded conversations of targeted
campaign aides dénying wrongdoing.

But even before that happens, the State Department email that was kept
from thesAmerican public and Congress for 2 1/2 years should be
appreciated for what it signifies: It was a missed opportunity to assess
Steele’s research for what it was — political fool’s gold.

John Solomon is an award-winning investigative journalist whose work over
the years has exposed U.S. and FBI intelligence failures before the Sept. 11
attacks, federal scientists’ misuse of foster children and veterans in drug
experiments, and numerous cases of political corruption. He serves as an
investigative columnist and executive vice president for video at The Hill.
Follow him on Twitter @jsolomonReports.
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If Democrats and their media accomplices keep recycling it, the unproven
Donald Trump-Alfa Bank conspiracy may one day live right up there with
the extradFK gunman at Dallas’ grassy knoll, the missing Oak Island
treasure, or the Lost City of Atlantis.

After all, the best unsolved mysteries — especially in politics — are those
that can be neither proven nor disproven.

And therein lies the travesty of the unrelenting, yet uncorroborated,
allegation that Trump’s campaign set up a covert communication system
with Russia during the 2016 election, using a computer server in the
United States and another owned by a Russian bank.

This allegation first surfaced with a Hillary Clinton-loving computer nerd
in the fall of 2016, who claimed her group obtained domain name server
(DNS) logs showing frequent “pings,” or contacts, between a server
owned by Russia’s Alfa Bank and one in the name of the Trump
Organization.

It turns out, though, that the server wasn’t actually in the Trump
Organization in New York. It was in a tiny Pennsylvania town. And it
actually wasn’t controlled by the Trump Organization but, rather, by an
independent email marketing firm once hired by the president’s
company.
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But, for now, we won't let those facts get in the way a good yarn. Plus,
there are some interesting characters to follow.

Christopher Steele — the Trump-hating former British spy hired by
opposition research firm Fusion GPS, which was hired by Clinton’s
campaign and the Democratic Party to dig up Trump dirt in Russia — was
next to pick up the allegation. Eventually, allegations of connections
between Alfa Bank’s parent-company Alfa Group, Russia and Trump made
it into the dossier that Steele gave the FBI, although his grasp of the
information was so shoddy that he misspelled the bank’s name.

Next, the allegation surfaced in a Slate and a New York Times article just a
few days before Trump was elected. (Perhaps appropriately, the stories
ran on Halloween.) The Times's story, however, conceded the FB! was
dubious of the whole matter.

Not to be outdone, private attorney Michael Sussman walked in.similar
allegations to then-FBI General Counsel James Baker in September 2016,
according to four congressional sources familiar with testimony and
documents gathered in the Russia case. The evidence of the connections
to the Alfa Bank allegations also are in a footnote in the'House Intelligence
Committee report, where Sussman's name was redacted by‘the FBI.
Congressional investigators are investigating whethernsomeone in
Sussman'’s firm, Perkins Coie, also providedsRussia-related information to
the ClA in early 2017.

That's significant because Perkins Coie’s clients included the Democratic
National Committee and Hillary €linton’sy)campaign, and that firm paid
Fusion GPS for Steele’s dirt-digging! Sussman declined to say, through a
spokesman, if he met with a' €IA contact but insisted any contact the firm
may have had with the €lA wasn't done at the behest of the DNC or
Clinton.Still, it is hardto ignore his political connections.

And if that wasm’t enough to pressure the FBI to look at the allegation,
Fusion GPS founder Glenn Simpson — Steele’s boss on the Trump
research project — brought the Alfa allegations directly to the No. 4
JusticesBepartment official in December 2016. Assistant Deputy Attorney
General Bruce Ohr’s notes from the meeting have a nifty notation. “The
NewYork Times story on Oct. 31 downplaying the connection between
Alfa servers and the Trump campaign was incorrect,” Ohr wrote in
quoting Simpson. “There was communication and it wasn't spam.”

Though the FBI repeatedly and publicly cast doubt on the allegations,
some media outlets, such as CNN, continued to fan the flames of this tale,
like Santa Ana winds on a California wildfire.

The latest to do so was New Yorker magazine, which just this monthran a
long opus under the banner: “Was There a Connection Between a Russian
Bank and the Trump Campaign?" No “new” news in that story, really. Just
recycled fragments woven into a long, magazine-style story with an
implicit plea for Democrats to resurrect the issue if they win control of
Congress in November.

The relentless campaign to keep the allegations alive is remarkable not
only for its political origins, but for what often has been omitted from the
public narrative.

First off, the FBI has, on repeated occasions in 2016 and 2017, told me
emphatically that it looked at the allegations and could find no conspiracy
and, instead, believed the server communications were simply explained
by normal internet traffic activities.

Page 2 of 4
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Secondly, Alfa Bank’s law firm traveled to meet an FBI cyber team in
Chicago in 2017 and opened up its data vaults to assist the investigation.
There was no follow-up, Alfa Bank says.

The private lawyer who supervised the review for Alfa Bank was Brian
Benczkowski. He later was confirmed to be the chief of the U.S. Justice
Department’s criminal division, one of the most sensitive and important
jobs in law enforcement; Democrats asked him about the Alfa review
during his confirmation. And neither the FBI nor the intelligence
community offered any information to the Senate during his confirmation
to contradict his conclusions that there was no conspiracy involving the
Alfa-Trump servers.

Furthermore, not once in the 17 months of the Robert Mueller special
counsel investigation has a member of Mueller’s staff reached out to Alfa
Bank to raise questions about collusion or the servers, the bank says.

Another common omission from the news stories on this subjéect involves
the political leanings of a key researcher who has pushed the Alfa-Trump
narrative. Indiana University professor L. Jean Camp, who is well
respected in computer science circles, was an unabashed supporter of
and donor to Hillary Clinton in 2016. After the 2016 electionfCamp
accused the FB! in a tweet of ignoring the Trump server allegations and
instead focusing on the reopening of Clinton’s email gcase. “The data are
there and worth investigation. Why did EBI, #NYTimes kill this story before
election to focus on Her Emails?” she tweeted infMarch 2017.

Camp acknowledged her political leanings to me last year, but insisted
they had no bearing on her decisionto raise questions about the data.

There's one final omission worth noting. Most of the stories include a
passing reference that Alfa commissioned one or two reports concluding
there was no nefarious communications between Trump and Alfa servers.
But nearly all ignore one of the most important findings in the reports: The
DNS data reléasediby researchers such as Camp to make their case of a
possible gonspiracy between Trump and Alfa were formatted differently
than thesbank server’'s DNS logs.

“The format of the data does not match the format of actual logs at Alfa
Bank,” the respected firm Stroz Friedberg wrote in a 2017 report. “If the
DNS log data posted by Professor Camp is actual DNS log data from Alfa
Bank, it has been edited and placed into a different format.”

That's a pretty big deal for a jury in the court of public opinion. And it is
has been consistently omitted from stories on the subject, including the
most recent New Yorker article.

The computer researchers, the DNC lawyer, Steele, Ohr and Simpson all
may have had the best of intentions in reporting information to the FBI
despite their political leanings.

That's not why the Alfa-Trump story lives on. It survives and festers
because those who continue to recycle it omit essential facts that are
germane to judging it.

News consumers and policymakers should demand that future iterations
of this tale be more complete and balanced, and only told anew if new,
substantial facts emerge from a place like the Mueller investigation.

Anything less is simply conspiratorial myth-making.
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John Solomon is an award-winning investigative journalist whose work over
the years has exposed U.S. and FBl intelligence failures before the Sept. 11
attacks, federal scientists’ misuse of foster children and veterans in drug
experiments, and numerous cases of political corruption. He is The Hill’s
executive vice president for video.
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Two separate sources'with links to the counter-intelligence community have Get Our Exclusive Newsletter—The Best
confirmed to Heat.Street that the FBI sought, and was granted, a FISA court of Heat Street Every Day!

warrant in October, giving counter-intelligence permission to examine the -
I Email Address

activities ofU.Sypersons’ in Donald Trump’s campaign with ties to Russia.

Contrary.to €arlier reporting in the New York Times, which cited FBI sources as

saying thatthe agency did not believe that the private server in Donald Trump’s ADVERTISEMENT
Trump Tower which was connected to a Russian bank had any nefarious purpose,

the FBI’s counter-intelligence arm, sources say, re-drew an earlier FISA court

request around possible financial and banking offenses related to the server. The

first request, which, sources say, named Trump, was denied back in June, but the

second was drawn more narrowly and was granted in October after evidence was

presented of a server, possibly related to the Trump campaign, and its alleged links

to two banks; SVB Bank and Russia’s Alfa Bank. While the Times story speaks of

metadata, sources suggest that a FISA warrant was granted to look at the full

content of emails and other related documents that may concern US persons.
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The FBI agents who talked to the New York Times, and rubbished the ground-
breaking stories of Slate ( Franklin Foer) and Mother Jones (David Corn) may not
have known about the FISA warrant, sources say, because the counter-intelligence
and criminal sides of the FBI often work independently of each other employing

the principle of ‘compartmentalization’.

The FISA warrant was granted in connection with the investigation of suspected
activity between the server and two banks, SVB Bank and Alfa Bank. However, it is
thought in the intelligence community that the warrant covers any ‘US person’
connected to this investigation, and thus covers Donald Trump and at least three
further men who have either formed part of his campaign or acted as his media
surrogates. The warrant was sought, they say, because actionable intelligence on
the matter provided by friendly foreign agencies could not properly be examined
without a warrant by US intelligence as it involves ‘US Persons’ who come under
the remit of the FBI and not the CIA. Should a counter-intelligence investigation
lead to criminal prosecutions, sources say, the Justice Department is concerned

that the chain of evidence have a basis in a clear warrant.

In June, when the first FISA warrant was denied, the FBI was reportedly alarmed at
Carter Page’s trip to Moscow and meetings with Russian officials, one week before
the DNC was hacked. Counter intelligence agencies later reported to both
Presidential candidates that Russia had carried out this hack; Donald Trump said
publicly in the third debate that ‘our country has no idea’ if Russia did the hacking:
The discovery of the Trump Tower private Russian server,

however, communicating with Alfa Bank, changed matters, sources report.

To further complicate the story, the FISA warrant was allegedly granted in part
because of the involvement of Vladimir Putin’s own daughters.One is married to a
senior official at Gazprom, where Carter Page and Padl Manafort reportedly have
holdings; another to Kirill Shamalov, a banking official:

Elsewhere

The fact that the alleged warrant was a FISA warrant is itself significant. The court

exists to grant warrants to examine cases concerned'with Foreign Intelligence.

Pursuant to FISA, the Court entertains applications submitted by the United
States Government for approyval of electronic surveillance,
physical search, and other investigative actions for
foreign intelligence purposes. Most of the Court’s work is

conducted exsparte asirequired by statute, and due to the need to protect

classified national security information.
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If a FISA warrant was issued, it does not necessarily mean that the court

considered any U.S. persons as literal ‘spies.” | can imagine an argument
having been made that there was probable cause to believe they were
“agents of influence” who were unwittingly being influenced by a foreign

power.

If the operation concerns suspected money laundering involving a foreign

government, the FISA warrant could theoretically encompass U.S. persons in

that limited context. A FISA warrant is authorization to collect evidence, not

to arrest.
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On October gth, the Trump campaign released a large number of documents
pointing out what they alleged were Hillary Clinton’s ties to Russia. On October
12th, rumors of a FISA warrant started to surface online. Donald Trump’s
campaign had not answered requests for comment on the matter at time of going

to press.

https://twitter.com/robertcaruso/status/786382771128107008
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FISA court warrant fr Trump

— Tim (@russelltim151) November 6, 2016
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FBI gets Lititz firm's helpdn probe of Russian bank’s
‘odd’ interest in Trump-Hotels marketing emails

TIM MEKEEL | Staff Writer

Mar 10, 2017

Listrak is a Lititz company that gets hired to send emails on behalf of stores,
hotels and other businesses.

Thegapidly growing company sends more than two billion of those marketing
emails'a month — generating interest in its clients, not Listrak.

But marketing emails that Listrak sent last year for Trump Hotels have led to
Listrak inadvertently drawing curiosity about itself.

From the FBI.
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Why? The computer server of a Russian bank repeatedly looked up the unique
internet address of the server sending out the Trump Hotel emails — Listrak’s
server.

The ongoing investigation is being handled by the FBI counterintelligence team,
the same team that’s probing Russia’s suspected interference in the 2016
presidential election, CNN reported Friday.

There are no allegations of wrongdoing, said CNN. Rather, the FBI is cheeking out
a situation it considers “odd.”

Listrak Chief Executive Officer Ross Kramer said that the FBI came to the Listrak
office before the November election, when Donald Trump defeated Hillary
Clinton.

While declining to provide details on the FBI visity'he.did/Say, “It was very
cordial, and we’ve given them everything they‘need.”

Kramer said that Listrak was retained by.a Florida company, Cendyn, that
specializes in marketing for the hospitality industry. Cendyn hired Listrak to
send emails on behalf of Trump Hotels.

Listrak sent them from a domain name that incorporates the name of the
business being marketedyas is standard practice. In this case, the domain name
was trump-email.com, said.Kramer.

“If you look back at the election, with all of the allegations swirling around
emails ... thedemain name trump-email.com is going to get some attention. It’s a
mystery t0 me how the (Russian bank) people got involved with it,” said Kramer.

CNN’s.story also comes as the Trump administration’s ties to Russia are drawing
intense,scrutiny.

The news channel’s story didn’t name the company who had the server that the
Russian bank’s server was looking up.

CNN just said the internet address “lives on an otherwise dull machine operated
by a company in the tiny rural town of Lititz, Pennsylvania.”
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But news website Buzzfeed and cybersecurity website Errata Security reported in
November that Listrak produces email marketing for Trump Hotels.

Listrak’s role in sending emails on behalf of Trump businesses also was
mentioned in The Washington Post on Sunday.

In its Friday story, CNN said the server at Alfa Bank in Moscow looked up the
unique internet address of a Trump server nearly 3,000 times.

CNN described the actions of the Alfa Bank server this way:

“In the computer world, it’s the equivalent of looking up someone’s phone
number — over and over again. While there isn’t necessarily’a phene call, it
usually indicates an intention to communicate, according toseveral computer
scientists.”

Yet investigators have not yet determined whether.da connection, if it had
occurred, would be significant, the news channelsaid.

Alfa Bank denied having any ties to the Trump Organization — the name for the
various holdings with ties to Trump Or his family — or trying to contact the
organization through email or otherimeans.

The bank told CNN it believesithe server activity was generated by someone
posing as the bank in anfattempt to “manufacture the deceit.”

The writer of the November article for Errata Security said that Alfa Bank
“executives like to stay at Trump hotels all the time (like in Vegas and New York),
and there was a'company function one of Trump’s golf courses. In other words,
there’s good reason for the company to get spam from, and need to communicate
withs.Trump hotels to coordinate events.”

— LNP Staff Writer Tim Stuhldreher contributed to this story.
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FBI refuses to say if it has received Daniel Jones' anti-Trump

By Rowan Scarborough

The FBI has turned down a request from The Washington Times to disclose whether it has
received any opposition research from Daniel J. Jones, the former Senate Democratic
staffer who raised $50 million to investigate President Trump.

Mr. Jones has spread the discredited Alfa Bank server conspiracy, which says/Russia’s
largest commercial bank supposedly had a direct link to the Trump campaignyvia a
computer network.

The FBI said The Times’ request under the Freedom of Information,A¢t has been closed.
The action should not be construed as acknowledging that the material does or doesn’t
exist, the bureau said in an April 25 letter.

TOP STORIES

Democrats know their time grows short

'Bigger than life': George Floyd known forbig heart, good works, struggles with drugs,
crime

Bill de Blasio flips, now vows to defundNew York police

Mr. Jones, a former FBI investigator and once an intelligence aide to Sen. Dianne Feinstein
of California, met with bureau agents in March 2017, according to an FBI memo obtained
by the then-Republicanimajerity on the House Permanent Select Committee on
Intelligence.

Sources saidstheuneeting appeared to involve a transfer of information. Mr. Jones told the
FBI about his fundraising from seven to 10 Democratic Party donors. He said he had hired
two preminent operators in the Trump-Russia affair: the opposition research firm Fusion
GPS and former British intelligence officer Christopher Steele.

Mr. Jones said he planned to continue investigating Russia’s interference in the 2016
election and give the research to the news media and Capitol Hill.

Mr. Steele was paid $160,000 in Democratic Party funds to write a 35-page anti-Trump
dossier. It alleged an “extensive conspiracy” between the Trump campaign and the Kremlin
to interfere in the 2016 election.
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Special counsel Robert Mueller’s final report delivered March 22 said no such conspiracy
was established during his 22-month investigation.

The FBI letter to The Times stated: “Please be advised the FBI will neither confirm nor
deny the existence of such records pursuant to FOIA exemptions. ... The mere
acknowledgment of the existence of FBI records on third party individuals could
reasonably be expected to constitute an unwarranted invasion of personal privacy. ... As a
result, your request has been closed.”

What Mr. Jones, head of the secretive Penn Quarter Group investigative firm, has
produced for the news media or any other recipient in the past two years is unclear,

There is one known media story: The New Yorker magazine last year used'Mr. Jones’
research to further an allegation pushed by Fusion GPS co-founder.Glenn R. Simpson and
by the Democratic Party’s private law firm. It said Moscow’s Alfa Bankjy controlled by
oligarchs close to Russian President Vladimir Putin, operated.a computer server with a
direct line to a server at Trump Tower in New York City.

The FBI investigated. There is no mention of such a_servéer in"Mr. Mueller’s 448-page
report.

The Mueller team interviewed Petr Aven, Alfa’s,controlling partner. He testified to the
grand jury that he was so disconnected from, Trump people that when Mr. Putin asked him
to reach out to the presidential transition; he had no contacts.

“According to Aven, at his Q4 2016 ehe-on-one meeting with Putin, Putin raised the
prospect that the United Statés would impose additional sanctions on Russian interests,
including sanctions against Aven.and/or Alfa-Bank. Putin suggested that Aven needed to
take steps to protect himself and Alfa-Bank. Aven also testified that Putin spoke of the
difficulty faced by the Russian government in getting in touch with the incoming Trump
Administration. According to Aven, Putin indicated that he did not know with whom
formally to speak and generally did not know the people around the President-Elect,” the
Mueller report says.

Mr. Aven instead turned to former U.S. Ambassador to Germany Richard Burt to find out
whether he could make contact to discuss U.S. sanctions. Mr. Burt sits on the board of
another company controlled by Mr. Aven.

Mr. Burt contacted Russia-born Dimitri Simes, who runs the Center for the National
Interest, which promotes Moscow-Washington ties. Mr. Simes told him it was not a good
idea to establish a back channel, given the intense scrutiny on the Kremlin’s hacking of
Democratic Party computers.
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The Mueller report summed up the episode: “In the first quarter of 2017, Aven met again
with Putin and other Russian officials. At that meeting, Putin asked about Aven’s attempt
to build relations with the Trump Administration and Aven recounted his lack of success.”

The Trump Organization has told The Washington Times that the server suspected of being
a direct link to Alfa by liberals on social media was actually a third-party server housed at a
spam marketing center in Pennsylvania.
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RPTR FORADORI

EDTR SECKMAN

FORMER SPECIAL COUNSEL ROBERT S. MUELLER 11l ON THE INVESTIGATION INTO
RUSSIAN INTERFERENCE IN THE 2016 PRESIDENTIAL ELECTION

Wednesday, July 24, 2019

U.S. House of Representatives,

Permanent Select Committee on Intelligence,

Washington, D.C.

The committee met, pursuant to call, at 12:50 p.m., in Room HVC-304, Capitol
Visitor Center, the Honorable Adam Schiff (chairman of the committee) presiding.

Present:", Representatives Schiff, Himes, Sewell, Carson, Speier, Quigley,
Swalwell, Castro, Heck, Welch, Maloney, Demings, Krishnamoorthi, Nunes, Conaway,

Turner, Wenstrup, Stewart, Crawford, Stefanik, Hurd, and Ratcliffe.
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Director Mueller, you've been asked many times this afternoon about collusion,
obstruction of justice, and impeachment, and the Steele dossier. And | don't think your
answers are going to change if | ask you about those questions.

So I'm going to ask about a couple of press stories, because a lot of what the
American people have received about this have been on press stories, and some of that
has been wrong, and some of those press stories have been accurate.

On April 13, 2018, McClatchy reported that you had evidence Michael Cohen
made a secret trip to Prague during the 2016 Presidential election. | think he told one of
the committees here in Congress that that was incofrect. Is that story true?

Mr. Mueller. |can't -- well, | can't go‘into it:

Mr. Hurd. Gotcha.

On October 31, 2016, Slateqpublished a report suggesting that a server at Trump
Tower was secretly communicating with Russia's Alfa Bank, and then | quote, "akin to
what criminal syndicates'do."

Do you know if thatsstory is true?

Mr. Mueller. /Do not. Do not --

Mr. Hurd. You do not?

Mr. Mueller. -- know whether it's true.

Mr. Hurd. So did you not investigate these allegations which are suggestive of a
potential Trump-Russia --

Mr. Mueller. Because | believe it not true doesn't mean it would not be
investigated. It may well have been investigated. Although my belief at this point, it's
not true.

Mr. Hurd. Good copy. Thank you.

As a former CIA officer, | want to focus on something | think both sides of the





