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U.S. Department of Justice

United States Attorney Criminal Division

Southern District of New York o oo o
USDC SDNY

The Silvio J. Mollo Building Robert F. Kenned) DEpEY AN NEe Building

One Saint Andrew's Plaza 950 Pennsylvania Avenye, NW

New York, New York 10007 Washington, DC 2SWLECTRONICALLY FILED
DOC #:

June 27,2014 DATE FILED:

Karen Patton Seymour, Esg.
Sullivan & Cromwell LLP

125 Broad Street
New York, New York 10004 | e KD LL(:-S')

Re: United States v. BNP Paribas S.A.

Dear Ms. Seymour:

On the understandings specified below, the Office of the United States Attorney for the
Southern District of New York and the Asset Forfeiture and Money Laundering Section of the
Criminal Division of the United States Department of Justice (“the Offices” or “the
Government™) will accept a guilty plea from BNP Paribas S.A. (“BNPP”) to a one-count
information (the “Information,” attached hereto as Exhibit A). Count One of the Information
charges BNPP with conspiracy to commit an offense against the United States in violation of
Title 18, United States Code, Section 371, by conspiring to violate the International Emergency
Economic Powers Act (“IEEPA”), codified at Title 50, United States Code, Section 1701 et seq.,
and regulations issued thereunder, and the Trading with the Enemy Act (“TWEA”), codified at
Title 50, United States Code Appendix, Section 1 ef seq., and regulations issued thereunder.
Count One carries a maximum term of five years’ probation, pursuant to Title 18, United States
Code, Sections 3551(c)(1) and 3561(c)(1); a maximum fine, pursuant to Title 18, United States
Code, Section 3571 of the greatest of $500,000, twice the gross pecuniary gain derived from the
offense, or twice the gross pecuniary loss to persons other than the defendant resulting from the
offense; and a $400 mandatory special assessment.

BNPP hereby admits the forfeiture allegation with respect to Count One of the
Information and agrees to forfeit to the United States, pursuant to Title 18, United States Code,
Section 981, and Title 28, United States Code, Section 2461, a total of $8,833,600,000 (the
“Total Forfeiture Amount™), representing the amount of proceeds traceable to the violations set
forth in Count One of the Information. The Government agrees that payments made by BNPP in
connection with its concurrent settlement of the related criminal action brought by the New York
County District Attorney’s Office, and the related regulatory actions brought by the Board of
Governors of the Federal Reserve System (“Federal Reserve”) and the New York State
Department of Financial Services (the “Related Actions™) shall be credited against the Total
Forfeiture Amount as follows:
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Monetary penalty imposed by the Federal Reserve (not to exceed $508,000,000);

Monetary penalty imposed by the New York State Department of Financial Services (not
to exceed $2,243,400,000); and :

Monetary penalty to be paid by BNPP in connection with its resolution of criminal
charges brought by the New York County District Attorney’s Office (not to exceed
$2,243,400,000).

" BNPP. agrees that a payment equal to the Total Forfeiture Amount, less any applicable credits
described above (“the Federal Forfeiture Payment”), shall be made by wire transfer pursuant to
instructions provided by the Offices within 30 days of the Plea Agreement becoming effective as
set forth below.

BNPP admits the facts set forth in the Statement of Facts (attached hereto as Exhibit B)
and agrees that those facts establish guilt of the offense charged in the Information beyond a
reasonable doubt. The Statement of Facts, which is hereby incorporated into this Plea
Agreement, constitutes a stipulation of facts for purposes of Section 1B1.2(a) of the Sentencing
Guidelines. BNPP further agrees that the facts set forth in the Statement of Facts and admitted to
by BNPP establish that the Total Forfeiture Amount, as alleged in the Information, is forfeitable
to the United States as representing the amount of proceeds traceable to the violations set forth in
Count One of the Information. BNPP consents to the entry of the Stipulated Preliminary Order
of Forteiture/Money Judgment (attached hereto as Exhibit C) and agrees that the Stipulated
Preliminary Order of Forfeiture/Money Judgment shall be final as to the defendant at the time of
sentencing. By this Agreement, and pursuant to the Stipulated Preliminary Order of
Forfeiture/Money Judgment, BNPP agrees to the entry, at sentencing, of a Final Order of
Forfeiture relating to the Total Forfeiture Amount in this action. Upon transfer of the Federal
Forfeiture Payment to the United States, BNPP shall release any and all claims it may have to
such funds, consistent with the Stipulated Preliminary Order of Forfeiture/Money Judgment, and
execute such documents as are necessary to accomplish the forfeiture of the Federal Forfeiture
Payment. BNPP agrees that it shall not file any petitions for remission, restoration, or any other
assertion of ownership or request for return relating to the Federal Forfeiture Payment, or any
other action or motion seeking to collaterally attack the seizure, restraint, forfeiture, or
conveyance of the Federal Forfeiture Payment, nor shall it assist any others in filing any such
claims, petitions, actions, or motions.

In comsideration of the plea of BNPP to Count One of the Information, neither BNPP nor
BNP Paribas (Suisse) S.A. shall be further prosecuted criminally by the Offices (except for
criminal tax violations as to which the Offices cannot, and do not, make any agreement) for any
violations by BNPP of United States economic sanctions laws and regulations, including TWEA
and IEEPA, that occurred between 2002 and 2012, to the extent that BNPP has truthfully and
completely disclosed such conduct to the Offices as of the date of this Agreement. Nor will the
Offices bring any civil or further criminal forfeiture or money laundering charges or claims
against BNPP or BNP Paribas (Suisse) S.A. based on violations of United States economic
sanctions laws and regulations, including TWEA and IEEPA, that occurred between 2002 and
2012, to the extent that BNPP has truthfully and completely disclosed such conduct to the
Offices as of the date of this Agreement. This Agreement does not bar the use of such conduct
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as a predicate act or as the basis for a sentencing enhancement in a subsequent prosecution
including, but not limited to, a prosecution pursuant to Title 18, United States Code,
Section 1961 et seq. The Offices’ prosecution of BNPP for the conduct charged in the
Information will be concluded following BNPP’s conviction, completion of its sentence, and
satisfaction of the monetary requirements of this Agreement, consistent with the other provisions
of this Agreement.

BNPP’s plea will be tendered pursuant to Fed. R. Crim. P. 11(c)(1)(C). BNPP cannot
withdraw its plea of guilty unless the sentencing judge rejects this Plea Agreement or fails to
impose a sentence consistent herewith. If the sentencing judge rejects this Plea Agreement or
fails to impose a sentence consistent herewith, the Plea Agreement shall be null and void at the
option of either the Offices or BNPP.

This Agreement does not provide any protection against prosecution except as set forth
above, and applies only to BNPP and BNP Paribas (Suisse) S.A. and not to any individuals. In
particular, this Agreement provides no immunity from prosecution to any individual and shall
not restrict the ability of the Offices to charge any individual for any criminal offense and seek
the maximum term of imprisonment applicable to any such violation of criminal law.

Guidelines Stipulations

In consideration of the foregoing and pursuant to United States Sentencing Guidelines
(“U.S.S.G.” or “Guidelines”) Section 6B1.4, the parties hereby stipulate that Guidelines
provisions in effect as of November 1, 2013 apply to this case. BNPP further stipulates that the
Government’s Guidelines calculations, set forth below, shall be used to calculate the applicable
Guidelines Range in connection with sentencing and further agrees not to contest such
Guidelines calculations.

1. Pursuant to U.S.S.G. §§ 2X1.1 and 2X5.1, the base offense level for Count One should be
determined by applying the most analogous offense guideline.

2. The most analogous offense guideline is U.S.S.G. § 2MS5.1, which applies to the evasion
of export controls.

3. Pursuant to U.S.S.G. §§ 2MS5.1(a)(1)(A), the base offense level is 26, as the offense
involved the evasion of national security controls.

4. Accordingly, the total offense level, pursuant to U.S.S.G. §§2XI1.1, 2XS5.1 and
2MS. 1(a)(1)(A), is 26.

! Section 2X1.] states, in relevant part, that for a conspiracy not covered by a specific
offense guideline, the base offense level shall be “the base offense level from the guideline for
the substantive offense.” Comment 3 to Section 2X1.1 points to Section 2X5.1 if the
“substantive offense is not covered by a specific guideline.” Section 2X5.1 states, in relevant
part, that where the “offense is a felony for which no guideline expressly has been promulgated,
[the court should] apply the most analogous offense guideline.”
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5. Pursuant to U.S.S.G. § 8C2.10, because U.S.S.G.§ 2M5.1(a)(1) is not listed in U.S.S.G.
§ 8C2.1, the court should determine the appropnate fine by applying the provisions of 18
U.S.C. §§ 3553 and 3572.

6. Pursuant to 18 U.S.C. §§ 3553 and 3572, the appropriate fine amount is $140 million (the
“Stipulated Fine Amount”), representing twice the amount of pecuniary gain to BNPP as
a result of the offense conduct.

The parties agree not to seek a fine other than the Stipulated Fine Amount, nor to suggest
that the Probation Otffice consider a fine other than the Stipulated Fine Amount, nor to suggest
that the Court sua sponte consider a fine other than the Stipulated Fine Amount BNPP agrees
that any fine ordered by the Court at sentencing shall be paid separately to the United States,
with no credit received for any payments of the Total Forfeiture Amount Similarly, BNPP
agrees that it will not receive credit toward the Total Forfeiture Amount as a result of its payment
of the Stipulated Fine Amount.

BNPP agrees to pay the Stipulated Fine Amount in full no later than 90 days after the
imposition of sentence. BNPP agrees that it shall not claim, assert, or apply for, either directly or
indirectly, any tax deduction, tax credit, or any other offset with regard to any U.S. federal, state,
or local tax or taxable income for any fine or forfeiture paid pursuant to this Agreement.

The Offices and BNPP further agree that the Court should impose a term of probation of
five years on BNPP (the “Stipulated Probation Term™”). The parties further stipulate that the
terms of probation shall be (i) the applicable mandatory conditions of probation described in 18
U.S.C. §3563(a)(1) and U.S.S.G. § 8D1.3(a), and (i) a requirement that BNPP enhance its
compliance policies and procedures with regard to U.S. sanctions laws and regulations in
accordance with the settlement agreements it has entered into with the Federal Reserve and the
New York State Department of Financial Services (“DFS”). BNPP further agrees that any
compliance consultant or monitor imposed by Federal Reserve or DFS shall, at BNPP’s own
expense, submit to the Offices any report that it submits to Federal Reserve or DFS.

BNPP agrees to waive its right to the issuance of a Presentence Investigation Report
pursuant to Fed. R. Crim. P. 32, and BNPP and the Offices agree that the information contained
in this Agreement, the Statement of Facts, and the Information are sufficient to enable the Court
to meaningfully exercise its sentencing authority under 18 U.S.C. § 3553, pursuant to Fed. R.

Crim. P. 32(c)(1)(A)(ii).

BNPP will immediately file an application for a prohibited transaction exemption with
the United States Department of Labor (“DoL”) requesting that BNPP, its subsidiaries, and
affiliates be allowed to continue to be qualified as a Qualified Professional Asset Manager
pursuant to Prohibited Transactions Exemption 84-14 (the “QPAM Exemption”). BNPP will
seek such exemption in the form and manner that permits such exemption to be considered in the
most expeditious manner possible, and will provide all information requested of it by DoL in a
timely manner. The decision regarding whether or not to grant an exemption, temporary or
otherwise, is committed to DoL, and the Offices take no position on whether or not an exemption
should be granted. If DoL denies the exemption, or takes any other action adverse to BNPP,
BNPP may not withdraw its plea or otherwise be released from any of its obligations under this
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Plea Agreement. The Offices agree that they will support a motion or request by BNPP that
sentencing in this matter be adjourned until Dol has issued a ruling on BNPP’s request for an
exemption, temporary or otherwise, so long as BNPP is proceeding with the Dol in an
expeditious manner.

Other Provisions

For the duration of the Stipulated Probation Term, BNPP agrees to cooperate fully with
the Offices, the Federal Bureau of Investigation (“FBI”), the Internal Revenue Service —
Criminal Investigations (“IRS-CI”), and any other governmental agency designated by the
Offices regarding any matter relating to the conduct described in the Information and/or
Statement of Facts (the “Offices’ Investigation”). It is understood that, consistent with its
obligations under law, including relevant data protection, bank secrecy, or other confidentiality
laws, BNPP shall, with respect to the Offices’ Investigation: (a) truthfully and completely
disclose all information with respect to the activities of BNPP and its officers, agents, affiliates,
and employees concerning all matters about which the Otfices inquire of it, which information
can be used for any purpose; (b) cooperate fully with the Offices, the FBI, IRS-CI, and any other
government agency designated by the Office; (c) attend all meetings at which the Offices request
its presence and use its reasonable best efforts to secure the attendance and truthful statements or
testimony of any past or current officers, agents, or employees at any meeting or interview or
before the grand jury or at trial or at any other court proceeding; (d) provide to the Offices upon
request any document, record, or other tangible cvidence relating to matters about which the
Offices or any designated law enforcement agency inquires of it; (e) assemble, organize, and
provide in a responsive and prompt fashion, and upon request, on an expedited schedule, all
documents, records, information and other evidence in BNPP’s possession, custody or control as
may be requested by the Offices, the FBI, or designated governmental agency, including
collecting and maintaining all records that are potentially responsive to United States’ requests
for documents located abroad so that these requests may be promptly responded to; (f) provide to
the Offices any information and documents that come to BNPP’s attention that may be relevant
to the Offices’ Investigation, as specified by the Offices; (g) provide testimony or information
concerning the conduct set forth in the Information and/or Statement of Facts including but not
limited to testimony and information necessary to identify or establish the original location,
authenticity, or other basis for admission into evidence of documents or physical evidence in any
criminal or other proceeding as requested by the Offices, the FBI, or designated governmental
agency. To the extent documents above are in a foreign language, BNPP agrees it will provide,
at its own expense, fair and accurate translations of any foreign language documents produced by
BNPP to the Offices either directly or through any Mutual Legal Assistance Treaties. Nothing in
this Agreement shall be construed to require BNPP to provide any information, documents, or
testimony protected by the attorney-client privilege, work-product doctrine, or other applicable
privileges.

For the duration of the Stipulated Probation Term, it is further understood that BNPP
shall: (a) bring to the Offices’ attention all criminal conduct by BNPP or any of its employees
acting with the scope of their employment related to the Offices’ Investigation, as to which
BNPP’s Board of Directors, senior management, or United States legal and compliance
personnel are aware; (b) bring to the Offices’ attention any administrative, regulatory, civil, or
criminal proceeding or investigation of BNPP relating to the Offices’ Investigation; (c¢) commit
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no crimes under the federal laws of the United States subsequent to the execution of this
Agreement; and (d) bring to the Offices’ attention, in a timely manner, the name and contact
information, if available to BNPP, of any entity (including, but not limited to, BNPP’s
customers, financial institutions, companies, organizations, groups, or persons) that makes a
request to BNPP to withhold or alter its name or other identifying information, or attempts to
withhold or alter such information, where the request or attempt appears to be related to
circumventing or evading U.S. sanctions laws.

Nothing in this Agreement limits the rights of the parties to present to the Probation
Office or the Court any facts relevant to sentencing. Nothing in this Agreement limits the right
of the Government to seek denial of the adjustment for acceptance of responsibility, see U.S.S.G.
§ 8C2.5(g)(3), regardless of any stipulation set forth above, if BNPP fails clearly to demonstrate
acceptance of responsibility, to the satisfaction of the Government, through its allocution and
subsequent conduct prior to the imposition of sentence. Similarly, nothing in this Agreement
limits the right of the Government to seek an enhancement for obstruction of justice, see
U.S.S.G. § 8C2.5(e), regardless of any stipulation set forth above, should it be determined that
BNPP has either (i) engaged in conduct, unknown to the Government at the time of the signing
of this Agreement, that constitutes obstruction of justice; or (ii) committed another crime after
signing this Agreement and prior to sentencing in this case. To the extent the Court determines
that BNPP has failed to accept responsibility or obstructed justice, as described above, the
Government is permitted to seek any fine up to the statutory maximum.

It is understood that the sentence to be imposed upon BNPP is determined solely by the
Court. It is further understood that the Guidelines, the Stipulated Fine Amount, and the Total
Forfeiture Amount are not binding on the Court BNPP acknowledges that its entry of a guilty
plea to the charged offense authorizes the sentencing court to impose any sentence, up to and
including the statutory maximum sentence, including the maximum fine, in addition to any
restitution and forfeiture ordered by the Court The Offices cannot, and do not, make any
promise or representation as to what sentence BNPP will receive. Moreover, in accordance with
Fed. R. Crim. P. 11(c)(3)(A), it is understood that the Court may accept the Agreement, reject it,
or defer a decision until the Court has reviewed the presentence report, if such a report is
requested by the Court.

It is agreed (i) that BNPP will not file a direct appeal; nor bring a collateral challenge,
including but not limited to an application under Title 28, United States Code, Section 2255
and/or Section 2241; nor seek a sentence modification pursuant to Title 18, United States Code,
Section 3582(c), of any fine less than or equal to the Stipulated Fine Amount of $140,000,000 or
of any forfeiture amount less than or equal to the Total Forfeiture Amount of $8,833,600,000,
and (ii) that the Government will not appeal any fine that is greater than or equal to the
Stipulated Fine Amount of $140,000,000 or any forfeiture amount that is greater than or equal to
the Total Forfeiture Amount $8,833,600,000. This provision is binding on the parties even if the
Court employs a Guidelines analysis or forfeiture calculation different from that stipulated to
herein. Furthermore, it is agreed that any appeal as to the sentence of BNPP that is not
foreclosed by this provision will be limited to that portion of the sentencing calculation that is
inconsistent with (or not addressed by) the above stipulations. BNPP further agrees not to appeal
any term of probation that is less than or equal to the statutory maximum.
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BNPP hereby acknowledges that it has accepted this Agreement and decided to plead
guilty because it is in fact guilty of the charged offense. By virtue of the resolution of the Board
of Directors of BNPP (attached hereto as Exhibit D), affirming that the Board of Directors has
authority to enter into this Plea Agreement and has (1) reviewed the Information in this case, the
Statement of Facts, and the proposed Plea Agreement or has been advised of the contents
thereof; (2) consuited with legal counsel in connection with the matter; (3) voted to enter into
this Agreement and to admit to the attached Statement of Facts; (4) voted to authorize BNPP to
plead guilty to the charge specified in the Information; (5) voted to consent to the entry of the
Stipulated Preliminary Order of Forfeiture/Money Judgment in this action; and (6) voted to
authorize the corporate officer identified below to execute this Agreement and all other
documents necessary to carry out the provisions of this Agreement BNPP agrees that a duly
authorized corporate officer for BNPP shall appear on behalf of BNPP and enter the guilty plea
and will also appear for the imposition of sentence.

BNPP is satisfied that its counsel has rendered effective assistance. BNPP understands
that by entering into this Agreement, it surrenders certain rights as provided in this Agreement
BNPP understands that the rights of criminal defendants include the following: the right to plcad
not guilty and to persist in that plea; the right to a jury trial; the right to be represented by counsel
— and if necessary have the court appoint counsel — at trial and at every other stage of the
proceedings; and the right at trial to confront and cross-examine adverse witnesses, to be
protected from compelled self-incrimination, to testify and present evidence, and to compel the
attendance of witnesses.

By entering this plea of guilty, BNPP waives any and all right to withdraw its plea or to
attack its conviction, either on direct appeal or collaterally, on the ground that the Government
has failed to produce any discovery material, Jencks Act material, exculpatory material pursuant
to Brady v. Maryland, 373 U.S. 83 (1963), other than information establishing the factual
innocence of BNPP, and impeachment material pursuant to Giglio v. United States, 405 U.S. 150
(1972), that has not already been produced as of the date of the signing of this Agreement.
BNPP expressly understands and acknowledges that it may not withdraw its plea of guilty unless
the Court rejects this Plea Agreement under Fed. R. Crim. P. 11(c)(5).

[t is further agreed that should BNPP withdraw its plea of guilty, or should the conviction
following the plea of guilty of BNPP pursuant to this Agreement be vacated for any reason, then
any prosecution for violations of U.S. federal criminal law, or conspiracy to commit the same,
that is not time-barred by the applicable statute of limitations on the date of the signing of this
Agreement may be commenced or reinstated against BNPP, notwithstanding the expiration of
the statute of limitations between the signing of this Agreement and the date the plea is
withdrawn or the conviction is vacated. In the event that the plea is withdrawn or the conviction
1s vacated, it is the intent of this Agreement to waive all defenses based on the statute of
limitations with respect to any prosecution that is not time-barred on the date that this Agreement
is signed.

It is further understood that this Agreement does not bind any federal, state, or local
prosecuting authority other than the Offices.
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The Offices specifically may, at their sole option, be released from their commitments
under this Plea Agreement, including but not limited to, their agreement that this resolution
constitutes the appropriate disposition of this case, if at any time between the execution of this
Plea Agreement and sentencing, BNPP: fails to truthfully admit its conduct in the offense of
convictions; falsely denies, or frivolously contests, relevant conduct for which BNPP is
accountable under Guidelines Section 1B1.3; gives false or misleading testimony in any
proceeding relating to the criminal conduct charged in this case and any relevant conduct for
which BNPP is accountable under Guidelines Section 1B1.3; engages in acts which form a basis
for finding that BNPP has obstructed or impeded the administration of justice under Guidelines
Section 3C1.1; or attempts to withdraw its plea.

BNPP further agrees that it shall not authorize or approve, through its attorneys, partners,
agents, or employees, any statement, in litigation or otherwise, through the Stipulated Probation
Term (i) contradicting the guilt of BNPP, (i) contradicting the facts set forth in the Statement of
Facts, or (iii) contradicting that there is a sufficient factual basis to establish the Guidelines
calculations set forth in this Agreement. Consistent with this provision, BNPP may raise
defenses, including affirmative defenses, and/or assert affirmative claims in any civil
proceedings brought by private parties in the United States, and in any criminal, regulatory, civil
case, investigation, or other proceeding initiated by governmental agency or authority or private
party outside the United States, so long as doing so is consistent with the provisions above. This
applies to any such statements, whether made in the United States or any other jurisdiction. Any
such authorized or approved contradictory statement by BNPP, its present or future attorneys,
partners, agents, or employees shall constitute a material breach of this Agreement. The decision
as to whether any such contradictory statement will be imputed to BNPP for the purpose of
determining whether BNPP has breached this Agreement shall be at the sole discretion of the
Offices. Upon the Offices’ notifying BNPP of any such contradictory statement by electronic
mail or U.S. mail to its U.S. counsel, BNPP may avoid a finding of breach of this Agreement by
repudiating such statement both to the recipient of such statement and to the Offices within
72 hours after receipt of notice from the Offices. BNPP consents to the public release by the
Offices, in their sole discretion, of any such repudiation.

This Plea Agreement is effective when signed by BNPP, BNPP’s attorney, an attorney
for the Criminal Division, Department of Justice, and an attorney for the Office of the U.S.
Attorney for the Southern District of New York. [f BNPP fails to comply with any provision of
this Agreement, or commits or attempts to commit any additional federal, state, or local crimes,
then:

a. The Offices will be released from their obligation under this Plea Agreement by notifying
BNPP, through counsel or otherwise, in writing. The defendant however, may not
withdraw the guilty plea entered pursuant to this Agreement;

b. The defendant will be subject to prosecution for any federal criminal violation, including,
but not limited to, perjury and obstruction of justice, that is not time-barred by the
applicable statute of limitations on the date this Agreement is signed;

c. Any prosecution, including the prosecution that is the subject of this Agreement, may be
premised upon any information provided, or statements made, by the defendant, and all
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such information, statements, and leads derived therefrom may be used against BNPP.
BNPP waives any right to claim that statements made before or after the date of this
Agreement, including the Statement of Facts accompanying this Agreement or adopted
by the defendant and any other statements made pursuant to this or any other agreement
with the Offices, should be excluded or suppressed under Fed. R. Evid. 410, Fed. R.
Crim. P. 11(f), the Guidelines, or any other provision of the Constitution or federal law.

Any alleged breach of this Agreement by either party shall be determined by the Court in an
appropriate proceeding at which the defendant’s disclosures and documentary evidence shall be
admissible and at which the moving party shall be required to establish a breach of the Plea
Agreement by a preponderance of the evidence.

Apart from any written Proffer Agreement(s) that may have been entered into between
the Offices and BNPP, this Agreement supersedes any prior understandings, promises, or
conditions between the Offices, BNPP, and BNPP’s counsel. BNPP and BNPP’s counsel
acknowledge that no threats, promises, or representation have been made, nor agreements
reached, other than those set forth in writing in this Plea Agreement, to cause BNPP to plead
guilty. No additional understandings, promises, or conditions have been entered into other than
those set forth in this Agreement, and none will be entered into unless in writing and signed by
all parties. This Plea Agreement is binding on BNPP, the Criminal Division of the Department
of Justice, and the U.S. Attorney’s Office for the Southern District of New York BNPP
understands that this Plea Agreement does not bind any state or local prosecutorial authorities.

This Agreement shall bind BNPP, its subsidiaries, affiliated entities, assignees, and its
successor corporation if any, and any other person or entity that assumes the obligations
contained herein. No change in name, change in corporate or individual control, business
reorganization, change in ownership, merger, change of legal status, sale or purchase of assets,
divestiture of assets, or similar action shall alter defendant’s obligations under this Agreement.
BNPP shall not engage in any action to seek to avoid the obligations set forth in this Agreement.
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Martin S. Bell

Christine I. Magdo

Micah W. J. Smith

Assistant United States Attorneys
(212) 637-2200

APPROVED:

g0 y—

Sharon Cohen Levin
Chief, Money Laundering and
Asset Forfeiture Unit

Pag:
Very truly yours,
_ PREET BHARARA LESLIE CALDWELL

United States Attomey Assistant Attorney General
Criminal Division
JAIKUMAR RAMASWAMY
Chief, Asset Forfeiture and Money
Laundering Section

By ‘ By (e

Andrew D. Goldstein Craig Timim

Jermifer E. Ambuehl
Trial Attorneys
Asset Forfeiture and Moaey

Laundering Section, Criminal Divisios

{202) 514-1263



Case 1:14-cr-00460-LGS Document 13 Filed 07/10/14 Page 11 of 11

Page 1|

AGREED AND CONSENTED TO:

The Board of Directors has authorized me to execute this Plea Agreement on behalf of
BNPP. The Board has read this Plea Agreement, the attached criminal Information, the
Preliminary Order of Forfeiture‘Money Judgment, and Statement of Facts in their entirety, or has
been advised of the contents thereof, and has discussed them fully in consultation with BNPP’s
attorneys. | am further authorized to acknowledge on behalf of BNPP that these documents fully
set forth BNPP’s agreement with the Offices, and that no additional promises or representations
have been made to BNPP by any officials of the United States in connection with the disposition
of this matter, gther than those set forth in these documents.

"(\,\ve\ Q,Q Y, 20}1-1
BNP Pgribas S.A. < DATE
by (GEopebs Dikan]

APPROVED:

We are counsel for BNPP in this case. We have fully explained to BNPP its rights with respect
to the pending Information. Further, we have reviewed Title 18, United States Code,
Sections 3553 and 3571 and the Sentencing Guidelines Manual, and we have fully explained to
BNPP the provisions that may apply in this case. We have carefully reviewed every part of this
Plea Agreement with the defendant. To our knowledge, the defendant’s decision to enter into
this Agreement is an informed and voluntary one.

%%/IIM | LfVM 29, }‘7/¢

Karen Patton p#¥mour, Esq. DATE
Sullivan & CYomwell LLP
Attorneys for BNP Paribas S.A.
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

- - .- . - - - - x
UNITED STATES OF AMERICA
INFORMATION
- v. - :
l % . 6
BNP PARIBAS S.A., : 1 4 '
Defendant. :
p— - - — — - -— — —_ P p— pu— — _ - X
COUNT ONE

(Conspiracy To Violate the International Emergency Economic Powers
Act and the Trading With the Enemy Act)

The United States Attorney charges:

The Conspiracy

1. From at least in or about 2004 up to and including
in or about 2012, in the Southern District of New York and elsewhere,
BNP Paribas S.A. (“BNPP”), the defendant, together with others known
and unknown, willfully and knowingly did combine, conspife,
confederate, and agree together and with each other to commit
offenses against the United States, to wit, violations of the
International Emergency Economic Powers Act (“IEEPA”) under Title
50, United States Code, Sections 1702 and 1705; the Trading with the
Enemy Act ("TWEA”) under Title 50, United States Code Appendix,
Sections 3, 5, and 16; and the executive orders and regulations issued

thereunder.
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2. It was a part and an object of the conspiracy that
BNPP, the defendant, and others known and unknown, willfully and
knowingly would and did violate executive orders prohibiting the
exportation, directly and indirectly, of services from the United
States to Sudan and Iran, and the evasion and avoidance of the
aforementioned prohibition, to wit, BNPP willfully and knowingly
structured, conducted, and concealed U.S. dollar transactions using
the U.S. financial system on behalf of banks and other entities
located in or controlled by Sudan, and on behalf of an entity located
in Iran, in violation of IEEPA, Title 50, United States Code, Section
1705 (a) and (c); the Sudanese Sanctions Regulations, Title 31, Code
of Federal Regulations, Sections 538.205 and 538.211, Executive
Order 13067, Section 2(b) and (g) (Nov. 3, 1997) and Executive Order
13412, Section 3(a) (Oct. 13, 2006) (U.S. sanctions against Sudan);
and the Iranian Transactions and Sanctions Regulations, Title 31,
Code of Federal Regulations, Sections 560.203 and 560.204, Executive
Order 12959, Section 1(b) and (g) (May 6, 1995); and Executive Order
13059, Section 2(a) and (f) (Aug. 19, 1997) (U.S. sanctions against
Iran).

3. It was a further part and an object of the conspiracy
that BNPP, the defendant, and others known and unknown, willfully
and knowingly would and did violate regulations prohibiting all

transfers of credit and all payments between, by, through, and to
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--any banking institution, with respect to any property subject to the
jurisdiction of the United States, in which Cuba has any interest
of any nature whatsoever, direct or indirect, and the evasion and
avoidance of the aforementioned prohibition, to wit, BNPP willfully
and knowingly structured, conducted, and concealed U.S. dollar
transactions using the U.S. financial system on behalf of banks and
other entities controlled by Cuba, in violation of TWEA, Title 50,
United States Code Appendix, Sections 3, 5 and 16(a); and Title 31,
Code of Federal Regulations, Sections 515.201(a) (1), (c) and (d),
and 515.313 (U.S. sanctions against Cuba).

Means and Methods of the Conspiracy

4. Among the means and methods by which BNPP, the
defendant, and its co-conspirators carried out the conspiracy were
the following:

a. BNPP intentionally used a non-transparent
method of payment messages, known as cover payments, to conceal the
involvement of banks and other entities located in or controlled by
countries subject to U.S. sanctions, including Sudan, Iran and Cuba
(“Sanctioned Entities”), in U.S. dollar transactions processed
through BNPP’s branch office in the United States headquartered in
New York, New York (“"BNPP Néew York”) and other financial institutions

in the United States.
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b. BNPP worked with other financial institutions
to structure payments in highly complicated ways, with no légitimate
business purpose, to conceal the involvement of Sanctioned Entities
in order to prevent the illicit transactions from being blocked when
transmitted through the United States.

C. BNPP instructed other financial institutions
not to mention the names of Sanctioned Entities in U.S. dollar payment
messages sent to BNPP New York and other financial institutions in
the United States.

d. BNPP followed instructions from Sanctioned
Entities not to mention their names in U.S. dollar payment messages
sent to BNPP New York and other financial institutions in the United
States.

e. BNPP removed information identifying
Sanctioned Entities from U.S. dollar payment messages in order to
conceal the involvement of Sanctioned Entities from BNPP New York
and other financial institutions in the United States.

Overt Acts

5. In furtherance of the conspiracy and to effect its
illegal objects, BNPP, the defendant, and cthers known and unknown,
committed the following overt acts, among others, in the Southern

District of New York and elsewhere:




Case 1:14-cr-00460-LGS Document 13-1 Filed 07/10/14 Page 5 of 7

a. In or about December 2006, BNPP, through its
subsidiary based in Geneva, Switzerland, caused an unaffiliated U.S.
financial institution located in New York, New York (“"U.S5. Bank 17)
to process an approximately $10 million U.S. dollar transaction
involving a Sanctioned Entity in Sudan by concealing from U.S. Bank
1 the involvement of the Sanctioned Entity.

b. In or about November 2012, BNPP, through its
headquarters in Paris, France (“BNPP Paris”), processed an
approximately $6.5 million U.S. dollar transaction on behalf of a
corporation controlled by an Iranian entity through BNPP New York.

C. On or about November 24, 2009, BNPP Paris
processed an approximately $213,027 U.S. dollar transaction through
BNPP New York in connection with a U.S. dollar denominated credit
facility that provided financing to various Sanctiocned Entities in
Cuba.

(Title 18, United States Code, Section 371.)
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FORFEITURE ALLEGATION

6. As a result of committing the offense alleged in Count
One of this Information, BNPP, the defendant, shall forfeit to the
United States, pursuant to Title 18, United States Code, Section
981 (a) (1) (C) and Title 28, United States Code, Section 2461 (c), all
property, real and personal, that constitutes or is derived from
proceeds traceable to the commission of the offense, including but
not limited to a sum of money in United States currency totaling
$8,833,600,000.

Substitute Assets Provision

7. If any of the above-~described forfeitable property,
as a result of any act or omission of the defendant:
a. cannot be located upon the exercise of due
diligence;
b. has been transferred or sold to, or deposited

with, a third person;

c. has been placed beyond the jurisdiction of the
Court;

d. has been substantially diminished in value; or

e. has been commingled with other property which

cannot be subdivided without difficulty;
it is the intent of the United States, pursuant to Title 21, United

States Code, Section 853 (p), to seek forfeiture of any other property
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of the defendant up to the value of the forfeitable property described

above.

le 18, United States Code, Section 981 (a) (1) (C);
, United States Code, Section 853 (p); and Title 28,
United States Code, Section 2461 (c).)

Dot Bhwa

LEGLIE CALDW PREET BHARARA
Agsidtant Atforjiey General United States Attorney

CAiminal Divisjyon

JATKUMAR RAMASWAMY
Chief, Asset Forfeiture and Money
Laundering Section
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) ORIGINAL

“UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

_______________________________ X
UNITED STATES OF AMERICA
14 Cr.
- V' -
BNP PARIBAS, S A,
Defendant.
_______________________________ X

STATEMENT OF FACTS

The parties stipulate that the allegations in Count One of the Federal Information, the
allegations in Counts One and Two of the New York State Superior Court Information, and the
following facts are true and correct, and that had the matter gone to trial, the United States and
New York State would have proved them beyond a reasonable doubt:

I. BNP Paribas S.A. (“BNPP”), the defendant, is the largest bank in France and one
of the five largest banks in the world in terms of total assets. It has approximately 190,000
employees and more than 34 million customers around the world. BNPP’s headquarters are
located in Paris, France (“BNPP Paris”), and BNPP has subsidiaries, affiliates and branches in
many countries throughout the world, including branch offices in the United States
headquartered in New York, New York (“BNPP New York™), and a subsidiary based in Geneva,
Switzerland, incorporated as BNPP Paribas (Suisse) S.A. (“BNPP Geneva™). One of BNPP’s
core businesses is its Corporate and Investment Bank (“CIB”). Among other activities, CIB
provides clients with financing in the form of letters of credit and syndicated loans. A significant
part of this financing occurs within a CIB business line formerly called Energy Commodities

Export Project (“ECEP”) that focuses on, among other things, providing financing related to oil,

petroleum gas and other commodities.
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U.S. Sanctions Laws

2. Pursuant to U.S. law, financial institutions, including BNPP, are prohibited from
participating in certain financial transactions involving persons, entities and countries subject to
U.S. economic sanctions. The United States Department of the Treasury’s Office of Foreign
Assets Control (“OFAC”) promulgates regulations to administer and enforce U.S. laws
governing economic sanctions, including regulations for sanctions related to specific countries,
as well as sanctions related to Specially Designated Nationals (“SDNs™). SDNs are individuals
and companies specifically designated as having their assets blocked from the U.S. financial
system by virtue of being owned or controlled by, or acting for or on behalf of, targeted
countries, as well as individuals, groups, and entities, such as terrorists and narcotics traffickers,
designated under sanctions programs that are not country-specific.

Sudan Sanctions

3. In November 1997, President Clinton, invoking the authority, inter alia, of the
International Emergency Economic Powers Act (“IEEPA™), Title 50, United States Code,
Seetion 1701 et seq., issued Executive Order 13067, which declared a national emergency with
respect to the policies and actions of the Government of Sudan, “including continued support for
international terrorism; ongoing efforts to destabilize neighboring governments; and the
prevalence of human rights violations, including slavery and the denial of religious freedom.”
Exec. Order No. 13067 (Nov. 3, 1997). Executive Order 13067 imposed trade sanctions with

respect to Sudan and blocked all property, and interests in property, of the Government of Sudan

in the United States or within the possession or control of U.S. persons.'

" The international community also recognized the threat posed by the policies and actions of the Government of
Sudan. In 2005, the United Nations Security Council recognized “the dire consequences of the prolonged conflict
for the civilian population in the Darfur region as well as throughout Sudan,” the “violations of human rights and
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4, In October 2006, President Bush, also pursuant to IEEPA, issued Executive Order
13412, which further strengthened the sanctions against Sudan. Executive Order 13412 cited the
“continuation of the threat to the national security and foreign policy of the United States created
by certain policies and actions of the Government of Sudan that violate human rights, in
particular with respect to the conflict in Darfur, where the Government of Sudan exercises
administrative and legal authority and pervasive practical influence, and due to the threat to the
national security and foreign policy of the United States posed by the pervasive role played by
the Government of Sudan in the petroleum and petrochemical industries in Sudan . ...” Exec.
Order No. 13412 (Oct. 13, 2006).

S. Under Executive Orders 13067 and 13412 and related regulations promulgated by
OFAC pursuant to IEEPA, it is unlawful to export goods and services from the United States,
including U.S. financial services, to Sudan without a license from OFAC. Under these Executive
Orders and regulations, virtually all trade and investment activities involving the U.S. financial
system, including the processing of U.S. dollar transactions through the United States, were
prohibited.

6. Pursuant to Title 50, United States Code, Section [705, it is a crime to willfully
violate, attempt to violate, conspire to violate, or cause a violation of regulations issued pursuant
to IEEPA, including the U.S. sanctions against Sudan.

7. Pursuant to New York State Penal Law section 175.10, it is a felony to Falsify
Business Records, pursuant to New York State Penal Law section 175.05, when it is done with

the intent to commit another crime or to aid or conceal the commission of a crime.

international humanitarian law in the Darfur region,” and the “failure of the Government of Sudan to disarm
Janjaweed militiamen and apprehend and bring to justice Janjaweed leaders and their associates who have carried
out human rights and international humanitarian law violations and other atrocities.” U.N. Security Council
Resolution 1591 (Mar. 29, 2005).
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Iran Sanctions

8. In March 1995, President Clinton, pursuant to IEEPA, issued Executive Order
12957, finding that “the actions and policies of the Government of [ran constitute an unusual and
extraordinary threat to the national security, foreign policy, and economy of the United States”
and “declarc[d] a national emergency to deal with that threat.” United States cconomic sanctions
against lran were strengthened in May 1995 and August 1997 pursuant to Executive Orders
12959 and 13059. These Executive Orders and related regulations promulgated by OFAC
prohibited virtually all trade and investment activities between the United States and Iran. With
the exception of certain exempt or authorized transactions, OFAC regulations implementing the
Iranian sanctions generally prohibited the export of services to Iran from the United States. One
such exemption, which was in effect until November 2008, permitted U.S. banks to act as an
intermediary bank for U.S. dollar transactions related to Iran between two non-U.S., non-Iranian
banks (the “U-Turn” exemption). The U-Turmn exemption applied only to sanctions regarding
Iran, and not to sanctions against Sudan, Cuba or other countries or entities.

9. Pursuant to Title 50, United States Code, Section 1705, it is a crime to willfully
violate, attempt to violate, conspire to violate, or cause a violation of regulations issued pursuant
to IEEPA, including the U.S. sanctions against Iran.

10. Pursuant to New York State Penal Law section 175.10, it is a felony to Falsify
Business Records, pursuant to New York State Penal Law section 175.05, when it is done with
the intent to commit another crime or to aid or conceal the commission of a crime.

Cuba Sanctions

1. Beginning with Executive Orders issued in 1960 and 1962, which found that the
actions of the Government of Cuba threatened U.S. national and hemispheric security, the United

States has maintained an economic embargo against Cuba through the enactment of various laws
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and regulations. Pursuant to the Trading with the Enemy Act (“TWEA™), 12 U.S.C. § 95a
et seq., OFAC has promulgated a series of regulations that prohibit virtually all financial and |
commercial dealings with Cuba, Cuban businesses, and Cuban assets.

12. Pursuant to Title 31, Code of Federal Regulations, Section 501.701, it is a crime
to willfully violate regulations issued under TWEA.

13. Pursuant to New York State Penal Law section 175.10, it is a felony to Falsify
Business Records, pursuant to New York State Penal Law section 175.05, when it is done with
the intent to commit another crime or to aid or conceal the commission of a crime.

Overview of the Conspiracy

14, From at least 2004 up through and including 2012, BNPP, the defendant,
conspired with banks and other entities located in or controlled by countries subject to U.S.
sanctions, including Sudan, Iran and Cuba (“Sanctioned Entities”), other financial institutions
located in countries not subject to U.S. sanctions, and others known and unknown, to knowingly,
intentionally and willfully move at least $8,833,600,000 through the U.S. financial system on ‘
behalf of Sanctioned Entities in violation of U.S. sanctions laws, including transactions totaling
at least $4.3 billion that involved SDNs.
15. In carrying out these illicit transactions, BNPP’s agents and employees were
acting within the scope of their duties which were intended, at least in part, to benefit BNPP.

Means and Methods of the Conspiracy

16. Among the means and methods by which BNPP and its co-conspirators carried
out the conspiracy were the following:

a. BNPP intentionally used a non-transparent method of payment messages,

known as cover payments, to conceal the involvement of Sanctioned Entities in U.S. dollar
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transactions processed through BNPP New York and other financial institutions in the United
States.

b. BNPP worked with other financial institutions to structure payments in
highly complicated ways, with no legitimate business purpose, to conceal the involvement of
Sanctioned Entities in order to prevent the illicit transactions from being blocked when
transmitted through the United States.

c. BNPP instructed other co-conspirator financial institutions not to mention
the names of Sanctioned Entities in U.S. dollar payment messages sent to BNPP New York and

other financial institutions in the United States.

d. BNPP followed instructions from co-conspirator Sanctioned Entities not to

mention their names in U.S. dollar payment messages sent to BNPP New York and other
financial institutions in the United States.

e. BNPP removed information identifying Sanctioned Entities from U.S.
dollar payment messages in order to conceal the involvement of Sanctioned Entities from BNPP
New York and other financial institutions in the United States.

Violations of the Sudanese Sanctions

Overview

17. From 2002 up through and including 2007, BNPP, predominantly through its
Swiss-based subsidiary, BNPP Geneva, conspired with numerous Sudanese banks and entities as
well as financial institutions outside of Sudan to violate the U.S. embargo by providing Sudanesc
banks and entities access to the U.S. financial system. During the course of its illicit conduct,
BNPP processed thousands of U.S. dollar denominated financial transactions with Sanctioned
Entities, with a total value well in excess of $6 billion, including transactions involving 18

Sudanese SDNS, six of which were BNPP clients. The Sudanese SDN transactions processed by
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BNPP had a value of approximately $4 billion, and the vast majority of these SDN transactions
involved a financial institution owned by the Government of Sudan (“Sudanese Government
Bank 17), despite the Government of Sudan’s role in supporting international terrorism and
committing human rights abuses during this time period.

18. BNPP carried out transactions with Sanctioned Entities and evaded the U.S.
embargo through several means. One such method, which enabled BNPP to manage or finance
billions of dollars’ worth of U.S. dollar denominated letters of credit for Sudanese entities,
involved deliberately modifying and omitting references to Sudan in the payment messages
accompanying these fransactions to prevent the transactions from being blocked when they
entered the United States. Another method, described more fully below, entailed moving illicit
transactions through unaffiliated “satellite banks” in a way that enabled BNPP to disguise the
involvement of Sanctioned Entities in U.S. dollar transactions. As a result of BNPP’s conduct,
the Government of Sudap and numerous banks connected to the Government of Sudan, including
SDNs, were able to access the U.S. financial system and engage in billions of dollars” worth of
U.S. dollar-based financial transactions, significantly undermining the U.S. embargo.

BNPP’s Critical Role in the Sudanese Economy and in Providing Sudan Access to the
U.S. Financial System

19. In 1997, shortly after the imposition of U.S. sanctions against Sudan, BNPP
Geneva agreed to become the sole correspondent bank in Europe for Sudanese Government
Bank 1, which, as noted above, was designated by OFAC as an SDN. Sudanese Government
Bank 1 then directed all major commercial banks located in Sudan to use BNPP Geneva as their
primary correspondent bank in Europe. As a result, all or nearly all major Sudanese banks had
U.S. dollar accounts with BNPP Geneva. In addition to processing U.S. dollar transactions, in

2000, BNPP Geneva also developed a business in letters of credit for the Sudanese banks. Due
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to its role in financing Sudan’s' export of oil, BNPP Geneva took on a central role in Sudan’s
foreign commerce market. By 2006, letters of credit managed by BNPP Geneva represented
approximatcly a quarter of all exports and a fifth of all imports for Sudan. Over 90% of these
letters of credit were denominated in U.S. dollars. In addition, the deposits of Sudanese
Government Bank 1 at BNPP Geneva represented about 50% of Sudan’s foreign currency assets
during this time period.

20. BNPP’s central role in providing Sudanese financial institutions access to the U.S.
financial system, despite the Government of Sudan’s role in supporting terrorism and committing
human rights abuses, was recognized by BNPP employees. For example, in 2004, a manager at
BNPP Geneva described in an email the political environment in Sudan as “dominated by the
Darfur crisis” and called it a “humanitarian catastrophe.” In April 2006, a senior BNPP Paris
compliance officer stated in a memorandum that “[t]he growth of revenue from oil is unlikely to
help end the conflict [in Darfur], and it is probable that Sudan will remain torn up by
insurrections and resulting repressive measures for a long time.” In March 2007, another senior
BNPP Paris compliance officer reminded other high-levcl BNPP compliance and legal
employees that certain Sudanese banks with which BNPP dealt “play a pivotal part in the support
of the Sudanese government which . . . has hosted Osama Bin Laden and refuses the United
Nations intervention in Darfur.” A few months later, in May 2007, a BNPP Paris executive with
responsibilities for compliance across all BNPP branches warned in a memorandum that: “In a
context where the International Community puts pressure to bring an end to the dramatic

situation in Darfur, no one would understand why BNP Paribas persists [in Sudan] which could

be interpreted as supporting the leaders in place.”
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BNPP’s Methods of Evading U.S. Sanctions Against Sudan

21.  Financial institutions in the United States that process U.S. dollar transactions
from overseas, including BNPP New York, utilize sophisticated filters designed to identify and
block any transactions involving Sanctioned Entities. The filters generally work by screening
wire transfer messages for any reference to (a) countries under U.S. embargo such as Sudan, Iran
and Cuba; (b) all entities and individuals identified by OFAC as SDNs; and (c¢) any words or
numbers in wire messages that would indicate that the transaction being processed through the
United States involved Sanctioned Entities.

22. In order to avoid having transactions identified and blocked by filters at banks in
the United States, beginning at least as early as 2002 and continuing through 2007, BNPP agreed
with Sanctioned Entities in Sudan not to mention their names in U.S. dollar transactions
processed through the United States. For example, when conducting U.S. dollar business with
BNPP, the Sanctioned Entities frequently instructed BNPP not to mention the names of the
Sanctioned Entities in wire transfer messages, which BNPP then agreed to do. In many
instances, the instructions specifically referenced the U.S. embargo. For example: “due to the
US embargo on Sudan, please [debit our U.S. dollar account] without mentioning our name in
your payment order” and “transfer the sum of USD 900,000 . . . without mentioning our name —
repeat without mentioning our name under swift confirmation to US.” Such payment messages
frequently bore stamps from BNPP employees stating: “ATTENTION: US EMBARGO.” At
times, BNPP front office employees directed BNPP back office employees processing
transactions with Sudanese Sanctioned Entities to omit any reference to Sudan: “! Payment in $
to [French Bank 1] without mentioning Sudan to N.Y. ! Indeed, until 2004, BNPP’s internally

published policy for processing U.S. dollar payments involving Sudan stated: “Do not list in any
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case the name of Sudanese entities on messages transmitted to American banks or to foreign
banks installed in the U.S.”

23.  Inaddition to omitting references to Sudan in U.S. dollar payment messages,
another method used by BNPP Geneva to evade the U.S. embargo against Sudan involved, as
noted above, the use of unaffiliated, non-Sudanese, non-U.S. banks (referred to internally at
BNPP Geneva as “satellite banks”) to help disguise the true nature of transactions with
sanctioned Sudanese banks. BNPP Geneva began its relationship with many of these satellite
banks shortly after the imposition of U.S. sanctions against Sudan in 1997, and the vast majority
of the satellite banks’ business with BNPP Geneva involved facilitating U.S. dollar payments for
sanctioned Sudanese banks.

24.  Specifically, BNPP Geneva utilized the satellite banks in a two-step process
designed to enable BNPP Geneva’s Sudanese clients to evade U.S. sanctions. In the first step, a
Sudanese bank seeking to move U.S. dollars out of Sudan transferred funds internally within
BNPP Geneva to a BNPP Geneva account specifically maintained by a satellite bank to facilitate
U.S. dollar transfers from Sudan. In the second step, the satellite bank transferred the money to
the Sudanese bank’s intended beneficiary through a U.S. bank without reference to the Sudanese
bank. As aresult, to the U.S. bank, it appeared that the transaction was coming from the satellite
bank rather than a Sudanese bank. A similar process enabled sanctioned Sudanese banks to
receive U.S. dollars without being detected: the originator of the transaction sent a wire transfer
through the United States to the satellite bank’s account at BNPP Geneva without reference to
Sudan, and the satellite bank then transferred the money to the Sudanese bank via internal
transfer at BNPP Geneva. Moreover, in order to further disguise the true nature of the satellite

bank transactions, employces at BNPP Geneva frequently worked with the satellite banks to wait
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between one and two days after the internal transfer before making a dollar-for-dollar,
transaction-by-transaction clear of funds through the United States, artificially delinking the U.S.
transfer of funds from the prior transfer involving the satellite banks so that financial institutions
in the United States and U.S. authorities would be unable to link the payments to the involved
Sanctioned Entity. In fact, BNPP employees internally proposed getting the satellite banks
“accustom|ed] . . . to spacing out the gap between covers they execute with their U.S.
correspondents to the extent possible.” Ultimately, BNPP Geneva successfully used the satellite
bank structure — which had no business purpose other than to help BNPP’s Sudanese clients
evade the U.S. embargo — to process thousands of U.S. dollar transactions, worth billions of
dollars in total, for Sudanese Sanctioned Entities without having the transactions identified and
blocked in the United States.

25. The use of satellite banks to facilitate U.S. dollar transactions with Sudanese
Sanctioned Entities was widely known within BNPP Geneva. For example, in a 2004 email to a
BNPP Geneva employee, a satellite bank requested “1o open an account at BNP Paribas
Genevl[a] to be used mainly for the USD Transfers to and from Sudanese Banks.” This e-mail
was forwarded to another BNPP Geneva employee who recommended opening the account, as
“the opening of this account {its in the framework of our activity in Sudan.” Referencing this
exchange, another BNPP Geneva employee commented that: “we have advised [this satellite
bank] for a long time to open a VOSTRO account to facilitate the transactions which this
institution has with countries with which we are also active.”

26.  BNPP’s compliance personnel were also aware of BNPP’s use of satellite banks
to process transactions with Sanctioned Entities. For example, a 2005 compliance report

described the scheme as follows:
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The main activity of certain BNPP customers is to domicile cash flows in USD on

our books on behalf of Sudanese banks. These arrangements were put in place in

the context of the U.S. embargo against Sudan. . . . The accounts of these banks

were therefore opened with the aim of “facilitating transfers of funds in USD for

Sudanese banks.” This comment was made on the account opening application

forms of these banks. The funds in question were then transferred, on the same

day, or at the latest D+1 or 2 by the [satellite banks] to [U.S. correspondent

banks].

Involvement of Senior Officials at BNPP Geneva and BNPP Paris

27. BNPP Geneva’s methods of evading U.S. sanctions against Sudan — including the
omission of references to Sudan from wire messages involving Sanctioned Entities and the use of
satellite banks to process transactions for sanctioned Sudanese banks — were known to and
condoned by senior compliance and business managers at both BNPP Geneva and BNPP Paris.
As early as 2003, for example, after a visit to Geneva, a senior BNPP Paris compliance officer
conveyed to BNPP CIB executives in Paris that BNPP Gencva was routinely employing a cover
payment method that omitted the names of Sanctioned Entities from U.S. dollar payment
messages to prevent the transactions from being discovered in the United States. The senior
compliance officer observed that “in practice, in all kinds of ways, the headers of messages seem
to have been amended in Geneva.” In fact, an analysis of the payment messages during the
relevant time period shows that BNPP Geneva processed payments involving Sanctioned Entities
differently than those involving non-sanctioned entities in order to hide the Sanctioned Entity’s
identity.

28. [n 2004, the Federal Reserve Bank of New York (“FRB-NY”) and the New York
State Banking Department (now known as the New York State Department of Financial
Services) (“DFS”) identified systemic failures in BNPP’s compliance with the Bank Secrecy

Act, and specifically highlighted deficiencies in BNPP New York’s monitoring of transactions

with overseas clients, including the processing of U.S. dollar transactions for overseas clients. In
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response to the regulatory inquiries, in September 2004, BNPP agreed to enter into a |
Memorandum of Understanding (the “MOU”) with the FRB-NY and DFS that required, among
other things, that BNPP New York improve its systems for compliance with U.S. bank secrecy
and sanctions laws.

29. Shortly after BNPP entered into the MOU, two senior BNPP Paris executives and
BNPP Geneva executives met in Geneva to discuss how “embargoes against sensitive countries
(Sudan, Libya, Syria . . . )” affected BNPP’s business and operational issues with respect to
sensitive countries. At that meeting, the executives decided to switch to an unaffiliated bank in
the United States (“U.S. Bank 17) to process payments for countries subject to U.S. sanctions.
Following that meeting, BNPP Geneva employees were instructed to have U.S. dollar payments
involving Sanctioned Entities cleared through U.S. Bank 1 instead of BNPP New York.

30. The decision to switch dollar clearing involving Sanctioned Entities to U.S. Bank
1 was at least in part an attempt to decrease BNPP New York’s exposure to enforcement actions
by U.S. authorities, as indicated in meeting minutes outlining the new policy for U.S. dollar
payments involving sanctioned countries: “the cover payments are to be executed via [U.S. Bank
1], such following problems BNP NY encountered with the U.S. authorities.” In implementing
the switch to U.S. Bank 1, BNPP relied on incorrect advice that outside counsel (“U.S. Law Firm
1) provided, which suggested that BNPP may have been able to protect itself from being
penalized by U.S. authorities if it conducted these prohibited transactions through another U.S.
bank. This was memorialized in a legal memorandum in October 2004. From 2004 through
2007, the vast majority of BNPP Geneva’s transactions involving Sudanese Sanctioned Entities
were cleared through U.S. Bank 1 using a payment method that concealed from U.S. Bank 1 the

involvement of Sanctioned Entities in the transactions. Thus, as evidenced in a January 2006
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email, “the problem” of clearing U.S. dollar transactions involving Sanctioned Entities was “in
some ways shifted onto [U.S. Bank 1] Switzerland, which has the advantage of being a U.S.
Bank.”

31. In the months and years that followed the decision to use U.S. Bank 1 as BNPP
Geneva’s principal means for clearing U.S. dollar transactions with Sanctioned Entities, senior
BNPP compliance and legal personnel repeatedly recognized BNPP’s role in circumventing U.S.
sanctions against Sudarn, and yet allowed these (ransactions to continue in part because of their
importance (o BNPP’s business relationships and “goodwill” in Sudan. In July 2005, for
example, a BNPP Geneva employee noted how high-level business managers at BNPP were
aware of and supported the transactions involving Sudan: “the general management of CIB has
encouraged us to follow this [the satellite bank] model . . . . The working of this whole
mechanism is coordinated with CIB/ECEP Compliance. . . . I consider it most advisable to
maintain these accounts which support our vision and our position regarding our goodwill in the
Sudan.” In late 2005, a Paris compliance officer draftcd a memo that highlighted BNPP
Geneva’s business with Sudan: “It seemed necessary to us to harmonize the practices and
circuits of Geneva and Paris, particularly given [BNPP Geneva’s] exposure to embargoes, in
particular due to:

e The privileged and historical relationship maintained with institutions in countries
under total US trade embargo (Sudan).

e The practices for circumventing embargoes of some groups, in particular US

groups.”
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With respect to the U.S. embargo of Sudan, the Paris compliance officer concluded that “Client
managers have, however, been made aware of the embargoes and are supposed to turn to
Compliance when they have a problem of interpretation.”

32. On certain occasions, senior compliance and legal personnel expressed concerns
about BNPP’s continued business with Sudanese Sanctioned Entities, but were rebuffed. In
August 2005, for example, a senior compliance officer at BNPP Geneva expressed concern about
the use of satellite banks and emphasized the unusual nature of these operations given the fact
that BNPP Geneva was not typically in the business of providing correspondent banking
scrvices. In an email sent to legal, business and compliance personnel at BNPP Geneva, the
senior compliance officer warned: “As I understand it, we have a number of Arab Banks (nine
identified) on our books that only carry out clearing transactions for Sudanese banks in
dollars. . .. This practice effectively means that we are circumventing the US embargo on
transactions in USD by Sudan.” In response to another e-mail voicing the same concem, a high-
level Geneva employee cxplained that these transactions had the “full support” of management at
BNPP Paris:

I see that certain questions are coming back to the surface on the way in which we

are processing these transactions. I remember when you . . . made me meet the

Minister of Finance of Sudan and the President of the [Sudanese Govermment

Bank 1], it had been specified that all business activity — meaning in passing — the

Minister and the President had shown themselves to be very satisfied — and it had
received the full support of our General Management in Paris.

33. In September 2005, senior compliance officers at BNPP Geneva arranged a
meeting of BNPP executives “to express, to the highest level of the bank, the reservations of the
Swiss Compliance office concerning the transactions executed with and for Sudanese

customers.” The meeting was attended by several senior BNPP Paris and Geneva executives. At
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the meeting, a senior BNPP Paris executive dismissed the concerns of the compliance officials
and requested that no minutes of the meeting be taken.

BNPP's Knowledge of Its lllicit Conduct

34.  Ininterviews with outside counsel for BNPP, several BNPP employees who were
involved in or had knowledge of BNPP’s business with Sudan claimed that they did not believe
that U.S. sanctions laws applied or could be applied to foreign banks, particularly if transactions
involving Sanctioned Entities were processed through an unaffiliated U.S. bank, as opposed to
BNPP New York. This view of the reach of U.S. sanctions, while incorrect, was supported in
part by a legal memorandum from U.S. Law Firm 1 received by BNPP in October 2004
regarding the general applicability of U.S. sanctions (the “2004 Legal Opinion™). The 2004
Legal Opinion made it clear that U.S. sanctions laws did, in fact, apply to all U.S. dollar
transactions cleared in the United States, including those initiated by foreign banks. However,
the opinion also suggested that U.S. authorities might not be able to penalize BNPP itself for
participating in prohibited transactions if no U.S. branch of BNPP was involved. Specifically,
the opinion stated that “transactions between non-U.S. parties cleared by U.S. banking
institutions (including BNPP’s New York branch) are subject to the provisions in OFAC’s
sanctions regimes against Cuba, Iran, Syria and Sudan, and to penalties for any violations of
these regulations.” However, “[i]f a non-U.S. BNPP entity were to initiate a U.S. dollar payment
to a payee domiciled in Cuba, Sudan or Iran through a U.S. bank not affiliated with BNPP, U.S.
sanctions should not apply to BNPP (assuming no involvement by any U.S. person of BNPP),
but U.S. sanctions would call for the payment to be frozen or blocked by the U.S. bank.” Senior
legal and business officials at BNPP have claimed that, pursuant to this legal opinion, they

believed that BNPP would not face penalties under U.S. sanctions laws so long as transactions
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with Sanctioned Entities cleared through U.S. Bank 1 or another unaffiliated bank, and not
through BNPP New York.

35. However, to the extent that BNPP employees relied on this 2004 legal opinion to
justify BNPP’s conduct regarding Sudan, by the summer of 2006, it became clear that BNPP
could not, in fact, escape the reach of U.S. sanctions simply by having transactions cleared
through an unaffiliated U.S. bank. In May 2006, BNPP received an additional legal opinion from
a U.S. law firm (“U.S. Law Firm 2”), which specifically warned BNPP that if the bank were to
omit relevant identifying information in U.S. dollar payments sent to the United States, with the
objective of avoiding U.S. economic sanctions, BNPP could be subjecting itself to various U.S.
criminal laws. In March and June 2006, BNPP received two additional legal opinions from U.S.
Law Firm 1, which informed BNPP that (a) U.S. sanctions could apply to BNPP even when the
transactions were processed by U.S. Bank 1 instead of BNPP New York, and (b) U.S. authorities
had become especially sensitive to the use of “cover payments™ by foreign banks that omitted
underlying descriptive details about the nature of transactions, and advised BNPP to “ensure that
they have adequate procedures in place to guard against any abuses of cover payment messages
that could cause their U.S. operations to engage in prohibited transactions under U.S. sanctions.”
In July 2006, BNPP issued a policy across all its subsidiaries and branches that acknowledged
the applicability of U.S. sanctions to non-U.S. banks. The policy stated that “if a transaction is
denominated in USD, financial institutions outside the United States must take American
sanctions into account when processing their transactions.”

36. Accordingly, by July 2006 at the latest, it was clear that BNPP could no longer
justify its transactions with Sanctioned Entities based upon an incorrect assertion that U.S.

sanctions law did not apply to banks located outside the United States. Nevertheless, BNPP
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continued to willfully process thousands of transactions with Sanctioned Entities through the
United States for nearly another year, with a total value in excess of $6 billion — while taking
steps to hide the true nature of these transactions from both BNPP New York and other U.S.
correspondent banks.

37. BNPP continued to process transactions involving Sudanese Sanctioned Entities —
despite being well aware that its conduct violated U.S. law — because the business was profitable
and because BNPP Geneva did not want to risk its longstanding relationships with Sudanese
clients. For example, in a July 2006 Credit Committee Meeting of BNPP’s general management,
despite expressing a concern about BNPP’s role in processing U.S. dollar transactions with
Sudanese Sanctioned Entities BNPP’s senior compliance personnel signed off on the
continuation of the transactions. An email summarizing that meeting explained that “{t]he
relationship with this body of counterparties is a historical one and the commercial stakes are
significant. For these reasons, Compliance does not want to stand in the way of maintaining this
activity for ECEP and [BNPP Geneva] . . . . Compliance has also issued the following
recommendations: . . . Strictly respect the U.S. embargo, the protection of ‘US. citizens’ and the
E.U. embargo. Do not tolerate any favor or arrangement within these rules.” Compliance’s
recommendations were not followed.

38. In November 2006, three BNPP Geneva employees drafted a memorandum that
explained: “the ‘clearing” activity of USD correspondents . . . is of real significance in relation
to our activity in Sudan. . . . The fundamental importance of these [satellite bank] accounts lies
in the fact that they allow us to receive incoming funds from Sudanese banks as cover for their

commercial transactions on our books . . .. Moreover . . . we maintain commercial relations

with these [satellite] banks which offer significant commercial potential, not only in connection
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with Sudan.” In February 2007,-a senior BNPP Paris compliance officer specifically recognized
the significance of the Sudanese busincss for BNPP Geneva:

For many years, the Sudan has traditionally generated a major source of business

for BNPP Geneva including transactions such as investment held on deposit. The

existence of a dedicated desk for this region, GC8, for which the Sudan is one of

the largest customers, relationships developed with directors of Sudanese

financial institutions and traditional practices have over the years led to a major

source of income, which 1s now recurring income.

39. At the same time that compliance and business personnel within BNPP were
emphasizing the importance of the Sudanese business to BNPP Geneva’s operations, certain
senior compliance officers at BNPP Paris made appeals to BNPP Geneva to discontinue the U.S.
dollar business with Sudan. In February 2007, for example, a senior BNPP Paris compliance
officer told business managers at BNPP Geneva that U.S. dollar transactions cleared through
unaffiliated U.S. banks could be viewcd as a “serious breach.” Similarly a BNPP Geneva
compliance officer wrote to BNPP Paris and BNPP Geneva executives that the use of U.S.
Bank 1 to process transactions with Sanctioned Entities could be interpreted as a “grave
violation.” Despite these warnings, the transactions continued.

40. In May 2007, senior officials at OFAC met with executives at BNPP New York
and expressed concern that BNPP Geneva was conducting U.S. dollar business with Sudan in
violation of U.S. sanctions. Shortly after this meeting, OFAC requested that BNPP conduct an
internal investigation into transactions with Sudan initiated by BNPP Geneva that may have
violated U.S. sanctions, and asked that BNPP report its findings to OFAC. It was not until this
intervention by OFAC that BNPP made the decision, in June 2007, to stop its U.S. dollar
business with Sudan.

41. BNPP’s willingness to engage in U.S. dollar transactions involving Sudan

significantly undermined the U.S. embargo and provided the Sudanese government and
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Sudanese banks with access to the U.S. financial system that they otherwise would not have had.
Even after July 2006, when it became clear to BNPP that its U.S. dollar transactions with
Sudanese Sanctioned Entities were illegal, and that U.S. law did in fact apply to BNPP’s
conduct, BNPP continued to process U.S. dollar transactions with Sudanese Sanctioned Entities
for nearly another year. Only after OFAC launched an inquiry into the Sudanese transactions in
the spring of 2007 did BNPP cease this activity. From July 2006 until BNPP cnded its Sudanese
business in June 2007, BNPP knowingly, intentionally and willfully processed a total of
approximalely $6.4 billion in illicit U.S. dollar transactions involving Sudan.

Violations of the Iranian Sanctions

42. From 2006 to 2012, BNPP Paris processed payments on behalf of a client
(“Iranian Controlled Company 17) in connection with three letters of credit that facilitated the
provision of liquefied petroleum gas (“LPG”) to an entity in Iraq.

43, While Iranian Controlled Company 1 was registered as a corporation in Dubai, it
was controlled by an Iranian energy group based in Tehran, Iran (“Iranian Energy Group 17).
BNPP’s “know your customer” (“KYC”) documentation on Iranian Controlled Company 1
showed that it was 100% owned by Iranian Energy Group 1. BNPP’s documentation also
showed that Iranian Energy Group 1, and in turn Iranian Controlled Company 1, was 100%
owned by an lranian citizen.

44, The transactions involving Iranian Controlled Company 1 began in approximately
December 2006, at a time when the U-Turn Exemption permitted certain transactions involving
Iranian entities so long as those transactions were between two non-U.S., non-Iranian banks.
BNPP’s transactions involving Iranian Controlled Company 1 initially complied with the U-Turn

Exemption. BNPP issued its “Revised Group Policy on Iran” on September 24, 2007, and

OFAC revoked the U-Turn Exemption in November 2008. Despite this new bank policy and the
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revocation, BNPP continued to process U.S. dollar transactions involving Iranian Controlled -
Company 1 through November 2012.

45, In early 2010, the New York County District Attorney’s Office and the U.S.
Department of Justice jointly approached BNPP regarding its involvement in transactions with
sanctioned entities. Despite agreeing to commence an internal investigation into its compliance
with U.S. sanctions and cooperate fully with U.S. and New York authorities, BNPP continued to
process these transactions on behalf of Iranian Controlled Company 1.

46. Prior to December 2011, BNPP employees who were involved in the transactions
may not have been fully aware of the extent to which Iranian Controlled Company 1 was
controlled by, and effectively a front {or, an [ranian entity. In December 2011, however, a U.K.
Bank (“U.K. Bank 1) blocked a payment involving Iranian Controlled Company 1 and informed
BNPP that it would no longer do business with Iranian Controlled Company 1 because of its ties
to Iran — thus putting BNPP on notice, to the extent that it was not before, that transactions with
Iranian Controlled Company 1 were impermissible. Moreover, in January 2012, a U.S. branch of
a German bank (“German Bank 1) rejected a payment made by BNPP on Iranian Controlled
Company 1’s behalf because German Bank 1’s research showed that Iranian Controlled
Company 1 was “controlled from Iran.” And in June 2012, a BNPP Paris compliance officer
noted that Iranian Controlled Company 1 was sending payments from its account at BNPP Paris
to its account at an Indian bank (“Indian Bank 17} with “known links to Iran.” Nevertheless,
despite these warnings — and despite claiming to be cooperating fully with the Government’s
investigation into sanctions violations — BNPP continued to process U.S. dollar transactions for

Iranian Controlled Company 1 until November 2012.
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47+ From December 2011, when U.K. Bank 1 blocked the payment involving Iranian
Controlled Company 1 and in doing so put BNPP on notice of the impermissibility of the
transactions, through November 2012, when the transactions ended, BNPP knowingly,
intentionally and willfully processed a total of approximately $586.1 million in transactions with
Iranian Controlled Company 1, in violation of U.S. sanctions against Iran.

48.  In addition to the transactions with Iranian Controlled Company 1, in 2009, BNPP
knowingly, intentionally and willfully processed approximately $100.5 million in U.S. dollar
payments involving an Iranian oil company following the revocation of the U-Turn Exemption,
in violation of U.S. sanctions. The payments were in connection with six letters of credit issued
by BNPP that financed Iranian petroleum and oil exports — and the payments were made even
after compliance personnel at BNPP Paris alerted ECEP employees that the U.S. dollar payments
associated with these letters of credit “‘are no longer allowed by American authorities.”

Violations of the Cuban Sanctions

Overview

49. From at least 2000 up through and including 2010, BNPP, through its Paris
headquarters, conspired with numerous Cuban banks and cntities as well as financial institutions
outside of Cuba to provide U.S. dollar financing to Cuban entities in violation of the U.S.
embargo against Cuba. During the course of its illicit conduct, BNPP processed thousands of
U.S. dollar denominated financial transactions with Sanctioned Entities located in Cuba, with a
total value in excess of $1.747 billion, including transactions involving a Cuban SDN with a
value in excess of $300 million.

50. BNPP carried out transactions with Cuban Sanctioned Entities and evaded the
U.S. embargo principally through BNPP’s participation in several U.S. dollar-denominated credit

facilities designed to provide financing to various Cuban entities (the “Cuban Credit Facilities™).
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Similar to BNPP’s means of circumventing the U.S. embargo against Sudan, BNPP employees
directed that transactions involving Cuba omit references to Cuba in payment messages to
prevent the transactions from being blocked when they entered the United States. On the
occasions when payments were identified and blocked when they entered the United States,
BNPP at times stripped them of any mention of Cuba and then resubmitted the payments through
an unaffiliated U.S. bank without that bank’s knowledge of the resubmittal. BNPP also
employed a complicated “fronting” structure to disguise from U.S. banks the true nature of the
transactions with Cuban parties, similar in some respects to BNPP’s use of satellite banks to
disguise the true nature of transactions with BNPP Geneva’s Sudanese clients.

51.  BNPP’s efforts to evade the U.S. embargo against Cuba continued long after the
illicit nature of the transactions was made clear to numerous compliance, legal and business
personnel at BNPP Paris. Indeed, high-level business managers at BNPT Paris overruled explicit
concemns from compliance personnel in order to allow the Cuban business to continue, valuing
the bank’s profits and business relationships over adherence to U.S. law.

BNPP’s Methods of Evading U.S. Sanctions Against Cuba

52. Beginning at least as early as 2000 and continuing through 2010, BNPP
participated in eight Cuban Credit Facilities that involved U.S. dollar clearing and that were not
licensed by OFAC. The Cuban Credit Facilities were managed out of BNPP Paris, and each
facility processed hundreds (and in some cases thousands) of U.S. dollar transactions in violation
of U.S. sanctions. The purpose of the credit facilities was to provide financing for Cuban entities
and for businesses seeking to do U.S. dollar business with Cuban entities. One such facility, for
example, involved U.S. dollar loans to a Dutch company to finance the purchase of crude oil

products destined to be refined in and sold to Cuba. Another credit facility involved U.S. dollar
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- loans for one of Cuba’s largest state-owned cominercial companies (“Cuban Corporation 1),
which was designated by OFAC as an SDN.

53. The Cuban Credit Facilities were structured in highly complicated ways in order
to conceal the involvement of the Cuban parties. In a April 2000 credit application for one of the
Cuban Credit Facilities, {or example, two BNPP Paris employees acknowledged the “[1]egal risk
linked to the American embargo” and explained that the risk had been “resolved” through the use
of a “fronting” structure that layered the U.S. dollar transactions using accounts at a different
French bank (“French Bank 17) and concealed the involvement of Cuban entities. In a similar
structure used for another Cuban Credit Facility, payments from a Cuban entity to BNPP Paris
were not made directly but instead passed through several layers or steps. First, the payment
from the Cuban entity would be made from its account at French Bank 1 to a BNPP Paris bank
account at French Bank 1. As a book-to-book transfer — i.e., a transfer from one account to
another within the same financial institution — no U.S. dollar clearing would occur. Second,
BNPP Paris would transfer the money from its account at French Bank 1 to a transit account held
at BNPP Paris itself. This bank-to-bank transfer would result in U.S. dollar clearing, with the
payment typically being transferred through BNPP NY or on occasion by U.S. Bank 1. In order
to prevent BNPP NY’s OFAC filters from blocking the transactions, BNPP Paris would make no
mention of Cuba or the Cuban entities involved. Third, BNPP Paris would conduct a book-to-
book transfer from its own BNPP Paris account to an account held by the Cuban entity at BNPP
Paris. Although BNPP Paris would list its own transit account as the beneficiary of the
transaction passing through the United States, most of these payments bypassed the transit

account and were credited directly to the Cuban entity’s account at BNPP Paris. In interviews

with the Government, ECEP employees at BNPP Paris acknowledged that this complex structure
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of payment transfers had no business purpose other than to conceal the connection to Cuba in the
payments processed through the United States.

54. For these fronting structures to work as intended — i.e., to ensure that U.S.
authorities and U.S.-based banks, including BNPP New York, did not learn of the Cuban
involvement in the transactions — it was essential that the wire transfer messages that were
transmitted through New York did not contain any reference to Cuba or a Cuban entity.
Accordingly, BNPP agreed with Sanctioned Entities in Cuba, and with other banks involved in
the credit facilities, not to mention the Sanctioned Entities’ names in U.S. dollar transactions
processed through the United States. Indeed, BNPP gave Cuban clients and other participants in
the credit facilities careful instructions as to how to tailor payment messages to evade the U.S.
embargo. For example, in January 2006, an ECEP employee at BNPP Paris wrote to two other
ECEP employces in relation to one of the Cuban Credit Facilities: “I think we need to point out
to [French Bank 1] that they should not mention CUBA in their transfer order.” One of the
ECEP employees responded: “[French Bank 1] knows very well that Cuba or any other Cuban
theme must not be mentioned in the transfer orders and I reminded them about this over the
phone this morning.” The first ECEP employee then responded: “Even if [French Bank 1]
‘knows very well,” I prefer for us to write this down each time we ask for a transfer concerning
our Cuban transactions.” Similarly, in an email exchange in 2007, a BNPP Paris employee
counseled an employee of a Cuban Sanctioned Entity not to mention the name of a Cuban bank
on a payment message, or else “these[] funds risk to be stopped by United State[s] further to the
embargo.” In response, the employee of the Cuban Sanctioned Entity stated that the entity

would cancel the already-prepared wire instruction, and instead would execute the transaction

“following your instructions.”
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55.  Despite BNPP’s careful instructions as to how to tailor wire transfer messages
without mentioning Cuba, in February 2006, three payments involving Cuban Credit Facility 1
were identificd and blocked by banks in the United States because back office employees had
inadvertently made reference to Cuban entities in the wire transfer messages. Two of the
payments were blocked by BNPP New York and one was blocked by U.S. Bank 1.
56.  BNPP’s handling of these blocked payments was indicative of the bank’s cavalier
— and criminal — approach to compliance with U.S. sanctions laws and regulations. Rather than
use the blocking of these payments as an impetus to come into compliance with U.S. sanctions,
BNPP decided to strip the wire messages of references to Cuban entities and resubmit them as a
lump sum through U.S. Bank 1, in order to conceal from U.S. Bank 1 not only the Cuban
involvement in the transactions, but also the fact that the resubmitted payment was comprised of
a payment U.S. Bank 1 had already blocked. BNPP took these steps out of fear that if OFAC
learned of the blocked payments, BNPP’s entire history with the Cuban Credit Facilities could w
have been exposed and could have resulted in BNPP facing sanctions by U.S. authorities.
57. Shortly after the paymebnts were blocked but before they were resubmitted, in |
early March 2006, a senior attorney at BNPP Paris (the “Senior BNPP Paris Attorney”) reached
out to U.S. Law Firm 1 for advice on the blocked payments and explained: “My concem comes
from the fact that we cannot rule out that we would have to explain to OFAC that this is part of a |
long standing facility with Cuban entitics. Could that trigger a retroactive investigation of all
prior payments so that OFAC would check that all payments cleared through the US dollar
system relate to licensed transactions?” On March 6, 2006, U.S. Law Firm 1 responded with a
memorandum that not only indicated that the transactions violated U.S. sanctions — regardless of

whether they had been processed by BNPP New York or U.S. Bank 1 — but also stated: “The
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risk of serious regulatory sanction . . . is such that BNP Paribas should consider discontinuing
participation in any such U.S. dollar facility.” An attorney at BNPP Paris who reported to the
Senior BNPP Paris Attorney (the “Junior BNPP Paris Attorney”) forwarded this memorandum to
a compliance officer at CIB, only to be reprimanded by the Senior BNPP Paris Attorney, who
insisted that “[i]t was a draft memo and should not have been distributed to just anyone. We
now no longer have control over its status. Do not do anything more on this file without talking
to me about it.” The Junior BNPP Paris Attorney responded that the compliance officer would
“delete the e-mail.” The Senior BNPP Paris Attorney then wrote to U.S. Law Firm 1 and
instructed it to “please suspend any further work on this file.”

58.  Almost immediately after the three blocked payments were stripped and
resubmitted, BNPP decided to process the U.S. dollar transactions for this facility through U.S.
Bank 1, instead of BNPP New York. A compliance officer at BNPP Paris, referring to the
blocked transactions, explained in an internal email that “[t]o prevent this problem, and as a
lesser evil, CIB Compliance advocates standardizing all this clearing to a bank other than BNPP
NY (U.S. Bank 1, in this case).” BNPP Paris ultimately directed 188 payments for this facility,
totaling approximately $37 million, to U.S. Bank 1 as its U.S. dollar clearer, without informing
U.S. Bank 1 that the transactions involved Cuban Sanctioned Entities. BNPP made the same
decision to process transactions through U.S. Bank 1 for several other U.S. dollar denominated
Cuban Credit Facilities.

BNPP’s Knowledge of Its Illicit Conduct

59.  In the same way that BNPP employees involved in the transactions with Sudanese
Sanctioned Entities claimed that they did not believe that U.S. sanctions laws applied or could be
applied to foreign banks, several BNPP employees who werc involved in or had knowledge of

the Cuban Credit Facilities claimed in interviews with the Government and with outside counsel
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for BNPP that they did not appreciate that U.S: sanctions law applied to transactions run out of
BNPP Paris. Several of these employees further stated that, in their view, the instructions to
omit references to Cuban entities from wire transfer messages were not intended to evade U.S.
law, but rather were based on a non-criminal desire to have the transactions processed through
the United States without incident, as they would otherwise likely be blocked even if they were
ultimately permissible.

60. To the extent that BNPP employees genuinely held this incorrect view of the
reach of U.S. sanctions, by October 2004, BNPP and the individuals principally responsible for
the Cuban Credit Facilities were on clear notice that U.S. sanctions did, in fact, apply to all U.S.
dollar transactions involving Sanctioned Entities cleared in the United States, even if the
transactions were directed from a non-U.S. bank such as BNPP Paris. As described above, in
October 2004, BNPP received the 2004 Legal Opinion from U.S. Law Firm 1, which was
disseminated widely among executives at BNPP Paris and within ECEP. The 2004 Legal
Opinion explicitly stated that U.S. sanctions laws did, in fact, apply to all U.S. dollar
transactions, including those initiated by foreign banks. Specifically, the opinion stated, with
regard to the U.S. sanctions against Cuba, that, “U.S. dollar transactions of non-U.S. banking
institutions with Cuban counterparties cleared inside the United States would be subject to the
Cuba regulations and blocked . ... [A]ny BNPP transaction with a Cuban counterparty cleared
inside the United States by any bank . . . would fall within the scope of the Cuba sanctions.”
Thus, the opinion made perfectly clear that the Cuban Credit Facilities — which involved “U.S.
dollar transactions of non-U.S. banking institutions with Cuban counterparties cleared inside the
United States” — violated U.S. sanctions. Moreover, while the 2004 Legal Opinion left some

ambiguity as to whether BNPP could face criminal liability if its transactions with Sanctioned
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Entities were cleared through an unaffiliated financial institution, as opposed to BNPP New
York, the Cuban Credit Facilities were cleared almost exclusively through BNPP New York.
Indeed, from 2002 through 2010, more than 96% of the transactions related to the Cuban Credit
Facilities were cleared through BNPP New York.

61.  Following the receipt of the 2004 Legal Opinion, BNPP Paris compliance, legal
and business personnel acknowledged in numerous discussions that the Cuban Credit Facilities
did not comply with the U.S. embargo against Cuba, or with BNPP’s stated policy that it did not
conduct U.S. dollar business with Cuba. A January 2005 e-mail from a BNPP New York
compliance ofticer to a senior BNPP Paris compliance officer stated: “US OFAC laws state that
a US entity cannot send or receive funds to/from Cuba. It does not matter that the traders are
overseas . . . no USD denominated anything can be transacted with OFAC prohibited entities.”
In February 2005, BNPP’s standardized instructions for the processing of payments related to
Cuba stated: “COUNTRY SUBJECT TO A U.S. EMBARGO. The U.S. and foreign banks
established on U.S. territory are notably required to proceed with the blocking of assets
concerning countries or individuals under U.S. embargo. Any transfer in USD is subject to this
regulation. One should thus take care not to proceed with such transactions.”

62.  In December 2005, ABN AMRO Bank, N.V. (“ABN AMRO”), a Dutch bank,
was fined by U.S. regulators for violations of U.S. sanctions laws. Specifically, ABN AMRO’s
branch in New York had processed non-transparent payment messages sent by ABN AMRO’s
global branch network for customers in sanctioned countries. On December 19, 2005, as a result
of this conduct, ABN AMRO entered into a consent cease and desist order with regulators,
including FRB-NY and DFS, and paid a combined civil monetary penalty of $80 million to the

regulators, OFAC, and the Financial Crimes Enforcement Network.
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63. In January 2006, a compliance officer at BNPP Paris analyzed BNPP’s
compliance with U.S. sanctions in light of the ABN AMRO settlement and wrote the following
to a group of senior BNPP Paris compliance and business personnel:

Does ECEP run the risk of an allegation for circumventing the embargo? A
practice does exist which consists in omitting the Beneficiaries’/Ordering party’s
contact information for USD transactions regarding clients from countries that are
under U.S. embargo: Sudan, Cuba, Iran. This avoids putting BNPP NY in a
position to uncover these transactions, to block them, and to submit reports to the
regulator. This monitoring is practiced especially by the Operational Center in
Paris, but it also exists in other centers. However, the fact that SWIFT messages
are not referencing the final Beneficiary or the Initiating Party for the movement
of funds does not protect the bank totally, because the investigative capacities of
U.S. banks . . . are more and more sophisticated. . . . Concerning Cuba — It is true
that we are not completely in line with the text of the U.S. regulations.

(Emphasis added). Also in January 2006, an ECEP employee at BNPP Paris asked a compliance
officer at BNPP Paris, “when we lend money to the Cubans, the loans are generally made out in
Dotlars, except in a few exceptional cases. Could we be reprimanded, and if so, based on what?”
The compliance officer responded to the ECEP employee and several other senior ECEP
employecs at BNPP Paris with a clear warning:

These processing transactions obliges us to obscure information regarding the

USD (BNPP NY) Clearer, and it is a position which BNPP is not comfortable

with, and which, of course, offers a risk to its image and, potentially, a risk for

reprisals from US authorities if this behavior was discovered, even if such could

not occur directly . . . . In a way, a risk which we thought was non-existent is
becoming a little less so.

64. In May 2006, the executive at BNPP New York responsible for ethics and
compliance expressed his concemn about the use of cover payments to conceal the involvement of
Sanctioned Entities in transactions processed by BNPP New York. In response, a CIB Paris
compliance officer wrote an e-mail to several senior BNPP Paris compliance officers that stated:

If [the New York head of ethics and compliance] only offers the choice between

abandoning the [cover payment] for movements in favor of clientele or promising

BNPP NY we do not wire transfer in USD concerning Cuba, Iran, Sudan or Syria,
I only see the solution of going through another bank than BNPP NY for all
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transactions to these destinations. The other, less gratifying alternatives are to
stop working in USD in these zones or to disguise the reality with the no win
situation between telling stories to BNPP NY or to [U.S. Bank 1].

65. In January 2007, a compliance officer at BNPP Paris sent a memo to the head of
compliance at BNPP Paris entitled “Respect of Cuban Embargo,” that noted that BNPP had been
bypassing the U.S. embargo against Cuba to the extent that the bank was holding U.S. dollar
accounts with Cuban banks and permitting Cuban entities to borrow in U.S. dollars. The
compliance officer concluded that “[t]otal transparency is not currently possible” with respect to
Cuba because Cuban Credit Facilities still remained U.S. dollar denominated, and “[c}hanging
the payment currency during the process with a pool of participants would be long and costly.”

BNPP’s Decision To Continue the Credit Facilities Regardless of U.S. Sanctions

66. Beginning in late 2006, compliance personnel at BNPP Paris sought to convince
employees in the ECEP business line to convert the U.S. dollar Cuban Credit Facilities to Euros
or another currency. Despite these efforts, certain of the Cuban Credit Facilities remained
denominated in U.S. dollars for several more years, and U.S. dollar transactions in one Cuban
Credit Facility continued routinely into 2010. Senior employees at BNPP Paris, including the
Global Head of ECEP, allowed these credit facilities to remain in U.S. dollars, despite the fact
that they violated U.S. law, due to BNPP’s longstanding relationships with Cuban entities and
the perceived cost to BNPP of converting the facilities into Euros. In May 2007, a compliance
officer at BNPP Paris sent a memo to senior BNPP Paris compliance and ECEP personnel
entitled “Compliance with the Cuba embargo.” The memo addressed the fact that while several
of the Cuban Credit Facilities had been suceessfully converted to Euros, one credit facility,
involving hundreds of millions of dollars, remained denominated in U.S. dollars. The memo laid
out two solutions for dealing with that facility: (1) “[s]et this facility aside from the official

inventory with regard to the US so long as it cannot be converted into Euros or another
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currency;” or (2) *[i]f Group Compliance needs to be totally transparent with regard to the US
authorities, the facility currency will have to be modified. . . . [T]his option would trigger off an
onerous process of negotiations with the banks and the borrowers, and ECEP will not have total
control over the outcome: our decision to be OFAC compliant is a minor concern for the other
parties.” The memo concluded that “|g]iven its marginal character, we suggest that this facility
should be kept silent, it is totally discreet and 1s reimbursed via internal wire transfers.” The
memo included a handwritten note on top of the first page indicating a decision was made by the
Head of Compliance on June 7, 2007 in which he selected “option B,” which noted that if the
Cuban transactions were to be totally transparent “the facility currency will have to be
modified.”

67. By 2008, compliance officers at BNPP increasingly expressed frustration with
ECEP’s failure to convert the remaining Cuban Credit Facility to Euros or another non-U.S.
dollar currency in order to comply with U.S. sanctions. On February 11, 2008, BNPP
implemented a policy that prohibited all new business with Cuba. Despite this policy, two
Cuban facilities remained U.S. dollar denominated after May 2008.

68. In September 2008, a compliancc officer at BNPP Paris wrote to several senior
compliance officers at BNPP: “[The Cuban Credit Facility], for which we have for two years
now been putting pressure on ECEP to have the USD reference abandoned, is more or less at a
dead-end, and we know it will be impossible to modify without giving up something in
exchange. . . . [T]he subsistence of [the Cuban Credit Facility} in USD [] prevents [BNPP’s]
situation on Cuba from being totally ‘compliant.’”

69. Despite the pressure from compliance personnel to convert the remaining Cuban

Credit Facility into Euros, BNPP continued to receive U.S. dollar payments related to the facility
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until early 2010. The choice by ECEP to continue violating U.S. sanctions iaws with regard to
this facility was due in part to BNPP’s desire to continue to do business in Cuba. In a December
2009 internal memorandum, an ECEP employee at BNPP Paris wrote that one of the Cuban
companies invoived in the remaining credit facility was “a historic client of BNPP Paribas and a
major player in the Cuban economy . . . [and] a strategic customer with whom we intcnd to
arrange new financing secured by offshore flows.”

70. As aresult of BNPP’s desire to conduct U.S. dollar business with Cuban
Sanctioned Entities, from October 2004 — when the 2004 Legal Opinion was disseminated
throughout BNPP Paris — until BNPP’s final U.S. dollar transactions with Cuban entities in early
2010, BNPP knowingly, intentionally and willfully processed illicit U.S. dollar transactions
involving Cuba with a total of value of approximately $1.747 billion.

BNPP’s Failure To Timely Provide Relevant Information to the Government

71.  BNPP was on notice of law enforcement concems regarding its potential
sanctions violative conduct in as early as December 2009, when it was contacted by the New
York County District Attorney’s Office. In a subsequent meeting, in early 2010 between BNPP
and the U.S. Department of Justice and the New York County District Attorney’s Office, BNPP
agreed to conduct an internal investigation into business conducted with countries subject to U.S.
sanctions at a number of its subsidiaries and branches and covering the time period January 1,
2002 through December 31, 2009, including in Paris, London, Milan, Rome and Geneva. The
review was expanded after BNPP discovered instances in which its illicit conduct continued past
the original agreed-upon review period.

72. Despite receiving legal opinions in 2006 that identified potential sanctions-
violative conduct, receiving notice of the same from law enforcement in late 2009, and beginning

its internal investigation in early 2010, BNPP failed to provide the Government with meaningful
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materials from BNPP Geneva until May 2013, and the materials were heavily redacted due to
bank secrecy laws in Switzerland. BNPP’s delay in producing these materials significantly
impacted the Government’s ability to bring charges against responsible individuals, Sudanese
Sanctioned Entities, and the satellite banks.

73. Furthermore, in 2006, a BNPP whistleblower in London raised concemns
internally about a U.S. citizen who served as a BNPP executive and was facilitating transactions
with the government of Iran, in direct contravention of IEEPA. This illegal conduct stopped in
April 2006. BNPP did not disclose any information to the Government about the whistleblower
or the executive until December 2011, almost two years after BNPP began its internal
investigation and eight months after the statute of limitations against this individual expired.

74. In other respects, BNPP has provided substantial cooperation to the Government
by conducting an extensive transaction review; identifying potentially violative transactions;
responding to numerous inquiries and multiple requests for information; providing voluminous
relevant records from foreign jurisdictions; signing tolling agreements with the Government and
agreeing to extend such tolling agreements on multiple occasions; conducting interviews with
dozens of current and former employees in Paris, London, New York, Geneva, Rome and Milan;
and working with the Government to obtain assistance via a Mutual Legal Assistance Treaty

(“MLAT”) with France, among other things. BNPP also has now taken several corrective

measures to enhance its sanctions compliance.
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Dated: New York, New York
June 30,2014

PREET BHARARA
United States Attorney

I

Andrew D. Goldstein

Martin S. Bell

Christine 1. Magdo

Micah W. J. Smith

Assistant United States Attorneys
(212) 637-2200

LESLIE CALDWELL
Assistant Attorney General
Criminal Division

JAIKUMAR RAMASWAMY
Chief, Asset Forfeiture and Money
Laundering Section ——
By: /M\/(L:) e
Craig Tinm
Jennifer E. Ambuehl
Trial Attorneys
Asset Forfeiture and Money Laundering
Scction, Criminal Division
(202) 514-1263
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AGREED AND CONSENTED TO:

After consulting with its attorney and pursuant to the plea agreement entered into this day
between the defendant, BNPP, and the United States, 1, the designated corporate representative
authorized by the Board of Directors of BNPP, hereby stipulate that the above Statement of Facts
is true and accurate, and that had the matter proceeded to trial, the United States would have
proved the samg beyond a reasonable doubt.

r
[4
P e

Tnw 24 K14
BNP Pgribas S.A. ' J DATH '

by _ Gfnp UEt Dy kA

APPROVED:
We are counsel for BNPP in this case. We have carefully reviewed the above Statement of Facts

with the Board of Directors of BNPP. To our knowledge, the Board of Directors” decision to
stipulate to these facts is an informed and voluntary one.

Az —— Tome 2%, 2014

Karen Pattong&eymour, Esq. DATE
Sullivan & Cromwell LLP
Attorneys for BNP Paribas S.A.

36



Case 1:14-cr-00460-LGS Document 13-3 Filed 07/10/14 Page 1 of 6

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

__________________________________ X
UNITED STATES OF AMERICA : CONSENT PRELIMINARY ORDER OF
FORFEITURE/MONEY JUDGMENT
o 14Cr ()
BNP PARIBAS, S.A.,
Defendant.

__________________________________ X

WHEREAS, on or about _ . 2014, BNP PARIBAS, S.A., (the
“defendant”), was charged in a one-count Information, 14 Cr. () (the “Information™), with

conspiracy to commit an offense against the United States in violation of Title 18, United States
Code, Section 371, to wit, conspiring to violate the International Emergency Economic Powers
Act, codified at Title 50, United States Code, Section 1701 ef seq., and regulations issued
thereunder, and the Trading with the Enemy Act, codified at Title 50, United States Code
Appendix, Section 1 ef seq., and regulations issued thereunder (“Count One™);

WHEREAS, the Information included a forfeiture allegation as to Count One,
seeking forfeiture to the United States, pursuant to Title 18, United States Code, Section
981(a)(1)(C) and Title 28, United States Code, Section 2461(c), of any and all property, real and/or
personal, that constitutes or is derived from proceeds traceable to the commission of the offense;

WHEREAS, on , 2014, the defendant pled guilty to Count One
of the Information and admitted the forfeiture allegation, pursuant to an agreement (the “Plea
Agreement”) with the Office of the United States Attorney for the Southern District of New York

and the Asset Forfeiture and Money Laundering Section of the Criminal Division of the United
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States Department of Justice (“the Government™), wherein the defendant admitted the forfeiture
allegation with respect to Count One of the Information and agreed to forfeit to the United States,
pursuant to Title 18, United States Code, Section 981, and Title 28, United States Code, Section
2461, a sum of money equal to $8,833,600,000.00 in United States currency, representing the
amount of proceeds traceable to the violations set forth in Count One of the Information (the
“Total Forfeiture Amount”);

WHEREAS, the defendant consents to a money judgment equal to the Total
Forfeiture Amount in United States currency;

WHEREAS, the Government agrees, pursuant to the Plea Agreement, that
payments the defendant is required to make in connection with its concurrent settlement of the
related criminal action brought by the New York County District Attorney’s Office, and the related
regulatory actions brought by the Board of Governors of the Federal Reserve System and the New
York State Department of Financial Services (the “Related Settlements™), the total of which is not
to exceed $4.994,800,000.00, as set forth in the Plea Agreement, shall be credited against the
money judgment upon the Government’s receipt of proof of such payments;

ITIS HEREBY STIPULATED AND AGREED, by and between the United States
of America, by its undersigned attorneys, and the defendant, by and through its counsel, Karen
Patton Seymour, Esq., that:

1. As aresult of the offense charged in Count One of the Information, to which
the defendant pled guilty, a money judgment in the amount of $8,833,600,000.00 in United States
currency (the “Money Judgment™) shall be entered against the defendant.

2. Pursuant to Rule 32.2(b)(4) of the Federal Rules of Criminal Procedure, this
Consent Preliminary Order of Forfeiture/Money Judgment is final as to the defendant, BNP

2
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PARIBAS, S.A., at sentencing, and shall be deemed part of the sentence of the defendant, and shall
be included in the judgment of conviction therewith.

3. All payments on the outstanding Money Judgment, less the credited
amounts paid by BNPP in connection with the Related Settlements, shall be made to the
Government, pursuant to instructions provided by the Government, by electronic wire transfer
within 30 days of the Plea Agreement becoming effective.

4. Upon execution of this Consent Preliminary Order of Forfeiture/Money
Judgment, and pursuant to Title 21, United States Code, Section 853, the Government shall be
authorized to deposit the payments on the Money Judgment into the United States Treasury
Suspense Account. Upon sentencing, the United States shall have clear title to such forfeited
property.

S. If the sentencing judge rejects the Plea Agreement or fails to impose a
sentence consistent therewith and BNPP chooses to withdraw its plea of guilty pursuant to Fed. R.
Crim. P. 11(c)(1)(C) and 11(d), this Consent Preliminary Order of Forfeiture/Money Judgment
shall be vacated and any payments made on the outstanding Money Judgment to the Government
shall be returned to BNPP.

6. Pursuant to Rule 32.2(b)(3) of the Federal Rules of Criminal Procedure,
upon entry of this Consent Preliminary Order of Forfeiture/Money Judgment, the Government is
authorized to conduct any discovery needed to identify, locate or dispose of forfeitable property,
including depositions, interrogatories, requests for production of documents and the issuance of

subpoenas, pursuant to Rule 45 of the Federal Rules of Civil Procedure.
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7. The Court shall retain jurisdiction to enforce this Consent Preliminary
Order of Forfeiture/Money Judgment, and to amend it as necessary, pursuant to Rule 32.2(e) of the
Federal Rules of Criminal Procedure.

8. The Clerk of the Court shall forward three certified copies of this Consent
Preliminary Order of Forfeiture/Money Judgment to Assistant United States Attorney Sharon
Cohen Levin, Chief of the Money Laundering and Asset Forfeiture Unit, United States Attorney’s

Office, One St. Andrew’s Plaza, New York, New York 10007.
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0. The signature pages of this Consent Preliminary Order of Forfeiture/Money

Judgment may be executed in one or more counterparts, cach of which will be deemed an original

but all of which together will constitute one and the same instrument. A facsimile or electronic

image of the original signature of any party executing this Consent Preliminary Order of

Forfeiture/Money Judgment shall be deemed an original signature and shall constitute an original

as against the party whose signature appears in the facsimile or electronic image.

AGREED AND CONSENTED TO:

PREET BHARARA

United States Attorney for the
Southern District of New York
Attorney for United States

. (U Va

Andrew D. Goldstein

Martin S. Bell

Christine . Magdo

Micah W. J. Smith

Assistant United States Attorneys
(212) 637-2200

&/30/2014

DATE

LESLIE CALDWELL
Assistant Attorney General
Criminal Division

JAIKUMAR RAMASWAMY
Chief, Asset Forfeiture and Money
Laundering Section

By:

~ 7 -

,. < -
14 B ¥
Craig Timn®

Jennifer E. Ambuehl

Trial Attorneys

Asset Forfeiture and Money Laundering
Section, Criminal Division

(202) 514-1263

£/x5/14

DATE
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BNP PARIBAS,S.A. ).
Defendant 1 .

By

BNP Pafibas, S.A.

By: a2 088 DIBARA

By: %%\/\—/

Karen Patton $&/mour, Esq.
Sullivan & Cromwell LLP
Attorneys for BNP Paribas, S.A.

SO ORDERED:

HONORABLE
UNITED STATES DISTRICT JUDGE

M\\,\V\L 2,’2 / 7/%1 L

PATE

e 28, 2014

DATE

DATE
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BNP PARIBAS S.A.
LIMITED CERTIFICATE OF CORPORATE RESOLUTION

I, Philippe Bordenave, do hereby certify that I am the Acting Corporate Secretary of BNP
Paribas S.A., a corporation duly organized and existing under the laws of France, and that the
following is a complete and accurate copy of a resolution adopted by the Board of Directors of
BNP Paribas S.A. at a meeting held on June 26, 2014 at which a 'quorum was present and

resolved as follows:

RESOLVED: That the Board of Directors has been advised of the contents of the
Information and the proposed Plea Agreement and its attachments in the matter of
the United States versus BNP Paribas S A. including the Statement of Facts;
consulted with legal counsel in connection with this matter; and voted to enter
into the proposed Plea Agreement, Waiver of Indictment, and Stipulated
Preliminary Order of Forfeiture/Money Judgment, to admit to the Statement of
Facts, and to authorize BNP Paribas S.A. to plead guilty to the charge specified in
the Information; and that Jean-Laurent Bonnafé of BNP Paribas S.A., as
empowered under French law in this regard, is hereby authorized in his sole
discretion, to negotiate, approve, and make the offer of plea and settlement of
BNP Paribas S.A., attached hereto; in this connection, it is hereby certified that
the aforementioned Officer is hereby authorized by law to delegate his authority
to Georges Dirani, General Counsel of BNP Paribas S.A. to underiake such
actions as he may deem necessary and advisable, including the execution of such
documentation as may be required, in order to carry out the foregoing; and has
hereby delegated this authority to Georges Dirani.

I further certify that the aforesaid resolution has not been amended or revoked in any respect and
remains in full force and effect.

IN WITNESS WHEREQF, [ have executed this Certification this Z_thay of June, 2014.

By: W

Philippe Bordenave
Acting Corporate Secretary
BNP Paribas S.A.
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